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Overview

The creation or renewal of digital certificates involves several steps, multiple teams, 
and offers less visibility into expiring or noncompliant certificates. 

Venafi demonstrates proven interoperability with A10 Thunder ADC to provide the 
customers with a consolidated and simplified method to manage critical security 
information, such as certificate locations, key sizes, ciphers used, and validity dates. 
This solution provides a complete view of an organization’s digital certificates and 
makes it easy to fully automate the use of keys and certificates as the business 
grows.

The purpose of this document is to provide the steps to integrate A10 devices with 
Venafi Trust Protection Platform and automate certificate renewal. The overall 
process is described as follows:

 1. Download and install the PowerShell script from the Venafi marketplace. See 
PowerShell Script Installation.

 2. Create a Credential Object to authenticate the connection to the A10 device. See 
Prerequisites. 

 3. Create a Device object to reference the A10 device and validate its certificates 
and private keys. See Prerequisites.

 4. Create and execute an Onboard Discovery job to discover and import the 
applications and certificates into the Venafi platform. See Creating an Onboard 
Discovery Job.

 5. Automate the renewal of expired certificates. The renewed certificates are 
downloaded and installed on the A10 device automatically. See Certificate 
Renewal.
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Integration with Venafi

The following topics are covered in this section: 

Prerequisites 5

PowerShell Script Installation 6

Onboard Discovery of Applications and Certificates 8

Certificate Renewal 17

Prerequisites
Before performing the integration steps, ensure the following:

 l Venafi Trust Protection Platform is installed and configured.

This platform rapidly develops an accurate certificate inventory and identifies 
security and operational risks.

 l Connectivity between the Trust Protection Platform and Thunder device.

 l A10 policy folder is created in the Venafi Trust Protection Platform. 

It’s a separate logical container for the A10 devices and policies inside the 
platform. To create the policy folder, see Venafi documentation.

 l ACOS Thunder device is set up with a basic configuration. 

In this document, it is assumed that the device is configured with a virtual server, 
having a virtual port with the Template Client SSL certificate associated with it.
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PowerShell Script Installation
You need to download and install the PowerShell script from the Venafi 
marketplace. This script provides routines that are invoked to conduct programmed 
operations in response to the Trust Protection Platform events at various phases of 
the certificate lifecycle. 

To install the PowerShell script:

 1. Go to the Venafi marketplace website.

 2. Click Install Now (as shown in Figure 1).

Figure 1 : Venafi marketplace

 3. Unzip the downloaded file.

 4. Place the script (A10_Adaptable_App.ps1) in the Program 
Files\Venafi\Scripts\AdaptableApp folder of your Venafi windows server 
instance.

 5. Access Venafi Trust Protection Platform through the web browser.

 6. From the menu bar, click Policy Tree and open the A10 policy folder.

 7. Navigate to Applications > Adaptable tab.
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 8. In the  Application Information section, enter the port number in the Port field.

Ensure that this port is used for communication with the Thunder API.

 9. In the Adaptable Settings section, select the A10_Adaptable_App script from the 
combo-box. 

The A10 policy folder uses this script for all purposes.
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Onboard Discovery of Applications and Certificates
The Onboard Discovery feature automates the process of importing certificates from 
the A10 devices into the Trust Protection Platform so you can monitor, validate, and 
provision them. 

This section describes the steps to create and execute an Onboard Discovery job. 

The following topics are covered: 

Prerequisites 8

Creating an Onboard Discovery Job 11

Executing the Onboard Discovery Job 15

Prerequisites

Before running the onboard discovery job, ensure the following tasks are 
performed:

 1. Create a credential object on the Trust Protection Platform to authenticate the 
A10 device.

To create a credential object:

 a. Open the Policy Tree view.

 b. Click A10 policy and right click to select Add > Credential > Username 
Credential. 
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The Username Credential page is displayed (Figure 2).

Figure 2 : Username Credential page

 c. In the General section, enter a credential object name in the Credential 
Name field. 

 d. In the Credential section, enter a username and password in the respective 
fields. 
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NOTE: Enter the same credentials that are used to login to the A10 
Thunder device. 

 e. Click Save.

 2. Create a device object on the Trust Protection Platform to reference the A10 
device and validate its certificates and private keys. 

To create a device object:

 a. Open the Policy Tree view.

 b. Click A10 policy and right click to select Add > Devices > Device. 

The Device page is displayed (Figure 3).
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Figure 3 : Device page

 c. In the General section, enter a name in the Device Name field. 

 d. In the Host Information section, enter the IP address of the A10 
device. 

 e. In the Device Credential field, specify the credential object (created 
in Step 1). This object is used to authenticate the connection with 
the A10 device.

 f. Click Save.

For more information, see Device Object Setting.

Creating an Onboard Discovery Job

To create an Onboard Discovery job:

 1. Open the TLS Protect management interface on the Trust Protection Platform.

 2. Navigate to Configuration > Jobs.
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 3. Click + Create New Job to start the Create New Job wizard.

 4. On the Create New Job page, select Onboard Discovery, and then click Start.
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The Job Details page is displayed.

 5. In the Name field, enter a name for your new onboard discovery job.

 6. In the Description field, enter a description that describes the purpose for this 
new job (this is optional).

 7. In the Contacts field, enter the contact names for your new job (this is optional).

 8. In the Installation Type list field, select the installation type as Adaptable and 
click Next.

The Targets page is displayed.

 9. In the Devices to Scan field, select the device object created previously and click 
Next. 
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The Placement Rules page is displayed.

 10. On the Placement Rules page, select one of the following,

 l With this device – Stores all the newly discovered certificates in the same 
folder where the device is located.

 l In this folder – Stores all the newly discovered certificates in the folder you 
specify (in the field below). 

 11. Click Next.

The Run Time page is displayed.

 12. On the Run Time page, set the Frequency for running the job by selecting one of 
the following,
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 l Every week / Every month / Every year – Sets a recurring time for the job to 
regularly synchronize the inventories by discovering newly added certificates.

 l Manually run – Executes the job manually whenever required. 

 13. Click Create Job.

The job is created and displayed under the jobs list on the Jobs page.

Executing the Onboard Discovery Job  

To execute the discovery job:

 1. After the job is created and displayed on the Jobs page, click Run Now.

When the execution is complete, the Discovery page displays the Status as 
Complete. Additionally, the New Applications and New Certificates fields display 
the number of applications and certificates discovered on the device. 
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 2. To view the newly discovered applications and associated certificates, switch to 
the Policy Tree view and refresh it. 

NOTE: During onboard discovery, only the public section of the certificates 
and the metadata required for provisioning the certificates are 
imported. The Venafi Trust Protection Platform does not import or 
store the private key.
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Certificate Renewal
Certificate renewal is the process of purchasing a new certificate for the same public 
key that was used in the expired certificate. After renewal, the new certificate is 
automatically downloaded and installed on the device.

This section describes the steps to renew the expired certificates. 

The following topics are covered: 

Prerequisites 17

Renewing Discovered Certificates 18

Prerequisites

Before renewing the certificates, ensure that the Certificate Authority (CA) template 
is configured under the A10 certificate policy (as shown in the figure below). For 
steps to create and configure the Certification Authority (CA) template, see 
Configuring Certificate Authority.

The CA template object contains information required for the Trust Protection 
Platform to connect to the CA for certificate management.

Additionally, the certificate renewal behavior is affected by certain options 
configured under the A10 Certificate policy. Hence, ensure that the following 
options are configured correctly,
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 l Disable automatic renewal: By default, automatic renewal is enabled for 
certificates in the Trust Protection Platform. To disable automatic renewal, set 
this value to Yes.

 l Renewal window: This parameter indicates the number of days before expiration, 
to renew the certificates. It is recommended to set this value between 30 to 90 
days to ensure that there is enough time to complete the processes and 
necessary approvals for renewing the certificate before the old certificate expires. 

Renewing Discovered Certificates

To renew the discovered certificate:

 1. Open the certificate in the Policy Tree view and click Renew Now.

 2. On the confirmation pop-up, click Yes to commence the certificate renewal 
process. 

The following processes take place in the background:

 a. The Trust Protection Platform creates a private key and generates the 
certificate signing request (CSR). 

 b. The CSR is forwarded to the configured Certificate Authority (CA).
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 c. The Trust Protection Platform retrieves the new signed certificate and key 
from the CA. 

 d. The new signed certificate and private key is sent to the A10 device and 
installed automatically.

 3. Verify new certificate installation by checking the certificate information in the 
A10 interface. 

 A. To check the renewed certificate information, navigate to ADC > SSL 
Management > SSL Certificates. 

 B. The renewed certificate is also associated with the virtual port configuration 
replacing the old certificate. To check this config, navigate to ADC > SLB > 
Virtual Server > Virtual Port > Edit > Template Client SSL. 

For more information, see Certificate Renewal. 
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Support

For more information about A10 Thunder products, contact A10 Networks at: 
https://www.a10networks.com/contact-us/.

For technical assistance, contact A10 Networks Technical Support by following the 
instructions at: https://support.a10networks.com/.
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