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Introduction

The VMware templates 1.0.0 offers the following capabilities for Thunder®
Application Delivery Controller (ADC):

e Monitors different vThunder performance metrics and logs using the VMware
ESXi vRealize tools.

e Publishes the vThunder performance metrics to vRealize Operations (VROps)
dashboard using the data collected by the Thunder Observability Agent (TOA).
For more information on Thunder logs, see Supported Thunder Metrics.

e Publishes the vThunder syslog to vRealize Log Insight (vRLI) dashboard using the
data collected by the Thunder Observability Agent (TOA).
For more information on Thunder logs, see Supported Thunder Logs.

NOTE: The VMware Template release v1.0.0 includes the vROps and vRLI
dashboard configuration.
The VMware templates for vThunder deployment and its configuration
would be available in a future release.

The following VMware monitoring tools are supported:

e VRealize Operations (VROps)

o VRealize Log Insight (vRLI)

Figure 1 illustrates vThunder installed on VMware ESXi hypervisor.
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Figure 1 : vThunder for VMware ESXi
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Terminology

The following is a list of VMware terms commonly used in this document:

VMware ESXi — An enterprise-level Bare Metal hypervisor to create and run
virtual machines.

VMware Realize Operations (VROps) — A tool that helps in operating and
monitoring the capacity, health, and performance of your hosted infrastructure. It
provides a user interface to monitor metrics, create dashboards and graphs, and
receive alerts and notifications.

A10 vThunder — A fully operational, software-based Application Delivery
Controller (ADC) solution that can run on VMware ESXi. vThunder ADC provides a
robust, flexible, and easy-to-deploy application delivery and server load balancing
service.

A10 Thunder Observability Agent (TOA) — An external plugin that is installed on
CentOS, Linux, or Ubuntu. This agent sends Thunder metrics and logs to vROps
and vRLI respectively.

vRealize Log Insight (VRLI) — A tool that helps in troubleshooting issues related
to the hosted infrastructure using the log files. It provides a user interface to
analyze, collect, manage, and view logs.



Prerequisites

The following tables list the prerequisites for installing vThunder on VMware ESXi:

Hardware Dependencies

Table 1: Hardware Dependencies

Requirement

Description

A10 vThunder Virtual
Machine

For trial purposes, the minimum requirements are 4 GB
RAM, 4 CPU, 32 GB.

To view the available installation options, see A10
Support Portal.

For Monitoring

A10 Thunder
Observability Agent
(TOA) Virtual Machine

The minimum requirements are 2 GB RAM, 1 CPU, 4 GB.

Software Dependencies

Table 2 : Software Dependencies

Requirement

Version Description

A10 vThunder

ACOS version | To download the A10 vThunder image
on your machine:

1. Login to the A10 Support Portal
and go to Software and
Documentation > Thunder & AX
Series > vThunder Installation -
ADC/SLB > X.X.X Release >
vThunder Appliance for VMware or
vThunder Appliance for KVM.
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Table 2 : Software Dependencies

Requirement Version Description
2. Select the vThunder OVA <ACOS_
vThunder_xxx.ova> or ISO image
<ACOS_vThunder_xxx.iso>.
VMware ESXi 7.0 To install VMware ESXi on your Bare
Metal instance, see VMware ESXi
Installation and Setup.
For Monitoring
VMware vRealize v8.6 To install vROps on the ESXi host, see
Operations (VROps) VROps installation.
VMware vRealize Log v8.8 To install vRLI on the ESXi host, see
Insight (vRLI) vRLI installation.
A10 Thunder 1.0.0 To install TOA, see Online or Offline
Observability Agent documentation.
(TOA)

Compatibility Matrix

The following table provides the compatibility matrix for ACOS version, TOA version,
and VMware template.

Table 3 : ACOS-TOA-VMware Support Matrix

ACOS Version VMware Template | TOA Version
64-bit Advanced Core OS (ACOS) 1.0.0 1.0.0
version 6.0.0-P2-SP1, build 6

64-bit Advanced Core OS (ACOS) 1.0.0 1.0.0
version 6.0.0-P1, build 47

64-bit Advanced Core OS (ACOS) 1.0.0 1.0.0
version 5.2.1-P7, build 160

64-bit Advanced Core OS (ACOS) 1.0.0 1.0.0
version 5.2.1-P6, build 74

64-bit Advanced Core OS (ACOS) 1.0.0 1.0.0
version 5.2.1-P5, build 114
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Table 3 : ACOS-TOA-VMware Support Matrix

ACOS Version

VMware Template

TOA Version

64-bit Advanced Core OS (ACOS) ver-
sion 4.1.4-GR1, build 34

1.0.0

1.0.0
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Install A10 vThunder

To manually install vThunder on the VMware ESXi cloud using the OVA or ISO image,
perform the following steps:

1. Upload vThunder Image

. Create Two Data Interfaces

. Create Two Port Groups

2
3
4. Create a Virtual Machine for vThunder
5

. Verify Installation

Upload vThunder Image

To upload the vThunder OVA or ISO image instance on the VMware ESXi cloud,
perform the following steps:

1. Login to your VMware ESXi host system.

2. From the VMware ESXi console, go to Navigator > Storage for the selected host.

The <your_host> - Storage window is displayed.

Figure 2 : Storage window

s Navigator (] localhost.pxe.example.com - Storage

4 Q Host Datastores Adapters Devices Persistent Memory

» 3] Virtual Machines ) . )
! Storage - 3 New datastore [y Registera VM g/ |

3. Under the Datastores tab, select your storage name.

The selected storage window is displayed.
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Figure 3 : Selected Storage

vmware ESXi”

T’ Navigator [ datastore1
e Q Host _
Manage £y Register a VM |y Datastore browser 4] Increase capacity (& Refresh -I:}- Actions
Monitor
—_ datastore1
4 Virtual Machines Type VMFS6
\ Location: Ivmfs/volumes/624e7799-dab4c5c0-b0cd-246e968139e0
~ [ storage i -
UuID: 624e7799-dab4c5c0-blcd-246e965139e0
datastore1 r
| RS v Hosts: 1
Monitor Virtual Machines 8

More storage...

gi Networking

~ VMFS details

4. Click the Datastore browser to open the datastore file browser.

5. From the Datastore browser window, select the images folder.

6. Click Upload to browse to the location where you have saved the vThunder OVA
or ISO image.

Figure 4 : Datastore browser

';_1' Datastore browser

4 Upload ) Create directory & Refresh

[ Data2 .sdd.sf

7. Select the required version of the vThunder image and click Open.
The selected image is uploaded to the VMware ESXi cloud and listed under the
images folder.
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Figure 5: Browse vThunder ISO image
\ Datastore browser

@ Upload [% Download [5 Delete [= Move | Copy [ Create directory | (@ Refresh

= datastore .5dd.sf @ ACOS_vThunder_5...
vmimages CentOS-7-x86_064-...

vgautamAgent ) Windows10edu.iso ACOS_vThunder_5_...

_ 913.28 MB
VMware vCenter S... Friday, April 22, 2022, ...
VMware-vRealize-L...

vRealize-Automation
vRealize-Operation...
vRopsMgr863
vThunder_4_33_a

) VMware-VCSA-all-...

I [
EJ [datastore1] images/ACOS_vThunder_5_3_0-d_112.iso

Select Cancel

8. Ensure that the image is successfully uploaded and then close the Datastore
Browser window.

Create Two Data Interfaces

To create the data interfaces on the ESXi host using a virtual switch, perform the
following steps:

1. Go to Navigator > Networking for the selected host.

The <your_host> - Networking window is displayed.
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Figure 6 : Networking window

vmware ESXi”

"E" Navigator Q localhost.pxe.example.com - Networking
» [g Host Port groups Virtual switches Physical NICs VMkernel N
» (4] Virtual Machines ~
©9 Add port grou Refresh
+ Ell Storage 3 Add port group | & |
@ Networking [ Name v | Activeports v VLAN ID

2. Select the Virtual switches tab.

The <your_host> - Virtual switches window is displayed.

Figure 7 : Virtual switches tab

rT_;' Navigator Q localhost.pxe.example.com - Networking
» [ Host Port groups Virtual switches Physical NICs VMkernel NICs
» (3] Virtual Machines
» Hl Storage Ifii Add standard virtual switch I | (@ Refr
Q Networking . Name ~ | Port groups

3. Click Add standard virtual switch to add a new switch.
The Add standard virtual switch - <New switch> window is displayed.

Figure 8 : Add new virtual switch

i Add standard virtual switch - datai

B Add uplink

vSwitch Name datat

ML 1500

Uplink 1 vmnicd - Up, 100000 mbps

* Link discovaery Click to expand

b Sacunty Click to expand

Add Cancel

4. Enter the appropriate values in the following fields:
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Table 4 : Add standard virtual switch - New switch

Field Name Description
vSwitch Name Enter the data interface name.
Example

In the Figure 8, datal is the data interface.

MTU Select the value as 1500 or above.
Uplink 1 Select the uplink.
5. Click Add.

The data interface 1 is listed under the Virtual switches tab.

6. Perform the above steps to create data2 for data interface 2.

Create Two Port Groups

To create the port groups on the ESXi host, perform the following steps:
1. From the Networking window, select the Port groups tab.

The <your_host> - Port groups window is displayed.

Figure 9 : Ports groups tab

% Navigator g localhost.pxe.example.com - Networking
» [ Host I Port groupsl Virtual switches Physical NICs VN

» (5] Virtual Machines

&
» B storage L;a Add port group I (@ Refresh

& Networking . Name v | Active ports v | VI

2. Click Add port group.

The Add port group - <New port group> window is displayed.
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Figure 10 : Add new port group

2J Add port group - Datai Network

Name Data1 Network

VLAM ID ]

Virtual switch 4
: [ data

» Security Click to expand

Add Cancel

3. Enter or select the appropriate values in the following fields:

Table 5 : Add port group - New port group

Field Name Description
Name Enter the port group name.
Example

In the Figure 10, patal Network is the port group
name.

VLAN ID Enter the VLAN ID for port group.

Example: In the Figure 10, 0 is the VLAN ID.

Virtual switch Select the data interface name created in Create
Two Data Interfaces.

4. Click Add.
The port group is listed under the Port groups tab.

5. Perform the above steps to create pata2 Network for port group 2.

Create a Virtual Machine for vThunder

To create a virtual machine for vThunder, perform the following steps:

1. From the VMware ESXi console, go to Navigator > Virtual Machines for the
selected host.

The <your_host> - Virtual Machines window is displayed.
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Figure 11 : Virtual Machines window

vmware ESXi"

.r‘g Navigator || localhost.pxe.example.com - Virtual Machines
v Q Host
Manage ¥ Create / Register VM| |
Monitor (7)., Virtual machine v | Status v Us
@ Virtual Machines . (J.. &1 VMware vCenter Server & Nor... 80
v ﬁ'} vRopsMgr863 DH ﬁ'}\.rRopsI‘-."IgrBGS Q Nor... 29

2. Click Create / Register VM to create a new virtual machine.

The New virtual machine window is displayed.

Figure 12 : New virtual machine
41 New virtual machine

hd 1 Select creation type Select creation type

2 Select a name and gug How would you like to create a Virtual Machine?

3 Select storage

Create a new virtual machine This option guides you through creating a new virtual
machine. You will be able to customize processors,
Deploy a virtual machine from an OVF or OVA file memory, network connections, and storage. You will need

to Install a guest operating system after creation
Register an existing virtual machine

3. Depending on the image file type, perform the corresponding steps:
OVA

To create a virtual machine for vThunder using OVA file, perform the following
steps:

a. Under the Select creation type tab, select Deploy a virtual machine from an
OVF or OVA file and click Next.
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The Select OVF and VMDAK files tab is displayed.

Figure 13 : Select OVF and VMDK files tab

#51 New virtual machine - ACOS_vThunder_5_2_1-P6_74.0va

Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage

+ 1 Select creation type

4 License agreements
9 Enter a name for the virtual machine.

5 Deployment gp
_ ACOS_vThunder_5_2_1-P6_74.ova

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance

X @ ACOS_vThunder_5_2_1-P6_74.ova

Back Next Finist Cancel

b. Enter the name of the virtual machine.

c. Browse to the OVA image from the designated area and then click Open.

The Select storage tab is displayed.

Figure 14 : Select storage tab
¥4) New virtual machine - ACOS_vThunder_5_2_1-P6_74.ova

¥ 1 Select creation type Select storage
+" 2 Select OVF and VMDK files
b 3 Select storage

Select the storage type and datastore

4 License agreements
Standard

5 Deployment g

6 Additiol Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

Name ~ Capacity ~ Free ~  Type ~ Thinpro..~ Access w
4TB 3.64TB 29TB VMFS8 Supported Single
Data2 930.75 GB 405.13 GB VMFS6 Supported Single
datastore1 765.5 GB 173.3 GB VMFS6 Supported Single

3 items

Back Next Finish Cancel
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d. Select your storage name and then click Next.

The License agreements tab is displayed.

Figure 15 : License agreements tab

%11 New virtual machine - ACOS_vThunder_5_2_1-P6_74.ova

+ 1 Select creation type

ay LransTer, @sSIEN OF SUDLICENSE ILs LICENSe FIENUS LU any ULNEr PErsun OF eNnLIly, OF USe LNe SOTUK
¥ 2 Select OVF and VMDK files b) make error corrections to or otherwise modify or adapt the Software or create derivative works ba
¥ 3 Select storage o) reverse engineer or decompile, decrypt, disassemble or otherwise reduce the Software to human rea
: d) disclose, provide, or otherwise make available trade secrets contained within the Software and Do

4 License agreements . . . s
e) deploy, install and/or use in any way this Software and Documentation if you are employee or agen

5 Deployment op Software, Upgrades and Additional Products or Copies. For purposes of this Agreement, "Software” and “Prc

OTHER PROVISIONS OF THIS AGREEMENT:

a) CUSTOMER HAS NO LICENSE OR RIGHT TO USE ANY ADDITIONAL COPIES OR UPGRADES UNLESS CUSTOMER, AT THE
b) USE OF UPGRADES IS LIMITED TO A1@ NETWORKS SOFTWARE AND EQUIPMENT FOR WHICH CUSTOMER IS THE ORIGI
c) THE MAKING AND USE OF ADDITIONAL COPIES IS LIMITED TO NECESSARY BACKUP PURPOSES ONLY.

Term and Termination. This Agreement and the license granted herein shall remain effective until terminat
Export. Software and Documentation, including technical data, may be subject to U.S. export contrecl laws,
Trademarks. Al@ Networks, the A10 logo, ACLOUD, ACOS, AFLEX, AFLOW, AGALAXY, AVCS, AXAPI, IDACCESS, IDSEN
Patents Protection. A1@ MNetworks products including all AX Series products are protected by one or more ¢
Limited Warranty

Disclaimer of Liabilities. REGARDLESS OF ANY REMEDY SET FORTH FAILS OF ITS ESSENTIAL PURPOSE OR OTHERWISE
In no event shall A18 Networks® or its suppliers® or licensors® liability to Customer, whether in contrac
Customer agrees that the limitations of liability and disclaimers set forth herein will apply regardless
The Warranty and the End User License shall be governed by and construed in accordance with the laws of t

| agree

Back Next Finish Cancel

e. Scroll to the bottom of the license to click | Agree and then click Next.

The Deployment options tab is displayed.

Figure 16 : Deployment options tab

#31 New virtual machine -ACOS_vThunder_5_2_1-P6_74.ova

1 Select creation type
2 Select OVF and VMDK files

v Deployment options
v

v 3 Select storage

v

i

Select deployment options

4 License agreemen
Network mappings

5 Deployment options Mgmt VM Network

Ethernet 1 Data1 Network v
Ethernet 2 | Data2 Network v
Disk provisioning @ Thin O Thick
Power on automatically

Back Next Finish Cancel
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f. Enter or select the appropriate values in the following fields:

Table 6 : Select a name and guest OS tab

Field Name Description

Network mappings Select the appropriate values in the Ethernet
1, Ethernet 2, and Mgmt fields.

Disk provisioning Select the appropriate option as per your
setup.

Power on automatically Select the check box.

g. Click Next.
h. In the Additional settings tab, click Next to skip.

The Ready to complete tab is displayed.

Figure 17 : Ready to complete tab

74) New virtual machine - ACOS_vThunder_5_2_1-P6_74.0va

+ 1 Select creation type Ready to complete
+ 2 Select OVF and VMDK files
v 3 Select storage

Review your settings selection before finishing the wizard

v 4 License agreements

¥ 5 Deployment gp Product vThunder_5.2.1-P6.74
VM Name ACOS_vThunder_5_2_1-P6_74.ova
gl 7 Ready to complete Files ACOS_vThunder_5_2_1-P6_74-disk1.vmdk
Datastore Data2
Provisioning type Thin
Network mappings Mgmt: VM Network Ethernet 1: Data1 Network,Ethernet 2: Data2 Network
Guest OS Name Unknown
» Properties Click to expand
I Do not refresh your browser while this VM is being deployed

Back Finish Cancel

i. Review the VM properties and click Finish.

The vThunder virtual machine instance is created using OVA image.

ISO

To create a virtual machine for vThunder using ISO file, perform the following
steps:
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a. Under the Select creation type tab, select Create a new virtual machine and
click Next.

The Select a name and guest OS tab is displayed.

Figure 18 : Select a name and guest OS tab

¥41 New virtual machine - vth-inst1 (ESXi 7.0 U2 virtual machine)

¥ 1 Select creation type Select a name and guest OS

B Specify a unique name and OS

3 Select storage

Name
vth-inst1

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system

installation,

Compatibility ESXi 7.0 U2 virtual machine

Guest OS family Linux

Guest OS version CentOS 7 (64-bit) I

Back Next Finist Cancel

b. Enter or select the appropriate values in the following fields:

Table 7 : Select a name and guest OS tab

Field Name Description
Name Enter the virtual machine name.
Example

In the Figure 13, the virtual machine is vth-

instl.
Compatibility Select ESXi 7.0 U2 virtual machine.
Guest OS family Select Linux.
Guest OS Version Select CentOS 7 (64-bit).

c. Click Next.

The Select storage tab is displayed.
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Figure 19 : Select storage tab

) New virtual machine - vth-inst1 (ESXi 7.0 U2 virtual machine)

Select storage

Select the storage type and datastore

+ 1 Select creation type
+ 2 Select a name and gug

b4 3 Select storage

Standard |

Name ~ | Capacity ~ Free ~  Type

datastore1 765.5 GB 24.21GB VMFS6

d. Select your storage name and click Next.

The Customize settings tab is displayed.

Figure 20 : Customize settings tab

<ﬁl MNew virtual machine - vth-inst1 {ESXi 7.0 U2 virtual machine)

Customize settings

Configure the virtual machine hardware and virtual machine additional options

+ 1 Select creation type
+ 2 Select a name and guest 08

Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

~  Thinpro...~ Access ~

Supported

Single

1 items

Finist Cancel

+ 3 Select storage

LY 4 Customize settings

5 Ready to complete

[ Virtual Hardware ‘ VM Options

2 Add hard disk M Add network adapter (5 Add other device

» @ crPU 2 o
» JR Memory GEB
» o Hard disk 1 GB

» SCSI Controller 0
SATA Controller 0
USB controller 1

~ MM Network Adapter 1

Status
Adapter Type

MAC Address

LSl Logic Parallek

USB 2.0
VM Network

Connect at power on

E1000e

00:00:00 0:00

Automatic

| Back H Next | Finish Cancel


mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using VMware Template 1.0.0 Feedback

Install A10 vThunder

e. Enter or select the appropriate values for Virtual Hardware in the following
fields:

Table 8 : Customize settings tab
Field Name Description
CPU Enter the number of CPUs required.

The minimum requirement is 2 CPUs.

Memory Enter the required RAM.

The minimum requirement is 4 GB.

Hard disk Enter the required Hard disk memory.

The minimum requirement is 32 GB.

SCSI Controller 0 Select LSI Logic Parallel.

Network Adapter 1 Select VM Network.

Status Select the Connect at power on check box.
Adapter Type Select E1000e.

MAC Address Select Automatic.

f. From the Customize Settings tab, click Add network adapter.

The fields for the new network adapter are added.
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Figure 21 : Customize settings tab
1 New virtual machine - vth-inst1’ (ESXi 7.0 U2 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Select a name and guest 0% Configure the virtual machine hardware and virtual machine additional eptions

+ 3 Select storage

b 4 Customize settings - -
[ Virilal Hardware | vM Options

5 Ready to complete

3 Add hard disk mm Add network adapter 5 Add other device
» @ cPu

» o Hard disk 1 2 GB

I

+ B3 Scsi Controller 0 LS! Logic Parallel

SATA Controller 0

USE controller 1 USBE 2.0

» B Network Adapter 1 VM Network Connect

~ Ml New Network Adapter Datat Network

Status Connect at power on
Adapter Type VMXNET 3
MAC Address Automatic 00:00-00:00:00-00
» %5y CD/DVD Drive 1 Datastore 150 file Connect

‘ Back || Next ‘ Finis |Cam:e| |

g. Continue to enter or select the appropriate values for Virtual Hardware in
the following fields:

Table 9 : Customize settings tab

Field Name Description

New Network Adapter Select Datal Network.

Status Select the Connect at power on check box.
Adapter Type Select VMXNET3.

MAC Address Select Automatic.

CD/DVD Drive 1 Select Datastore ISO file.

On selecting CD/DVD Drive 1, the Datastore browser window is displayed.
Browse and select the uploaded vThunder ISO image from the images folder.
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Figure 22 : Browse vThunder ISO image

'\_q Datastore browser

4 Upload 5 Download [3 Delete [ap Move [[3 Copy {7 Createdirectory | & Refresh

& datastore1 .sdd.sf @ ACOS_vThunder_5...
vmimages m J CentOS-7-x86_64-. y
vgautamAgent ) Windows10edu.iso ACOS_vThunder_5_

913.28 MB

VMware vCenter S... Friday, April 22, 2022, ...

VMware-vRealize-L
vRealize-Automation
vRealize-Operation...
vRopsMgr863
vThunder_4_33_a

y VMware-VCSA-all-...

Il Il [l Il
3 [datastore1] images/ACOS_vThunder_5_3_0-d_112.is0

Select Cancel

h. Click Next.

The Ready to complete tab is displayed.

Figure 23 : Ready to complete tab

1 New virtual machine - vth-inst1 (ESXi 7.0 U2 virtual machine)

+" 1 Select creation type

Ready to complete

¥ 2 Select a name and guest 0S Review your settings selection before finishing the wizard

+ 3 Select storage
+ 4 Customize settings

O 5 Ready to complete hame
Datastore

Guest 05 name
Compatibility

vCPUs

Memory

Metwork adapters

Metwork adapter 1 network
Network adapter 1 type

Metwork adapter 2 network

vih-insti

datastore1

CentOS 7 (64-bit)

ESXi 7.0 U2 virtual machine
2

4GB

2

VM Network

E1000e

Data1 Network

Network adapter 2 type VMXNET 3
IDE controller 0 IDE O
IDE 1 INE 1

i. Click Finish.

Back

Finish H Cancel

The vThunder virtual machine instance is created using ISO image.

4. Go to Navigator > Virtual Machines and select your vThunder instance.
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The vThunder virtual machine browser console is displayed.

Figure 24 : Browser console

T; Navigator vtheinst!
gLt # Edt | (P Refresn | £ Actions
Manage
Monitor jrih-inatl ¢
s ‘:f‘ s “! bit) 0 M’H; ‘-]
+ @) Virtual Machines E£5Xi 7.0 U2 virtual machine
s
Monitor Meemory GB
STORAGE
v VMware-vRealize-Log-... 32 GB |
More VMs
» [ storage € VMware Tools is not installed in this virtual machine. ViMware Tools allows detailed guest information to be displayed as well as allowing you to perform
» €3 Networking operations on the guest OS, e.g. graceful shutdown, reboot, etc. You should install VMware Tools. ¥ Actions
~ General Information ~ Hardware Configuration
= Resource Consumption
5. Click Power on.
NOTE: The system may take a few minutes to power on the vThunder

instance.

When the vThunder instance is ready, a command prompt window is displayed.

Figure 25 : Launch Console

[ER Monitor W Power off Suspend ¥ Reset J Edit & Refresh £ Actions

vth-inst1
Guest 08 CentOS 7 (64-bit) cFu d
Compatibility ESXi 7.0 U2 virtual machine 0 MHz
ViMware Tools No
CPUs 2
Memary 4GB

MEMORY  [SEER

0B

6. Click Console to launch the vThunder instance.
The vThunder instance opens in the command line interface.
7. Login to the vThunder virtual machine instance using the following credentials:

¢ localhost login: install

e Password: password

8. Type YesS at the prompt to verify the installation.
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10.

11.

localhost login: install

Password:

Last login: Wed Feb 15 00:49:15 on ttyl
Automated install script for netXTM

Please backup your data before attempting re-installation

This will delete all partitions in your harddrive - type YesS to
continue

Caution::Installing netXTM application - continue [No/YesS]: YesS

Log in using the default credentials provided by A10 Networks Support and
change the default password immediately after the first login.

login as: xxxx <---Enter username provided by Al0 Networks Support--->
Using keyboard-interactive authentication.

Password: xxxx <---Enter password provided by Al0 Networks Support-->
Last login: Day MM DD HH:MM:SS from a.b.c.d

System is ready now.

[type ? for help]

vThunder (NOLICENSE) > enable <---Execute command--->

Password:<---just press Enter key--->

vThunder (NOLICENSE) #config <---Configuration mode--->

vThunder (config) (NOLICENSE) #admin <admin username> password <new

password>

NOTE: It is highly recommended to change the default password when you
log in for the first time.

Run the following command to configure the management interface on vThunder:

vThunder (config) (NOLICENSE) #interface management

vThunder (config-if:management) (NOLICENSE) #ip address <ip-
address>/<subnet mask>

vThunder (config-if:management) (NOLICENSE) #enable

vThunder (config-if:management) (NOLICENSE) #ip default-gateway <gateway-
ip-address>

vThunder (config-if:management) (NOLICENSE) #fexit

Run the following command to configure the data interface on vThunder:
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vThunder (NOLICENSE) #config

vThunder (config) (NOLICENSE) #interface ethernet 1

vThunder (config-if:management) (NOLICENSE) #ip address <ip-
address>/<subnet mask>

vThunder (config-if:management) (NOLICENSE) #enable

vThunder (config-if:management) (NOLICENSE) #write memory

The virtual machine for vThunder is ready.

Verify Installation

To verify the installation, perform the following steps:

1.

Run the following command to verify the running configuration:
vThunder (config-if:ethernet:1) (NOLICENSE) #show running-config
If the installation is successful, the following configuration is displayed:

!Current configuration: 103 bytes
!'Configuration last updated at 17:36:35 GMT Wed Feb 15 2023
!'Configuration last saved at 17:35:40 GMT Wed Feb 15 2023
!'64-bit Advanced Core 0OS (ACOS) version 5.2.1, build 112 (Oct-25-
2021,14:34)
!
!
interface management

ip address 10.67.4.12 255.255.255.0

ip default-gateway 10.67.4.1

enable
interface ethernet 1

enable

ip address 10.10.4.5 255.255.255.0

end

Run the following command to verify if vThunder is reachable from the local
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instance.
C:\Users\<user>> ping <management-interface-ip>
Example:
C:\Users\<user>> ping 10.67.4.12
3. Verify if a response is received.

Pinging 10.67.4.12 with 32 bytes of data:

Reply from 10.67.4.12: bytes=32 time=262ms TTL=61
4.12: bytes=32 time=261lms TTL=61

Reply from 10.67.4.12: bytes=32 time=261lms TTL=61

Reply from 10.67.4.12: bytes=32 time=263ms TTL=61

Reply from 10.67.

Ping statistics for 10.67.4.12:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = 261lms, Maximum = 263ms, Average = 261ms
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Thunder Observability Agent (TOA) is a lightweight autonomous data processing
engine that can be externally installed and configured for any Thunder device.

The TOA offers the following capabilities for Thunder® Application Delivery
Controller (ADC):

o Collects, processes, and publishes 14 Thunder metrics. The default data collection
frequency is 1 minute. The metrics can be published on the same platform where
the Thunder instance is deployed. For more information on Thunder metrics, see
Supported Thunder Metrics.

e Collects, processes, and publishes Thunder Syslogs. The default data collection
frequency is 1 minute. The logs can be published on the same platform where the
Thunder instance is deployed. Additionally, logs can also be sent to any AWS,
Azure, or VMware platforms. For more information on Thunder logs, see
Supported Thunder Logs.

e Manages the data collection, processing, aggregation, and publishing internally.

e Provides multitasking capabilities to collect and process data from multiple
Thunder instances and their partitions simultaneously. By default, it collects data
from a shared partition.

e TOA supports Shared and L3V partitions. The maximum number of partitions
supported per Thunder is 20.

¢ Installs on any orchestration platform such as public cloud compute instances,
private cloud physical or virtual machines, hypervisor VMs, and on-premise
physical hardware and is self-driven.

e Supports Linux, CentOS, and Ubuntu platforms as a Python Plugin installation
package and Docker containerization.

e Supports single or multiple Thunder instances.

e Supports Thunder instances running under AWS auto scaling group or Azure
Virtual machine scale set (VMSS).
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o Collects data from any type of Thunder device installed on public cloud compute
instances, private cloud physical or virtual machines, hypervisor VMs, and on-
premise physical hardware installation.

e Publishes data to Azure Cloud, AWS Cloud, and VMware ESXi.

To install TOA on the VMware ESXi cloud using an ISO image, perform the following
steps:

. Upload ISO Image

. Create Virtual Machine for TOA

1
2
3. Verify TOA Virtual Machine
4. Install TOA

Upload ISO Image

To upload a CentOS or Ubuntu ISO image instance on the VMware ESXi cloud,
perform the following steps:

1. Login to your VMware host system.

2. From the VMware ESXi console, go to Navigator > Storage for the selected host.

The <your_host> - Storage window is displayed.

Figure 26 : Storage window

% Navigator [ ] localhost.pxe.example.com - Storage
4 El Host Datastores Adapters Devices Persistent Memory
» (3] Virtual Machines ) . )
= Storage . 4 New datastore (5" Registera VM (] |

3. Under the Datastores tab, select your storage name.

The selected storage window is displayed.
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Figure 27 : Selected Storage

vmware ESXi”

T’ Navigator [ datastore1
e Q Host B _
Manage " Register a VM |Lgy Datastore browser [ Increase capacity (& Refresh -I:}- Actions
Monitor
—_datastore1
4 Virtual Machines Type VMFS6
+ [ storage - . Location: Ivmfs/volumes/624e7799-dabdc5c0-b0cd-246e968139e0
UuID: 624e7799-dab4c5c0-blcd-246e965139e0
= datastore1 -~
J Hosts: 1
Monitor Virtual Machines 8
More storage...
(& -
£2 Networking ~ VMFS details

4. Click Datastore browser to open the datastore file browser.

5. From the Datastore browser window, select the images folder.

6. Click Upload to browse to the location where you have saved the CentOS ISO
image.

Figure 28 : Datastore browser

';_1" Datastore browser

4 Upload ) Create directory & Refresh

[ Data2 .sdd.sf

7. Select the CentOS ISO image of the required version to be uploaded and click
Open.
The selected image is listed under the images folder.
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Figure 29 : Browse CentOS ISO image

.y Datastore browser

i

¥ Upload | 3 Download |y Delete |« Move |5 Copy [ Create directory & Refresh
I sdd.sf ) ACOS_vThunder_5 iso

| mimages [l @ CentoS7.x86_64-Minimal-1908.iso

vgautamAgent ) Windows10edu.iso CentOS-7-x86_64-Minii...

942 MB
VMware vCenter S... Friday, April 22, 2022, ...
VMware-vRealize-L...

vRealize-Automation
vRealize-Operation...
vRopsMgrée3
vth-inst1
vThunder_4_33_a

) VMware-VCSA-all-...

3 [datastore1] images/CentOS-7-x86_64-Minimal-1808.iso

Select Cancel

8. Ensure that the image is successfully uploaded and then close the Datastore
Browser window.

Create Virtual Machine for TOA

To create a virtual machine for TOA, perform the following steps:

1. From the VMware ESXi console, go to Navigator > Virtual Machines for the
selected host.

The <your_host> - Virtual Machines window is displayed.
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Figure 30 : Virtual Machines window

vmware ESXi"

.r‘g Navigator || localhost.pxe.example.com - Virtual Machines
v Q Host
Manage ¥ Create / Register VM| |
Monitor (7)., Virtual machine v | Status v Us
@ Virtual Machines . (J.. &1 VMware vCenter Server & Nor... 80
v ﬁ'} vRopsMgr863 DH ﬁ'}\.rRopsI‘-."IgrBGS Q Nor... 29

2. Click Create / Register VM to create a new virtual machine.

The New virtual machine window is displayed.

Figure 31 : New virtual machine
41 New virtual machine

hd 1 Select creation type Select creation type

2 Select a name and gug How would you like to create a Virtual Machine?

3 Select storage

Create a new virtual machine This option guides you through creating a new virtual
machine. You will be able to customize processors,
Deploy a virtual machine from an OVF or OVA file memory, network connections, and storage. You will need

to Install a guest operating system after creation
Register an existing virtual machine

Back Next Finish Cancel

3. Under the Select creation type tab, select Create a new virtual machine and click
Next.

The Select a name and guest OS tab is displayed.
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Figure 32 : Select a name and guest OS tab

‘131 New virtual machine - tna(ESXi 7.0 U2 virtual machine)

¥ 1 Select creation type Select a name and guest 0S
2 Select a name and guest 0S5

3 Select storage

Specify a unique name and O3S

Name
toa

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U2 virtual machine

Guest OS family Linux

Guest OS version CentOS 7 (64-bit)

Back Next F Cancel

4. Enter or select the appropriate values in the following fields:

Table 10 : Select a name and guest OS tab

Field Name Description
Name Enter the virtual machine name.
Example

In the Figure 32, toa is the virtual machine.

Compatibility Select ESXi 7.0 U2 virtual machine.
Guest OS family Select Linux.
Guest OS Version Select CentOS 7 (64-bit).

5. Click Next.

The Select storage tab is displayed.
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Figure 33 : Select storage tab

?ﬁ:‘ New virtual machine - tna(ESXi 7.0 U2 virtual machine)

+ 1 Select creation type Select storage
+ 2 Selecta name and guest 0§

L 3 Select storage
4 Customize settings - -
Standard Persistent Memor
5 Ready to complete -

Select a datastore for the virtual machine's configuration files and all of its’ virtual disks.

Select the storage type and datastore

MName ~  Capacity ~ Free ~  Type ~ | Thinpro... ~ | Access ~
Data2 930.75 GB 22291 GB VMFS6 Supported Single
datastore1 765.5 GB 253 MB VMFS6 Supported Single

2 items

Finish Cancel

6. Select your storage name and click Next.

The Customize settings tab is displayed.
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Figure 34 : Customize settings tab
1 New virtual machine - tna(ESXi 7.0 U2 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Select a name and guest 0 Configure the virtual machine hardware and virtual machine additional options
+ 3 Select storage

L4 4 Customi it
ustomize setlings [ Virtual Hardware | VM Options

5 Ready to complete

3 Add hard disk BN Add network adapter 5 Add other device

» [ CcPU 1

» (22 Hard disk 1 ce

» SCSI Controller 0 LS| Logic Paralie}

SATA Controller 0

USE controller 1 USE 2.0
~ Ml Network Adapter 1 VM Network
Status Connect at power on
Adapter Type E1000e
MAC Address Automatic 00:00:00:00:00:00

| Back || MNext || Fmen || Cancel |

7. Enter or select the appropriate values for Virtual Hardware in the following fields:

Table 11 : Customize settings tab
Field Name Description
CPU Enter the number of CPU required.

The minimum requirement is 1 CPU.

Memory Enter the required RAM.

The minimum requirement is 2 GB.

Hard disk Enter the required Hard disk memory.

The minimum requirement is 4 GB.
SCSI Controller 0 Select LSI Logic Parallel.
Network Adapter 1 Select VM Network.

Status Select the Connect at power on check box.
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Table 11 : Customize settings tab

Field Name

Description

Adapter Type

Select E1000e.

MAC Address

Select Automatic.

CD/DVD Drive 1

Select Datastore ISO file.

On selecting CD/DVD Drive 1, the Datastore browser window is displayed.
Browse and select the uploaded vThunder ISO image from the images folder.

Figure 35 : Browse TOA ISO image

(] Datastore browser

4 Upload [% Download [5 Delete [ab Move [ copy 3 Create directory | @ Refresh

= ] dvsData o) ACOS_vThunder_5

sdd.sf o) ACOS_vThunder_§... y

CentOS-7-x86_64-Mini

[ datastorel vSphere-HA o) ACOS_vThunder_6

973 MB
@ CenlOS-7-x86 64-... Monday, February 20

o) ubuntu-22.04.2-des

Centos8

nested-esxi-host1

vmimages

o) VMware-VIMvisor-in.
NSX-alb(avi-control..

TOA-Ubuntu-pd

VMware vCenter S

VRAS

vraadmin-008-2302..

vraadmin-411-2306...

vraadmin-422-2306..

vRealize LCM Appli

| vrealize-automation

E [Data2] images/CentOS-7-x86_64-Minimal-2009.iso

‘ Select H Cancel |
R |

8. Click Next.

The Ready to complete tab is displayed.
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9.

10.

11.

Figure 36 : Ready to complete tab
?Jl-‘ New virtual machine - toa (ESXi 7.0 U2 virtual machine)

+ 1 Select creation type Ready to complete

¥ 2 Selecta name and guest OS Review your settings selection before finishing the wizard

' 3 Select storage

+' 4 Customize settings

adl 5 Ready to complete Name foa

Datastore Data2
Guest OS name CentOS 7 (64-bit)
Compatibility ESXi 7.0 U2 virtual machine
VCPUs 1
Memory 268
Network adapters 1
Network adapter 1 network VM Network
Network adapter 1 type E1000e
IDE controller 0 IDE O
IDE controller 1 IDE1
SCSI controller 0 LSI Logic Parallel
SATA controller 0 New SATA controller
Hard disk 1

Capacity 4GB

Datastore [Data2] toa/

Back Next Finish | | Cancel

Click Finish.
The TOA virtual machine instance is created.
Go to Navigator > Virtual Machines and select your TOA instance.

The TOA virtual machine browser console is displayed.

Figure 37 : Browser console

15 Navigator  toa
o ::ZEE # Ecit | (@ Refresh | £} Actions
e . o O
» [ vth-inst1 ) i \-mﬁsé I j
Click Power on.
NOTE: The system may take a few minutes to power on the TOA instance.

When the TOA instance is ready, a command prompt window is displayed.
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Figure 38 : Launch Console

; Navigator toa
= [ Host
 Hos W Power off Si  Re: Edit | &R n Action
Manage
ma
Monitor )
; . “: 0 MHz ‘_'I
Virtual Machines SX17.0L e
| oo ' i
1 oB
Monitor -
v (P vth-inst1 16 GB

Vhwara.vRasliza.Lon.|

12. Click Console to launch the TOA instance.

The CentOS 7 boot menu is displayed.

Figure 39 : CentOS 7 boot menu
tna

Cent0S 7

Install Cent0OS 7
Test this media & install CentOS 7

Troubleshoot ing

Automatic boot in 49 seconds...

13. Select Install CentOS 7 and press Enter to launch the CentOS 7 Installation wizard.

The Welcome panel is displayed.
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Figure 40 : Welcome panel

tna

CENTOS 7 INSTALLATION
s Help!

WELCOME TO CENTOS 7.

What language would you like to use during the installation process?

e ol et (nie s

English (United Kingdom)

Afrikaans
AeCE English (India)
awall :ng:is: Ezuslr:li;}
nglish (Canada
S English (Denmark)
Asturianu English (Ireland)
Benapyckas e English (New Zealand)
Brarapckn Bu 1M English {Nigeria)
qreEr Bena, English (Hong Kong SAR China)

- & LS OV ST PR

| a

14. Select the language and region to be used during the installation process and
click Continue.

The Installation Summary panel is displayed.

Figure 41 : Installation Summary panel

& tna .

INSTALLATION SUMMARY CENTOS 7 INSTALLATION
B us Help!
—_— R
LANGUAGE SUPPORT
English (United States)

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install
INSTALLATION DESTINATION KDUMP
Automatic partitioning selected Kdump is enabled
NETWORK & HOST NAME SECURITY POLICY
Not connected No profile selected :

Cuit
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15. Click Installation Destination.

The Installation Destination panel is displayed.

Figure 42 : Installation Destination panel

& tna

INSTALLATION DESTINATION CENTOS 7 INSTALLATION

NeTAL
-

e e - R A MV APS LA LA

“Begin Installation™ button. X
Local Standard Disks

16 GiB

—c

VMware Virtual disk
sda / 16 GiB free

Disks left unselected here will not be touched.

Specialized & Network Disks

Add a disk...
Disks left unselected here will not be touched.

Other Storage Options
Partitionin

*) Autematically configure partitiening. will configure partitioning

would like to make additional space available

Encryption

Encrypt my data.

Full disk summary and boot loader.. 1 disk selected; 16 GiB capacity; 16 GIB free Refresh...

16. Select the target disk.

A check mark is displayed next to the selected target and the selected disk is
partitioned automatically.

17. Click Done to save the changes.

The Installation Summary panel is displayed.



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using VMware Template 1.0.0
Install Thunder Observability Agent

Figure 43 : Installation Summary panel

tha

INSTALLATION SUMMARY

. DATE & TIME
CentOS U Americas/New York timezone

E LANGUAGE SUPPORT
English (United States)

SOFTWARE
INSTALLATION SOURCE
Local media

SYSTEM

e INSTALLATION DESTINATION
1 Automatic partitioning selected

Not connected

9 NETWORK & HOST NAME

CENTOS 7 INSTALLATION

B us Help!

KEYBOARD
English {US)

SOFTWARE SELECTION
Minimal Install

KDUMP
Kdump is enabled

SECURITY POLICY
No profile selected

18. Click Begin Installation to start the installation.

The Configuration panel is displayed.

Figure 44 : Configuration panel

& tha

CONFIGURATION

(SN SER SETTINGS

ROOT PASSWORD
Root password is not set

C Installing p11-kit (61/301)

CENTOS 7 INSTALLATION
s Helpt

@  usercreamion

m No user will be created

entOS Core SIG

‘oduces the CentOS Linux Distribution.
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19. Click Root Password under User Settings.

The Root Password panel is displayed.
Figure 45 : Root Password panel

tna 4 Actions

ROOT PASSWORD CENTOS 7 INSTALLATION

.

The root account is used for administering the system. Enter a password for the root user.

Root Password ssssssssenes ‘

Strong

Confirm: sssssnssnnee

20. Enter the password for the root user and re-enter to confirm it.

21. Click Done to save the changes.

The Configuration panel is displayed.

Figure 46 : Configuration panel - Finish configuration

& tna

CONFIGURATION CENTOS 7 INSTALLATION
Bus Help!

SCULO Y (SER SETTINGS

@  usercreaTioN

- No user will be created

omplete! )

(]
CentOS is now successfully installed, but some configuration still needs to be done
Finish it and then click the Finish configuration button please.

22. Click Finish configuration to install CentOS.
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A message 'CentOS is now successfully installed and ready for you to use' is

displayed.
Figure 47 : Configuration panel - Reboot
@ tna
CONFIGURATION CENTOS 7 INSTALLATION
Bus Help!

omplate!

CentOS is now successfully installed and ready for you to usel
5o ahead and reboot to start using itl

Reboot

23. Click Reboot to reboot the virtual machine.

NOTE: The system may take a few minutes to reboot and restart the TOA
virtual machine.

The TOA instance opens in the command line interface.
24. Log in to the TOA virtual machine instance using the following credentials:

¢ localhost login: root
o Password: <your_configured_password>

CentOS Linux 7 (Core)
Kernel 3.10.0-1062.e17.x86 64 on an x86 64
localhost login: root

Password:

25. Run the following command to add the management interface to the TOA virtual
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machine using the NetworkManager tool:
[root@localhost ~]# nmtui

The NetworkManager TUI text user interface is displayed.

NOTE: Use the arrow keys or the Tab key to select any option in the text
user interface.

26. Select the Edit a connection menu entry and press Enter.

—] NetworkManager TUI |—
Flease select an option

Edit a coomection

fictivate a conmection
Set system hostname

Quit

27. Select the required connection, press the tab to select Edit, and press Enter.

Ethernet »

I

28. Select IPv4 CONFIGURATION and press Enter.

] Edit Connection |

Profile name &
WEW T =-ns1668 (BB:8C:29:081:A8:DA)

= ETHERNET

Disabled
= IPv4 CONFIGURATION| Automatic <Show>
= IPu6 CONFIGURATION| Link-Local {Show>

planual |
[ 1 futomatically co| Shared

[X]1 Available to all

<Cancel> <DE>
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29. Change the connection from Automatic to Manual.
30. Select <Show> corresponding to the IPv4 CONFIGURATION and press Enter.

31. Verify the current IPv4 configuration and update the IP address and Gateway IP
accordingly.

] Edit Connection |

1 IPv4 CONFIGURATION <Manual> <Hide>

<Add...>
Gateway
DNS servers <Add...>
far
Routing (No custom routes) <Edit...>
1 Never use this network for default route
Ignore automatically obtained routes

[
[1
[ 1 Ignore automatically obtained DNS parameters

[ 1 Require IPv4 addressing for this connection

= IPv6 CONFIGURATION <Automatic> <Show>

[ 1 Automatically commect
[X] Available to all users

<Cancel> <OK>

32. Select OK and press Enter to save the changes.

33. Select Back and press Enter to open the option menu.
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34. Select Activate a connection menu entry and press Enter.

—| HetworkManager TUI |—
Please select an option
Edit a commection

fctivate a connection

<OK>

35. Select Activate and press Enter.

Wired .

36. Verify if the interface is activated.

An asterisk (*) is prefixed to the interface name to indicate that it is activated.
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Wired .

37. Select Back and press Enter to open the option menu.

38. Select OK and press Enter.

— NetworkManager TU1 |—
Please select an option
Edit a commection
Activate a comection
Set system hostname
Quit

39. Run the following command to edit the ifcfg file:

[root@localhost ~]# vi /etc/sysconfig/network-scripts/ifcfg-<interface-

name>

40. Update the following entry:
ONBOOT=yes

41. Add the following entry:
DNS1=8.8.8.8

[B vth-agent
TYPE=-Ethernet
¥_METHOD=none

[PU6IN
IPUG_AUTI
IPU6_DE
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42. Save the changes.
43. Run the following command to edit the centos-Base.repo file:

[root@localhost ~]# vi /etc/yum.repos.d/CentOS-Base.repo

44. Uncomment the following line:

baseurl=http://mirror.centos.org/centos/$Sreleasever/os/Sbasearch

45. Run the following command to restart the network service on your TOA VM:
[root@localhost ~]# systemctl restart NetworkManager

46. Re-run the following command:

[root@localhost ~]# yum update

The virtual machine for TOA is created.

Verify TOA Virtual Machine

To verify the TOA VM creation, perform the following steps:

1. Run the following command to verify the interface status:

[root@localhost ~]# nmcli d

The following configuration is displayed:
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DEVICE TYPE STATE CONNECTION
ensl60 ethernet connected ensl60

1o loopback unmanaged --

2. Run the following command to verify the IP address:
[root@localhost ~]# ip a
The following configuration is displayed:

1: lo: <LOOPBACK,UP,<LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN
group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ensl60: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg state UP
group default glen 1000
link/ether 00:0c:29:01:a8:da brd ff:ff:ff:ff:ff:ff
inet 10.67.4.14/24 brd 10.67.4.255 scope global noprefixroute
ensl60
valid 1ft forever preferred 1ft forever
inet6 fe80::bd4f:9987:e034:aee9/64 scope link noprefixroute

valid 1ft forever preferred 1ft forever

3. Run the following command to verify if the TOA is reachable from the local
instance.

C:\Users\<user>> ping <toa-ip>
Example:

C:\Users\<user>> ping 10.67.4.14

4. Verify if a response is received.
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Pinging 10.67.4.14 with 32 bytes of data:

Reply from 10.67.4.14: bytes=32 time=388ms TTL=61
Reply from 10.67.4

Reply from 10.67.4.14: bytes=32 time=359ms TTL=61
Reply from 10.67.4.14: bytes=32 time=386ms TTL=61

.14: bytes=32 time=35Ims TTL=61

Ping statistics for 10.67.4.14:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 351ms, Maximum = 388ms, Average = 371ms

Install TOA

To install TOA, see A10 Thunder Observability Agent documentation.
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Configure VMware vROps

To monitor the Thunder metrics on vROps, perform the following steps:

Start vROps VM

Create a Dashboard

Create an Alert

Create a Notification

i & W N PE

View Thunder Metrics

Start vROps VM
To start the vROps virtual machine, perform the following steps:

1. From the VMware ESXi console, go to Navigator > Virtual Machines > <your_
VROps_VM> and click Power on.

Figure 48 : Start vROps VM

T3 Navigator vRopsMgr863
~ [J Host # Edit | (¥Refresh | £} Actions
Manage
Monitor cPl
Other 3.x or |ater Linux (64-bit) d
v @ Virtual Machines ESXi 6.0 virtual machine 0 MHz
. e
Monitor 18 GB N
» (B vih-agent 27‘;};5
VMware-vRealize-Log-. .
More VMs... = General Information ~ Hardware Configuration
~ [ storage
* Resource Consumption
A Data2
NOTE: The system may take a few minutes to start the vROps virtual
machine.

2. Click Console to launch vROps virtual machine.

The vROps virtual machine is powered on and is reachable.
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Figure 49 : vRealize Operations Appliance
@ vRopsMgres3

Fealize Operations nppliance

To manage your appliance please browse to https:-/10.67.4.

delcome to uRe ize Dperations Appliance

Juickstart :
| Open a brouser to: https:--1

The configured appliance will be

3. Login to the vRealize Operations Web Ul with your admin credentials.

The vRealize Operations Home page is displayed.

Figure 50 : vRealize Operations - Home page

vm vRealize Operations Q, C LU &~
«  Home
Quick Start Operations Overview
#A Home —
&% Data Sources > Optimize Performance Optimize Capacit;
Environment
i E DATACENTERS
REQUIRING OPTIMIZATION

Visualize >

(—l Workload Optimization Assess Capacity
2, Troubleshoot > Li§> Run workload optimization to L Determine if there is sL

ensure consistent performance capacity in your enviro
in wvour datarenters

Create a Dashboard
The dashboard can be created using either of the following options:
e Import a dashboard template

To import a dashboard using JSON file, see Import a Dashboard.

e Create a dashboard manually

To create a dashboard manually, perform the following steps:
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1. From the vRealize Operations Web Ul, go to Home > Visualize > Dashboards
and click Create to add a new dashboard.

The New Dashboard window is displayed.

Figure 51 : New Dashboard window

vm vRealize Operations

« New Dashboard CANCEL ACTIONS~  SHOW INTERACTIONS
{ Home
s Data Sources >
[y Environment 3 Drag widgets from below to begin
creating your dashboard

Visualize v

Dashboards

Views

2. Provide a name to the new dashboard and double-click or drag the following
widgets:
o Object List
o Metric Picker

o Metric Chart
Figure 52 : Dashboard widgets

» [Thunder Metrics|  cancer

X Object List Metric Picker Metric Chart
Name Adapter Type Obje
VRealize Operations Manage... vRealize Operations .. VR
|| * vrealize-dentity-manager  vCenter Adapter
vSphere World vCenter Adapter
" VMware Private Cloud Container VA
Q>
views @D widgets
P>
. T m i =
| P VN .
b S, -.

) Object List~ Metric Picker Metric Chart Scoreboard Heatmap
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3. Click Show Interactions to create interactions.

Figure 53 : Interactions

Thunder Metrics  cance HIDE INTERACTIONS  SELECT ANOTHER DASHEOARL

@ Object

Metric

© © ®
(>

4. Drag the connectors and create interactions as shown in the Figure 53.

5. Click Save to save the changes.
A dashboard for Thunder metrics is created.
Create an Alert
The alert definition can be created using either of the following options:
e Import an alert definition template

To import an alert definition using XML file, see Import an Alert Definition.

e Create an alert definition manually
To create an alert definition manually, perform the following steps:

1. From the vRealize Operations Web Ul, go to Home > Configure > Alerts and
click Alert Definitions.

2. Click Add in the Alert Definitions window.

The Create Alert Definition panel with Alert tab is displayed.
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Figure 54 : Create Alert Definition window

Create Alert Definition  (“virtual Machine )

i / Alerts / Alert Definitions

1- Alert

MName ThunderAlert

Description

Base Object Type  Virtual Machine

~ Advanced Settings
Impact Health

ritical

i)

Criticality
Alert Type & Subtype Application : Performance
Wait Cycle 1

Cancel Cycle 1

3. Enter or select the appropriate values in the following fields:

Table 12 : Alert tab fields

Field Name Description
Name Enter the alert name.
Example

In the Figure 54, the alert definition name is
ThunderAlert.

Base Object Type Select vCenter Adapter > Virtual Machine.

Under the Advanced Settings:
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Table 12 : Alert tab fields

Field Name Description

Impact Select Health.

Criticality Select Critical.

Alert Type & Subtype Select Application : Performance.

4. Click Next.

The Symptoms / Conditions tab is displayed.

Figure 55 : Symptoms / Conditions tab

Create Alert Definition  (“virtusi Machine ) =
@ / Alerts / Alert Definitions
1- Alert 2 - Symptoms / Conditions
Defined On Self x

Conditions NS Symptoms
Select Specific Object
> Favorites

> Metrics
> [&] Properties

5. Click Select Specific Object to select your Thunder instance.

The Select Object window is displayed.

Figure 56 : Select Object window

Select Object X
Page Size: 50 vth-instl

MName Adapter Type Object Type Policy

vth-instl vCenter Adapter Virtual Machine vSphere Solution's Dr.

‘ CLOSE ‘ SELECT

6. Select your Thunder instance and click Select.

The selected Thunder instance is listed under Conditions.
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Figure 57 : Selected Thunder instance

Create Alert Definition  ((virtuslmechine )

1- Alert 2 - Symptoms / Conditions N

7. Select Metrics > Thunder and drag the required metrics to the left-side panel.
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Figure 58 : Drag metric

Create Alert Definition  (Cvirual wachine )

1- Aert 2- Symptoms / Conditions NN
as (D) info
8. Specify the appropriate alert condition.
Figure 59 : Alert condition
1- Alert 2 - Symptoms / Conditions JHEW 3 - Recomme
1. Sel irtual Machine
X
Conditions
» It Thunder|CPU Usage Percentage (Data) = 75 mark as @ Info

9. Click Next.

10. Add the appropriate recommendations in the Recommendations tab, if
needed.

11. Click Next.
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12. Select appropriate policy in the Policies tab, if needed.
13. Click Next.

The Notification tab is displayed. The notification can be created after the alert
definition is created. For more information, see Create a Notification.

Create Alert Definition Virtual Machine 7

{0 / Alerts / Alert Definitions

1- Alert 2 - symptoms / Conditions 3 - Recommendations 4 - Policies 5 - Notifications

You have no notification rules with notification
triggers defined by alert definition

PREVIOUS CREATE CANCEL

14. Click Create in the Notification tab.

An alert definition is created and is listed in the Alert Definition window.

Figure 60 : Verify Alert Definition

Alert Definitions ?

{n / Alerts / Alert Definitions

ADD _ (" Name : Thunder ) ALL FILTERS
Name T Adapt.. Obj.. Alert Type Alert Subtype Criticality  Impact Define.. Last Modified Modified By
Thunderalert wCe Vir.. Application Performance pi) B Health User 5:31 PM admin

Create a Notification
The notification can be created using either of the following options:
e Import a notification template

To import a notification using JSON file, see Import a Notification.

o Create a notification manually
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To create a notification manually, perform the following steps:

1. From the vRealize Operations Web Ul, go to Home > Configure > Alerts and
click Notifications.

2. Click Add in the Notifications window.

The Notifications panel with Notification tab is displayed.

Figure 61 : Notifications tab

Naotifications ?

3. Enter or select the appropriate values in the following fields:

Table 13 : Notifications tab

Field Name Description
Name Enter the notification name.
Example

In the Figure 61, notification name is
ThunderAlertNotification.

Notification Status Select Enable.

4. Click Next.

The Define Criteria tab is displayed.
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Figure 62 : Define Criteria tab

ML L S IS

Object Scope

5. In the Criteria field, select Object Type from the drop-down.
A field appears to select the object type.
6. Expand vCenterAdapter and select Virtual Machine from the drop-down.

The selected object type is listed under Criteria.

Figure 63 : Criteria defined

1 - Notification 2 - Define Criteria

Object Scope:  Select set of Objects you would like to receive notifications about.

Criteria Object Type |

The alert triggers on ANY of the selected object types

7. In the Category field, select Alert Definition from the drop-down created in the
Create an Alert.

An Alert Definition pop-up is displayed.
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Figure 64 : Alert Definition pop-up
Alert Definitions
The notification will be sent when ANY of the selected alert definitions triggers an alert.
Drag an alert definition to add as criteria

Name

A fatal error occured on a PCl

A fatal memory error was det...

A node may be down and it is..

A PCle error occurred during

8. Search your alert definition.

Figure 65 : Search alert definition

Alert Definitions

The notification will be sent when ANY of the selected alert definitions triggers an alert

ALL FILTERS ~

Object... Alert Type Criticality Modified By
Host. Hardware ( (O] admin
Host.. Hardware (.. O] admin
vRea.. Administrati. A admin
Host. Hardware ( admin
530 items ¢ 12345 >

Name : Thunder ALL FILTERS ~
Drag an alert definition to add as criteria.
Name + Object... Alert Type Criticality Modified By
2 ThunderAlert Virtu.. Application (i} admin

9. Select your alert definition and drag it to add as the criteria.
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Figure 66 : Drag alert definition

Alert Definitions

The notification will be sent when ANY of the selected alert definitions triggers an alert.
Name : Thunder ALL FILTERS ~

Drag an alert definition to add as criteria
Name T Object... Alert Type Criticality = Modified By

ii  Thunderalert

10. Click OK.

The selected alert definition is listed under Category.

Figure 67 : Selected alert definition

Alert Scope: Select set of Alerts you would like to receive notifications about.

Category Alert Definition

The alert is ANY of the selected (1): £

Criticality

Control State

‘ PREVIOUS H NEXT ‘ CANCEL

11. In the Status field under Notify On, select the alert status for which you want
to receive the notifications.
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Figure 68 : Notify On

Notify On:  Select the Alert status change you want to receive notifications on

Status

12. Click Next.
The Set Outbound Method tab is displayed.

Figure 69 : Set Outbound Method tab

13. In the Outbound method field, select Standard Email Plugin from the drop-
down list.

14. Click Create New Instance to create a new instance for corresponding
Outbound method.

The fields for creating a new instance are displayed.
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15.

Figure 70 : Create New Instance fields

Instance Name:

Use Secure Connection:
Requires Authentication:
SMTP Host:

SMTFP Port:

Secure Connection Type:
User Name:

Password: R |

Sender Email Address:
Sender Name:

Receiver Email Address:

TEST CANCEL SAVE

Enter or select the appropriate values in the following fields:

Table 14 : Create New Instance

Field Name Description
Instance Name Enter the notification instance name.
Example

In the Figure 70, the notification instance name

iS ThunderNotificationInstance.

SMTP Host Enter the URL or IP address of the email host
server.
SMTP Port Enter the SMTP port number used to connect

with the email host server.

Secure Connection Type Select SSL.

User Name Enter the username that is used to connect to
the email server.

Password Enter the password for the connection
username that appears on the notification
message.

Sender Email Address Enter the email address of the sender.
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Table 14 : Create New Instance

Field Name Description

Sender Name Enter the display name of the sender email
address.

Receiver Email Address Enter the email address of the receiver that
receives the notification.

16. Click Save to save the changes.

The new instance is populated in the Select Instance field.

Figure 71 : Selected New Instance

17. Click Next.

The Select Payload Template tab is displayed.

Figure 72 : Select Payload Template tab

CREATE

18. Enter or select the appropriate values in the following fields for the default
template:

Table 15 : Select Payload Template tab
Field Name Description

Recipient(s) Enter the email addresses of the recipient to
receive the notification.

Max Notifications Enter the maximum number of notification to be
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Table 15 : Select Payload Template tab

Field Name Description

sent for the active alert.

Delay to notify Enter the delay time in minutes before sending
a notification when a new alert is generated.

19. Click Create.

A new notification is created for the selected alert definition and it is listed in
the Notifications window.

Figure 73 : Verify Notification

« Notifications

& Configure . @ / Alerts / Notifications
Policies
Rule Name Description Instance Qutbound Method Payload Template
Alerts
ThunderAlertNotification ThunderNotificationl.. Standard Email Plugin  Default Email Template

Super Metrics

View Thunder Metrics
To view the Thunder metrics, perform the following steps:

1. From the vRealize Operations Web Ul, go to Home > Visualize > Dashboard and
select your dashboard created for Thunder metrics.

The selected dashboard is displayed.
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Figure 74 : Selected dashboard

Dashboards hunder Metrics

vth-instl

2. From Object List, double-click your Thunder instance.

3. From Metric Picker, expand Metrics > THUNDER and double-click the following
common metrics:
e Memory Usage Percentage
o Disk Usage Percentage

As the metric is selected, the corresponding data gets populated in the Metric
Chart panel for the selected the time range.

Figure 75 : THUNDER Dashboard

» Dashboards nunder Metrics ~ AcTIONS [ EERE

vth-instl

4. From Metric Picker, expand Metrics > THUNDER-SHARED or THUNDER-Px and



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using VMware Template 1.0.0 Feedback

Configure VMware vROps

double-click the following metrics:

e CPU Usage Percentage (Data)
e Throughput Rate (Global/BPS)
¢ Interface Down Count (Data)
o Total New Connection (Sec)
e Transactions Rate (Sec)

e Server Down Count

o Server Down Percentage

e SSL Errors Count

e Server Errors Count

e Total Session Count

o Packet Rate (Sec)

o Packet Drop Rate (Sec)

As the metric is selected, the corresponding data gets populated in the Metric
Chart panel for the selected the time range.

Figure 76 : THUNDER-SHARED Dashboard

»  Dashboards under Metrics L o I

Metric Chart

To view multiple metrics data, select each of those metrics. The data
corresponding to each metric is displayed in the Metric Chart panel. For the list
of available Thunder metrics, see Supported Thunder Metric.
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Import vVROps Template

The vRealize Operations Manager (VROps) creates a dashboard and a notification by
importing a JSON files. It also creates alert definition by importing an XML file.

The following topics are covered:

e Import a Dashboard

e Import an Alert Definition

e Import a Notification

Import a Dashboard

To import a dashboard using the JSON file, perform the following steps:

1. Download and open the dashboard-template JSON file.

2. Edit the following parameter values in the JSON file:
* id
® name

3. Save the changes in the JSON file.

4. From the vRealize Operations Web Ul, go to Home > Visualize > Dashboards and
click Manage.

The Manage window is displayed.
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Figure 77 : Manage window

vm vRealize Operations

« Dashboards Manage
{3 Home )
. o [ aoD ‘
5% Data Sources > 9 Manage
N: Import
+ Create pr—
[k Environment > C Auto-rotate D% Import ds
Manage Summary Dashboards
v¢ Favorites
. w Manage Dashboard Folders
Visualize v
v @© Recents Manage Dashboard Sharing
SrelifETE vGautam-Test-
Dashboard
Views Metric-

Dashboard-PD

5. Click ... > Import in the Manage panel.

The Import Dashboard window is displayed.

Figure 78 : Import Dashboard window

Import Dashboard

BROWSE...

The import process begins when you click on the Import button.
In case of a conflict:

Overwrite
@ Rename

‘ CANCEL ‘ IMPORT

6. Browse and select the dashboard-template.json file.

7. Click Import.

The new dashboard is imported and listed in the Dashboards window.
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Import an Alert Definition

To import an alert definition using the XML file, perform the following steps:

1. Download and open the alert-template file.

2. Enter the following parameter values in the XML file as appropriate:
* id

® name

NOTE: The id and name must have unique values.

3. Save the changes in the XML file.

4. From the vRealize Operations Web Ul, go to Home > Configure > Alerts and click
Alert Definitions.

The Alert Definitions window is displayed.

Figure 79 : Alert Definitions window

vim vRealize Operations

« Alert Definitions

) (W / Alerts / Alert Definitions
£ Configure v

ADD mee

Policies
Alerts
Super Metrics Import

Application Discovery

5. Click ... > Import in the Alert Definition window.
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The Import Alert Definition window is displayed.

Figure 80 : Import Alert Definition window

Import Alert Definition

BROWSE...

The import process begins when you click on the Import button
In case of a conflict:

Overwrite existing Alert Definition

© skip import

‘ CANCEL ‘ IMPORT

6. Browse and select the alert-template.json.
7. Click Import.

The new alert definition is imported and listed in the Alert Definitions window.

Import a Notification

To import a notification using the JSON file, perform the following steps:

1. Download and open the notification-template JSON file.

2. Update the alert definition id in the following parameter:
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"ConditionType" :"ALERT DEFINITION ID",
"NotificationRuleAlertDefinitionCondition": {
"AlertDefinitionIds": [
{

"AlertDefinitionID":"AlertDefinition-<alert-
definition—-id>"

NOTE: The alertbefinitionID must have the same value as provided in
the alert-template.json.

3. Update the sender and recipient email address values in the following parameter:

"PluginNotificationProperty": [
{

"PropertyName":"emailaddr",
"PropertyValue":"userl@example.com"

by

{
"PropertyName":"ccRecipients",
"PropertyValue":"usergroup@example.com"

1,
4. Save the changes in the JSON file.

5. From the vRealize Operations Web Ul, go to Home > Configure > Alerts and click
Notifications.

The Notifications window is displayed.
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Figure 81 : Notifications window
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6. Click ...>Import in the Notifications panel.

The Import Notification Settings window is displayed.

Figure 82 : Import Notification Settings window
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7. Browse and select the notification-template.json file.

8. Click Import.



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using VMware Template 1.0.0 Feedback

Configure VMware vROps

The new notification is imported and listed in the Notifications window.
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Configure VMware vRLI

To monitor the Thunder logs on the VMware vRLI, perform the following steps:

1. Start vRLI VM

2. View Logs
Start vRLIVM

To start the vRLI virtual machine, perform the following steps:

1. From the VMware ESXi console, go to Navigator > Virtual Machines > <your_vRLI_
VM> and click Power on.

Figure 83 : Start vRLI VM
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NOTE: The system may take a few minutes to start the vRLI virtual
machine.

2. Click Console to launch vRLI virtual machine.
The vRLI virtual machine is powered on and reachable.

Figure 84 : VMware vRealize Log Insight

B VMware.vRealize-Lognsight-8.8
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1. From the vRealize Log Insight Web Ul, go to Home > Explore Logs to view the
logs.

The Logs window is displayed.

Figure 85 : vRealize Log Insight - Overview window
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2. Click Add Filter and add the following filter criteria to search all the logs received
from a specific Thunder IP:

e _index:ip

e condition: is

e value: <Thunder_IP>
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Figure 86 : vRealize Log Insight - Add Filter
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3. Add the following filter criteria to search all logs received from TOA:
e _index: source
e condition:is
e value: <TOA_IP>

4. Verify if the logs are generated.

Figure 87 : Logs on vRealize Log Insight
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The following table lists the Thunder Logs filter options:
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Filter Description

Log_data Specifies the actual log entry.

hostname Displays the Thunder resource id.

log_type Displays the Thunder system logs.

appname Displays the application name.

ip Displays the Thunder IP address.

agent Displays the agent name.

jobid Displays the JOB ID provided in TOA agent.log file.

priority Displays the Notice, Info, or Error and so on as per actual log
entry.

partition Displays the Thunder partition name.
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Troubleshooting

During the installation process, you might encounter some errors or issues. The
common errors and issues with the troubleshooting steps are listed below:

Could not resolve host: mirrorlist.centos.org; Unknown error

Cause

This error is encountered when you run the yum update command and your DNS
server is not configured properly.

Solution
To configure the DNS server, perform the following steps on your agent VM:
1. Run the following command to edit the ifcfg file:
vi /etc/sysconfig/network-scripts/ifcfg-<interface-name>
2. Add the following entry:
DNS1=8.8.8.8

& vth-agent

[PU4_Fal
[PUGINIT

DDR_GEN_MODE=stable-privacy

69b-b367-a72f 3111522

3. Save the changes.
4. Run the following command to edit the centos-Base.repo file:

vi /etc/yum.repos.d/CentOS-Base.repo
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5. Uncomment the following line:

baseurl=http://mirror.centos.org/centos/Sreleasever/os/Sbasearch

6. Run the following command to restart the network service on your agent VM:
systemctl restart NetworkManager
7. Re-run the following command:

yum update

Could not find a version that satisfies the requirement <package>

Cause

This error is encountered when you run the pip3 install -r requirements.txt
command.

Solution
To resolve this error, perform the following steps:

1. Open the requirements.txt from the VMwarevThunderMetrics folder on your
agent VM.

vi requirements.txt
2. Remove the corresponding entry for the respective package:

<package>==<version>

where the <package> can be asgiref, djando, Or requests.
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3. Run the following commands to re-install the package:

pip3 install <package>

pip3 install -r requirements.txt

If the ESXi host has incorrect datetime

Cause

This issue is encountered when Network Time Protocol (NTP) service is stopped.
Solution

To enable the NTP Daemon service, perform the following steps:

1. From the VMware ESXi console, go to Navigator > Manage > Services tab.

2. Verify if the ntpd service is stopped.

Figure 88 : Services tab
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3. Start the ntpd service.
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