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Introduction

vThunder is a fully operational, software-based Application Delivery Controller
(ADC) solution that can run on Microsoft Azure cloud. vThunder provides a robust,
flexible, and easy-to-deploy application delivery and server load balancing service.

Figure 1 shows how vThunder can be deployed on Microsoft Azure infrastructure.

Figure 1: vThunder for Microsoft Azure
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ACOS uses the PowerShell templates to quickly deploy the vThunder instance on
the Azure cloud. Table 1 lists the available PowerShell templates for deploying
vThunder ADC on Azure cloud:

Table 1 : Available PowerShell Templates

Template Description Configuration
A10-vThunder_ | e Creates one vThunder e 2 NICs (1 Management + 1
ADC-2NIC-1VM instance with two Network Data)

Interface Cards (NICs). « BYOL (Bring Your Own

e Deploys a Certificate License)
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Template

Description

Configuration

Authority SSL Certificate
and Server Load Balancer
(SLB).

e 1VM (vThunder Virtual
Instance)

e SLB (vThunder Server Load
Balancer)

e SSL (Apply SSL Certificate)

A10-vThunder_
ADC-2NIC-1VM-
GLM

e Creates one vThunder
instance with two Network
Interface Cards and A10
Global License Manager
(GLM) integration.

e Deploys a Certificate
Authority SSL Certificate
and Server Load Balancer.

e 2 NICs (1 Management +1
Data)

e BYOL (Bring Your Own
License)

e 1VM (vThunder Virtual
Instance)

e SLB (vThunder Server Load
Balancer)

e SSL (Apply SSL Certificate)

e GLM (Auto apply A10
license)

A10-vThunder_
ADC-3NIC-2VM-
HA

e Creates two vThunder
instances with High
Availability (HA) setup,
each vThunder contains
three Network Interface
Cards.

o Deploys a Certificate
Authority SSL Certificate
and Server Load Balancer.

¢ 3 NICs (1 Management + 2
Data)

e BYOL (Bring Your Own
License)

e 2 VMs (vThunder Virtual
Instances)

e SLB (vThunder Server Load
Balancer)

e SSL (Apply SSL Certificate)

o HA (High Availability with
auto switchover with next
available vThunder VM
using VRRP)

A10-vThunder_

e Creates two vThunder

¢ 3 NICs (1 Management + 2
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Template Description Configuration

ADC-3NIC-2VM- instances with High Data)

HA-GLM-PVTVIP Availability s.etup and an « BYOL (Bring Your Own
A10 Global License License)

Manager integration, each
vThunder has three
Network Interface Cards.

e Deploys a Certificate
Authority SSL Certificate,

and a Server Load Balancer.

e 2 VMs (vThunder Virtual
Instances)

e SLB (vThunder Server Load
Balancer)

e SSL (Apply SSL Certificate)

e GLM (Auto apply A10
license)

o HA (High Availability with
auto switchover with
available VM using VRRP)

e VIP (Private Interface)

A10-vThunder_
ADC-3NIC-2VM-
HA-GLM-
PUBVIP-
BACKAUTO

e Creates two vThunder
instances with High
Availability (HA) setup and
GLM integration, each
vThunder contains three
Network Interface Cards.

o Deploys a Certificate
Authority SSL Certificate,
Server Load Balancer, and
backend server autoscaling
support.

¢ 3 NICs (1 Management + 2
Data)

e BYOL (Bring Your Own
License)

e 2 VMs (vThunder Virtual
Instances)

e SLB (vThunder Server Load
Balancer)

e SSL (Apply SSL Certificate)

e GLM (Auto apply A10
license)

o HA (High Availability with
auto switchover for the
available VM using VRRP)

e VIP (Public Interface)
e« BACKAUTO (Webhook URL
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Template

Description

Configuration

to apply SLB config into
vThunder for newly

added/deleted web/app
servers via server VMSS)

A10-vThunder_
ADC-3NIC-VMSS

o Creates multiple vThunder
instances in a Virtual
Machine scale set using
CPU Matrix-based
autoscaling with GLM
integration. Each vThunder
contains three Network
Interface Cards.

o Deploys a Certificate
Authority SSL Certificate,
Server Load Balancer, Log
Analysis using Azure Log
Analytics integration, and
Azure Application Insight
integration.

3 NICs (1 Management + 2
Data)

BYOL (Bring Your Own
License)

Multiple VMs (vThunder
Virtual Instances)

SLB (vThunder Server Load
Balancer)

SSL (Apply SSL Certificate)

GLM (Auto apply for A10
license)

VMSS (vThunder virtual
machine auto-scale set.
Autoscaling on data CPU
threshold.)

MONITOR (Azure monitor
services for vThunder
Syslog and data CPU metric
monitoring)

This documentation helps you to deploy vThunder instance on Azure cloud after
downloading the required template from GitHub on your local machine, configuring
the vThunder installation parameters in the template and executing Azure CLI
commands in Windows PowerShell.
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Azure Cloud Terminology

e Azure account — The Azure account created has different support plans for
different regions. For more information on different Azure regions and availability
of types of virtual machines in these regions, see https://docs.microsoft.com/en-
us/azure/virtual-machines/linux/overview.

o Resource group — A resource group is a logical group of all the resources related
to an Azure solution. Azure offers flexibility in the allocation of resources to
resource groups. For more information, see https://docs.microsoft.com/en-
us/azure/azure-resource-manager/resource-group-overview.

o Availability set — An availability set is a logical grouping of Azure VM resources so
that each VM resource is isolated from other resources when deployed. This
hardware isolation ensures that a minimum number of VMs are impacted during a
failure. For more information, see https://docs.microsoft.com/en-us/azure/azure-
resource-manager/resource-group-overview.

¢ Virtual network — The Microsoft Azure Virtual Network service enables resources
to securely communicate with other resources in an Azure network in the cloud. A
virtual network is hence logical isolation of the Azure cloud for an Azure account.
You can connect different virtual networks and to on-premises networks. For more
information, see https://docs.microsoft.com/en-us/azure/virtual-
machines/windows/tutorial-availability-sets.

o Network security group (NSG) — A network security group (NSG) contains a list of
security rules that allow or deny network traffic to resources connected to Azure
virtual networks (VNet). The NSGs can be associated with subnets or individual
NICs attached to the VMs. When an NSG is associated with a subnet, the rules
apply to all the resources connected to the subnet.

o Azure PowerShell Template — A JavaScript Object Notation (JSON) file used to
specify the resources and its properties which are deployed on the Azure cloud.

¢ Virtual Machine Scale Set (VMSS) — A virtual machine scale set is used to manage
and deploy multiple identical virtual machine instances.

e Azure Automation — Azure automation is a cloud-based solution to automate
recurring and manual tasks. For more information, see
https://learn.microsoft.com/en-us/azure/automation/
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e Azure Automation Account — An automation account is a logical group of all the
resources related to Azure automation within a resource group.

e Azure Service Application Access Key — An access key is used to automate scale
set creation and configuration.

e Azure Runbook — A runbook is a PowerShell script used to start the automation
jobs in Azure.

e Azure Automation Webhook — A webhook is a custom URL that is sent to Azure
automation with a runbook-specific data payload.

e Azure Log Analytics Workspace — A log analytics workspace is a custom
workspace to collect system logs from virtual machine instances.

o Azure Application Insights — The application insights are custom metrics used to
analyze CPU utilization and configure alerts.

e Azure Load Balancer Rule — A load balancer rule is used to define the distribution
method of the incoming traffic to all the virtual machine instances within the
backend pool.

o Backend Pool — A backend pool is used to define the group of resources that
serves traffic for a given load-balancing rule.

o Health Probe — A health probe is used to determine the health status of the
virtual machine instances in the backend pool.

Prerequisites

To deploy vThunder on Azure cloud using any of the supported PowerShell template,
you must ensure the following prerequisites are met:

e Azure account and a valid subscription (Required)
o Download the following Azure tools to create and manage resources:
m Azure Portal — A web console to create and monitor Azure resources.

m Azure CLI [2.39.0] — An interface that can be launched using a browser or
installed on a system to start a local CLI session.

m Azure PowerShell — A set of lightweight PowerShell commands called

cmdlets used to manage Azure resources from the command line.
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o Azure User
m A user with Contributor Role permission.

e Windows PowerShell [7.0.6 LTS or 7.1.3, 7.2.2 (recommended) or any higher

version] — A task automation solution used to install the Az module.
PowerShell 7.2.2

Copyright (c) Microsoft Corporation.
https://aka.ms/powershell

Type 'help' to get help.

PS C:\Users\TestUser>

e Valid SSL certificate to apply on vThunder (Optional).

o Text editor (Notepad++, Notepad or any other text editor application).

e A10 GLM account access and valid licenses.
This access is required for the templates using GLM. For more information, see
Global License Manager User Guide.

e PowerShell Templates
Go to GitHub [Branch: release/v1.0.0] and download the required PowerShell
template folder to your local machine. The template folder contains the json
parameter files and PowerShell scripts for the deployment of the respective
template. For example, the downloaded folder path is
C:\Users\TestUser\Templates.

e A10 vThunder default user credentials
Send a request to A10 Networks Support for A10 vThunder login default user
credentials.

Image Repository

PowerShell templates support the following Azure Marketplace A10 vThunder
images:

e A10 vThunder ADC 520 BYOL for Microsoft Azure - Microsoft Azure
Tested with 64-bit Advanced Core OS (ACOS) version 5.2.0, build 155 (Aug-10-
2020,14:34)

e A10 vThunder ADC 521 BYOL for Microsoft Azure - Microsoft Azure

Tested with 64-bit Advanced Core OS (ACOS) version 5.2.1-P6, build 74 (Oct -09-
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2022,09:24)
e Tested with 64-bit Advanced Core OS (ACOS) version 6.0.0, build 419

Get Started

After the recommended version of PowerShell application is installed, perform the
following steps using it:

1. Start a CLI session.
PS C:\Users\TestUser> az login
Once the authorization is complete and you can access the Azure Portal, the
session details appear in the PowerShell prompt.
A web browser has been opened at
https://login.microsoftonline.com/organizations/ocauth2/v2.0/authorize.
Please continue the login in the web browser. If no web browser is
available or if the web browser fails to open, use device code flow
with ‘az login --use-device-code .

[

"cloudName": "AzureCloud",
"homeTenantId": "XXXXXXXX-XXX—-XXXX-XXXX-XXXXXXXXXXXx",
"id": "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXxX",
"isDefault": true,
"managedByTenants": [],
"name": "Eng Azure",
"state": "Enabled",
"tenantId": "XXXXXXXX-KXXX-XXXX-XXXX-XXXXXXXXXXXX",
"user": {

"name": "TUser@alOnetworks.com",

"type": "user"

]
PS C:\Users\TestUser>

2. Install Az Module.
PS C:\Users\TestUser> Install-Module Az
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3.

Navigate to the downloaded PowerShell template folder and set the execution
policy for this folder.

PS C:\Users\TestUser\Templates> Set-ExecutionPolicy -Scope Process -

ExecutionPolicy Bypass

PowerShell Templates

To

implement infrastructure as a code for your Azure solutions, use PowerShell

templates. The template is a json native file that defines the infrastructure and
configuration for your project. The template uses declarative syntax to specify the
resources that are to be deployed and the properties for those resources without

ha
Th

ving to write the sequence of programming commands to create it.
e following templates are available:

Deploy PowerShell A10-vThunder ADC-2NIC-1VM

Deploy PowerShell A10-vThunder ADC-2NIC-1VM-GLM

Deploy PowerShell A10-vThunder ADC-3NIC-2VM-HA

Deploy PowerShell A10-vThunder_ADC-3NIC-2VM-HA-GLM-PUBVIP-BACKAUTO

Deploy PowerShell A10-vThunder_ADC-3NIC-2VM-HA-GLM-PVTVIP

Deploy PowerShell A10-vThunder ADC-3NIC-VMSS
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Figure 2 shows the 2NIC-1VM deployment topology. Using the PowerShell template,
one vThunder instance containing one management interface and one data interface
can be deployed.

Figure 2 : 2NIC-1VM Topology

Y

Server s1
port 53 udp

80 tc
T eth1 port 80 tcp
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Edge || s== 1V :[J
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Azure Setup

The following topics are covered:

System Requirements . 19
Supported VM Sizes ... 21
CreatevThunder Instance ... . ... ... i 22
Configure Server and Client Machine ... .. 26
Configure vThunder as an SLB ... e 43
Access vThunder using CLI or GUI ... . 49
Verify Deployment .. 50

Verify Traffic FloOW 52
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System Requirements

The PowerShell template will display the default values when you download and save
the files on your local machine. You can modify the default values as required for
your deployment.

You need the following to deploy vThunder on the Azure cloud:

Table 2 : System Requirements

Resource Description Default Value
Name
Azure A resource group with the specified | Here, the Azure resource
Resource name and location is created if it group name used is vth-rgl.
Group doesn't exist.

All the resources required for this

template is created under the

resource group.
Azure Stor-| A storage account is created inside | vthunderstorage
age the resource group if it doesn't
Account exist.

If the storage name already exists,

the following error is displayed

“The storage account named

vthunderstorage already exists

under the subscription".

Performance: Standard

Replication: Read-access geo-

redundant storage (RA-GRS)

Account kind: Storagev2 (general

purpose v2)
Virtual A virtual machine instance is vth-instl
Machine created for vThunder.
VM
(VM) Product: A10 vThunder
Instance
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Resource Description Default Value
Name
Operating system: Linux
Default Size: Standard_DS2v2 (4
vCPUs, 16 GiB Memory)
NOTE: Before selecting any VM
size, it is highly
recommended to do an
assessment of your
projected traffic.
Table 3 lists the supported VM
sizes.
Virtual A virtual network is assigned to the | vth-vnet
Cloud Net- | virtual machine instance. . .
work Address prefix for virtual
[VCN] network: 10.0.0.0/16
Subnet Two subnets are created with an Subnetl:
address prefix each.
10.0.1.0/24
Subnet2:
10.0.2.0/24
Network Two types of interfaces are created vth-instl- 10.0.1.5
Interface for each vThunder instance: mgmt-nicl T
Card [NIC] | | Management Interface with vth-instl-  10.0.2.5
puinc IP data-nic2 [Primary IP]
o Data Interface with primary
private IP [Ethernet 1]
Network A security group is created for all vth-nsgl
Security the associated default interfaces.
Group
[NSG]
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Supported VM Sizes

Table 3 : Supported VM sizes

Series

Size

Qualified Name

A series

Standard A2
Standard A2v2

Standard
A2mv?2

Standard A4v2
Standard Admv?2
Standard A3
Standard A4

Standard A8v2

Standard_A2
Standard_A2_v2
Standard_A2m_v2
Standard_A4_v2
Standard_Adm _v2
Standard_A3
Standard_A4

Standard_A8_v2

B series

Standard B2s
Standard B2ms

Standard B4ms

Standard B2 s
Standard_B2ms

Standard_B4ms

D series

Standard D2v2
Standard DS2v2
Standard D4v3
Standard D4sv3
Standard D3v2
Standard Ds3v2

Standard D5v2

Standard_D2_v2
Standard_DS2 _v2
Standard_D4_v3
Standard_D4s_v3
Standard_D3_v2
Standard_Ds3_v2

Standard_D5_v2

F series

Standard F4s
Standard F8

Standard F16s

Standard_F4s
Standard_F8

Standard_F16s
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Azure is going to retire a few of the above listed VM sizes soon. For the latest
updates, see Virtual Machine series | Microsoft Azure.

For more information on Windows and Linux VM sizes, see

https://docs.microsoft.com/en-us/azure/virtual-machines/sizes-general

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes.

Create vThunder Instance
The following topics are covered:

e Initial Setup
e Deploy vThunder

Initial Setup

Before deploying vThunder on Azure cloud, configure the corresponding parameters
in the PowerShell template.

To configure the parameters, perform the following steps:

1. Navigate to the folder where you have downloaded the PowerShell template, and
open the PS_TMPL_2NIC_1VM_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Provision the vThunder instance by entering the default admin credentials as

follows:
"adminUsername": {
"value": "vth-user"
by
"adminPassword": {

"value": "vth-Password"

by
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NOTE: This is a mandatory step during VM creation. Once the device is
provisioned, vThunder auto-deletes all users except the default
user.

3. Configure a virtual network.

"virtual network": ({

"value": "vth-vnet"

by

4. Configure a DNS label prefix.
"dnsLabelPrefix": {

"value": "vth-instl"

}y

5. Configure a VM name.

"vmName": {

"value": "vth-instl"

b,
6. Set a VM Size for vThunder.

"vmSize": {
"value": "Standard DS2 v2"
by

Use a suitable VM size that supports at least 2 NICs. For VM sizes, see Supported
VM Sizes section.

7. Copy the desired vThunder Image Name and Product Name from the Azure
Marketplace for A10 vThunder and update the details in the parameter file as

follows:
"vThunderImage": {

"value":"vthunder 520 byol"
bo
"publisherName": {

"value": "alOnetworks"
by

"productName": {

"value": "alO-vthunder-adc-520-for-microsoft-azure"

}y
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NOTE: Do not change the publisher name.

8. Configure two network interface cards.

"niclName": {

"value": "vth-instl-mgmt-nicl"
by
"nic2Name": {

"value": "vth-instl-data-nic2"

b

9. Configure an address prefix and subnet values for each management interface
and data interface.

"addressPrefixValue": ({
"value": "10.0.0.0/16"

by

"mgmtIntfPrivatePrefix": ({
"value": "10.0.1.0/24"

}y

"mgmtIntfPrivateAddress": {

"value": "10.0.1.5"

}y

"ethlPrivatePrefix": {
"value": "10.0.2.0/24"

by
"ethlPrivateAddress": {
"value": "10.0.2.4"

}y

10. Configure a public IP address.
"publicIPAddressName":

"value": "vth-vm-ip"

by

11. Configure a Network Security Group.
"networkSecurityGroupName": {

"value": "vth-nsgl"

}y
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12. Verify if all the configurations in the PS_TMPL_2NIC_1VM_PARAM.json file are
correct and then save the changes.

Deploy vThunder

To deploy vThunder on Azure cloud, perform the following steps:

1. From Start menu, open PowerShell and navigate to the folder where you have
downloaded the PowerShell template.

2. Run the following command to create a deployment group in Azure and provide a

unique storage account name when prompted.
PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM l.psl -resourceGroup

<resource group name> -location "<location name>"
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM 1l.psl -resourceGroup

vth-rgl -location "south central us"

cmdlet PS TMPL 2NIC 1VM 1.psl at command pipeline position 1
Supply values for the following parameters:

storageaccount: vthunderstorage

vth-rgl

vthunderstorage

South Central US

Here, vth-rgl resource group is created.

3. Verify if all the above listed resources are created in the Home > Azure Services >
Resource Group > <resource_group_name>.

Figure 3 : Resource listing in the resource group
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vth-rgl #» * X

¢ Tags Resources  Recommendations

ter for any field. Type equals all X Location equals all X g Add filter
Showing 1to 8 of 8 records. [_] Show hidden types C No grouping v | | Z= List view v
Settings

2 Deployments [ ] Name ™

© Security () B viheinst

B Policies

11! Properties

B Locks

]
z

e 0

Cost Management

Configure Server and Client Machine

The following topics are covered:

e Create a Server Machine

e Create a Client Machine

Create a Server Machine

To create a Server machine, perform the following steps:

1. From Home, navigate to Azure Services > Create a resource > Virtual machine and
click Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:
Project details
e Subscription
e Resource group

Instance details

¢ Virtual machine name - Server machine

e Region
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e Image
e Size

Administrator account

e Depending upon the Authentication type selected, provide the information.
Inbound port rules

e Publicinbound ports

e Select inbound ports
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Figure 4 : Create a virtual machine window - Basics tab

Create a virtual machine
Basics  Disks Metworking Management Menitering Advanced Tags  Review + create
Creatz a virtwal machine that image from Azure marketp
image. Complete the Basics i | machine witl
for full custo
Project details
source groups like folders to anize 2nd manage a3l
Subscription * (D v |
Resource group * (1) R |
Instance details
Virtual machine name * (1) | wth-senver y |
Region * (0 | {US) South Central US e |
Awailability op | Mo infrastructure redundancy ~ |
Security type (T W |
- » |
VM architecture (1)
Run with Azure Spot discount (1)
Size ¥ (1) v
Administrator account
Authentication type (D
zzrmame ¥ (1) | azursuzer v |
Password * ELTTTTE T v |
Confirm password * (0 e . |
Inbound port rules
machine network ports sible from the public internet. You can specify more limited or granular
i the Metworking tab.
O None
'@:‘ Al ed ports
Select inbound ports * | HTTP {80). HTTPS {443), 55H (22) o
Review + create Mext : Disks >

3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.
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4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 5 : Create a virtual machine window - Disks tab

Home » Create a resource

Create a virtual machine

Basics Disks  Metworking Management Menitoring Advanced  Tags Review + create

Azure Yhis have one cperating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allow: m !

Disk options

OS disktype ™ (D | Standard HOD (locally-redundant storage) hd

£ supports premium Ve recommend Premium 550 for

mium 550 disks qualify for the 99.9%
Dieletz with Vi (0

Enable encryption at host (1)

@ :=noyption at host is not registsred for the ssleced 5

0

Encryption type ¥ {Default) Encryption at-rest with a platform-managed key e
Enable Ultra Disk compatibility (1)

Ul 5 not supported for the selected Wi Standard_D52_v2 in South

Cent

Data disks for vth-server

You can add and configure additional data disks for your virtual machine or attach existing disks. This WM also comes with a
temporary dizk.

LUN Mame Size (GiB) Disk type Host caching Dalete with VM (0

timg disk

~ Advanced

| < Previous || Mext : Networking = |

5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.
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6. Select or enter the following mandatory information in the Networking tab:

Network interface

e Virtual network
e Subnet: Data subnet (Ethernet 1)

e Select inbound ports

Figure 6 : Create a virtual machine window - Networking tab

s MNetworking  Management

7. Leave the remaining fields as is and click Next : Management at the bottom of
the window.
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8. Select or enter the information in the Management tab as needed.

Figure 7 : Create a virtual machine window - Management tab

Home » Create a resource

Create a virtual machine

Basics Disks Metworking Management  Monitoring Advanced  Tags Review + create
Configure management opticns for your Wi,

Microsoft Defender for Cloud

Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud

9 Your subscription is protected by Microseft Defender for Cloud basic plan.
Identity

Enable system assigned managsd I:l
identity (0

Azure AD
Login with Azure AD (1) D
&
‘ou will need to use an 35H clisnt that supports OpenSSH
ure Portal. Learn maore o
Auto-shutdown
Enable auts-shutdown (1) D
Backup
Enable backup (0 I:l
Guest 05 updates
Patch orchestration options (0 | mage default o
ﬂ Some patch orchestration options are not available for this image Learn more o

| < Previous || Mext : Monitoring = |

9. Click Next : Monitoring at the bottom of the window.
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10. Select the monitoring options in the Monitoring tab as needed.

Figure 8 : Create a virtual machine window - Monitoring tab

Home » Create a resource

Create a virtual machine

Basics Disks Metwarking hMamagement Monitoring Advanced Tags Review + create

Configure monitoring options for your Vi,

Diagnostics

Boot dizgnostics (1) l:i:l Enable with managed storage scoount {recommended)
O Enable with custom storage account
O Disable

Enable OS guest disgnostics (1 D

| < Previous || Mext - Advanced = |

11. Click Next : Advanced at the bottom of the window.
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12. Select or enter the additional configuration in the Advanced tab as needed.

Figure 9 : Create a virtual machine window - Advanced tab

Home > Create a resource

Create a virtual machine

Basics Disks MNetworking Management Monitering Advanced Tags  Review + create

Add additional configuration, agents, scripts or applications via virbual machine extensions or doud-init.
Extensions
Extensions provide post-deployment configuration and automation.

Extensions (0 Select an extension to insta

VM applications

re secursly and rel

pt are included in

ownloaded on your VM after depl ent In addition to

= applications on

plication. You can easily add or rem

zl machine while it is being provisioned. The data will be

Custom data on the selected image will bz processed by doud-init. Learn more about customn data for VMs

User data

Pass 3 script. config

machine. Don't use

Enable user data I:I

hout the lifetime of the virtual

Performance

Enable capabilitiss to enhance the performance of your resources.

e performance with NViMe

0 Your subscription is not registerad to use NVMe (praviaw

Host

Azure Dedicsted Hosts allow you to provision and mansge a physical server within our data centers that are dedicated to your

Review + create | < Pravious ||| Mext : Tags > ||

13. Click Next : Tags at the bottom of the window.

14. Select or enter the information to categorized resources in the Tags tab as
needed.



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback

Deploy PowerShell A10-vThunder_ ADC-2NIC-1VM

Figure 10 : Create a virtual machine window - Tags tab

Home » Create a resource

Create a virtual machine

Basics Disks MNetwarking Management Menitoring Advanced Tags  Review + create

Tags ars name/value pairs that enable you 1o categ sources and view consolidated billing by applying the same tag to

multiple resources and resource groups. Learn more al

Mote that if wou create tags and then change rescurce settings on other tabs, your tags will be automatically updsted.

Name (1) Value (1) Resource

| | | | 12 zzlzctzd W

| < Previous ” Mext : Review + create >

15. Click Next : Review + create at the bottom of the window.
The fields Name and Preferred e-mail address are auto-populated as per the
Azure account.
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Figure 11 : Create a virtual machine window - Review + create tab

Home » Create a resource

Create a virtual machine
@ Validation passed
Basics Disks MNetwarking Management Monitering Advanced Tags  Review + aeate

lator for all your pricing nesds

o Cost given below is an estimate and not the final price. Please use Pricing calow

FRODUCT DETAILS

Preferrad phons number
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back to Basics tab.

Basics

Mo infrastructure redundancy required
Standard

Ubuntu Server 20.04 LTS - Gen2

64

Standard D52 v2 (2 vopus.,

Select inbound ports ¥ | HTTP {80). HTTPS {443), 55H (22) R

v + crece

16. Click Create at the bottom of the window.
The Server virtual machine gets created and listed in the Home > Azure Services >

Virtual machine window.
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17. SSH the Server virtual machine and run the following command to install Apache:
sudo apt install apache2

While the Apache server is getting installed, you get a prompt to continue
further. Enter 'Y' to continue. After the installation is complete, a newline prompt
is displayed.

Create a Client Machine

To create a Client machine, perform the following steps:

1. From Home, navigate to Azure Services > Create a resource > Virtual machine and
click Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:

Project details

e Subscription
e Resource group

Instance details

¢ Virtual machine name - Client machine
e Region

e Image

o Size

Administrator account

e Depending upon the Authentication type selected, provide the information.

Inbound port rules

e Publicinbound ports

e Select inbound ports
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Figure 12 : Create a virtual machine window - Basics tab
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3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.
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4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 13 : Create a virtual machine window - Disks tab

Home » Create a resource

Create a virtual machine

Basics Disks  Metworking Management Menitoring Advanced  Tags Review + create

Azure Yhis have one cperating system disk and a temporary disk for short-term storage. You can attach additional data disks.
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Enable Ultra Disk compatibility (1)
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| < Previous || Mext : Networking = |

5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.
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6. Select or enter the following mandatory information in the Networking tab:

Network interface

e Virtual network
e Subnet: Data subnet (Ethernet 1)

e Select inbound ports

Figure 14 : Create a virtual machine window - Networking tab

Networking  Management  Moni

7. Leave the remaining fields as is and click Next : Management at the bottom of
the window.
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8. Select or enter the information in the Management tab as needed.

Figure 15 : Create a virtual machine window - Management tab

Home » Create a resource

Create a virtual machine

Basics Disks Metworking Management  Monitoring Advanced  Tags Review + create
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Microsoft Defender for Cloud
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9. Click Next : Monitoring at the bottom of the window.
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10. Select the monitoring options in the Monitoring tab as needed.

Figure 16 : Create a virtual machine window - Monitoring tab

Home » Create a resource

Create a virtual machine

Basics Disks Metwarking hMamagement Monitoring Advanced Tags Review + create

Configure monitoring options for your Vi,

Diagnostics

Boot dizgnostics (1) l:i:l Enable with managed storage scoount {recommended)
O Enable with custom storage account
O Disable

Enable OS guest disgnostics (1 D

| < Previous || Mext - Advanced = |

11. Click Next : Advanced at the bottom of the window.
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12. Select or enter the additional configuration in the Advanced tab as needed.

Figure 17 : Create a virtual machine window - Advanced tab

Home > Create a resource
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Add additional configuration, agents, scripts or applications via virbual machine extensions or doud-init.
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Azure Dedicsted Hosts allow you to provision and mansge a physical server within our data centers that are dedicated to your
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13. Click Next : Tags at the bottom of the window.

14. Select or enter the information to categorized resources in the Tags tab as
needed.
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Figure 18 : Create a virtual machine window - Tags tab

Home » Create a resource

Create a virtual machine

Basics Disks MNetwarking Management Menitoring Advanced Tags  Review + create

Tags are name/value pairs that enable you 1o cz rces and view consolidated billing by applying the same tag to
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15. Click Next : Review + create at the bottom of the window.
The fields Name and Preferred e-mail address are auto-populated as per the

Azure account.

Figure 19 : Create a virtual machine window - Review + create tab
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16. Click Create at the bottom of the window.
The Client machine gets created and listed in the Home > Azure Services > Virtual

machine window.

Configure vThunder as an SLB

The following topics are covered:



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback

Deploy PowerShell A10-vThunder_ ADC-2NIC-1VM

e Initial Setup

e Change Password

e Deploy vThunder as an SLB

Initial Setup

Before deploying vThunder on Azure cloud as an SLB, configure the corresponding
parameters in the PowerShell template.

To configure the parameters, perform the following steps:

1. Open the PS_TMPL_2NIC_1VM_SLB_CONFIG_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Configure a SLB server host or domain.
The SLB server host value is the data NIC's private IP address instance acting as
the server.
Instead of a host, you can also use a domain name. To do so, replace the key
'host' with 'fgdn-name' and provide a domain name instead of the IP address.

"slbServerHostOrDomain": {
"server-name": "sl1",
"host": "10.0.2.8",
"metadata": {
"description": "SLB server host/fgdn-name. To use domain name

replace host with fgdn-name and ip address with domain name"
}
by

3. Configure SLB server ports.

"slbServerPortList": {

"value": [
{
"port-number": 53,
"protocol": "udp"

by
{

"port-number": 80,
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"protocol": "tcp"
by
{

"port-number": 443,

"protocol": "tcp"

bo

4. Configure Service Group List ports.

"serviceGroupList": {
"value": [
{

"name" :"sg443",

"protocol":"tcp",

"member-list": [
{
"name":"sl1l",
"port":443
}
]
by
{
"name":"sgb53",

"protocol":"udp",

"member-list": [
{
"name":"sl",
"port":53

by
{
"name":"sg80",
"protocol":"tcp",
"member-1list": [

{

"name" : "Sl",
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"port":80

}y

5. Configure a Virtual Server.
The virtual server default name is “vs1”.

"virtualServerList": {
"virtual-server—-name": "vsl",
"metadata": {

"description": "virtual server is using ethernet 1 ip
address"
}y
"value": [
{
"port-number":53,
"protocol":"udp",
"auto":1,

"service-group":"sg53"

"port-number":80,
"protocol":"http",
"auto":1,

"service-group":"sg80"

"port-number":443,
"protocol":"https",

"auto":1,

"service-group":"sg443"
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6. Configure SSL.
"sslConfig": {
"requestTimeOut": 40,

"Path": <absolute path of the ssl certificate file>",

"File": "<certificate-name>",
"CertificationType": "pem"
}
NOTE: By default, SSL configuration is disabled i.e. no SSL configuration is
applied.
Example The sample values for the SSL certificate are as shown below:

"sslConfig": {
"requestTimeOut": 40,
"Path": "C://Users//..//..//..//server.pem” or
“C:\Users\..\..\..\certs\server.pem",
"File": "server",
"CertificationType": "pem"

}

7. Provide the resource group name.
"resourceGroupName: "vth-rgl"

"vThUsername": "admin"

NOTE: Do not change the vThunder instance username.

8. Verify if all the configurations in the PS_TMPL_2NIC_1VM_SLB_CONFIG_
PARAM.json file are correct and save the changes.

Change Password

To change the password, perform the following steps:

1. Run the following command to change password:
PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM CHANGE PASSWORD

2.psl
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NOTE: It is highly recommended to change the default password provided
by the A10 Networks Support when you log in the vThunder
instance for the first time.

2. Provide the default and new password when prompted:
Enter Default Password:***

Enter New Password:***

Confirm New Password:***

The default password is provided by the A10 Networks Support. The new
password should follow the Default password policy. For more information, see
Default Password Policy.

Deploy vThunder as an SLB

To deploy vThunder on Azure cloud as an SLB, perform the following steps:

1. From PowerShell, navigate to the folder where you have downloaded the
PowerShell template.

2. Run the following command to create vThunder SLB instance using the same

resource group:
PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM SLB CONFIG 3.psl -

resourceGroup <resource7group7name>
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM SLB CONFIG 3.psl -

resourceGroup vth-rgl
A message is prompted to upload the SSL certificate.

SSL Certificate

Do you want to upload ssl certificate ?

[Y] Yes [No] No [?] Help (default is "N"): Y
Public IP Name: vth-instl-mgmt-nicl-ip
Ethernet-1 Private IP: 10.0.2.47

SLB Server Host IP: 10.0.2.8

Virtual Server Name: vsl

Resource Group Name: vth-rgl

Instance Public IP: 20.165.38.180
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3.

configured ethernet 1 ip
Configured server
Configured service group
0

Configured virtual server
SSL Configured.

Configurations are saved on partition: shared

If you want to upload SSL certificate, enter 'Y'. The certificate available in the
sslConfig path is uploaded.

If the SSL Certificate upload is successful, a message 'SSL Configured' is displayed.

Access vThunder using CLI or GUI

vThunder can be accessed using any of the following ways:

e Access vThunder using CLI

e Access vThunder using GUI

Access vThunder using CLI

To access vThunder using CLI, perform the following steps:

1.
2.

Open PuUTTY.

Enter or select the following basic information in the PuTTy Configuration
window:

e Hostname: Public IP of Virtual Machine Instance
Here, Public IP of vth-inst1.

e Connection Type: SSH

. Click Open.

In the active PuTTY session, login with the recently changed password:

login as: xxxx <---Enter username provided by Al0 Networks Support--->

Using keyboard-interactive authentication.

Password: xxxx <---Enter your password--->
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Last login: Day MM DD HH:MM:SS from a.b.c.d

System is ready now.

[type ? for help]

vThunder> enable <---Execute command--->
Password:<---just press Enter key--->
vThunder#config <---Configuration mode--->

Access vThunder using GUI

To access vThunder using GUI, perform the following steps:

1. Open any browser.
2. Enter https://<vthunder_public_IP>/qui/auth/login/in the address bar.
Figure 20 : vThunder GUI

< C A Notsecure | htps://20.114.125.69/gui/auth/login/

0
%

HE Apps .

vThunder Series

© A10 Networks, all rights reserved

3. Enter the recently configured user credentials.
The home page gets displayed.

Verify Deployment

To verify vThunder SLB deployment using the PowerShell template, perform the
following steps:
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1. Run the following command on vThunder:
vThunder (config) #show running-config

If the deployment is successful, the following slb configuration is displayed:

interface management
ip address dhcp
!
interface ethernet 1
enable
ip address 10.0.2.47 255.255.255.0
|
!
slb server sl 10.0.2.8
port 53 udp
port 80 tcp
port 443 tcp
!
slb service-group sg443 tcp
member sl 443
!
slb service-group sg53 udp
member sl 53
!
slb service-group sg80 tcp
member sl 80
!
slb virtual-server vsl use-if-ip ethernet 1
port 53 udp
source—-nat auto
service-group sg53
port 80 http
source-nat auto
service-group sg80
port 443 https

source-nat auto

service-group sg443
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!

end

2. Run the following command on vThunder:
vThunder (config) #show pki cert

If the deployment is successful, the following SSL configuration is displayed:

Name Type Expiration Status

server certificate Jan 28 12:00:00 2028 GMT [Unexpired, Bound]

Verify Traffic Flow

To verify the traffic flow from client machine to server machine via vThunder,
perform the following:

1. From Azure Portal > Azure Services > Resource Group > <resource_group_hame>
> <virtual_machine_instance> > Settings > Networking.
Here, vth-inst1 is the vThunder instance name.

2. Copy the Private IP address of the data subnet.

Figure 21 : vThunder instance Data Subnet Private IP

® VFh-Ir‘ISﬂ | Netwarking

-inst1-mgmt-nic1  vth-instl-data-nic2

@
.o

@ Network Interface: vth-inst1-data-nic2 Eff rul i

Settings

S

3. Select your client instance from the Virtual machine list.
Here, vth-client is the client instance name.

4. SSH your client machine and run the following command to verify the traffic flow:
curl <vThunder instance data private IPv4 Address>

Example

curl 10.0.2.4

Verify if a response is received.
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Figure 22 shows the 2NIC-1VM-GLM deployment topology. Using the PowerShell
template, one vThunder instance containing one management interface and one
data interface with GLM integration can be deployed.

Figure 22 : 2NIC-1VM-GLM Topology

PE—

Server s1
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80 tc
T eth1 port 80 tep
— & port 443 tcp

J
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System Requirements

The PowerShell template will display the default values when you download and save
the files on your local machine. You can modify the default values as required for
your deployment.

You need the following to deploy vThunder on the Azure cloud:

Table 4 : System Requirements

Resource Description Default Value
Name
Azure A resource group with the Here, the Azure resource group
Resource specified name and location is name used is vth-rgl.
Group created, if it doesn't exist.

All the resources required for this

template is created under the

resource group.
Azure Stor-| A storage account is created vthunderstorage
age inside the resource group, if it
Account doesn't exist.

If the storage name already exists,

the following error is displayed

“The storage account named

vthunderstorage already exists

under the subscription".

Performance: Standard

Replication: Read-access geo-

redundant storage (RA-GRS)

Account kind: Storagev2 (general

purpose v2)
Virtual A virtual machine instance is vth-instl
Machine created for vThunder.
VM
(VM) Product: A10 vThunder
Instance
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Resource Description Default Value
Name
Operating system: Linux
Default Size: Standard_DS2v2 (4
vCPUs, 16 GiB Memory)
NOTE: Before selecting any
VM size, it is highly
recommended to do
an assessment of
your projected
traffic.
Table 5 lists the supported
VM sizes.
Virtual A virtual network is assigned to vth-vnet
Cloud Net- | the virtual machine instance. i )
work Address prefix for virtual
[VCN] network: 10.0.0.0/16
Subnet Two subnets are created with an Subnetl1:
address prefix each.
10.0.1.0/24
Subnet2:
10.0.2.0/24
Network Two types of interfaces are cre- vth-instl- 10.0.1.5
Interface ated for each vThunder instance: mgmt-nicl U
Card [NIC] | Management Interface with vth-instl-  10.0.2.5
public P data-nic2 [Primary IP]
o Data Interface with primary
private IP [Ethernet 1]
Network A security group is created for all vth-nsg
Security the associated default interfaces.
Group
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Resource
Name

Description

Default Value

[NSG]

Supported VM Sizes

Table 5: Supported VM sizes

Series Size Qualified Name
A series Standard A2 Standard_A2
Standard A2v2 Standard_A2_v2
Standard Standard_A2m_v2
A2mv?2
Standard_A4_v2
Standard A4v2
Standard_A4dm_v2
Standard Admv2
Standard_A3
Standard A3
Standard_A4
Standard A4
Standard_A8 v2
Standard A8v2
B series Standard B2s Standard B2 s
Standard B2ms Standard_B2ms
Standard B4ms Standard_B4ms
D series Standard D2v2 Standard_D2_v2
Standard DS2v2 Standard_DS2_v?2
Standard D4v3 Standard_D4_v3
Standard D4sv3 Standard_D4s_v3
Standard D3v2 Standard_D3 v2
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Series Size Qualified Name
Standard Ds3v2 Standard_Ds3 v2
Standard D5v2 Standard_D5_v2

F series Standard F4s Standard_F4s
Standard F8 Standard_F8
Standard F16s Standard_F16s

Azure is going to retire a few of the above listed VM sizes soon. For the latest
updates, see Virtual Machine series | Microsoft Azure.

For more information on Windows and Linux VM sizes, see

https://docs.microsoft.com/en-us/azure/virtual-machines/sizes-general

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes.

Create vThunder Instance

The following topics are covered:

e Initial Setup
e Deploy vThunder

Initial Setup

Before deploying vThunder on Azure cloud, configure the corresponding parameters
in the PowerShell template.

To configure the parameters, perform the following steps:

1. Navigate to the folder where you have downloaded the PowerShell template, and
open the PS_TMPL_2NIC_1VM_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.
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2. Provision the vThunder instance by entering the default admin credentials as
follows:

"adminUsername": {
"value": "vth-user"

by

"adminPassword": {
"value": "vth-Password"

by

NOTE: This is a mandatory step during VM creation. Once the device is
provisioned, vThunder auto-deletes all users except the default
user.

3. Configure a virtual network.

"virtual network": ({
"value": "vth-vnet"

by

4. Configure a DNS label prefix.
"dnsLabelPrefix": {

"value": "vth-instl"

}y

5. Configure a VM name.

"vmName" : {
"value": "vth-instl"

I o
6. Set a VM Size for vThunder.

"vmSize": {
"value": "Standard DS2 v2"
y

Use a suitable VM size that supports at least 2 NICs. For VM sizes, see Supported
VM Sizes section.

7. Copy the desired vThunder Image Name and Product Name from the Azure
Marketplace for A10 vThunder and update the details in the parameter file as

follows:
"vThunderImage": {

"value":"vthunder 520 byol"
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}y

"publisherName": {

"value": "alOnetworks"
by
"productName": {
"value": "alO-vthunder-adc-520-for-microsoft-azure"
by
NOTE: Do not change the publisher name.

8. Configure two network interface cards.

"niclName": {

"value": "vth-instl-mgmt-nicl"
by
"nic2Name": {

"value": "vth-instl-data-nic2"

Hy

9. Configure an address prefix and subnet values for each management interface
and data interface.
"addressPrefixValue": {
"value": "10.0.0.0/16"
b
"mgmtIntfPrivatePrefix": {
"value": "10.0.1.0/24"
b
"mgmtIntfPrivateAddress": {

"value": "10.0.1.5"

by

"ethlPrivatePrefix": {
"value": "10.0.2.0/24"

by
"ethlPrivateAddress": {
"value": "10.0.2.4"

}y

10. Configure a public IP address.
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"publicIPAddressName": {
"value": "vth-vm-ip"

}y

11. Configure a Network Security Group.
"networkSecurityGroupName": {

"value": "vth-nsgl"

by

12. Verify if all the configurations in the PS_TMPL_2NIC_1VM_PARAM.json file are
correct and then save the changes.

Deploy vThunder

To deploy vThunder on Azure cloud, perform the following steps:

1. From Start menu, open PowerShell and navigate to the folder where you have
downloaded the PowerShell template.

2. Run the following command to create a deployment group in Azure and provide a

unique storage account name when prompted.
PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM l.psl -resourceGroup

<resource group name> -location "<location name>"
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM 1l.psl -resourceGroup

vth-rgl -location "south central us"

cmdlet PS TMPL 2NIC 1VM 1.psl at command pipeline position 1
Supply values for the following parameters:

storageaccount: vthunderstorage

vth-rgl

vthunderstorage

South Central US
Here, vth-rgl resource group is created.

3. Verify if all the above listed resources are created in the Home > Azure Services >
Resource Group > <resource_group_name>.

Figure 23 : Resource listing in the resource group



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback

Deploy PowerShell A10-vThunder ADC-2NIC-1VM-GLM

vth-rgl #» * X

¢ Tags Resources  Recommendations

ter for any field. Type equals all X Location equals all X g Add filter
Showing 1to 8 of 8 records. [_] Show hidden types C No grouping v | | Z= List view v
Settings

2 Deployments [ ] Name ™

© Security () B viheinst

B Policies

11! Properties

B Locks

]
z

e 0

Cost Management

Configure Server and Client Machine

The following topics are covered:

e Create a Server Machine

e Create a Client Machine

Create a Server Machine

To create a Server machine, perform the following steps:

1. From Home, navigate to Azure Services > Create a resource > Virtual machine and
click Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:
Project details
e Subscription
e Resource group

Instance details

¢ Virtual machine name - Server machine

e Region
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e Image

e Size

Administrator account

e Depending upon the Authentication type selected, provide the information.

Inbound port rules

e Publicinbound ports

e Select inbound ports
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Figure 24 : Create a virtual machine window - Basics tab
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Review + create Mext : Disks >

3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.
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4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 25 : Create a virtual machine window - Disks tab

Home » Create a resource

Create a virtual machine
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5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.
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6. Select or enter the following mandatory information in the Networking tab:

Network interface

e Virtual network
e Subnet: Data subnet (Ethernet 1)

e Select inbound ports

Figure 26 : Create a virtual machine window - Networking tab

s MNetworking  Management

7. Leave the remaining fields as is and click Next : Management at the bottom of
the window.
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8. Select or enter the information in the Management tab as needed.

Figure 27 : Create a virtual machine window - Management tab

Home » Create a resource
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9. Click Next : Monitoring at the bottom of the window.
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10. Select the monitoring options in the Monitoring tab as needed.

Figure 28 : Create a virtual machine window - Monitoring tab

Home » Create a resource
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Diagnostics
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O Disable
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11. Click Next : Advanced at the bottom of the window.
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12. Select or enter the additional configuration in the Advanced tab as needed.

Figure 29 : Create a virtual machine window - Advanced tab

Home > Create a resource

Create a virtual machine
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Add additional configuration, agents, scripts or applications via virbual machine extensions or doud-init.
Extensions
Extensions provide post-deployment configuration and automation.

Extensions (0 Select an extension to insta

VM applications

re secursly and rel

pt are included in

ownloaded on your VM after depl ent In addition to

= applications on

plication. You can easily add or rem

zl machine while it is being provisioned. The data will be

Custom data on the selected image will bz processed by doud-init. Learn more about customn data for VMs

User data

Pass 3 script. config

machine. Don't use

Enable user data I:I

hout the lifetime of the virtual

Performance

Enable capabilitiss to enhance the performance of your resources.

e performance with NViMe

0 Your subscription is not registerad to use NVMe (praviaw
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13. Click Next : Tags at the bottom of the window.

14. Select or enter the information to categorized resources in the Tags tab as
needed.
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Figure 30 : Create a virtual machine window - Tags tab
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15. Click Next : Review + create at the bottom of the window.
The fields Name and Preferred e-mail address are auto-populated as per the
Azure account.



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback

Deploy PowerShell A10-vThunder ADC-2NIC-1VM-GLM

Figure 31 : Create a virtual machine window - Review + create tab
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16. Click Create at the bottom of the window.
The Server virtual machine gets created and listed in the Home > Azure Services >

Virtual machine window.
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17. SSH the Server virtual machine and run the following command to install Apache:
sudo apt install apache2

While the Apache server is getting installed, you get a prompt to continue
further. Enter 'Y' to continue. After the installation is complete, a newline prompt
is displayed.

Create a Client Machine

To create a Client machine, perform the following steps:

1. From Home, navigate to Azure Services > Create a resource > Virtual machine and
click Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:

Project details

e Subscription
e Resource group

Instance details

¢ Virtual machine name - Client machine
e Region

e Image

o Size

Administrator account

e Depending upon the Authentication type selected, provide the information.

Inbound port rules

e Publicinbound ports

e Select inbound ports
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Figure 32 : Create a virtual machine window - Basics tab
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3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.
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4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 33 : Create a virtual machine window - Disks tab
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5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.
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6. Select or enter the following mandatory information in the Networking tab:

Network interface

e Virtual network
e Subnet: Data subnet (Ethernet 1)

e Select inbound ports

Figure 34 : Create a virtual machine window - Networking tab
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7. Leave the remaining fields as is and click Next : Management at the bottom of
the window.
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8. Select or enter the information in the Management tab as needed.

Figure 35 : Create a virtual machine window - Management tab
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9. Click Next : Monitoring at the bottom of the window.
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10. Select the monitoring options in the Monitoring tab as needed.

Figure 36 : Create a virtual machine window - Monitoring tab
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11. Click Next : Advanced at the bottom of the window.
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12. Select or enter the additional configuration in the Advanced tab as needed.

Figure 37 : Create a virtual machine window - Advanced tab
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13. Click Next : Tags at the bottom of the window.

14. Select or enter the information to categorized resources in the Tags tab as
needed.



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback

Deploy PowerShell A10-vThunder ADC-2NIC-1VM-GLM

Figure 38 : Create a virtual machine window - Tags tab
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15. Click Next : Review + create at the bottom of the window.
The fields Name and Preferred e-mail address are auto-populated as per the

Azure account.

Figure 39 : Create a virtual machine window - Review + create tab
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16. Click Create at the bottom of the window.
The Client machine gets created and listed in the Home > Azure Services > Virtual

machine window.

Configure vThunder as an SLB

The following topics are covered:
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e Initial Setup

e Change Password

e Deploy vThunder as an SLB

Initial Setup

Before deploying vThunder on Azure cloud as an SLB, configure the corresponding
parameters in the PowerShell template.

To configure the parameters, perform the following steps:

1. Open the PS_TMPL_2NIC_1VM_SLB_CONFIG_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Configure a SLB server host or domain.
The SLB server host value is the data NIC's private IP address instance acting as
the server.
Instead of a host, you can also use a domain name. To do so, replace the key
'host' with 'fgdn-name' and provide a domain name instead of the IP address.

"slbServerHostOrDomain": {
"server-name": "sl1",
"host": "10.0.2.8",
"metadata": {
"description": "SLB server host/fgdn-name. To use domain name

replace host with fgdn-name and ip address with domain name"
}
by

3. Configure SLB server ports.

"slbServerPortList": {

"value": [
{
"port-number": 53,
"protocol": "udp"

by
{

"port-number": 80,
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"protocol": "tcp"
by
{

"port-number": 443,

"protocol": "tcp"

bo

4. Configure service group list ports.

"serviceGroupList": {
"value": [
{

"name" :"sg443",

"protocol":"tcp",

"member-list": [
{
"name":"sl1l",
"port":443
}
]
by
{
"name":"sgb53",

"protocol":"udp",

"member-list": [
{
"name":"sl",
"port":53

by
{
"name":"sg80",
"protocol":"tcp",
"member-1list": [

{

"name" : "Sl",
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"port":80

}y

5. Configure a virtual server.
The virtual server default name is “vs1”.

"virtualServerList": {
"virtual-server—-name": "vsl",
"metadata": {

"description": "virtual server is using ethernet 1 ip
address"
}y
"value": [
{
"port-number":53,
"protocol":"udp",
"auto":1,

"service-group":"sg53"

"port-number":80,
"protocol":"http",
"auto":1,

"service-group":"sg80"

"port-number":443,
"protocol":"https",

"auto":1,

"service-group":"sg443"
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6. Configure SSL.
"sslConfig": {

"requestTimeOut": 40,

"Path": "<absolute path of the ssl certificate file>",
"File": "<certificate-name>",
"CertificationType": "pem"
}
NOTE: By default, SSL configuration is disabled i.e. no SSL configuration is
applied.
Example The sample values for the SSL certificate are as shown below:

"sslConfig": {
"requestTimeOut": 40,
"Path": "C://Users//..//..//..//server.pem” or
“C:\Users\..\..\..\certs\server.pem",
"File": "server",
"CertificationType": "pem"

}

7. Provide the resource group name.
"resourceGroupName: "vth-rgl"

"vThUsername": "admin"

NOTE: Do not change the vThunder instance username.

8. Verify if all the configurations in the PS_TMPL_2NIC_1VM_SLB_CONFIG_
PARAM.json file are correct and then save the changes.

Change Password

To change the password, perform the following steps:

1. Run the following command to change password:
PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM GLM CHANGE PASSWORD

2.psl
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NOTE: It is highly recommended to change the default password provided
by the A10 Networks Support when you log in the vThunder
instance for the first time.

2. Provide the default and new password when prompted:
Enter Default Password:***

Enter New Password:***

Confirm New Password:***

The default password is provided by the A10 Networks Support. The new
password should follow the Default password policy. For more information, see
Default Password Policy.

Deploy vThunder as an SLB

To deploy vThunder on Azure cloud as an SLB, perform the following steps:

1. From PowerShell, navigate to the folder where you have downloaded the
PowerShell template.

2. Run the following command to create vThunder SLB instance using the same

resource group:
PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM SLB CONFIG 3.psl -

resourceGroup <resource7group7name>
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM SLB CONFIG 3.psl -

resourceGroup vth-rgl
A message is prompted to upload the SSL certificate.

SSL Certificate

Do you want to upload ssl certificate ?

[Y] Yes [No] No [?] Help (default is "N"): Y
Public IP Name: vth-instl-mgmt-nicl-ip
Ethernet-1 Private IP: 10.0.2.47

SLB Server Host IP: 10.0.2.8

Virtual Server Name: vsl

Resource Group Name: vth-rgl

Instance Public IP: 20.165.38.180
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configured ethernet 1 ip
Configured server
Configured service group
0

Configured virtual server
SSL Configured.

Configurations are saved on partition: shared

If you want to upload SSL certificate, enter 'Y'. The certificate available in the
sslConfig path is uploaded.

3. If the SSL Certificate upload is successful, a message 'SSL Configured' is displayed.

Configure vThunder GLM

The following topics are covered:

e Initial Setup
e Apply GLM License

Initial Setup

To configure vThunder GLM using the PowerShell template, perform the following
steps:

1. Open the PS_TMPL_2NIC_1VM_GLM_CONFIG_PARAM.json with a text editor.

2. Configure GLM account details.
{

"parameters": {
"user name": {
"value": "<user email address>"
by
"user password": {
"value": "<user password>"
by
"entitlement token": {

"value": "<license entitlement token>"
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}

3. Verify if the configurations in the PS_TMPL_2NIC_1VM_GLM_CONFIG_
PARAM.json file are correct and then save the changes.

Apply GLM License

To apply GLM license, perform the following steps:

1. From PowerShell, navigate to the folder where you have downloaded the
PowerShell template.

2. Run the following command to apply GLM on vThunder:
PS C:\Users\TestUser\Templates> .\PS TMPL 2NIC 1VM GLM CONFIG 4.psl

3. If the GLM license is applied successfully, a message is displayed.

ConfigureGlm
{
"response": {
"status": "OK",
"msg": "BASE License successfully updated, please log out and log back

in to access license featurebAl070459ec380000\n"

}
}
GlmRequestSend
Configurations are saved on partition: shared

WriteMemory

Access vThunder using CLI or GUI

vThunder can be accessed using any of the following ways:

e Access vThunder using CLI

e Access vThunder using GUI
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Access vThunder using CLI

To access vThunder using CLI, perform the following steps:

1. Open PuTTY.

2. Enter or select the following basic information in the PuTTy Configuration
window:

e Hostname: Public IP of Virtual Machine Instance
Here, Public IP of vth-inst1.

e Connection Type: SSH
3. Click Open.
4. In the active PuTTY session, login with the recently changed password:

login as: xxxx <---Enter username provided by Al0 Networks Support--->
Using keyboard-interactive authentication.
Password: xxxx <---Enter your password--->

Last login: Day MM DD HH:MM:SS from a.b.c.d
System is ready now.

[type ? for help]

vThunder> enable <---Execute command--->
Password:<---just press Enter key--->
vThunder#config <---Configuration mode--->

Access vThunder using GUI

To access vThunder using GUI, perform the following steps:

1. Open any browser.
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2. Enter https://<vthunder_public_IP>/qui/auth/login/ in the address bar.
Figure 40 : vThunder GUI

< C A Notsecure | htps://20.114.125.69/gui/auth/login/

0
%

# hops .

vThunder Series

© A10 Networks, all rights reserved

3. Enter the recently configured user credentials.
The home page gets displayed.

Verify Deployment

To verify vThunder SLB deployment using the PowerShell template, perform the
following steps:

1. Run the following command on vThunder:
vThunder (config) #show running-config

If the deployment is successful, the following SLB configuration is displayed:

interface management
ip address dhcp
!
interface ethernet 1
enable
ip address 10.0.2.47 255.255.255.0
!
|

slb server sl 10.0.2.8

port 53 udp
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port 80 tcp
port 443 tcp
!
slb service-group sg443 tcp
member sl 443
!
slb service-group sgb53 udp
member sl 53
!
slb service-group sg80 tcp
member sl 80
!
slb virtual-server vsl use-if-ip ethernet 1
port 53 udp
source-nat auto
service-group sg53
port 80 http
source—-nat auto
service-group sg80
port 443 https
source-nat auto
service-group sg443
|
|

end

2. Run the following command on vThunder:
vThunder (config) #show license-info

If the GLM is successfully applied on vThunder, the following GLM configuration

is displayed:
Host ID : 5DCBO1EC264BECCCFECB3C2ED42E02384EE8C527
USB ID : Not Available

Billing Serials: Al10£f771cecbe0000

Token : A10f771cecbe
Product : ADC
Platform : vThunder

Burst : Disabled
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GLM Ping Interval In Hours : 24

Enabled Licenses Expiry Date Notes

SLB None

CGN None

GSLB None

RC None

DAF None

WAF None

AAM None

FP None

WEBROOT N/A Requires an additional Webroot license.
THREATSTOP N/A Requires an additional ThreatSTOP license.
QOSMOS N/A Requires an additional QOSMOS license.
WEBROOT TI N/A Requires an additional Webroot Threat Intel
license.

CYLANCE N/A Requires an additional Cylance license.
IPSEC VPN N/A Requires an additional IPsec VPN license.

25 Mbps Bandwidth 21-December-2022

3. Run the following command on vThunder:
vThunder (confiqg) #show pki cert

If the deployment is successful, the following SSL configuration is displayed:

Name Type Expiration Status

Verify Traffic Flow

To verify the traffic flow from client machine to server machine via vThunder,
perform the following:

1. From Azure Portal > Azure Services > Resource Group > <resource_group_name>
> <virtual_machine_instance> > Settings > Networking.
Here, vth-instl is the vThunder instance name.
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2. Copy the Private IP address of the data subnet.

Figure 41 : vThunder instance Data Subnet Private IP

® th—inst‘I | Networking  #

L=

h-inst1-mgmt-nicl  vth-instl-data-nic2

@ Network Interface: vth-inst1-data-nic2 Eff . . 1

%

Settings

3. Select your client instance from the Virtual machine list.
Here, vth-client is the client instance name.

4. SSH your client machine and run the following command to verify the traffic flow:
curl <vThunder instance data private IPv4 Address>

Example

curl 10.0.2.4

Verify if a response is received.
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Figure 42 shows the 3NIC-2VM-HA deployment topology. Using this template, two
vThunder instances can be deployed containing:

« One management interface and two data interfaces each
e HA support
e GLM integration

Figure 42 : 3NIC-2VM-HA Topology
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System Requirements

The PowerShell template will display the default values when you download and save
the files on your local machine. You can modify the default values as required for
your deployment.

You need the following resources to deploy vThunder on the Azure cloud:

Table 6 : System Requirements

Resource Description Default Value

Name

Azure A resource group with the Here, the Azure resource group
Resource specified name and location is name used is vth-rgl.

Group created, if it doesn't exist.

All the resources required for
this template is created under
the resource group.

Azure Stor- | A storage account is created vthunderstorage
age inside the resource group, if it
Account doesn't exist.

If the storage name already
exists, the following error is
displayed “The storage account
named vthunderstorage
already exists under the
subscription”.

Performance: Standard

Replication: Read-access geo-
redundant storage (RA-GRS)

Account kind: Storagev?2
(general purpose v2)

Virtual Two virtual machine instances vth-instl
Machine are created for vThunder. vth-inst2
(VM)
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Resource Description Default Value
Name
Instance Product: A10 vThunder
Operating system: Linux
Default Size: Standard_B4ms (4
vCPUs, 16 GiB Memory)
NOTE: Before selecting
any VM size, it is
highly
recommended to
do an assessment
of your projected
traffic.
Table 7 lists the supported
VM sizes.
Virtual A virtual network is assigned to | vth-vnet
Cloud Net- | the virtual machine instance. . .
Address prefix for virtual
work [VCN]
network: 10.0.0.0/16
Subnet Three subnets are created with | Subnetl:
an address prefix each. 10.0.1.0/24
Subnet2:
10.0.2.0/24
Subnet3:
10.0.3.0/24
Network Two types of interfaces are cre- vth-instl- 10.0.1.4
Interface ated for each vThunder mgmt-nicl
Card [NIC] instance: wth-instl- 10.0.2.4
e Management Interface with data-nic2 [Primary IP]
public IP 10.0.2.X
o Data Interface with primary [Secondary
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Resource Description Default Value
Name
private IP [Ethernet 1, IP]
Ethernet 2] vth-instl- | 10.0.3.4
data-nic3 Primary IP
NOTE: The secondary IP of data [ y 1F]
interface is taken from 10.0.3.X
DHCP server. [Secondary
1P]
vth-inst2- 10.0.1.6
mgmt-nicl
vth-inst2- 10.0.2.6
data-nic2 [Primary IP]
10.0.2.X
[Secondary
IP]
vth-inst2- 10.0.3.6
data-nic3 [Primary IP]
10.0.3.X
[Secondary
1P]
Network A security group is created for vth-instl-nsg
Security all the associated default inter- .
vth-inst2-nsg
Group faces.
[NSG]
Azure Ser- An existing key can be used or
vice Applic- | a new key can be created. For
ation more information, refer Azure
Access Key Service Application Access Key.

Supported VM Sizes

Table 7 : Supported VM sizes

Series

Size

Qualified Name

A series

Standard A4v?2

Standard_A4_v2
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Series Size Qualified Name
Standard Admv?2 Standard_A4dm_v2
Standard/Basic A4 Standard_A4
Standard A8v2 Standard_A8 v2
B series Standard B2s Standard_B2_s
Standard B2ms Standard_B2ms
Standard B4ms Standard_B4ms
D series Standard D3v2 Standard_D3 v2
Standard DS3v2 Standard_DS3_v?2
Standard D5v2 Standard_D5_v2
F series Standard F4s Standard_F4s
Standard F8 Standard_F8
Standard F16s Standard_F16s

Azure is going to retire few of the above listed VM sizes soon, see Virtual Machine
series | Microsoft Azure.

For more information on Windows and Linux VM sizes, see

https://docs.microsoft.com/en-us/azure/virtual-machines/sizes-general

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes.

Create vThunder Instances

The following topics are covered:

e Initial Setup
e Deploy vThunder
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Initial Setup

Before deploying vThunder on Azure cloud, configure the corresponding parameters
in the PowerShell template.

To configure the parameters, perform the following steps:

1. Navigate to the folder where you have downloaded the PowerShell template, and
open the PS_TMPL_3NIC_2VM_HA_ PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Provision the vThunder instance by entering the default admin credentials as
follows:

"adminUsername": {
"value": "vth-user"

}l

"adminPassword": {
"value": "vth-Password"

by

NOTE: This is a mandatory step during VM creation. Once the device is
provisioned, vThunder auto-deletes all users except the default
user.

3. Configure a storage account name.
"storageAccountName": {

"value": "vthunderstorage"

}y

If the storage account already exists, the following error is displayed, “The
storage account named is already taken”.

4. Configure a virtual network.

"virtual network": {

"value": "vth-vnet"

}y
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5. Configure a vThunder instance names.

"vmName vthunderl": ({
"value": "vth-instl"

by

"vmName vthunder2": ({
"value": "vth-inst2"

I
6. Set VM size for vThunder.

"vmSize": {
"value": "Standard B4ms"

}y

Use a suitable VM size that supports at least 3 NICs. For VM sizes, see System
Requirements section.

7. Copy the desired vThunder Image Name and Product Name from the Azure
Marketplace for A10 vThunder and update the details in the parameter file as

follows:
"vThunderImage": {

"value":"vthunder 520 byol"
y

"publisherName": {

"value": "alOnetworks"
}y
"productName": {
"value": "alO-vthunder-adc-520-for-microsoft-azure"
bo
NOTE: Do not change the publisher name.

8. Configure three network interface cards for two vThunder instances.

"niclName vml": {

"value": "vth-instl-mgmt-nicl"
by
"nic2Name vml": {

"value": "vth-instl-data-nic2"

}y

"nic3Name vml": {
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"value":

by

"niclName

"value":

by

"nic2Name

"value":

by

"nic3Name

"value":

by

"vth-instl-data-nic3"

vm2": |

"vth-inst2-mgmt-nicl"

vm2": {

"vth-inst2-data-nic2"

vm2": {

"vth-inst2-data-nic3"

9. Configure an address prefix and subnet values for one management interface and
two data interface.
"vmlMgmtIntfName": {

"value": "vth-instl-mgmt-int"
by
"addressPrefix": {
"value": "10.0.0.0/16"
s
"mgmtIntfPrivatePrefix": ({
"value": "10.0.1.0/24"

}y

"vmlEthlIName": {

"value":

}y

"vth-instl-ethl"

"ethlPrivatePrefix": {

"value":

}y

"10.0.2.0/24"

"vmlEth2Name": {

"value":

by

"vth-instl-eth2"

"eth2PrivatePrefix": {

"value":

by

"10.0.3.0/24"

"vm2MgmtIntfName": {

"value":

by

"vth-inst2-mgmt-int"
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"vm2EthlName": {

"value": "vth-inst2-ethl"
}o
"vm2Eth2Name": {

"value": "vth-inst2-eth2"

}y

10. Configure network security group for two vThunder instances.

"networkSecurityGroupName vml": ({
"value": "vth-instl-nsg"

by

"networkSecurityGroupName vm2": {
"value": "vth-inst2-nsg"

}

11. Verify if all the configurations in the PS_TMPL_3NIC_2VM_HA_PARAM.json file are
correct and then save the changes.

Deploy vThunder

To deploy vThunder on Azure cloud, perform the following steps:

1. From Start menu, open PowerShell and navigate to the folder where you have
downloaded the PowerShell template.

2. Run the following command to create a deployment group in Azure.
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA 1l.psl -

resourceGroup <resource group name> -location "<location name>"
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA 1.psl -

resourceGroup vth-rgl -location "south central us"

Here, vth-rgl resource group is created.

3. Verify if all the above listed resources are created in the Home > Azure Services >
Resource Group > <resource_group_name>.
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Figure 43 : Resource listing in the resource group

All resources 2

Configure Server and Client Machine

The following topics are covered:

e Create a Server Machine

e Create a Client Machine

Create a Server Machine

To create a Server machine, perform the following steps:

1. From Home, navigate to Azure Services > Create a resource > Virtual machine and
click Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:
Project details
e Subscription

e Resource group

Instance details
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e Virtual machine name - Server machine

Region

Image

e Size

Administrator account

e Depending upon the Authentication type selected, provide the information.

Inbound port rules

e Publicinbound ports

e Select inbound ports
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Figure 44 : Create a virtual machine window - Basics tab

Create a virtual machine
Basics  Disks Metworking Management Menitering Advanced Tags  Review + create
Creatz a virtwal machine that image from Azure marketp
image. Complete the Basics i | machine witl
for full custo
Project details
source groups like folders to anize 2nd manage a3l
Subscription * (D v |
Resource group * (1) R |
Instance details
Virtual machine name * (1) | wth-senver y |
Region * (0 | {US) South Central US e |
Awailability op | Mo infrastructure redundancy ~ |
Security type (T W |
- » |
VM architecture (1)
Run with Azure Spot discount (1)
Size ¥ (1) v
Administrator account
Authentication type (D
zzrmame ¥ (1) | azursuzer v |
Password * ELTTTTE T v |
Confirm password * (0 e . |
Inbound port rules
machine network ports sible from the public internet. You can specify more limited or granular
i the Metworking tab.
O None
'@:‘ Al ed ports
Select inbound ports * | HTTP {80). HTTPS {443), 55H (22) o
Review + create Mext : Disks >

3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.
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4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 45 : Create a virtual machine window - Disks tab

Home » Create a resource

Create a virtual machine

Basics Disks  Metworking Management Menitoring Advanced  Tags Review + create

Azure Yhis have one cperating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allow: m !

Disk options

OS disktype ™ (D | Standard HOD (locally-redundant storage) hd

£ supports premium Ve recommend Premium 550 for

mium 550 disks qualify for the 99.9%
Dieletz with Vi (0

Enable encryption at host (1)

@ :=noyption at host is not registsred for the ssleced 5

0

Encryption type ¥ {Default) Encryption at-rest with a platform-managed key e
Enable Ultra Disk compatibility (1)

Ul 5 not supported for the selected Wi Standard_D52_v2 in South

Cent

Data disks for vth-server

You can add and configure additional data disks for your virtual machine or attach existing disks. This WM also comes with a
temporary dizk.

LUN Mame Size (GiB) Disk type Host caching Dalete with VM (0

timg disk

~ Advanced

| < Previous || Mext : Networking = |

5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.
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6. Select or enter the following mandatory information in the Networking tab:

Network interface

e Virtual network
e Subnet: Data subnet 2 (Ethernet 2)

e Select inbound ports

Figure 46 : Create a virtual machine window - Networking tab

Home » Crea

Create a virtual machine

Basics Disks MNetworking  Management Meonitoring Advanced  Tags Review + create

onnectivity
outbound connectivity with s

Metwork interface

When creating a virtual machine, a network interface will be created for you.

Subnet* (D) I vth-inst1-eth2 (10.0.3.0/24] B |I
L |
Pubiic IP (D) o |
MIC metwork security group (0
O Advanced
Public inbound ports * (D) O MNone
':f:' Allow selected ports
Select inbound ports * | HTTP [80), HTTRPS (443), 55H (22) A

A% This will allow all IP addresses to access your virtual machine. This
recomi ed for testing. U Acvanced o in the Metworking
cra &5 o [imit inbound L

Delet= public [P and MIC wihen WM is

delet=d (0

Enable accelerated networking (10

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more G

Place this wirtual machine behind an I:l
existing load balancing solution?

| = Previous || Mext : Management =
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7. Leave the remaining fields as is and click Next : Management at the bottom of
the window.

8. Select or enter the information in the Management tab as needed.

Figure 47 : Create a virtual machine window - Management tab

Home » Create a resource

Create a virtual machine

Basics Disks Metworking Management  Monitoring Advanced  Tags Review + create
Configure management options for your Wik,

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud

worklozds. Learn more

9 Your subscription is protected by Microsoft Defender for Cloud basic plan.

Identity

Enable system aszigned managsd I:l
identity (0

Azure AD

Lagin with Azure AD (1) D

REAC role assignment

Uszer _:-gi' i:'-'E:_ red v

uze an 53H client that supports OpenSSH
more o

Auto-shutdown

Enable auto-shutdown (0 D

Backup

Enable backup (0 I:l

Guest OS updates

Patch orchestration options (0 | mage default e

ﬂ Some patch orchestration options are not available for this image Learn maore o

| < Previous || Mext : Monitoring = |

9. Click Next : Monitoring at the bottom of the window.
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10. Select the monitoring options in the Monitoring tab as needed.

Figure 48 : Create a virtual machine window - Monitoring tab

Home » Create a resource

Create a virtual machine

Basics Disks Metwarking hMamagement Monitoring Advanced Tags Review + create

Configure monitoring options for your Vi,

Diagnostics

Boot dizgnostics (1) l:i:l Enable with managed storage scoount {recommended)
O Enable with custom storage account
O Disable

Enable OS guest disgnostics (1 D

| < Previous || Mext - Advanced = |

11. Click Next : Advanced at the bottom of the window.
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12. Select or enter the additional configuration in the Advanced tab as needed.

Figure 49 : Create a virtual machine window - Advanced tab

Home > Create a resource

Create a virtual machine

Basics Disks MNetworking Management Monitering Advanced Tags  Review + create

Add additional configuration, agents, scripts or applications via virbual machine extensions or doud-init.
Extensions
Extensions provide post-deployment configuration and automation.

Extensions (0 Select an extension to insta

VM applications

re secursly and rel

pt are included in

ownloaded on your VM after depl ent In addition to

= applications on

plication. You can easily add or rem

zl machine while it is being provisioned. The data will be

Custom data on the selected image will bz processed by doud-init. Learn more about customn data for VMs

User data

Pass 3 script. config

machine. Don't use

Enable user data I:I

hout the lifetime of the virtual

Performance

Enable capabilitiss to enhance the performance of your resources.

e performance with NViMe

0 Your subscription is not registerad to use NVMe (praviaw

Host

Azure Dedicsted Hosts allow you to provision and mansge a physical server within our data centers that are dedicated to your

Review + create | < Pravious ||| Mext : Tags > ||

13. Click Next : Tags at the bottom of the window.

14. Select or enter the information to categorized resources in the Tags tab as
needed.
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Figure 50 : Create a virtual machine window - Tags tab

Home » Create a resource

Create a virtual machine

Basics Disks MNetwarking Management Menitoring Advanced Tags  Review + create

Tags ars name/value pairs that enable you 1o categ sources and view consolidated billing by applying the same tag to

multiple resources and resource groups. Learn more al

Mote that if wou create tags and then change rescurce settings on other tabs, your tags will be automatically updsted.

Name (1) Value (1) Resource

| | | | 12 zzlzctzd W

| < Previous ” Mext : Review + create >

15. Click Next : Review + create at the bottom of the window.
The fields Name and Preferred e-mail address are auto-populated as per the
Azure account.



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback

Deploy PowerShell A10-vThunder_ ADC-3NIC-2VM-HA

Figure 51 : Create a virtual machine window - Review + create tab

Home » Create a resource

Create a virtual machine
@ Validation passed
Basics Disks MNetwarking Management Monitering Advanced Tags  Review + aeate

lator for all your pricing nesds

o Cost given below is an estimate and not the final price. Please use Pricing calow

FRODUCT DETAILS

Preferrad phons number

A\ You have set S5H port(s) open to the intemet. Thiz is only recommended for testing. |f you want to change this setting, go
b.

back to Basics tab.

Basics

Mo infrastructure redundancy required
Standard

Ubuntu Server 20.04 LTS - Gen2

64

Standard D52 v2 (2 vopus.,

Select inbound ports ¥ | HTTP {80). HTTPS {443), 55H (22) R

v + crece

16. Click Create at the bottom of the window.
The Server virtual machine gets created and listed in the Home > Azure Services >

Virtual machine window.
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17. SSH the Server virtual machine and run the following command to install Apache:
sudo apt install apache2

While the Apache server is getting installed, you get a prompt to continue
further. Enter 'Y' to continue. After the installation is complete, a newline prompt
is displayed.

Create a Client Machine

To create a Client machine, perform the following steps:

1. From Home, navigate to Azure Services > Create a resource > Virtual machine and
click Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:

Project details

e Subscription
e Resource group

Instance details

¢ Virtual machine name - Client machine
e Region

e Image

o Size

Administrator account

e Depending upon the Authentication type selected, provide the information.

Inbound port rules

e Publicinbound ports

e Select inbound ports
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Figure 52 : Create a virtual machine window - Basics tab

Basics Disks Metworking Management Menitoring Advanced
ect an image fr Azure marke:
isi machine with d
s. Lz= resource groups like folders z2 and manage 3l
Subscription * (D i |
Resource group * (D) e |
Instance details
rtual - |
Regiom = ol |
Awvailability op ~ |
Security type (1) v |
v]
WM architecture (1)
Run with Azun
Size ¥ (1) N
Administrator account
Authentication type (0
zzrmame * | anureuser v |
Password * LTI y |
Confirm password * (D P . |
Inbound port rules
S machine network ports are sible from the public internet. You can specify more limited or granular
net on the Networking tab.
Public inbound ports * (1)
Select inbound ports * e
Review + ceate Mext : Disks >

3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.
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4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 53 : Create a virtual machine window - Disks tab

Home » Create a resource

Create a virtual machine

Basics Disks  Metworking Management Menitoring Advanced  Tags Review + create

Azure Yhis have one cperating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allow: m !

Disk options

OS disktype ™ (D | Standard HOD (locally-redundant storage) hd

£ supports premium Ve recommend Premium 550 for

mium 550 disks qualify for the 99.9%
Dieletz with Vi (0

Enable encryption at host (1)

@ :=noyption at host is not registsred for the ssleced 5

0

Encryption type ¥ {Default) Encryption at-rest with a platform-managed key e
Enable Ultra Disk compatibility (1)

Ul 5 not supported for the selected Wi Standard_D52_v2 in South

Cent

Data disks for vth-server

You can add and configure additional data disks for your virtual machine or attach existing disks. This WM also comes with a
temporary dizk.

LUN Mame Size (GiB) Disk type Host caching Dalete with VM (0

timg disk

~ Advanced

| < Previous || Mext : Networking = |

5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.
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6. Select or enter the following mandatory information in the Networking tab:

Network interface

e Virtual network
e Subnet: Data subnet 1 (Ethernet 1)

e Select inbound ports

Figure 54 : Create a virtual machine window - Networking tab

Home > Virtual machines

Create a virtual machine

Basics Disks Networking Management Monitoring Advanced Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,
inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.

Learn mare of

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (@ | vth-vnet v |

Create nen
Create new

Subnet* @ | |\*th-in51 1-eth1 (10.0.2.0/24) s |

Manage subnet configuration

Public 1P (& | (new} vth-client-ip v |

Create nen
Create new

NIC network security group (@ O MNone
P
(®) Basic

O Advanced

Public inbound ports * @ O None
(®) Allow selected ports

Select inbound ports * | SSH (22) v

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

Delete public IP and NIC when VM is D

| < Previous H Next : Management = |

7. Leave the remaining fields as is and click Next : Management at the bottom of
the window.
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8. Select or enter the information in the Management tab as needed.

Figure 55 : Create a virtual machine window - Management tab

Home » Create a resource

Create a virtual machine

Basics Disks Metworking Management  Monitoring Advanced  Tags Review + create
Configure management opticns for your Wi,

Microsoft Defender for Cloud

ft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud

9 Your subscription is protected by Microseft Defender for Cloud basic plan.

Identity

Enable system assigned managsd I:l
identity

Azure AD

Login with Azure AD (1) D

REA szignrment of ¥
User Login is required when w

Machine Administr

3t supports OpenS5H

Auto-shutdown

Enable auts-shutdown (1) D
Backup
Enable backup (0 I:l

Guest 05 updates

Patch orchestration options (0 | mage default o

ﬂ Some patch orchestration options are not available for this image Learn more o

| < Previous || Mext : Monitoring = |

9. Click Next : Monitoring at the bottom of the window.
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10. Select the monitoring options in the Monitoring tab as needed.

Figure 56 : Create a virtual machine window - Monitoring tab

Home » Create a resource

Create a virtual machine

Basics Disks Metwarking hMamagement Monitoring Advanced Tags Review + create

Configure monitoring options for your Vi,

Diagnostics

Boot dizgnostics (1) l:i:l Enable with managed storage scoount {recommended)
O Enable with custom storage account
O Disable

Enable OS guest disgnostics (1 D

| < Previous || Mext - Advanced = |

11. Click Next : Advanced at the bottom of the window.
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12. Select or enter the additional configuration in the Advanced tab as needed.

Figure 57 : Create a virtual machine window - Advanced tab

Home > Create a resource

Create a virtual machine

Basics Disks MNetworking Management Monitering Advanced Tags  Review + create

Add additional configuration, agents, scripts or applications via virbual machine extensions or doud-init.
Extensions
Extensions provide post-deployment configuration and automation.

Extensions (0 Select an extension to insta

VM applications

re secursly and rel

pt are included in

ownloaded on your VM after depl ent In addition to

= applications on

plication. You can easily add or rem

zl machine while it is being provisioned. The data will be

Custom data on the selected image will bz processed by doud-init. Learn more about customn data for VMs

User data

Pass 3 script. config

machine. Don't use

Enable user data I:I

hout the lifetime of the virtual

Performance

Enable capabilitiss to enhance the performance of your resources.

e performance with NViMe

0 Your subscription is not registerad to use NVMe (praviaw

Host

Azure Dedicsted Hosts allow you to provision and mansge a physical server within our data centers that are dedicated to your

Review + create | < Pravious ||| Mext : Tags > ||

13. Click Next : Tags at the bottom of the window.

14. Select or enter the information to categorized resources in the Tags tab as
needed.
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Figure 58 : Create a virtual machine window - Tags tab

Home » Create a resource

Create a virtual machine

Basics Disks MNetwarking Management Menitoring Advanced Tags  Review + create

Tags are name/value pairs that enable you 1o cz rces and view consolidated billing by applying the same tag to

rce groups. Lean

multiple resources and res

Mote that if wou create tags and then change rescurce settings on other tabs, your tags will be automatically updsted.

Name (1) Value (1) Resource

| | | | 12 zzlzctzd W

| < Previous ” Mext : Review + create >

15. Click Next : Review + create at the bottom of the window.
The fields Name and Preferred e-mail address are auto-populated as per the

Azure account.

Figure 59 : Create a virtual machine window - Review + create tab

© vasie

0.043% USDVhr

16. Click Create at the bottom of the window.
The Client machine gets created and listed in the Home > Azure Services > Virtual

machine window.

Configure vThunder as an SLB

The following topics are covered:
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e Initial Setup

e Change Password

e Deploy vThunder as an SLB

Initial Setup

Before deploying vThunder on Azure cloud as an SLB, configure the corresponding
parameters in the PowerShell template.

To configure the parameters, perform the following steps:

1. Open the PS_TMPL_3NIC_2VM_HA_SLB_CONFIG_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Configure a SLB server host or domain.
The SLB server host value is the data NIC's private IP address instance acting as
the server.
Instead of a host, you can also use a domain name. To do so, replace the key
'host' with 'fgdn-name' and provide a domain name instead of the IP address.

"slbServerHostOrDomain": {
"server-name": "sl1",
"host": "10.0.3.7",
"metadata": {
"description": "SLB server host/fgdn-name. To use domain name

replace host with fgdn-name and ip address with domain name"
}
by

3. Configure SLB server ports.

"slbServerPortList": {

"value": [
{
"port-number": 53,
"protocol": "udp",

"health-check-disable":1
by
{
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"port-number": 80,
"protocol": "tcp",
"health-check-disable":1
by
{
"port-number": 443,
"protocol": "tcp",
"health-check-disable":1
}

}y

4. Configure service group list ports.

"serviceGroupList": {
"value": [
{

"name" :"sg443",
"protocol":"tcp",

"health-check-disable":1

"member-1list": [
{
"name":"s1",
"port":443

"name" :"sg53",
"protocol":"udp",
"health-check-disable":1
"member-1list": [
{
"name":"sl1",

"port":53

by
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"name" :"sg80",
"protocol":"tcp",
"health-check-disable":1
"member-list": [
{
"name":"s1",

"port":80

}y

5. Configure a virtual server.
The virtual server default name is “vip”. The vip address is generated dynamically
after deploying the PowerShell template. Therefore, its default value under
virtualServerList should be replaced. To get the vip address, perform the
following steps:

a. From Home, navigate to Azure Services > Resource Group > <resource_group__
name>.

b. Go to the first virtual machine instance. Here, first virtual machine instance is
vth-instl.

c. Select Networking from the left Settings panel.

d. Select the Data NIC 2 tab > IP configuration > vip. Here, Data NIC 2 is vth-

instl-data-nic2.

Figure 60 : Virtual machine - Networking window - Data NIC 2 tab

Home » Resource groups » vth-rgl > vth-instl
@ vth-inst1 | Networking # -
| « &7 reedback
vth-inst1-mgmt-nict vth-instl-data-nic2 vth-inst1-data-nic3
]

& Diagnose and solve problems @ Network Interface: vth-inst1-data-nic2 Effective security rules Troubleshoot VM connection issues Topology

virtual network/subnet: vth-vnet/data1_subnetvth1 NIC Public 1P: - NIC Private 1P: 10.0.25 Accelerated networking: Disabled
Settings

e. Select the NIC Private IP.
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f. Replace the ip-address value under virtualServerList with this vip.
"virtualServerList": {
"virtual-server-name": "vip",
"ip-address": "10.0.2.5",
"metadata": {
"description": "virtual server is using VIP from
ethernet 1 subnet"
by
"value": [
{
"port-number":53,
"protocol":"udp",
"ha-conn-mirror":1,
"auto":1,

"service-group":"sg53"

"port-number":80,
"protocol":"http",
"auto":1,

"service-group":"sg80"

"port-number":443,
"protocol":"https",
"auto":1,

"service-group":"sg443"

CAUTION: Do not configure ha-conn-mirror with port 80 and port 443 as it
does not work with these ports.

6. Configure SSL.
"sslConfig": {

"requestTimeOut": 40,
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"Path": "<absolute path of the ssl certificate file>",
"File": "<certificate-name>",
"CertificationType": "pem"
}
NOTE: By default, SSL configuration is disabled i.e. no SSL configuration is
applied.
Example The sample values for the SSL certificate are as shown below:

"sslConfig": {
"requestTimeOut": 40,
"Path": "C://Users//..//..//..//server.pem” or
“C:\Users\..\..\..\certs\server.pem",
"File": "server",
"CertificationType": "pem"

}

7. Provide the resource group name.
"resourceGroupName: "vth-rgl"

"vThUsername": "admin"

NOTE: Do not change the vThunder instance username.

8. Verify if the vip address and all other configurations in the PS_TMPL_3NIC_2VM_
HA_SLB_CONFIG_PARAM.json file are correct and then save the changes.

Change Password

To change the password, perform the following steps:

1. Run the following command to change password:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA CHANGE PASSWORD

2.psl
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2.

NOTE: It is highly recommended to change the default password provided
by the A10 Networks Support when you log in the vThunder
instance for the first time.

Provide the default and new password when prompted:

Enter Default Password:***
Enter New Password:**x*

Confirm New Password:***

The default password is provided by the A10 Networks Support. The new
password should follow the Default password policy. For more information, see
Default Password Policy.

Deploy vThunder as an SLB

To deploy vThunder on Azure cloud as an SLB, perform the following steps:

1.

From PowerShell, navigate to the folder where you have downloaded the
PowerShell template.

Run the following command to create vThunder SLB instance using the same

resource group:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA SLB CONFIG 3.psl

-resourceGroup <resource_ group name>
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA SLB CONFIG 3.psl

-resourceGroup vth-rgl
A message is prompted to upload the SSL certificate.

SSL Certificate

Do you want to upload ssl certificate ?

[Y] Yes [No] No [?] Help (default is "N"): Y
SLB Server Host IP: 10.0.3.7

Virtual Server Name: vip

Resource Group Name: vth-rgl

vThunderl Public IP: 13.85.81.137

vThunder2 Public IP: 13.85.81.113

Configuring vm: vth-instl

configured ethernet- 1 ip
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configured ethernet- 2 ip

Configured server

Configured service group

0

Configured virtual server

SSL Configured.

Configurations are saved on partition: shared
Configured vThunder Instance 1

Configuring vm: vth-inst2

configured ethernet- 1 ip

configured ethernet- 2 ip

Configured server

Configured service group

0

Configured virtual server

SSL Configured.

Configurations are saved on partition: shared

Configured vThunder Instance 2

3. If the SSL Certificate upload is successful, a message 'SSL Configured' is displayed.

Configure High Availability
The following topics are covered:

e Configure Azure Access Key

e Configure High Availability for vThunder

Configure High Availability for vThunder

The following topics are covered:

e Initial Setup
e Create High Availability for vThunder
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Initial Setup

Before configuring high availability for vThunder, configure the corresponding
parameters in the PowerShell template.

To configure the parameters, perform the following steps:

1. Open the PS_TMPL_3NIC_2VM_HA_CONFIG_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Configure DNS.
"dns": |
"value": "8.8.8.8"

s

3. Configure a Network Gateway IP.

The default value of network gateway IP address is 10.0.1.1 as this is the first IP
address of the data subnet 1 configuration.
"rib-list": [
{
"ip-dest-addr":"0.0.0.0",
"ip-mask":"/0",
"ip-nexthop-ipv4d": [
{
"ip-next-hop":"10.0.2.1"
}

1,
4. Set VRRP-A.

"vrrp-a": {
"set-id":1
by

5. Set a Terminal Idle Timeout.

"terminal": {

"idle-timeout":0

}y
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6. Configure the VRID details.
The default value of vrid is 0. The default priority for vThunder-1 is 100, and for
vThunder-2 is 99 (100-1). The floating ip address value is generated dynamically
after deploying the PowerShell template. Therefore, its default value under vrid-
list should be replaced. To get the fip address, perform the following steps:

a. From the Home, navigate to Azure Services > Resource Group > <resource_
group_name>.

b. Go to the first virtual machine instance. Here, first virtual machine instance is
vth-instl.

c. Select Networking from the left Settings panel.

d. Select the Data NIC 3 tab > IP configuration. Here, vth-instl-data-nic3.

Figure 61 : Virtual machine - Networking window - Data NIC 3 tab

ne » Resource groups > vth-rgl > vth-instl

-

% 2

vth-inst1 | Networking -

5 searc | « A7 reedback

vth-instl-mgmt-nicl  vth-inst1-data-nic2 [ vth-inst1-data-nic3
P ration O

® Tags

£ Diagnose and solve problems @ Network Interface: vth-inst1-data-nic3  Effective security rules___Troubleshoot VM connection issues  Topology

Virtual network/subnet: vth-vnet/data2_subnetvth

elerated networking: Disabled|

Settings

e. Select the NIC Private IP.

f. Replace the ip-address value under vrid-1list with this fip.
"vrid-list": [
{
"vrid-val":0,
"blade-parameters": {
"priority": 100
by
"floating-ip": {
"ip-address-cfg": [
{

"ip-address":"10.0.3.5"
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7. Verify if all the configurations in the PS_TMPL_3NIC_2VM_HA_CONFIG_
PARAM.json file are correct and then save the changes.

Create High Availability for vThunder
To create High Availability for vThunder, perform the following steps:

1. Import Azure access key on both the vThunder instances. For more information,
refer Import Azure Access Key.

2. Run the following command to configure both VM in HA mode.
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA CONFIG 4.psl -

resourceGroup <resource_group_name>
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA CONFIG 4.psl -

resourceGroup vth-rgl

Access vThunder using CLI or GUI

vThunder can be accessed using any of the following ways:

e Access vThunder using CLI

e Access vThunder using GUI

Access vThunder using CLI

To access the vThunder instance using CLI, perform the following steps:

1. Open PuTTY.

2. Enter or select the following basic information in the PuTTy Configuration
window:

e Hostname: Public IP of Virtual Machine Instance
Here, Public IP of vth-instl, vth-inst2
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e Connection Type: SSH
3. Click Open.

4. In the active PUTTY session, login with the recently changed password:

login as: xxxx <---Enter username provided by Al0 Networks Support--->
Using keyboard-interactive authentication.
Password: xxxx <---Enter your password-->

Last login: Day MM DD HH:MM:SS from a.b.c.d
System is ready now.

[type ? for help]

vThunder> enable <---Execute command--->
Password:<---just press Enter key--->
vThunder#config <---Configuration mode--->

Access vThunder using GUI

To access the vThunder instance using GUI, perform the following steps:

1. Open any browser.
2. Enter https://<vthunder_public_IP>/qui/auth/login/in the address bar.
Figure 62 : vThunder GUI

0
%

<« C A Notsecure | htps://20.114.125.69/gui/auth/login/
# hops .

vThunder Series

© A10 Networks, all rights reserved
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3. Enter the recently configured user credentials.
The home page gets displayed.

Verify Deployment

To verify vThunder SLB deployment using the PowerShell template, perform the
following steps:

1. Run the following command on vThunder:
vThunder (config) #show running-config slb

If the deployment is successful, the following SLB configuration is displayed on
vThunder:

!Section configuration: 602 bytes
!
slb server sl 10.0.3.7
port 53 udp
health-check-disable
port 80 tcp
health-check-disable
port 443 tcp
health-check-disable
!
slb service-group sg443 tcp
health-check-disable
member sl 443
!
slb service-group sg53 udp
health-check-disable
member sl 53
!
slb service-group sg80 tcp
health-check-disable
member sl 80
|

slb virtual-server vip 10.0.2.5

port 53 udp
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ha-conn-mirror
source—-nat auto
service-group sgb53
port 80 http
source-nat auto
service-group sg80
port 443 https
source-nat auto

service-group sg443

2. Run the following command on vThunder to verify the SSL Certificate

configuration:
vThunder (config) #show pki cert

If the deployment is successful, the following SSL configuration is displayed:

Name Type Expiration Status

server certificate Jan 28 12:00:00 2028 GMT [Unexpired, Bound]
3. Run the following command on vThunder to verify HA:

vThunder (config) #show running-config

If the deployment is successful, the following configuration is displayed:

!Current configuration: 291 bytes

!'Configuration last updated at 17:36:35 IST Mon Sep 5 14 2022
!Configuration last saved at 17:35:40 IST Wed Sep 5 14 2022
'64-bit Advanced Core 0OS (ACOS) version 5.2.0, build 155 (Aug-10-
2020,14:34)

!

VIrp—a common
device-id 1
set-id 1
enable

|

terminal idle-timeout 0

!
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ip dns primary 8.8.8.8

|

!

interface management
ip address dhcp

!

interface ethernet 1
enable
ip address dhcp

!

interface ethernet 2
enable
ip address dhcp

!

vrrp-a vrid 0
floating-ip 10.0.3.5
floating-ip 10.0.2.5
blade-parameters

priority 100

!

vrrp-a peer-—-group
peer 10.0.2.4
peer 10.0.2.6

|

ip route 0.0.0.0 /0 10.0.1.1

Verify Traffic Flow

To verify the traffic flow from client machine to server machine via vThunder,
perform the following:

1. From Azure Portal > Azure Services > Resource Group > <resource_group_name>
> <active_virtual_machine_instance> > Settings > Networking.
Here, vth-instl is the active vThunder instance name.

2. Copy the VIP address of the active vThunder instance.
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Figure 63 : Active vThunder instance 1 VIP

@ vth-inst1 | Networking #

1 vtheinst]-data-nic2

&® Diagnose an & problems @ Metwork Interface: vth-inst1-data-nic2 ffective securit g

orking: Disabled

3. Select your client instance from the Virtual machine list.

Here, vth-client is the client instance name.

4. SSH your client machine and run the following command to verify the traffic flow:

curl <VIP>
Example
curl 10.0.2.4

Verify if a response is received.

5. After the switchover, vThunder instance 2 is active, so copy the VIP address of

the vThunder instance 2.

Figure 64 : Active vThunder instance 2 VIP

@ vth-inst2 | Networking

veh-inst2-data-nic2

@ Metwork Interface: vth-inst2-data-nic2

£ %

ing: Disabled

6. SSH your client machine and run the following command to verify the traffic flow:

curl <VIP>
Example

curl 10.0.2.4

Verify if a response is received.
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Figure 65 shows the 3NIC-2VM-HA-GLM-PVTVIP deployment topology. Using this
template, two vThunder instances can be deployed containing:

« One management interface and two data interfaces each
e HA support
e GLM integration

Figure 65 : 3NIC-2VM-HA-GLM-PVTVIP Topology

vThunder —&—
Active
- O
Private R

: ' FIP
vip l] =V ::]]
Client VThunder —$— Server

Stand-by
\ vThunder /
vThunder on Azure mgmt
interface
The following topics are covered:

System RequUIremM eNtS 134
Create vThunder INStanCes .. ... 138
Configure Server and Client Machine .. .. .. e 142
Configure vThunder as an SLB ... o 159
Configure High Availability .. ... . . 166
Configure vThunder using GLM ... . 169
Verify DeploymMent 172

Verify Traffic FloOW 176
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System Requirements

The PowerShell template will display the default values when you download and save
the files on your local machine. You can modify the default values as required for
your deployment.

You need the following resources to deploy vThunder on the Azure cloud:

Table 8 : System Requirements

Resource Description Default Value

Name

Azure A resource group with Here, the Azure resource group name
Resource the specified name and | used is vth-rgl.

Group location is created, if it

doesn't exist.

All the resources
required for this
template is created
under the resource

group.

Azure Stor- | A storage account is vthunderstorage
age created inside the

Account resource group, if it

doesn't exist.

If the storage name
already exists, the
following error is
displayed “The storage
account named
vthunderstorage
already exists under
the subscription”.

Performance: Standard

Replication: Read-
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Resource
Name

Description

Default Value

access geo-redundant
storage (RA-GRS)

Account kind:
Storagev2 (general
purpose v2)

Virtual
Machine
(VM)
Instance

Two virtual machine
instances are created
for vThunder.

Product: A10 vThunder

Operating system:
Linux

Default Size: Standard_
B4ms (4 vCPUs, 16 GiB
Memory)

NOTE: Before
selecting
any VM
size, it is
highly
recomme
nded to
do an
assessme
nt of your
projected
traffic.

Table 9 lists the
supported VM sizes.

vth-instl
vth-inst2

Virtual
Cloud Net-

A virtual network is
assigned to the virtual

vth-vnet
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Resource Description Default Value
Name
work [VCN] | machine instance. Address prefix for virtual network:
10.0.0.0/16
Subnet Three subnets are cre- Subnet1:
ated W|th an address vth—vnetl—mgmt—subl 10.0.1. 0/24
prefix each. Subnet2:
vth-vnetl-data-sub2 10.0.2.0/24
Subnet3:
vth-vnetl-data-sub3 10.0.3.0/24
Network Two types of interfaces vth-instl- 10.0.1.4
Interface are created for each mgmt-nicl
Card [NIC] vThunder instance: vth-instl- 10.0.2.4
e Management data-nic2 [Primary IP]
Interface with public 10.0.2.X
P [Secondary IP]
e Data Interface with vth-instl- 10.0.3.4
primary private IP data-nic3 [Primary IP]
[Ethernet 1, Ethernet
2] 10.0.3.X
[Secondary IP]
NOTE: The secondary vth-inst2- 10.0.1.6
IP of data mgmt-nicl
interface is vth-inst2- 10.0.2.6
taken from data-nic2 [Primary IP]
DHCP server.
10.0.2.X
[Secondary IP]
vth-inst2- 10.0.3.6
data-nic3 [Primary IP]
10.0.3.X
[Secondary IP]
Network A security group is cre- | vth-instl-nsg

Security ated for all the asso-
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Resource
Name

Description

Default Value

Group
[NSG]

ciated default inter-
faces.

vth-inst2-nsg

Azure Ser-
vice Applic-
ation
Access Key

An existing key can be
used or a new key can
be created. For more
information, refer
Azure Service Applic-
ation Access Key.

Supported VM Sizes

Table 9 : Supported VM sizes

Series

Size

Qualified Name

A series

Standard A4v?2
Standard Admv?2
Standard/Basic A4

Standard A8v2

Standard_A4 _v2
Standard_A4m_v2
Standard_A4

Standard_A8 v2

B series

Standard B2s
Standard B2ms

Standard B4ms

Standard_B2_s
Standard_B2ms

Standard_B4ms

D series

Standard D3v2
Standard DS3v2

Standard D5v2

Standard_D3_v2
Standard_DS3_v2

Standard_D5_v2

F series

Standard F4s
Standard F8

Standard F16s

Standard_F4s
Standard_F8

Standard_F16s
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Azure is going to retire few of the above listed VM sizes soon, see Virtual Machine
series | Microsoft Azure.

For more information on Windows and Linux VM sizes, see

https://docs.microsoft.com/en-us/azure/virtual-machines/sizes-general

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes.

Create vThunder Instances
The following topics are covered:

e Initial Setup
e Deploy vThunder

Initial Setup

Before deploying vThunder on Azure cloud, configure the corresponding parameters
in the PowerShell template.

To configure the parameters, perform the following steps:

1. Navigate to the folder where you have downloaded the PowerShell template and
open the PS_TMPL_3M_HA_GLM_PVTVIP_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Provision the vThunder instance by entering the default admin credentials as

follows:
"adminUsername": {
"value": "vth-user"
by
"adminPassword": {

"value": "vth-Password"

by
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NOTE: This is a mandatory step during VM creation. Once the device is
provisioned, vThunder auto-deletes all users except the default
user.

3. Configure a virtual network.

"virtual network": ({
"value": "vth-vnet"

by

4. Configure vThunder instance names.

"vmName vthunderl": {
"value": "vth-instl"

bo

"vmName vthunder2": ({
"value": "vth-inst2"

Yo
5. Set VM size for vThunder.

"vmSize": {
"value": "Standard B4ms"

by

Use a suitable VM size that supports at least 3 NICs. For VM sizes, see System
Requirements section.

6. Copy the desired vThunder Image Name and Product Name from the Azure
Marketplace for A10 vThunder and update the details in the parameter file as
follows:

"vThunderImage": {
"value":"vthunder 520 byol"
b

"publisherName": {

"value": "alOnetworks"
by
"productName": {
"value": "alO-vthunder-adc-520-for-microsoft-azure"

by

NOTE: Do not change the publisher name.
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7. Configure three network interface cards for two vThunder instances.

"niclName vml": {

"value": "vth-instl-mgmt-nicl"
by
"nicZ2Name vml": {

"value": "vth-instl-data-nic2"
by
"nic3Name vml": {

"value": "vth-instl-data-nic3"
by
"niclName vm2": {

"value": "vth-inst2-mgmt-nicl"
by
"nic2Name vm2": {

"value": "vth-inst2-data-nic2"
bo
"nic3Name vm2": {

"value": "vth-inst2-data-nic3"

}y

8. Configure an address prefix and subnet values for one management interface and
two data interface.
"vmlMgmtIntfName": {

"value": "vth-instl-mgmt-int"
s
"addressPrefix": {
"value": "10.0.0.0/16"
by
"mgmtIntfPrivatePrefix": {
"value": "10.0.1.0/24"

by

"vmlEthlName": {
"value": "vth-instl-ethl"

by

"ethlPrivatePrefix": {
"value": "10.0.2.0/24"

by

"vmlEth2Name": {
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"value": "vth-instl-eth2"
by
"eth2PrivatePrefix": {
"value": "10.0.3.0/24"
o
"vm2MgmtIntfName": {
"value": "vth-inst2-mgmt-int"
}o
"vm2EthlName": {
"value": "vth-inst2-ethl"
bo
"vm2Eth2Name": {

"value": "vth-inst2-eth2"

}y

9. Configure network security group for two vThunder instances.

"networkSecurityGroupName vml": {
"value": "vth-instl-nsg"

by

"networkSecurityGroupName vm2": {
"value": "vth-inst2-nsg"

}

10. Verify if all the configurations in the PS_TMPL_3NIC_2VM_HA GLM_PVTVIP_
PARAM.json file are correct and then save the changes.

Deploy vThunder

To deploy vThunder on Azure cloud, perform the following steps:

1. From Start menu, open PowerShell and navigate to the folder where you have
downloaded the PowerShell template.

2. Run the following command to create a deployment group in Azure.
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA GLM PVTVIP 1.psl

-resourceGroup <resource group name> -location "<location name>"

Example:
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PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA GLM PVTVIP 1.psl

-resourceGroup vth-rgl -location "south central us"

cmdlet PS TMPL 3NIC 2VM HA GLM PVTVIP 1 at command pipeline position 1
Supply values for the following parameters:

storageaccount: vthunderstorage

vth-rgl

vthunderstorage

South Central US

Here, vth-rgl resource group is created.

3. Verify if all the above listed resources are created in the Home > Azure Services >
Resource Group > <resource_group_name>.

Figure 66 : Resource listing in the resource group

All resources  #
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Configure Server and Client Machine

The following topics are covered:

e Create a Server Machine

e Create a Client Machine

Create a Server Machine

To create a Server machine, perform the following steps:
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1. From Home, navigate to Azure Services > Create a resource > Virtual machine and
click Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:

Project details

e Subscription
e Resource group

Instance details

¢ Virtual machine name - Server machine
e Region

e Image

e Size

Administrator account

o Depending upon the Authentication type, provide the information.

Inbound port rules

e Publicinbound ports

e Select inbound ports
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Figure 67 : Create a virtual machine window - Basics tab

Create a virtual machine
Basics  Disks Metworking Management Menitering Advanced Tags  Review + create
Create a virtual m ©F USE YOUr W CUs!
image. Comple
for full customi
Project details
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Subscription * (D v |
Resource group * (1) R |
Instance details
Virtual machine name * (1) | wth-server . |
Region * (0 | {US) South Central US e |
Awailability options (1) | Mo infrastructure redundancy reguired ~ |
Security type (1) | Standard bl |
mage = (0 | [ Ubuntu Server 2004 LTS - Gen2 o |
VM architecture (1)
Run with Azure Spot discount (1)
Size * () T GiB memeory (S92.71/month) hd
Administrator account
Authentication type (D
(;) Pazzword
zzrmame ¥ (1) | azursuzer v |
Password * arrsrrasnaeee v |
Confirm password * (0 e . |
Inbound port rules
machine network ports are accessible from the public internet. You can specify more limited or granular
i the Metworking tab.
Public inbound ports * () one
':g:' Allow selected ports
Select inbound ports * TTPS {443), 55H (22) o
Review + create Mext : Disks >

3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.
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4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 68 : Create a virtual machine window - Disks tab

Home » Create a resource

Create a virtual machine

Basics Disks  Metworking Management Menitoring Advanced  Tags Review + create

Azure Yhis have one cperating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allow: m !

Disk options

OS disktype ™ (D | Standard HOD (locally-redundant storage) hd

£ supports premium Ve recommend Premium 550 for

mium 550 disks qualify for the 99.9%
Dieletz with Vi (0

Enable encryption at host (1)

@ :=noyption at host is not registsred for the ssleced 5

0

Encryption type ¥ {Default) Encryption at-rest with a platform-managed key e
Enable Ultra Disk compatibility (1)

Ul 5 not supported for the selected Wi Standard_D52_v2 in South

Cent

Data disks for vth-server

You can add and configure additional data disks for your virtual machine or attach existing disks. This WM also comes with a
temporary dizk.

LUN Mame Size (GiB) Disk type Host caching Dalete with VM (0

timg disk

~ Advanced

| < Previous || Mext : Networking = |

5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.
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6. Select or enter the following mandatory information in the Networking tab:

Network interface

e Virtual network
e Subnet: Data subnet 2 (Ethernet 2)

e Select inbound ports

Figure 69 : Create a virtual machine window - Networking tab

Create a virtual machine

Networking

MNetwaork interface

ne, 3 netwaork interface will be created for you.

ddresses to access your virtual machine. This & only

[ i + cnnte | <previous | [ Next: Management »

7. Leave the remaining fields as is and click Next : Management at the bottom of
the window.
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8. Select or enter the information in the Management tab as needed.

Figure 70 : Create a virtual machine window - Management tab

Home » Create a resource

Create a virtual machine

Basics Disks Metworking Management  Monitoring Advanced  Tags Review + create
Configure management opticns for your Wi,

Microsoft Defender for Cloud

ft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud

9 Your subscription is protected by Microseft Defender for Cloud basic plan.

Identity
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Login with Azure AD (1) D
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Auto-shutdown

Enable auts-shutdown (1) D
Backup
Enable backup (0 I:l

Guest 05 updates

Patch orchestration options (0 | mage default o

ﬂ Some patch orchestration options are not available for this image Learn more o

| < Previous || Mext : Monitoring = |

9. Click Next : Monitoring at the bottom of the window.
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10. Select or enter the information in the Monitoring tab as needed.

Figure 71 : Create a virtual machine window - Monitoring tab

Home » Create a resource

Create a virtual machine

Basics Disks Metwarking hMamagement Monitoring Advanced Tags Review + create

Configure monitoring options for your Vi,

Diagnostics

Boot dizgnostics (1) l:i:l Enable with managed storage scoount {recommended)
O Enable with custom storage account
O Disable

Enable OS guest disgnostics (1 D

| < Previous || Mext - Advanced = |

11. Click Next : Advanced at the bottom of the window.
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12. Select or enter the information in the Advanced tab as needed.

Figure 72 : Create a virtual machine window - Advanced tab

Create a virtual machine

Basics Disks MNetworking Management Monitering Advanced Tags  Review + create

Add additional configuration, agents, scripts or applications via virbual machine extensions or doud-init.

Extensions

Extensions provide post-deployment configuration and automation.

Extensions (0 Select an extens

VM applications

hine while it is being provisioned. The data wil

0 Custom data on the selected image will bz processed by doud-init. Le

User data

Pas: t, configurati

machine. Don't use user

Enable user data I:I

= throughout the lifetime of the virtual

Performance

Enable capabilitiss to enhance the performance of your resources.

orage performance with MNyhie

@ vour subscription is not registerad to use NVMe (praview). Learn mors o

Host

Azure Dedicsted Hosts allow you to provision and mansge a physical server within our data centers that are dedicated to your

Review + create | < Pravious ||| Mext : Tags > ||

13. Click Next : Tags at the bottom of the window.
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14. Select or enter the information in the Tags tab as needed.

Figure 73 : Create a virtual machine window - Tags tab

Home » Create a resource

Create a virtual machine

Basics Disks Metwarking hanagement Monitaring Advanced Tags  Review + create

Tags ars name/walue pairs that =nable you to categorize resources and view consclidated billing by applying the same tag o

multiple resources and resource groups.

Muote that if youw create tags and then change resource settings on other tabs, your tags will be automatically updsted.

Mame (1) Walue () Resource

| | | | 12 selected v

| < Previous ” Mext : Review + create =

15. Click Next : Review + create at the bottom of the window.
The fields Name and Preferred e-mail address are auto-populated as per the
Azure account.
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Figure 74 : Create a virtual machine window - Review + create tab

Home » Create a resource

Create a virtual machine
@ Validation passed
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back to Basics tab.
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Standard
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Standard D52 v2 (2 vopus.,

= Previous Download a template for automation

Select inbound ports ¥ | HTTP {80). HTTPS {443), 55H (22) R
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16. Click Create at the bottom of the window.
The Server machine gets created.

17. SSH the Server virtual machine and run the following command to install Apache:
sudo apt install apache2
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While the Apache server is getting installed, you get a prompt to continue
further. Enter 'Y' to continue. After the installation is complete, a newline prompt
is displayed.

Create a Client Machine

To create a Client machine, perform the following steps:

1. From Home, navigate to Azure Services > Create a resource > Virtual machine and
click Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:

Project details

e Subscription
e Resource group

Instance details

¢ Virtual machine name - Client machine
e Region

e Image

e Size

Administrator account

o Depending upon the Authentication type, provide the information.

Inbound port rules

e Publicinbound ports

e Select inbound ports
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Figure 75 : Create a virtual machine window - Basics tab

Home > Create purce
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3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.
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4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 76 : Create a virtual machine window - Disks tab

Home » Create a resource

Create a virtual machine

Basics Disks  Metworking Management Menitoring Advanced  Tags Review + create
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5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.
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6. Select or enter the following mandatory information in the Networking tab:

Network interface
e Virtual network

e Subnet: Data subnet 1 (Ethernet 1)

e Select inbound ports

Figure 77 : Create a virtual machine window - Networking tab

Create a virtual machine
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7. Leave the remaining fields as is and click Next : Management at the bottom of
the window.
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8. Select or enter the information in the Management tab as needed.

Figure 78 : Create a virtual machine window - Management tab

Home » Create a resource
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9. Click Next : Monitoring at the bottom of the window.
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10. Select or enter the information in the Monitoring tab as needed.

Figure 79 : Create a virtual machine window - Monitoring tab

Home » Create a resource

Create a virtual machine

Basics Disks Metwarking hMamagement Monitoring Advanced Tags Review + create

Configure monitoring options for your Vi,

Diagnostics
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O Disable

Enable OS guest disgnostics (1 D

| < Previous || Mext - Advanced = |

11. Click Next : Advanced at the bottom of the window.
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12. Select or enter the information in the Advanced tab as needed.

Figure 80 : Create a virtual machine window - Advanced tab

Create a virtual machine
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13. Click Next : Tags at the bottom of the window.
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14. Select or enter the information in the Tags tab as needed.

Figure 81 : Create a virtual machine window - Tags tab

Home » Create a resource
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15. Click Next : Review + create at the bottom of the window.
The fields Name and Preferred e-mail address are auto-populated as per the
Azure account.

Figure 82 : Create a virtual machine window - Review + create tab

© vass
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16. Click Create at the bottom of the window.
The Client machine gets created.

Configure vThunder as an SLB

The following topics are covered:
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e Initial Setup

e Change Password

e Deploy vThunder as an SLB

Initial Setup

Before deploying vThunder on Azure cloud as an SLB, configure the corresponding
parameters in the PowerShell template.

To configure the parameters, perform the following steps:

1. Open the PS_TMPL_3NIC_2VM_SLB_CONFIG_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Configure SLB server host or domain.
The SLB server host value is the data NIC's private IP address instance acting as
the server.
Instead of a host, you can also use a domain name. To do so, replace the key
'host' with 'fqdn-name' and provide a domain name instead of the IP address.

"slbServerHostOrDomain": {
"server-name": "sl1",
"host": "10.0.3.7",
"metadata": {
"description": "SLB server host/fgdn-name. To use domain name

replace host with fgdn-name and ip address with domain name"
}
by

3. Configure SLB server ports.

"slbServerPortList": {

"value": [
{
"port-number": 53,
"protocol": "udp",

"health-check-disable":1
by
{
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"port-number": 80,
"protocol": "tcp",
"health-check-disable":1
by
{
"port-number": 443,
"protocol": "tcp",
"health-check-disable":1
}

}y

4. Configure service group list ports.

"serviceGroupList": {
"value": [
{

"name" :"sg443",
"protocol":"tcp",

"health-check-disable":1

"member-list": [
{
"name":"s1",
"port":443

"name":"sg53",
"protocol":"udp",
"health-check-disable":1
"member-list": [
{

"name" : "Sl",

"port":53
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"name" :"sg80",
"protocol":"tcp",
"health-check-disable":1
"member-list": [
{
"name":"s1",

"port":80

}y

5. Configure virtual server.
The virtual server default name is “vip”. The vip address is generated dynamically
after deploying the PowerShell template. Therefore, its default value under
virtualServerList should be replaced. To get the vip address, perform the
following steps:

a. From Home, navigate to Azure Services > Resource Group > <resource_group__
name>.

b. Go to the first virtual machine instance. Here, first virtual machine instance is
vth-instl.

c. Select Networking from the left Settings panel.

d. Select the Data NIC 2 tab > IP configuration > vip. Here, Data NIC 2 is vth-

instl-data-nic2.

Figure 83 : Virtual machine - Networking window - Data NIC 2 tab

Home > Resource groups > vth-rgl > vth-instl
@ vth-inst1 | Networking # -
| « &7 reedback
vth-inst1-mgmt-nicl  |vth-instl-data-nic2|  vth-inst1-data-nic3
€ Tags ]
2 Diagnose and solve problems @ Network Interface: vth-inst1-data-nic2  Effective security rules__ Troubleshoot VM connection issues  Topology
Virtual network/subnet: vth-vnet/datal_subnetvth1 NIC Public IP: - NIC Private IP: 10.0.2.5 Accelerated networking: Disabled
Settings

e. Select the NIC Private IP.
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f. Replace the ip-address value under virtualServerList with this vip.
"virtualServerList": {
"virtual-server-name": "vip",
"ip-address": "10.0.2.5",
"metadata": {
"description": "virtual server is using VIP from
ethernet 1 subnet"
by
"value": [
{
"port-number":53,
"protocol":"udp",
"ha-conn-mirror":1,
"auto":1,

"service-group":"sg53"

"port-number":80,
"protocol":"http",
"auto":1,

"service-group":"sg80"

"port-number":443,
"protocol":"https",
"auto":1,

"service-group":"sg443"

NOTE: ha-conn-mirror does not work on port 80 and 443.

6. Configure SSL.
"sslConfig": {

"requestTimeOut": 40,

"Path": "<absolute path of the ssl certificate file>",
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"File": "<certificate-name>",
"CertificationType": "pem"
}
NOTE: By default, SSL configuration is disabled i.e. no SSL configuration is
applied.
Example The sample values for the SSL certificate are as shown below:

"sslConfig": {
"requestTimeOut": 40,
"Path": "C://Users//..//..//..//server.pem” or
“C:\Users\..\..\..\certs\server.pen",
"File": "server",
"CertificationType": "pem"

}

7. Provide the resource group name.

"resourceGroupName: "vth-rgl"

"vThUsername": "admin"

NOTE: Do not change the vThunder instance username.

8. Verify if the vip address and all other configurations in the PS_TMPL_3NIC_2VM_
SLB_CONFIG_PARAM.json file are correct and then save the changes.

Change Password

To change the password, perform the following steps:

1. Run the following command to change password:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA GLM CHANGE

PASSWORD 2.psl

NOTE: It is highly recommended to change the default password provided
by the A10 Networks Support when you log in the vThunder
instance for the first time.
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2.

Provide the default and new password when prompted:

Enter Default Password:***
Enter New Password:**x*

Confirm New Password:***

The default password is provided by the A10 Networks Support. The new
password should follow the Default password policy. For more information, see
Default Password Policy.

Deploy vThunder as an SLB

To deploy vThunder on Azure cloud as an SLB, perform the following steps:

1.

From PowerShell, navigate to the folder where you have downloaded the
PowerShell template.

Run the following command to create vThunder SLB instance using the same

resource group:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM SLB CONFIG 3.psl -

resourceGroup <resource7group7name>
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM SLB CONFIG 3.psl -

resourceGroup vth-rgl
A message is prompted to upload the SSL certificate.

SSL Certificate

Do you want to upload ssl certificate ?
[Y] Yes [No] No [?] Help (default is "N"): Y
SLB Server Host IP: 10.0.3.7

Virtual Server Name: vip

Resource Group Name: vth-rgl

vThunderl Public IP: 13.85.81.137
vThunder2 Public IP: 13.85.81.113
Configuring vm: vth-instl

configured ethernet- 1 ip

configured ethernet- 2 ip

Configured server

Configured service group
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0

Configured virtual server

SSL Configured.

Configurations are saved on partition: shared
Configured vThunder Instance 1

Configuring vm: vth-inst2

configured ethernet- 1 ip

configured ethernet- 2 ip

Configured server

Configured service group

0

Configured virtual server

SSL Configured.

Configurations are saved on partition: shared

Configured vThunder Instance 2

3. If the SSL Certificate upload is successful, a message 'SSL Configured' is displayed.

Configure High Availability
The following topics are covered:

e Configure Azure Access Key

e Configure High Availability for vThunder

Configure High Availability for vThunder

The following topics are covered:

e Initial Setup
e Create High Availability for vThunder

Initial Setup

Before configuring high availability for vThunder, configure the corresponding
parameters in the PowerShell template.

To configure the parameters, perform the following steps:
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1. Open the PS_TMPL_3NIC_2VM_HA_CONFIG_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Configure DNS.
"dns": {
"value": "8.8.8.8"

}y

3. Configure a Network Gateway IP.
The default value of network gateway IP address is 10.0.1.1 as this is the first IP
address of the data subnet 1 configuration.
"rib-list": [
{
"ip-dest-addr":"0.0.0.0",
"ip-mask":"/0",
"ip-nexthop-ipv4": [
{
"ip-next-hop":"10.0.2.1"
}

1,
4. Set VRRP-A.

"vrrp-a": {
"set-id":1
b

5. Set a Terminal Idle Timeout.

"terminal": {
"idle-timeout":0

}y

6. Configure the VRID details.
The default value of vrid is 0. The default priority for vThunder-1 is 100, and for
vThunder-2 is 99 (100-1). The floating ip address value is generated dynamically
after deploying the PowerShell template. Therefore, its default value under vrid-
list should be replaced. To get the fip address, perform the following steps:
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a. From the Home, navigate to Azure Services > Resource Group > <resource_
group_name>.

b. Go to the first virtual machine instance. Here, first virtual machine instance is
vth-instl.

c. Select Networking from the left Settings panel.

d. Select the Data NIC 3 tab > IP configuration. Here, vth-instl-data-nic3.

Figure 84 : Virtual machine - Networking window - Data NIC 3 tab

T
)

me > Resource groups > vth-rgl » vth-instl

(

L]

vth-inst1 | Networking » -
[Pseersn ] « A7 Feedback

vth-inst1-mgmt-nic1  vth-inst1-data-nic2 vth-instl-data-nic3

M

® Tags

£ Diagnose and solve problems @ Network Interface: vth-inst1-data-nic3  Effective security rules__Troubleshoot VM co; es  Topology

virtual netwo! NIC Public IP: -

ted networking: Disabled
Settings

e. Select the NIC Private IP.

f. Replace the ip-address value under vrid-list with this £ip.
"vrid-list": [
{
"vrid-val":o0,
"blade-parameters": {
"priority": 100
by
"floating-ip": {
"ip-address-cfg": [
{
"ip-address":"10.0.3.5"

7. Verify if all the configurations in the PS_TMPL_3NIC_2VM_HA_CONFIG_
PARAM.json file are correct and then save the changes.
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Create High Availability for vThunder
To create High Availability for vThunder, perform the following steps:

1. Import Azure access key on both the vThunder instances. For more information,
refer Import Azure Access Key.

2. Run the following command to configure both VM in HA mode.
S C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA CONFIG 4.psl -

resourceGroup <resource group name>
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA CONFIG 4.psl -

resourceGroup vth-rgl

Configure vThunder using GLM
The following topics are covered:

e Initial Setup
e Apply GLM License

Initial Setup

Before configuring vThunder with GLM, configure the corresponding parameters in
the PowerShell template.

To configure the parameters, perform the following steps:

1. Open the PS_TMPL_3NIC_2VM_GLM_CONFIG_PARAM.json with a text editor.

2. Configure GLM account details.
{

"parameters": {
"user name": {
"value": "user name"
}I
"user password": {

"value": "user password"
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b
"entitlement token": {

"value": "token"

}

3. Verify if the configurations in the PS_TMPL_3NIC_2VM_GLM_CONFIG_
PARAM.json file are correct and then save the changes.

Apply GLM License

To apply GLM License, perform the following steps:

1. From PowerShell, navigate to the folder where you have downloaded the
PowerShell template.

2. Run the following command to apply SLB on vThunder:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM GLM CONFIG 5.psl -

resourceGroupName <resource group name>
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM GLM CONFIG 5.psl -

resourceGroup vth-rgl

3. If the GLM License is applied successfully, a message is displayed.

ConfigureGlm
{
"response": {
"status": "OK",
"msg": "BASE License successfully updated, please log out and

log back in to access license featurebAl1070459ec380000\n"
}

}

GlmRequestSend

Configurations are saved on partition: shared

WriteMemory
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Access vThunder using Console/CLI

vThunder can be accessed using any of the following ways:

e Access vThunder using CLI

e Access vThunder using GUI

Access vThunder using CLI

To access vThunder using CLI, perform the following steps:

1.
2.

Open PuUTTY.

Enter or select the following basic information in the PuTTy Configuration
window:

e Hostname: Public IP of Virtual Machine Instance 1
Here, Public IP of vth-inst1.

e Connection Type: SSH
Click Open.

In the active PuTTY session, login with the recently changed password:

login as: xxxx <---Enter username provided by Al0 Networks Support--->
Using keyboard-interactive authentication.
Password: xxxx <---Enter your password--->

Last login: Day MM DD HH:MM:SS from a.b.c.d
System is ready now.

[type ? for help]

vThunder> enable <---Execute command--->
Password:<---just press Enter key--->
vThunder#config <---Configuration mode--->

Access vThunder using GUI

To access vThunder using GUI, perform the following steps:
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1. Open any browser.

2. Enter https://<vthunder_public_IP>/qui/auth/login/in the address bar.

< C' A Notsecure | https//20.114.12569/qui/auth/login/ 2 W
£ Apps .

vThunder Series

©A10 Networks, all rights reserved

3. Enter the recently configured user credentials.
The home page gets displayed.

Verify Deployment

To verify vThunder SLB deployment using the PowerShell template, perform the
following steps:

1. Run the following command on vThunder:
vThunder (config) #show running-config slb

If the deployment is successful, the following slb configuration is displayed:

!Section configuration: 602 bytes
!
slb server sl 10.0.3.7
port 53 udp
health-check-disable
port 80 tcp
health-check-disable

port 443 tcp
health-check-disable
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slb service-group sg443 tcp
health-check-disable
member sl 443
!
slb service-group sg53 udp
health-check-disable
member sl 53
!
slb service-group sg80 tcp
health-check-disable
member sl 80
!
slb virtual-server vip 10.0.2.5
port 53 udp
ha-conn-mirror
source-nat auto
service-group sg53
port 80 http
source—-nat auto
service-group sg80
port 443 https
source-nat auto

service-group sg443

2. Run the following command to verify the SSL Certificate configuration:
vThunder (config) #show pki cert

If the deployment is successful, the following SSL configuration is displayed:

Name Type Expiration Status

server certificate Jan 28 12:00:00 2028 GMT [Unexpired, Bound]
3. Run the following command to verify HA:

vThunder (config) #show running-config

If the deployment is successful, the following SSL configuration is displayed:
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!Current configuration: 291 bytes

!'Configuration last updated at 17:36:35 IST Mon Sep 5 14 2022
!Configuration last saved at 17:35:40 IST Wed Sep 5 14 2022
'64-bit Advanced Core 0OS (ACOS) version 5.2.0, build 155 (Aug-10-
2020,14:34)

!
vrrp-a common
device-id 1
set-id 1
enable
!
terminal idle-timeout O
!
ip dns primary 8.8.8.8
|
!
glm use-mgmt-port
glm enable-requests
glm token A10f771cecbe
!
interface management
ip address dhcp
!
interface ethernet 1
enable
ip address dhcp
!
interface ethernet 2
enable
ip address dhcp
!
vrrp-a vrid O

floating-ip 10.0.3.5

N
ul

floating-ip 10.0.

blade-parameters

priority 100
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|
vrrp-a peer—-group
peer 10.0.2.4
peer 10.0.2.6
|

ip route 0.0.0.0 /0 10.0.1.1

[

4. Run the following command to verify the GLM License Provision configuration:
vThunder (config) #show license-info

If the GLM is successfully applied on vThunder, the following GLM configuration

is displayed:

Host ID : 5DCBO1EC264BECCCFECB3C2ED42E02384EE8C527
USB ID : Not Available

Billing Serials: A10f771cecbe0000

Token : AlIOf771cecbe

Product : ADC

Platform : vThunder

Burst : Disabled

GLM Ping Interval In Hours : 24

Enabled Licenses Expiry Date Notes

SLB None

CGN None

GSLB None

RC None

DAF None

WAF None

AAM None

1072 None

WEBROOT N/A Requires an additional Webroot license.
THREATSTOP N/A Requires an additional ThreatSTOP license.
QOSMOS N/A Requires an additional QOSMOS license.
WEBROOT TI N/A Requires an additional Webroot Threat Intel
license.

CYLANCE N/A Requires an additional Cylance license.
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IPSEC VPN N/A Requires an additional IPsec VPN license.

25 Mbps Bandwidth 21-December-2022

Verify Traffic Flow

To verify the traffic flow from client machine to server machine via vThunder,
perform the following:

1. From Azure Portal > Azure Services > Resource Group > <resource_group_name>
> <active_virtual_machine_instance> > Settings > Networking.
Here, vth-instl is the active vThunder instance name.

2. Copy the VIP address of the active vThunder instance.

Figure 85 : Active vThunder instance 1 VIP

vth-inst1 | Networking #

(=3

1y log vth-instl-mgmt-nic!  vth-instl-data-nic2
o L]
£” Diagnose and solve problems & Metwork Interface: vth.inst1-data-nie2 ffective securit il tVM e E
virtual network/subnet: i trdata ettt C Public 1P 10.024 accelerated networking: Disabled

3. Select your client instance from the Virtual machine list.
Here, vth-client is the client instance name.

4. SSH your client machine and run the following command to verify the traffic flow:
curl <VIP>

Example
curl 10.0.2.4

Verify if a response is received.

5. After the switchover, vThunder instance 2 is active, so copy the VIP address of
the vThunder instance 2.
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Figure 86 : Active vThunder instance 2 VIP

@ vth-inst2 | Networking

1 vth-inst2-data-nic2

¢ g Le ] ~

[——

@ Metwork Interface: vth-inst2-data-nic2

£ S

srking: Disabled

6. SSH your client machine and run the following command to verify the traffic flow:

curl <VIP>
Example

curl 10.0.2.4

Verify if a response is received.
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Figure 87 shows the 3NIC-2VM-HA-GLM-PUBVIP-BACKAUTO deployment topology.
Using this template, two vThunder instances can be deployed containing:

« One management interface and two data interfaces each
e HA support

e GLM integration

o Backend server autoscaling support.

Figure 87 : 3NIC-2VM-HA-GLM-PUBVIP-BACKAUTO Topology
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Figure 88 shows the process flow when different Azure resources and system

components are connected to each other in the 3NIC-2VM-HA-GLM-PUBVIP-
BACKAUTO topology.

Figure 88 : 3NIC-2VM-HA-GLM-PUBVIP-BACKAUTO Process Flow
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System Requirements

The PowerShell template will display the default values when you download and save
the files on your local machine. You can modify the default values as required for
your deployment.

You need the following resources to deploy vThunder on the Azure cloud:

Table 10 : System Requirements

Resource Description Default Value

Name

Azure A resource group with Here, the Azure resource group name
Resource the specified name and | used is vth-rgl.

Group location is created, if it

doesn't exist.

All the resources
required for this
template is created
under the resource

group.
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Resource
Name

Description

Default Value

Azure Stor-
age Account

A storage account is
created inside the
resource group, if it
doesn't exist.

If the storage name
already exists, the
following error is
displayed “The storage
account named
vthunderstorage
already exists under
the subscription”.

Performance: Standard

Replication: Read-
access geo-redundant
storage (RA-GRS)

Account kind:
Storagev2 (general
purpose v2)

vthunderstorage

Virtual
Machine
(VM)
Instance

Two virtual machine
instances are created
for vThunder.

Product: A10 vThunder

Operating system:
Linux

Default Size: Standard_
B4ms (4 vCPUs, 16 GiB
Memory)

vth-instl
vth-inst2
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Resource Description Default Value
Name
NOTE: Before
selecting
any VM
size, it is
highly
recomme
nded to
do an
assessme
nt of
your
projected
traffic.
Table 11 lists the
supported VM sizes.
Azure Auto- | An automation account | vth-amt-acc
mation is created under the
Account resource group.
Azure Run- A custom runbook is
book with created under the
Webhook automation account:
SLB-Config
A webhook is created
for SLB.
Virtual A virtual machine scale | vth-server-vmss
Machine set is created.
Scale Set
[VMSS]
Virtual A virtual network is vth-vmss-vnet
Cloud Net- assigned to the virtual

work [VCN]

machine instance.

Address prefix for virtual network:
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Resource Description Default Value
Name
10.0.0.0/16
Subnet Three subnets are cre- Subnet1:
ated W|th an address vth—vnetl—mgmt—subl 10.0.1. 0/24
prefix each. Subnet2:
vth-vnetl-data-sub2 10.0.2.0/24
Subnet3:
vth-vnetl-data-sub3 10.0.3.0/24
Network Two types of interfaces vth-instl- 10.0.1.4
Interface are created for each mgmt-nicl
Card [NIC] vThunder instance: wth-instl- 10.0.2.4
¢ Management data-nic2 [Primary IP]
Interface with public 10.0.2.X
P [Secondary IP]
e Data Interface with vth-instl- 10.0.3.4
primary private IP data-nic3 [Primary IP]
[Ethernet 1, Ethernet
2] 10.0.3.X
[Secondary IP]
NOTE: The secondary vth-inst2- 10.0.1.6
IP of data mgmt-nicl
interface is vth-inst2- 10.0.2.6
taken from data-nic2 [Primary IP]
DHCP server.
10.0.2.X
[Secondary IP]
vth-inst2- 10.0.3.6
data-nic3 [Primary IP]
10.0.3.X
[Secondary IP]
Network A security group is cre- | vth-nsgl
Security ated for all the asso-
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Resource Description Default Value
Name
Group ciated default inter- vth-nsg2
[NSG] faces.
Azure Ser- An existing key can be
vice Applic- | used or a new key can
ation be created. For more
Access Key information, refer
Azure Service Applic-
ation Access Key.

Supported VM Sizes

Table 11 : Supported VM sizes

Series Size Qualified Name
A series Standard A4v2 Standard_A4_v2
Standard Admv?2 Standard_A4dm_v2
Standard/Basic A4 Standard_A4
Standard A8v2 Standard_A8 v2
B series Standard B2s Standard_B2_s
Standard B2ms Standard_B2ms
Standard B4ms Standard_B4ms
D series Standard D3v2 Standard_D3 _v2
Standard DS3v2 Standard_DS3 v2
Standard D5v2 Standard_D5_v2
F series Standard F4s Standard_F4s
Standard F8 Standard_F8
Standard F16s Standard_F16s
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Azure is going to retire few of the above listed VM sizes soon, see Virtual Machine
series | Microsoft Azure.

For more information on Windows and Linux VM sizes, see

https://docs.microsoft.com/en-us/azure/virtual-machines/sizes-general

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes.

Create vThunder Instances
The following topics are covered:

e Initial Setup
e Deploy vThunder

Initial Setup

Before deploying vThunder on Azure cloud, configure the corresponding parameters
in the PowerShell template.

To configure the parameters, perform the following steps:

1. Navigate to the folder where you have downloaded the PowerShell template, and
open the PS_TMPL_3NIC_2VM_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Provision the vThunder instance by entering the default admin credentials as

follows:
"adminUsername": {
"value": "vth-user"
by
"adminPassword": {

"value": "vth-Password"

by
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NOTE: This is a mandatory step during VM creation. Once the device is
provisioned, vThunder auto-deletes all users except the default
user.

3. Configure a virtual network.

"virtual network": ({

"value": "vth-vmss-vnet"

by

4. Configure vThunder instance names.

"vmName vthunderl": {
"value": "vth-instl"

bo

"vmName vthunder2": ({
"value": "vth-inst2"

Yo
5. Set VM size for vThunder.

"vmSize": {
"value": "Standard B4ms"

by

Use a suitable VM size that supports at least 3 NICs. For VM sizes, see Supported
VM Sizes section.

6. Copy the desired vThunder Image Name and Product Name from the Azure
Marketplace for A10 vThunder and update the details in the parameter file as
follows:

"vThunderImage": {
"value":"vthunder 520 byol"
b

"publisherName": {

"value": "alOnetworks"
by
"productName": {
"value": "alO-vthunder-adc-520-for-microsoft-azure"

by

NOTE: Do not change the publisher name.
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7. Configure three network interface cards for two vThunder instances.

"niclName vml": {

"value": "vth-instl-mgmt-nicl"
by
"nicZ2Name vml": {

"value": "vth-instl-data-nic2"
by
"nic3Name vml": {

"value": "vth-instl-data-nic3"
by
"niclName vm2": {

"value": "vth-inst2-mgmt-nicl"
by
"nic2Name vm2": {

"value": "vth-inst2-data-nic2"
bo
"nic3Name vm2": {

"value": "vth-inst2-data-nic3"

}y

8. Configure an address prefix and subnet values for one management interface and
two data interface.
"vmlMgmtIntfName": {

"value": "vth-instl-mgmt"
s
"addressPrefix": {
"value": "10.0.0.0/16"
by
"mgmtIntfPrivatePrefix": {
"value": "10.0.1.0/24"

by

"vmlEthlName": {
"value": "vth-instl-datal"

by

"ethlPrivatePrefix": {
"value": "10.0.2.0/24"

by

"vmlEth2Name": {
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"value": "vth-instl-data2"
by
"eth2PrivatePrefix": {
"value": "10.0.3.0/24"
}y
"vm2MgmtIntfName": {
"value": "vth-inst2-mgmt"
}o
"vm2EthlName": {
"value": "vth-inst2-datal"
bo
"vm2Eth2Name": {

"value": "vth-inst2-data2"

}y

9. Configure network security group for two vThunder instances.

"networkSecurityGroupName vml": ({
"value": "vth-nsgl"

by

"networkSecurityGroupName vm2": {
"value": "vth-nsg2"

}

10. Verify if all the configurations in the PS_TMPL_3NIC_2VM_PARAM.json file are
correct and then save the changes.

Deploy vThunder

To deploy vThunder on Azure cloud, perform the following steps:

1. From Start menu, open PowerShell and navigate to the folder where you have
downloaded the PowerShell template.

2. Run the following command to create a deployment group in Azure and provide a

unique storage account name when prompted.
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM 1l.psl -resourceGroup

<resource group name> -location "<location name>"

Example:
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PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM 1l.psl -resourceGroup

vth-rgl -location "south central us"

cmdlet .\PS TMPL 3NIC 2VM 1l.psl at command pipeline position 1
Supply values for the following parameters:

storageaccount: vthunderstorage

vth-rgl

vthunderstorage

South Central US

Here, vth-rgl resource group is created.

3. Verify if all the above listed resources are created in the Home > Azure Services >
Resource Group > <resource_group_name>.

Figure 89 : Resource listing in the resource group

All resources  #

Configure Server VMSS

The following topics are covered:

e Create a Server Machine

e Verify the Server VMSS Creation
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Create a Server Machine

To create a Server machine, perform the following steps:

1. From Home, navigate to Azure Services > Virtual machine scale sets and click
Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:

Project details

e Subscription
e Resource group

Scale set details

¢ Virtual machine scale set name - Server machine
e Region

Orchestration

e Orchestration mode

Instance details

¢ Image

e Size

Administrator account

o Depending upon the Authentication type, provide the information.
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Figure 90 : Create a virtual machine scale set window - Basics tab
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3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.
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4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 91 : Create a virtual machine scale set window - Disks tab
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5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.
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6. Select the Virtual network in the Networking tab.

Figure 92 : Create a virtual machine scale set window - Networking tab
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7. If Data subnet 2 (Ethernet 2) value is not assigned to management NIC 1, click the
edit button corresponding to it.
The Edit Network Interface window appears.

8. Select Data subnet 2 value in the Subnet field and then click OK. Here, the Subnet
3valueis 10.0.3.0/24.
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Figure 93 : Edit network interface window

Edit network interface

MNetwork interface

9. Leave the remaining fields as is in the Networking tab and click Next : Scaling at
the bottom of the window.
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10. Select or enter the information in the Scaling tab as shown below.

Figure 94 : Create a virtual machine scale set window - Scaling tab
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11. Click Review + create at the bottom of the window to skip the other tabs.

Figure 95 : Create a virtual machine scale set window - Review + create tab
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Authentication type

Username
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Instance
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Disks

Standard HDD LRS

Networking

Download a template for automation

12. Click Create at the bottom of the window.
When the VMSS is created, a message "Your deployment is complete" is displayed
in the Create VMSS window.
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Figure 96 : Create VMSS window

CreateVmss-canonical.0001-com-ubuntu-server-focal-20220825124631 | Overview  #
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@ Your deployment is complete

NOTE: It may take the system several minutes to display your resources.

Verify the Server VMSS Creation

To verify the creation of server VMSS, perform the following steps:

1. In the Create VMSS > Deployment details section, click the server VMSS resource.
Here, the VMSS resource is vth-server-vmss.
The VMSS resource details window is displayed.

2. Select Networking from the left Settings panel.
VMSS has only one interface. The ports 80 and 443 are available in the Inbound
port rules tab.

Figure 97 : VMSS > Inbound port rules

& vth-server-vmss | Networking

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

® o

3. SSH the Server virtual machine and run the following command to install Apache:
sudo apt install apache2
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While the Apache server is getting installed, you get a prompt to continue
further. Enter 'Y' to continue. After the installation is complete, a newline prompt
is displayed.

Configure Client Machine

The following topics are covered:

e Create a Client Machine

Create a Client Machine

To create a Client machine, perform the following steps:

1. From Home, navigate to Azure Services > Create a resource > Virtual machine and
click Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:

Project details

e Subscription
e Resource group

Instance details

¢ Virtual machine name - Client machine
e Region

e Image

e Size

Administrator account

o Depending upon the Authentication type, provide the information.

Inbound port rules
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e Publicinbound ports

e Select inbound ports

Figure 98 : Create a virtual machine window - Basics tab
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3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.

4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 99 : Create a virtual machine window - Disks tab
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5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.

6. Select or enter the following mandatory information in the Networking tab:

Network interface

¢ Virtual network
e Subnet: Data subnet 1 (Ethernet 1)

e Select inbound ports

Figure 100 : Create a virtual machine window - Networking tab
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7. Leave the remaining fields as is and click Next : Management at the bottom of
the window.
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8. Select or enter the information in the Management tab as needed.

Figure 101 : Create a virtual machine window - Management tab
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9. Click Next : Monitoring at the bottom of the window.
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10. Select or enter the information in the Monitoring tab as needed.

Figure 102 : Create a virtual machine window - Monitoring tab
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11. Click Next : Advanced at the bottom of the window.
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12. Select or enter the information in the Advanced tab as needed.

Figure 103 : Create a virtual machine window - Advanced tab
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13. Click Next : Tags at the bottom of the window.
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14. Select or enter the information in the Tags tab as needed.

Figure 104 : Create a virtual machine window - Tags tab
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15. Click Next : Review + create at the bottom of the window.
The fields Name and Preferred e-mail address are auto-populated as per the
Azure account.

Figure 105 : Create a virtual machine window - Review + create tab
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16. Click Create at the bottom of the window.
The Client machine gets created.

Configure Automation Account

The following topics are covered:
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e Configure Azure Access Key

e Create Automation Account

e Create Runbook

e Create Automation Account Webhook

Create Automation Account

The following topics are covered:

e Initial Setup

e Create an Automation Account

e Verify the Automation Account creation

e Change Password

Initial Setup

Before creating an automation account, configure the corresponding parameters in
the PowerShell template.

To configure the parameters, perform the following steps:

1. Open the PS_TMPL_3NIC_2VM_AUTOMATION_ACCOUNT_PARAM.json with a text
editor.

2. Configure Automation Account.
If the automation account does not exist, then a new automation account gets
created inside resource group. If automation account already exists, then
template gets auto-updated.

If the automation account variable does not exist, then a new automation
account variable gets created inside the automation account. If an automation
account variable already exists, an error "The variable already exists" is
prompted.

"automationAccountName": "vth-amt-acc",

3. Configure location.

"location": "South Central US",
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4. Provide the client secret ID, application ID, and tenant ID from Home > Azure
Services > Azure Active Directory > App Registration > Owned applications >
<application_name>.

"clientSecret": "<service-app-client-secret>",
"appId": "<service-app-client-id>",

"tenantId": "<service-app-tenant-id>",
5. Configure VMSS.

"vmssName": "vth-server-vmss",
6. Configure network interface cards.

"mgmtInterfacel": "vth-instl-mgmt-nicl",

"mgmtInterface2": "vth-inst2-mgmt-nicl",

7. Configure resource group name. It is the resource group where virtual machine
scale set having vThunder servers and resources created by the PowerShell
template are available.

"resourceGroupName": "vth-rgl",

8. Provide the vThunder instance username.

"vThUsername": "admin",
NOTE: Do not change the vThunder instance username.

9. Configure ports.

"portList": {

"value": [

{

"port-number": 53,
"protocol": "udp",

"health-check-disable":1
by
{

"port-number": 80,

"protocol": "tcp",
"health-check-disable":1
by



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback

Deploy PowerShell A10-vThunder ADC-3NIC-2VM-HA-GLM-PUBVIP-BACKAUTO

{

"port-number": 443,
"protocol": "tcp",
"health-check-disable":1
}

}

10. Verify if all the configurations in the PS_TMPL_3NIC_2VM_AUTOMATION _
ACCOUNT_PARAM.json file are correct and then save the changes.

Create an Automation Account
To create an automation account, run the following command:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM AUTOMATION ACCOUNT
2.psl

Verify the Automation Account creation
To verify the creation of an automation account, perform the following steps:

1. From Home, navigate to Azure Services > Resource Group > <resource_group_
name>.
The selected resource group - Overview window is displayed.

2. Under Resources tab, group the resources based on the resource type.

3. Verify if the recently created automation account is listed under Automation
Accounts type.

4. Select the recently created automation account.
The selected automation account - Overview window is displayed.

Figure 106 : Selected automation account - Overview window

{}vth-amt-acc

£ Overview ~ Essentials

* By

5. Click Variables from the left Shared Resources panel.
The selected automation account - Variables window is displayed.
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Figure 107 : Selected automation account - Variables window

S vth-amt-acct | Variables

i

6. Verify if all the variables associated with the automation account are listed.

Change Password

To change the vThunder instance password for the first-time, perform the following
steps:

1. Run the following command to change password:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA GLM CHANGE
PASSWORD 3.psl

NOTE: It is highly recommended to change the default password provided
by the A10 Networks Support when you log in the vThunder
instance for the first time.

2. Provide the default and new password when prompted:
Enter Default Password:***

Enter New Password:***

Confirm New Password:***

The default password is provided by the A10 Networks Support. The new
password should follow the Default password policy. For more information, see
Default Password Policy.

Figure 108 : Updated Variables window
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fic Vth-amt-acc | Variables ¢

To change the password subsequently, perform the following steps:

1. Change the password in vThunder instance.

2. Update the same password in the Azure Services > Resource Group > <resource__

group_name> > <automation_account > Variables > vThPassword variable
manually.

Create Runbook

To create the SLB-Config runbook, perform the following steps:

1. From Home, navigate to Azure Services > Automation Accounts > <automation_
account_name>.

The selected automation account window is displayed.

Figure 109 : Selected automation account window

ation Accou... 3 vthfamtfacc %

2. Select Runbooks from left Process Automation panel.
The <automation_account_name> - Runbooks window is displayed.
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Figure 110 : Selected automation account - Runbooks window
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3. Click Create a runbook.
The Create a runbook window is displayed.

Figure 111 : Create a runbook window

2 Createarun book

4. Select or enter the following information:
e Name: SLB-Config
¢ Runbook type: PowerShell
e Runtime version: 7.1
e Description

5. Click Create.
The Edit PowerShell Runbook is displayed.

Figure 112 : Edit PowerShell Runbook window

> Edit PowerShell Runbook

NOTE: It may take the system a few minutes to display the edit window.

6. From the downloaded template folder, open PS_TMPL_3NIC_2VM_SLB_SERVER_
RUNBOOK.ps1 with a text editor and copy the entire content of the runbook.
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7. Paste this content in the right panel of the Edit PowerShell Runbook window.

8. Click Save and then click Publish.
The runbook gets created for the selected automation account.

Create Automation Account Webhook

The following topics are covered:

e Initial Setup
e Create a Webhook

e Verify the Runbook Job creation

Initial Setup
To verify that the virtual machine instances are running, perform the following steps:

1. From Home, navigate to Azure Services > Resource Group > <resource_group__
name>.
The selected resource group - Overview window is displayed.

2. Under Resources tab, group the resources based on the resource type.

3. Select the virtual machine scale set instance under Virtual machine scale set type
and verify that the instance is in Start mode.

Figure 113 : VMSS window

% vth-vmss 2 #

Create a Webhook

To create a webhook, perform the following steps:

1. From Start menu, open PowerShell and navigate to the folder where you have
downloaded the PowerShell template.
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2. Run the following command to create the webhook:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM WEBHOOK 4.psl -

runBookName "<runbook name>"
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM WEBHOOK 4.psl -
runBookName "SLB-Config"

After the webhook installation is complete, the webhook url is displayed.
Save this URL

https://fa72c8e5-xxxx-xxxx-9dc5-bd4a7leec0ad95.webhook.scus.azure-

automation.net/webhooks?token=Q*****pG4UEOScfgqdEGEAkqIJPgdK$2bOpusoUAWk

*****%3d

3. Save this webhook url for future purpose.

4. From Home, navigate to Azure Services > Virtual machine scale set > <vmss__
name>.
The selected VMSS - Overview window is displayed. Here, the VMSS name is vth-

server-vmss.

5. Click Scaling from the left Settings panel.
The selected VMSS - Scaling window is displayed.

Figure 114 : VMSS-Scaling - Notify tab

/2 vth-server-vmss | Scaling

N Notify  Diagnastic settings

6. Select Notify tab.
7. Copy the saved webhook url and paste it in the Webhook field.

8. Click Save to save the changes.

Verify the Runbook Job creation

To verify the creation of runbook job, perform the following steps:
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1. From Home, navigate to Azure Services > Automation Accounts > <automation_
account_name>.
The selected automation account - Overview window is displayed.

2. Click Jobs from the left Process Automation panel.
The selected automation account - Jobs window is displayed. Here, the job is sLB-
Config.

Figure 115 : Selected automation account - Jobs window

s/| SLB-Config (vth-amt-acc/SLB-Config) | Jobs  +

3. Verify if the runbook job has completed status.

4. Select the runbook job > All Logs tab to verify the logs.
The selected automation account - selected job - Jobs window is displayed.

Figure 116 : Selected runbook job window
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Configure vThunder as an SLB

The following topics are covered:
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e Initial Setup
e Deploy vThunder as an SLB

Initial Setup

Before deploying vThunder on Azure cloud as an SLB, configure the corresponding
parameters in the PowerShell template.

To configure the parameters, perform the following steps:

1. Open the PS_TMPL_3NIC_2VM_SLB_CONFIG_PARAM.json with a text editor.

NOTE: Each parameter has a default value mentioned in the parameter file.

2. Configure service group list ports.

"serviceGroupList": {
"value": [
{
"name":"sg443",
"protocol":"tcp",

"health-check-disable":1

"name" :"sg53",

"protocol":"udp",

"health-check-disable":1
by

{

"name":"sg80",

"protocol":"tcp",

"health-check-disable":1

}y

3. Configure virtual server.
The virtual server default name is “vip”. The vip address is generated dynamically
after deploying the PowerShell template. Therefore, its default value under
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virtualServerList should be replaced. To get the vip address, perform the
following steps:

a. From Home, navigate to Azure Services > Resource Group > <resource_group_
name>.

b. Go to the first virtual machine instance. Here, first virtual machine instance is
vth-instl.

c. Select the Data NIC 2 tab > IP configuration > vip. Here, Data NIC 2 is vth-

instl-data-nic2.

Figure 117 : Virtual machine - Networking window - Data NIC 2 tab

Home > Resource groups > vth-rgl > vth-instl
@ vth-inst1 | Networking # -
| « &7 reedback
vth-inst1-mgmt-nicl  |vth-instl-data-nic2|  vth-inst1-data-nic3
€ Tags ]
2 Diagnose and solve problems @ Network Interface: vth-inst1-data-nic2  Effective security rules__ Troubleshoot VM connection issues  Topology
Virtual network/subnet: vth-vnet/datal_subnetvth1 NIC Public IP: - NIC Private IP: 10.0.2.5 rated networking: Disabled
Settings

d. Select Networking from the left Settings panel.
e. Select the NIC Private IP.

f. Replace ip-address value under virtualServerList with this vip.

"virtualServerList": {
"virtual-server-name": "vip",
"ip-address": "10.0.2.5",
"metadata": {

"description": "virtual server is using VIP from
ethernet 1 subnet”
bo
"value": [
{
"port-number":53,
"protocol":"udp",
"ha-conn-mirror":1,

"auto":1,

"service-group":"sg53"
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"port-number":80,
"protocol":"http",
"auto":1,

"service-group":"sg80"

"port-number":443,

"protocol":"https",

"auto":1,
"service-group":"sg443"
}
1
by
NOTE: ha-conn-mirror does not work on port 80 and 443.

4. Configure SSL.
"sslConfig": {

"requestTimeOut": 40,
"Path": "<absolute path of the ssl certificate file>",
"File": "<certificate-name>",
"CertificationType": "pem"
}
NOTE: By default, SSL configuration is disabled i.e. no SSL configuration is
applied.
Example The sample values for the SSL certificate are as shown below:

"sslConfig": {
"requestTimeOut": 40,
"Path": "C://Users//..//..//..//server.pem” or
“C:\Users\..\..\..\certs\server.pem",
"File": "server",
"CertificationType": "pem"

}

5. Verify if the vip address and all other configurations in the PS_TMPL_3NIC_2VM_
SLB_CONFIG_PARAM.json file are correct and then save the changes.
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Deploy vThunder as an SLB

To deploy vThunder on Azure cloud as an SLB, perform the following steps:

1. From PowerShell, navigate to the folder where you have downloaded the
PowerShell template.

2. Run the following command to deploy vThunder as an SLB instance using the

same resource group:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM SLB CONFIG 5.psl -

resourceGroup <resource group name>
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM SLB CONFIG 5.psl -

resourceGroup vth-rgl
A message is prompted to upload the SSL certificate.

SSL Certificate

Do you want to upload ssl certificate ?

[Y] Yes [No] No [?] Help (default is "N"): Y
SLB Server Host IP: 10.0.3.7

Virtual Server Name: vip

Resource Group Name: vth-rgl

vThunderl Public IP: 13.85.81.137

vThunder2 Public IP: 13.85.81.113

Configuring vm: vth-instl

configured ethernet- 1 ip

configured ethernet- 2 ip

Configured server

Configured service group

0

Configured virtual server

SSL Configured.

Configurations are saved on partition: shared
Configured vThunder Instance 1

Configuring vm: vth-inst2

configured ethernet- 1 ip

configured ethernet- 2 ip
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Configured server

Configured service group

0

Configured virtual server

SSL Configured.

Configurations are saved on partition: shared

Configured vThunder Instance 2

3. If the SSL Certificate upload is successful, a message 'SSL Configured' is displayed.

Configure High Availability for vThunder

The following topics are covered:

e Initial Setup
e Create High Availability for vThunder

Initial Setup

Before configuring high availability for vThunder, configure the corresponding
parameters in the PowerShell template.

To configure the parameters, perform the following steps:

1. Navigate to the folder where you have downloaded the PowerShell template and
open the PS_TMPL_3NIC_2VM_HA CONFIG_PARAM.json with a text editor.

2. Configure DNS.
"dns": {
"value": "8.8.8.8"

s

3. Configure a Network Gateway IP.
The default value of network gateway IP address is the first IP address of data
subnet 1 configuration.
"rib-list": [
{
"ip-dest-addr":"0.0.0.0",

"ip—mask" : "/O",
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"ip-nexthop-ipv4": [
{
"ip-next-hop":"10.0.2.1"
}

1y
4. Set a VRRP-A.

"vrrp-a": {
"set-id":1
by

5. Set a Terminal Idle Timeout.

"terminal": {
"idle-timeout":0

}y

6. Configure VRID details.
The default value of vrid is 0. The default priority for vThunder-1 is 100, and for
vThunder-2 is 99 (100-1). The floating ip (fip) address value is generated
dynamically after deploying the PowerShell template. Therefore, its default value
under vrid-list should be replaced. To get the fip address, perform the
following steps:

a. From Home, navigate to Azure Services > Resource Group > <resource_group_
name>.

b. Go to the first virtual machine instance. Here, first virtual machine instance is
vth-instl.

c. Select Networking from the left Settings panel.
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d. Select the Data NIC 3 tab > IP configuration. Here, vth-instl-data-nic3.

Figure 118 : Virtual machine - Networking tab - Data NIC 3 tab

Home > Resource groups > vth-rg1 > vth-instl

@ vth-inst1| Networking # -

¢ Diagnose and solve problems @ Network Interface: vth-inst1-data-nic3 Effes

sues  Topology
Virtual network/subnet: vth-vnet/dataz_subnetvth1 d networking: Disabled
Settings

e. Select the NIC Private IP.

f. Replace the ip-address value under vrid-1ist with this £ip.
"vrid-list": [
{
"vrid-val":0,
"blade-parameters": {
"priority": 100
by
"floating-ip": {
"ip-address-cfg": [
{
"ip-address":"10.0.3.5"

7. Verify if all the configurations in the PS_TMPL_3NIC_2VM_HA_CONFIG_
PARAM.json file are correct and then save the changes.

Create High Availability for vThunder

To create High Availability for vThunder, perform the following steps:

1. Import Azure access key on both the vThunder instances. For more information,
refer Import Azure Access Key.
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2. Run the following command to configure both vThunder instances in HA mode.
S C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA CONFIG 6.psl -

resourceGroup <resource group name>
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM HA CONFIG 6.psl -

resourceGroup vth-rgl

Configure vThunder using GLM
The following topics are covered:

e Initial Setup
e Apply GLM License

Initial Setup

Before configuring vThunder with GLM, configure the corresponding parameters in
the PowerShell template.

To configure the parameters, perform the following steps:

1. From the downloaded PowerShell template folder, open the PS_TMPL_3NIC_
2VM_GLM_CONFIG_PARAM.json with a text editor.

2. Configure GLM account details.
{

"parameters": {
"user name": {
"value": "user name"

b
"user password": {
"value": "user password"

by

"entitlement token": {

"value": "token"
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}

3. Verify if the configurations in the PS_TMPL_3NIC_2VM_GLM_CONFIG_
PARAM.json file are correct and then save the changes.

Apply GLM License

To apply GLM License, perform the following steps:

1. From PowerShell, navigate to the folder where you have downloaded the
PowerShell template.

2. Run the following command to apply SLB on vThunder:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM GLM CONFIG 7.psl -

resourceGroupName <resource group name>
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC 2VM GLM CONFIG 7.psl -

resourceGroup vth-rgl

3. If the GLM License is applied successfully, a message is displayed.

ConfigureGlm
{
"response": {
"status": "OK",
"msg": "BASE License successfully updated, please log out and log back

in to access license featurebAl070459ec380000\n"

}
}
GlmRequestSend
Configurations are saved on partition: shared

WriteMemory

Access vThunder using CLI or GUI

vThunder can be accessed using any of the following ways:
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e Access vThunder using CLI

e Access vThunder using GUI

Access vThunder using CLI

To access the two vThunder instances using CLI, perform the following steps:

1. Open PuTTY.

2. Enter or select the following basic information in the PuTTy Configuration
window:

e Hostname: Public IP of Virtual Machine Instance
Here, Public IP of vth-inst1, vth-inst2

e Connection Type: SSH
3. Click Open.

4. In the active PuTTY session, login with the recently changed password:

login as: xxxx <---Enter username provided by Al0 Networks Support--->
Using keyboard-interactive authentication.
Password: xxxx <---Enter password provided by Al0 Networks Support-->

Last login: Day MM DD HH:MM:SS from a.b.c.d
System is ready now.

[type ? for help]

vThunder> enable <---Execute command--->
Password:<---just press Enter key--->
vThunder#config <---Configuration mode--->

Access vThunder using GUI

To access the two vThunder instances using GUI, perform the following steps:
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1. Open any browser.

2. Enter https://<vthunder_public_IP>/qui/auth/login/in the address bar.
Figure 119 : vThunder GUI

€ C' A Notsecure | hitps.//20.114.125.69/gui/auth/login/

1S
=%

£ Apps .

vThunder Series

Usemame
Password

Login

©A10 Networks, all rights reserved

3. Enter the recently configured user credentials.
The home page gets displayed.

Verify Deployment

To verify deployment using the PowerShell template, perform the following steps:
1. Run the following command on vThunder:

vThunder-Active (config) #show running-config slb

If the deployment is successful, the following SLB configuration is displayed:

slb service-group sg443 tcp
health-check-disable

!

slb service-group sgb3 udp
health-check-disable

[

slb service-group sg80 tcp

health-check-disable
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slb virtual-server vip 10.0.2.5

port 53 udp
ha-conn-mirror
source-nat auto
service-group sg53

port 80 http
source-nat auto
service-group sg80

port 443 https
source—-nat auto

service-group sg443

2. Run the following command to verify HA:

vThunder-Active (config) #show running-config

If the deployment is successful, the following configuration is displayed:

!Current configuration: 536 bytes

'Configuration last updated at 17:36:35 IST Mon Sep 5 14 2022
!Configuration last saved at 17:35:40 IST Wed Sep 5 14 2022
'64-bit Advanced Core 0OS (ACOS) version 5.2.0, build 155 (Aug-10-
2020,14:34)

|
vrrp-a common
device-id 1
set-id 1
enable
!
multi-config enable
!
terminal idle-timeout O
!
ip dns primary 8.8.8.8
|

glm use-mgmt-port
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glm enable-requests

glm token vTh11e089e10

!

interface management
ip address dhcp

!

interface ethernet 1
enable
ip address dhcp

!

interface ethernet 2
enable
ip address dhcp

|

vrrp-a vrid 0

w
()]

floating-ip 10.0.

N
(@)

floating-ip 10.0.
blade-parameters
priority 100

!

vrrp-a peer-group
peer 10.0.2.4
peer 10.0.2.6

I

ip route 0.0.0.0 /0 10.0.2.1

3. Run the following command to verify the SSL Certificate configuration:
vThunder-Active (config) #show pki cert

If the deployment is successful, the following SSL configuration is displayed:

Name Type Expiration Status

server certificate Jan 28 12:00:00 2028 GMT [Unexpired, Bound]

4. Run the following command to force stop the active vThunder and make standby

vThunder as active device:
vThunder-Active (config) #vrrp-a force-self-standby enable
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vThunder-ForcedStandby (config) #

5. Run the following command to disable the active standby vThunder:
vThunder-ForcedStandby (config) #vrrp-a force-self-standby disable

vThunder-Active (config) #

Verify Traffic Flow

To verify the traffic flow from client machine to server machine via vThunder,
perform the following:

1. From Azure Portal > Azure Services > Resource Group > <resource_group_hame>
> <active_virtual_machine_instance> > Settings > Networking.
Here, vth-inst1 is the active vThunder instance name.

2. Copy the VIP address of the active vThunder instance.
Figure 120 : Active vThunder instance 1 VIP

% vth-inst1 | Networking #

I

ity log viheinstl-mgmtnicl  vtheinstl-data-nic2
. ] :
&? Diagnose and solve problems @ Network Interface: vih-inst1-data-nic2 fect t Troy tVM T

3. Select your client instance from the Virtual machine list.
Here, vth-client is the client instance name.

4. SSH your client machine and run the following command to verify the traffic flow:
curl <VIP>

Example
curl 10.0.2.4

Verify if a response is received.

5. Copy the Public IP address of the active vThunder instance 1 data subnet 1.
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Figure 121 : Active vThunder instance 1 Public IP address

3

% vth-instl| Networking = -

4IC Private IP: 10.0.2.4 Acceler networking: Disabled

Virtual network/subnet: vth-vnet/vih-vneti-data-sub

6. Run the following command from the client machine to verify the traffic flow:
curl <public ip of data nic2>

Example
curl 20.236.130.243
Verify if a response is received.

7. After the switchover, vThunder instance 2 is active, so copy the VIP address of
the vThunder instance 2.

Figure 122 : Active vThunder instance 2 VIP

@ vth-inst2 | Networking

1 vtheinst2-data-nic2

@ Network Interface: vth-inst2.data.nic?

£ S

8. SSH your client machine and run the following command to verify the traffic flow:
curl <VIP>

Example
curl 10.0.2.4

Verify if a response is received.

9. Copy the Public IP address of the active vThunder instance 2 data subnet 1.
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Figure 123 : Active vThunder instance 2 Public IP address

th-inst2 | Networking

)
@V

1 vth-inst2-data-nic2  vth-inst2-data-nic3

& Networlk Interface: vth-inst2-data-nic2

Virtual network/subnet: vth-vnet/vth-vnet1-data-

settings

1. Run the following command from the client machine to verify the traffic flow:

curl <public ip of data nic2>

Verify if a response is received.
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Figure 124 shows the 3NIC-NVM-VMSS deployment topology. Using this template,
multiple vThunder instances in a Virtual Machine scale set using CPU Matrix-based
autoscaling can be deployed containing:

e One management interface and two data interfaces each

GLM integration

e SSL Certificate support

Server Load Balancer

Log Analysis using Azure Log Analytics integration

Azure Application Insight integration

Figure 124 : 3NIC-NVM-VMSS Topology

" INTERNET ,‘. @ - /A—':Ce)\

Client Load
balancer
Autoscaling Server-
vimss
The following topics are covered:
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Verify Traffic Flow

System Requirements

The PowerShell template will display the default values when you download and save
the files on your local machine. You can modify the default values as required for
your deployment.

You need the following resources to deploy vThunder on the Azure cloud:

Table 12 : System Requirements

age Account

Resource Description Default Value
Name
Azure A resource group with the Here, the Azure resource group
Resource specified name and location is name used is vth-rgl.
Group created if it doesn't exist.
All the resources required for
this template is created under
the resource group.
Azure Stor- | A storage account is created Azure Storage Account:

inside the resource group, if it
doesn't exist.

If the storage name already
exists, the following error is
displayed “The storge account
named vthunderstorage already
exists under the subscription".

Performance: Standard

Replication: Read-access geo-
redundant storage (RA-GRS)

Account kind: Storagev2 (general
purpose v2)

vthunderstorage
SSL Container: ss1

Log Agent Container:
vth-agent-cont

Virtual
Machine

Two virtual machine instances
are created, vThunder and

A10 vThunder instance:

vmss_0

vth-
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Resource Description Default Value
Name
(VM) monitoring agent. A10 Monitoring Agent: vth-
Instance agent-insl
Product: A10 vThunder
Operating system: Linux
Default Size: Standard_B4ms (4
vCPUs, 16 GiB Memory)
Product: A10 Monitoring Agent
Operating system: Linux
Default Size: Standard DS2_V2 (2
vCPUs, 7 GiB Memory)
NOTE: Before selecting
any VM size, it is
highly
recommended to
do an assessment
of your projected
traffic.
Table 13 lists the supported
VM sizes.
Azure Auto- | An automation account is cre- vth-amt-acc
mation ated under the resource group.
Account
Azure Run- Multiple custom runbooks are
book with created under the automation
Webhook account:
e Change-Password-Config
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Resource Description Default Value
Name
e Event-Config
¢ GLM-Config
e GLM-Revoke-Config
e Master-Runbook
e SLB-Config
e SSL-Config
A webhook is created under the
Master-Runbook.
Azure Log A log analytics workspace is vth-vmss-log-workspace
Analytics created. A custom agent,
Workspace | fluentbit, sends all logs to log
analytics.
Azure The custom metrics are created. Default application insight
Application | Depending upon the configured name: vth-vmss-app-insights
Insights threshold values, it is considered )
. Default custom metrics name:
for autoscaling. )
vth-cpu-metrics
Default threshold for
autoscale-in is 25%.
Default threshold for
autoscale-out is 80%.
Azure Load | A load balancer with an interface | Azure Load Balancer: vth-1b1
Balancer is created under the automation Backend Pool: vth-1bl-bck-
[LB] account if it does not exist. The pooll

creation of LB is optional, and it
can be skipped during the
execution.

One backend pool is created, and
it gets attached to the Network
Interface Card 2 (NIC2).

Three default rules are created:
e rulePort80

e rulePort443
e rulePort53
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Resource Description Default Value
Name
Three default LB rules are Three default probes are
created. created:
Three default health probes are ¢ HealthProbe80
created. o HealthProbe443
e HealthProbe53
Virtual A virtual machine scale set is cre- | vth-vmss
Machine ated.
Scale Set
[VMSS]
Virtual A virtual network is assigned to vth-vmss-vnet
Cloud Net- the virtual machine instance. i .
Address prefix for virtual
work [VCN]
network: 10.0.0.0/16
Subnet Three subnets are created with Subnetl:
an address prefix each.
10.0.1.0/24
Subnet2:
10.0.2.0/24
Subnet3:
10.0.3.0/24
Public and Single frontend static public IP is | Public IP address: vth-1bil-ip
Private IP created and attached to LB inter- .
Private IP address: vth-1bl-
address face. )
frnt-ip
Network Two types of interfaces are cre- vth-instl-mgmt-nicl
Interface ated for each vThunder instance: . .
d [NIC] vth-instl-data-nic2
Card [ o Management Interface with
public IP vth-instl-data-nic3
o Data Interface with primary
private IP [Ethernet 1, Ethernet
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Resource Description Default Value
Name
2]
NOTE: The secondary IP of data

interface is taken from

DHCP server.
Network A security group is created for all | vth-nsgl
Security the associated default interfaces.
Group
[NSG]
Azure Ser- An existing key can be used or a
vice Applic- | new key can be created. For more
ation information, refer Azure Service
Access Key Application Access Key.

Supported VM Sizes

Table 13 : Supported VM sizes

Series Size Qualified Name

A series Standard A4 v2 Standard_A4 v2
Standard Adm_v?2 Standard_A4m_v2
Standard/Basic A4 Standard_A4
Standard A8_v2 Standard_A8 v2

B series Standard B2s Standard B2 s
Standard B2ms Standard_B2ms
Standard B4ms Standard_B4ms

D series Standard D3_v2 Standard_D3_v2
Standard DS3_v2 Standard_DS3 _v2
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Series Size Qualified Name
Standard D5_v2 Standard_D5_v2

F series Standard F4s Standard_F4s
Standard F8 Standard_F8
Standard F16s Standard_F16s

Azure is going to retire few of the above listed VM sizes soon, see Virtual Machine
series | Microsoft Azure.

For more information on Windows and Linux VM sizes, see

https://docs.microsoft.com/en-us/azure/virtual-machines/sizes-general

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes

Create vThunder Instances

The following topics are covered:

e Initial Setup
e Deploy vThunder

e Verify Resource Creation

Initial Setup

Before deploying vThunder instances on Azure cloud, configure the corresponding
parameters in the PowerShell template.

To configure the parameters, perform the following steps:

1. Navigate to the folder where you have downloaded the PowerShell template, and
open the PS_TMPL_3NIC_NVM_VMSS_PARAM.json with a text editor.
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NOTE: Each parameter has a default value mentioned in the parameter file.

2. Provision the vThunder instance by entering the default admin credentials as
follows:

"adminUsername": {
"value": "vth-user"

}I

"adminPassword": {
"value": "vth-Password"

}y

NOTE: This is a mandatory step during VM creation. Once the device is
provisioned, vThunder auto-deletes all users except the default
user.

3. Configure DNS label prefix for vThunder host name.
"dnsLabelPrefix": {

"value": "vth-instl"

}y

4. Configure a virtual network scale set.
"vmssName" : {

"value":"vth-vmss"

I
5. Set a VMSS size for vThunder.

"vmssSku" : {
"value":"Standard B4ms"

}y

6. Set a VM size for Agent.

"vmSku": {
"value":"Standard B4ms"

bo

Use a suitable VM size that supports at least 3 NICs. For VM sizes, see System
Requirements section.
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7. Set an instance count.

"instanceCount": {
"value":1

}y

NOTE: The instance count cannot be less than 1.

8. Copy the desired vThunder Image Name and Product Name from the Azure
Marketplace for A10 vThunder and update the details in the parameter file as

follows:
"vThunderImage" : {

"value":"vthunder 520 byol"

by

"publisherName" : {
"value":"alOnetworks"

by

"productName" : {
"value":"alO-vthunder-adc-520-for-microsoft-azure"

}y

NOTE: Do not change the publisher name.

9. Configure an address prefix and subnet values for each vThunder instances'
management interface and data interfaces.

"mgmtIntfPrivatePrefix":{
"value":"10.0.1.0/24"

by

"ethlPrivatePrefix": {
"value":"10.0.2.0/24"

bo

"eth2PrivatePrefix": {
"value":"10.0.3.0/24"

}y

10. Configure network interface cards for each vThunder instances.

"niclName" : {

"value":"vth-instl-mgmt-nicl"

}y
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"nic2Name" : {
"value":"vth-instl-data-nic2"

}o

"nic3Name": {
"value":"vth-instl-data-nic3"

}y

11. Configure NIC1 public IP name for vThunder.
"niclPublicIPName": {
"value":"vth-instl-mgmt-nicl-ip"

}y

12. Configure a network security group.
"networkSecurityGroupName": {

"value":"vth-nsgl"

}y

13. Configure a storage account name.
"storageAccountName": {

"value": "vthunderstorage"

}y

If the storage account already exists, the following error is displayed, “The
storage account named is already taken”.

14. Configure SSL container name.

"sslContainerName": {
"value". "Ssl"

by

NOTE: Do not change the SSL container name.

15. Configure load balancer name, public IP name, backend IP name, and frontend

pool name.
"1bPubIPName": {

"value": "vth-1bl-ip"
by
"lbName": {

"value": "vth-1b1l"

}y
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"lbBackEndPoolName": {

"value": "vth-1bl-bck-pooll"
}o
"lbFrontEndName": {

"value": "vth-1lbl-frnt-ip"
by

16. Configure vThunder monitoring VM name.

"vmName" : {
"value": "vth-agent-insl"

by

17. Configure log agent container name.

"logAgentContainerName": {
"value": "vth-agent-cont"

}

18. Verify if all the configurations in the PS_TMPL_3NIC_NVM_VMSS_PARAM.json file
are correct and then save the changes.

Deploy vThunder

To deploy vThunder on Azure cloud, perform the following steps:

1. From Start menu, open PowerShell and navigate to the folder where you have
downloaded the PowerShell template.

2. Run the following command to create a deployment group in Azure.
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC NVM VMSS 1l.psl -

resourceGroup <resource group name> -location "<location name>"
Example:

PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC NVM VMSS 1.psl -

resourceGroup vth-rgl -location "south central us"

Here, vth-rgl resource group is created.

Verify Resource Creation

Runbook



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback
Deploy PowerShell A10-vThunder ADC-3NIC-VMSS

To verify the creation of runbooks, perform the following steps:

1. From Home, navigate to Azure Services > Automation Accounts > <automation_
account_name>.

The selected automation account - Overview window is displayed.

Figure 125 : Selected automation account - Overview window

Automation Accou... & vth-amt-acc  # =

2. Click Runbooks from the left Process Automation panel.
The selected automation account - Jobs window is displayed.

Figure 126 : Selected automation account - Runbooks window
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Instance Count

To verify the instance count, perform the following steps:

1. From Home, navigate to Azure Services > Virtual machine scale set > <vmss__
name>.
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The selected VMSS - Overview window is displayed. Here, the VMSS name is vth-

vmss.

Figure 127 : Virtual machine scale set - Overview window
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b Overview

2. Click Scaling from the left Settings panel.
The selected VMSS - Scaling window is displayed.

Figure 128 : Virtual machine scale set - Scaling window - Configure tab

3. Verify the configured instance count.
If the instance gets deleted either manually or automatically, VMSS creates a new
instance.

LB creation

To verify LB resource creation, perform the following steps:

a. From Home, navigate to Azure Services > Load balancer > <lb_name>.
The selected LB - Overview window is displayed. Here, the LB name is vth-1b1.
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b. Click Frontend IP configuration from the left Settings panel to verify if the LB

frontend IP is created.
Figure 129 : Selected Frontend IP configuration window
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c. Click Backend pools from the left Settings panel to verify if the backend pools are

created.

Figure 130 : Selected Backend pools window

g vth-Ib1| Backend pools

d. Click Health probes from the left Settings panel to verify if the health probes are

created.
Figure 131 : Selected Health Probes window

4 vth-Ib1 | Health probes
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e. Click Load balancing rules from the left Settings panel to verify if the load

balancing rules are created.
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Figure 132 : Selected load balancing rules window
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Storage Account Container
To verify storage account container, perform the following steps:

a. From Home, navigate to Azure Services > Storage account > <storage_account_
name>.
The selected storage account - Overview window is displayed. Here, the storage
account name is vthunderstorage.

b. Click Containers from the left Data storage panel.
The selected storage account - Containers window is displayed.

Figure 133 : Selected storage account - Containers window
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Configure Server VMSS

The following topics are covered:

e Create a Server Machine

e Verify the Server VMSS Creation
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Create a Server Machine

To create a Server machine, perform the following steps:

1. From Home, navigate to Azure Services > Virtual machine scale sets and click
Create.
The Create a virtual machine window is displayed.

2. Select or enter the following mandatory information in the Basics tab:

Project details

e Subscription
e Resource group

Scale set details

¢ Virtual machine scale set name - Server machine
e Region

Orchestration

e Orchestration mode

Instance details

¢ Image

e Size

Administrator account

o Depending upon the Authentication type, provide the information.
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Figure 134 : Create a virtual machine scale set window - Basics tab
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3. Leave the remaining fields as is and click Next : Disks at the bottom of the
window.
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4. Select or enter the following mandatory information in the Disks tab:
Disk options
e OS disk type
e Encryption type

Figure 135 : Create a virtual machine scale set window - Disks tab
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5. Leave the remaining fields as is and click Next : Networking at the bottom of the
window.
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6. Select the Virtual network in the Networking tab.

Figure 136 : Create a virtual machine scale set window - Networking tab
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7. If Data subnet 2 value is not assigned to management NIC 1, click the edit button
corresponding to it.
The Edit Network Interface window appears.

8. Select Data subnet 2 value in the Subnet field and then click OK. Here, the Subnet
2 valueis 10.0.3.0/24.



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback
Deploy PowerShell A10-vThunder ADC-3NIC-VMSS

Figure 137 : Edit network interface window

Home 3 aC e 5Cale sets
Edit network interface

Network interface

9. Leave the remaining fields as is in the Networking tab and click Next : Scaling at
the bottom of the window



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback

Deploy PowerShell A10-vThunder ADC-3NIC-VMSS

10. Select or enter the information in the Scaling tab as shown below.

Figure 138 : Create a virtual machine scale set window - Scaling tab
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11. Click Review + create at the bottom of the window to skip the other tabs.

Figure 139 : Create a virtual machine scale set window - Review + create tab
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12. Click Create at the bottom of the window.
When the VMSS is created, a message "Your deployment is complete" is displayed
in the Create VMSS window.
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Figure 140 : Create VMSS window
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Verify the Server VMSS Creation

To verify the creation of server VMSS, perform the following steps:

1. In the Create VMSS > Deployment details section, click the server VMSS resource.
Here, the VMSS resource is vth-server-vmss.
The VMSS resource details window is displayed.

2. Select Networking from the left panel.
VMSS has only one interface. The ports 80 and 443 are available in the Inbound
port rules tab.

Figure 141 : VMSS > Inbound port rules
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3. SSH the Server virtual machine and run the following command to install Apache:
sudo apt install apache2
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While the Apache server is getting installed, you get a prompt to continue
further. Enter 'Y' to continue. After the installation is complete, a newline prompt
is displayed.

Configure Automation Account

The following topics are covered:

e Configure Azure Access Key

e Create Automation Account

o Create Automation Account Webhook

Create Automation Account

The following topics are covered:

e Initial Setup

e Create an Automation Account

e Verify the Automation Account Creation

Initial Setup

Before creating an automation account, configure the corresponding parameters in
the PowerShell template.

To configure the parameters, perform the following steps:

1. Open the PS_TMPL_3NIC_NVM_VMSS_RUNBOOK_VARIABLES.json with a text
editor.

2. Configure the Azure autoscale resources.

If the automation account does not exist, then a new automation account gets
created inside resource group. If automation account already exists, then
template gets auto-updated.

If the automation account variable does not exist, then a new automation
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account variable gets created inside the automation account. If an automation
account variable already exists, an error is displayed "The variable already exists".

Provide the application/client ID and tenant ID saved in the Collect Azure Access
Key step or you can get these values from Home > Azure Services > Azure Active
Directory > App Registration > Owned applications > <application_name>.

"azureAutoScaleResources": {
"resourceGroupName": "vth-rgl",
"automationAccountName": "vth-amt-acc",
"vThunderScaleSetName": "vth-vmss",
"serverScaleSetName": "vth-server-vmss",
"storageAccountName": "vthunderstorage",
"appId": "XXXXXXXX-XXXTXXXX-XXXX-XXXXXXXXXXXX",
"tenantId": "XXXXXXXX-XXX-XXXX—XXXX-XXXXXXXXXxXxXxX",
"masterWebhookUrl": "<master-runbook-webhook-url>",
"location": "South Central US"

}y

NOTE: Do not change the Master Webhook url. It gets updated
automatically.

3. Configure the GLM parameters.

"glmParam": {
"userName": "youremail@alOnetworks.com",
"userPassword": "your password",
"entitlementToken": "AlOxxaZ2fxxxx",
"licenseId": "59xxx"

by

You can get the license ID from GLM Portal. Select your license and go to the URL.
The license ID is at the end of the URL. For example,
glm.alOnetworks.com/license/12345
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4. Configure SSL parameters.

"sslParam": {
"requestTimeout": 40,
"path": "server.pem",
"file": "server",
"certificationType": "pen",

"containerName": "ssl",

"storageAccountKey" :"LX6z8xxxxxxehXx0xxxXv7xxxX/xXxxx0fzXxxxxxROXxx5gXZxXxX

xfhxcx0gxxxxxIrxxASxxxsx=="

by

NOTE: The server.pen file should be placed in the same downloaded
folder from which your are executing the scripts. For example, the
server.pem should be placed in 'C:\Users\TestUser\Templates\'
folder.

You can get the storage account key from Azure Portal > Azure Services > Storage
accounts > <storage_account_name> > Access Keys > Key1l > Key.
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Figure 142 : Selected storage account - Access keys window
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5. Configure SLB parameters.

"slbParam": {
"slb port":{
"value": [
{
"port-number": 53,
"protocol": "udp",
"health-check-disable":1

"port-number": 80,
"protocol": "tcp",

"health-check-disable":1

"port-number": 443,

"protocol": "tcp",

"health-check-disable":1
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bo
"vip port":{
"value": [
{

"port-number":53,
"protocol":"udp",
"ha-conn-mirror":1,
"auto":1,

"service-group":"sgb53"

"port-number":80,
"protocol":"http",
"auto":1,

"service-group":"sg80"

"port-number":443,
"protocol":"https",
"auto":1,

"service-group":"sg443"

by

"rib list": [
{
"ip-dest-addr":"0.0.0.0",

"ip—mask" : "/O",

"ip-nexthop-ipv4": [
{
"ip-next-hop":"10.0.2.1"
}
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}y

6. Configure AutoScale parameters.

"autoScaleParam": {
"maxScaleOutLimit": 10,
"minScaleInLimit": 1,

"scaleInThreshold": 25,
"scaleOutThreshold": 80
by

NOTE: These parameters are applied only for the function-based
autoscaling. Skip these parameters for Agent-based autoscaling.

7. Provide the client secret ID from Azure Portal > Azure Services > Azure Active
Directory > App Registration > Owned applications > <application_name> >
Certificates & secrets.

"clientSecret": "9-xxx~JIxXxxEVyxxxxHNxxxOwv xxxxZLxxxTM",
8. Configure private IP of agent VM.

"agentPrivateIP": "10.0.1.4"

You get this value from Azure Portal > Azure Services > Virtual machine >
<virtual_machine> > Overview > Properties > Private IP address.
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Figure 143 : Selected virtual machine - Overview window
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9. Verify the vThunder instance username.

"vThUsername": "admin"

NOTE: Do not change the vThunder instance username.

10. Retain the vThunder new password application flag initially as 'False".

"vThNewPassApplyFlag": "False"

11. Verify if all the configurations in the PS_TMPL_3NIC_NVM_VMSS_RUNBOOK _
VARIABLES.json file are correct and then save the changes.

Create an Automation Account

To create an automation account, perform the following steps:

1. Run the following command:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC NVM VMSS AUTOMATION

ACCOUNT 2.psl

2. Provide the default and new password when prompted:
Enter Default Password:**x*

Enter New Password:***

Confirm New Password:**x*
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The default password is provided by the A10 Networks Support. The new
password should follow the Default password policy. For more information, see
Default Password Policy.

Verify the Automation Account Creation
To verify the creation of an automation account, perform the following steps:

1. From the Home, navigate to Azure Services > Resource Group > <resource_group_
name>.
The selected resource group - Overview window is displayed.

2. Under Resources tab, group the resources based on the resource type.

3. Verify if the recently created automation account is listed under Automation
Accounts type.

4. Select the required automation account.
The selected automation account - Overview window is displayed.

Figure 144 : Selected automation account - Overview window
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5. Click Variables from the left Shared Resources panel.
The selected automation account - Variables window is displayed

Figure 145 : Selected automation account - Variables window
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6. Verify if all the variables associated with the automation account are listed.
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Create Automation Account Webhook

The following topics are covered:

e Initial Setup
e Create a Webhook

e Verify the AutoScale Resource Variable creation

o Verify the SSL File availability

Verify the Runbook Jobs creation

Initial Setup

To verify that the virtual machine scale set resources are running, perform the
following steps:

1. From Home, navigate to Azure Services > Resource Group > <resource_group_
name>.
The selected resource group - Overview window is displayed.

Figure 146 : VMSS window

2, vth-vmss 2 #

2. Under Resources tab, group the resources based on the resource type.

3. Select the virtual machine scale set instance under Virtual machine scale set type
and verify that the instance is in Start mode.

Create a Webhook
To create a webhook, perform the following steps:

1. From Start menu, open PowerShell and navigate to the folder where you have
downloaded the PowerShell template.

2. Run the following command to create the webhook:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC NVM VMSS WEBHOOK 3.psl
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3. After the webhook installation is complete, the webhook url is displayed.
Save this URL

https://fa72c8eb-xxxx-xxxx-9dc5-bda7leec0a95.webhook.scus.azure-
automation.net/webhooks?token=Q*****pG4UEOScfqdEGEAkgqIPgdK$2bOpusoUAWk

*****%3d

4. Save this webhook url for future purpose.

5. From Home, navigate to Azure Services > Virtual machine scale set > <vmss_
name>.
The selected VMSS - Overview window is displayed. Here, the VMSS name is vth-

server-vmss.

6. Click Scaling from the left Settings panel.
The selected VMSS - Scaling window is displayed.

Figure 147 : VMSS-Scaling - Notify tab

2 vth-server-vmss | Scaling

N Netify Diagnostic settings

7. Select Notify tab.
8. Copy the saved webhook url and paste it in the Webhook field.

9. Click Save to save the changes.

Verify the AutoScale Resource Variable creation
To verify the creation of an autoscale resource variable, perform the following steps:

1. From Home, navigate to Azure Services > Automation Accounts > <automation__
account_name>.

The selected automation account - Overview window is displayed.
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Figure 148 : Selected automation account - Overview window

Shared Resources

2. Click Variables from the left Shared Resources panel.
The selected automation account - Variables window is displayed.

Figure 149 : Selected automation account - Variables window

fie vth-amt-acc | Variables =

3. Select the azureAutoScaleResources variable.
The azureAutoScaleResources variable window is displayed.
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Figure 150 : AzureAutoScaleResources variable window

- azureAutoScaleResources = S

wThunderScaleSetMame": “vth-vrmss

4. Verify the master webhook URL in the Value field.

Verify the SSL File availability
To verify the availability of SSL file, perform the following steps:

1. From Home, navigate to Azure Services > Storage Accounts > <storage_account_

name>.
The selected storage account - Overview window is displayed.

Figure 151 : Selected storage account - Overview window

vthunderstorage = #
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2. Click Containers from the left Data Storage panel.
The selected storage account - Containers window is displayed.

Figure 152 : Selected storage account - Containers window

— vthunderstorage | Containers x

3. Select the SSL container.
The SSL container window is displayed.

Figure 153 : SSL Container window

= ssl
T Upload (3 Change a

Authentication methed: Ac
Location: 35l

4. Verify if the SSL config file is listed. Here, the SSL config file is server.pem.

Verify the Runbook Jobs creation
To verify the creation of runbook jobs, perform the following steps:

1. From Home, navigate to Azure Services > Automation Accounts > <automation_
account_name>.

The selected automation account - Overview window is displayed.
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Figure 154 : Selected automation account - Overview window

2. Click Jobs from the left Process Automation panel.
The selected automation account - Jobs window is displayed.

Figure 155 : Selected automation account - Jobs window

#7) vth-amt-acc | Jok

3. Verify if all the runbook jobs have completed status.

The master runbook automatically triggers all the jobs one-by-one.

NOTE: It may take the system a few minutes to display the completed
status.

If any job has failed or if it is not working, refer Common Errors.

4. Select each runbook job > All Logs tab to verify the logs.
The selected automation account - selected job - Jobs window is displayed.
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Figure 156 : Selected runbook job window

1 Master-Runbook 7/7/2022, 4:08 PM

Oo l1a

Enable Autoscaling

An Azure virtual machine scale set can automatically increase or decrease the
number of vThunder VM instances to meet the changing demand.

To enable autoscaling, use any of the following two options:

1. AutoScaling and Log Monitoring using Agent Setup
Using this option:

e Custom metrics of vThunder can be collected and published into Azure
application insight service and same metrics can be used along with vmss rule
for autoscaling.

e CPU utilization alerts can be scheduled using vmss alert rule.
e CPU utilization of vThunder can be viewed in Azure application insight console.

e vThunder logs can be viewed in Azure log analytics workspace.

NOTE: ACOS supports and recommends AutoScaling and Log Monitoring
using Agent Setup option.

2. AutoScaling using Azure Function Setup
Using this option:

e CPU utilization metrics can be collected by the Custom Azure functions. The
function periodically maintains vThunder CPU Utilization.
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e AutoScaling can be done as per the automation account threshold
configuration with variable name ThresholdForScaleOut and
ThresholdForScaleln for Scale Out and Scale In respectively.

e vThunder logs cannot be viewed in Azure log analytics workspace.
For more information, see Azure Log Function.

e CPU utilization of vThunder cannot be viewed in Azure application insight
console.

Autoscaling Options

Configure Autoscaling and Log Monitoring using Agent Setup

Figure 157 shows the process flow when different Azure resources and system
components are connected to each other in the 3NIC-NVM-VMSS Autoscaling and Log
Monitoring using Agent Setup.

Figure 157 : 3NIC-NVM-VMSS Autoscaling and Log Monitoring using Agent Setup Process Flow
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The following topics are covered:

e Initial Setup
Create Fluentbit and Telegraf Agent

Verify Log Agent file upload

Access vThunder Agent using CLI
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o Create Autoscale Rule

Create Autoscale Alert

Verify Logs in Log Analytics Workspace

Verify Metrics in Application Insights

Initial Setup

To configure autoscaling and log monitoring using the PowerShell template, perform
the following steps:

1. Navigate to the folder where you have downloaded the PowerShell template and
open PS_TMPL_3NIC_NVM_VMSS_LOG_AGENT_SHELL_SCRIPT.sh with a text

editor.
2. Update the customer ID with the workspace ID and shared key with primary key.

# azure log workspace id

customer id="d1lc8985b-xxxx-xxxx-xXxxx-12868ad9d740"

# azure log Primary Key
shared key="tewPsyMYkdGOThRIEyl*********x**xF8CzJ49ZRgw=="

You can get these values from Home > Azure Services > Log Analytics workspaces
> <log_analytics_workspace> Settings > Agents management.

Figure 158 : Agents management window

_® vth-vmss-log-workspace | Agents management

B Windows servers &

@ 0 Windows computers connected @ 0 Windows computers connected
Want 0 brtup the new Anue Moniter sgent? Go to ‘Duts Collection Rubes’

- (0w coecren e

Log Analytics sgent instructiens

Download agent

3. Update client ID, tenant ID, and client secret.
(cat /etc/environment; echo "AZURE CLIENT ID=10724XXX-XXXX-XXXX—XXXX-

xxxxxcl4726d"; echo "AZURE TENANT ID=91d27xXXX-XXXX-XXXX~-XXXX-—
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xxxbf81lfcb2f"; echo "AZURE CLIENT SECRET=9-xxxX~JxxOREVyxxxxXxHNxxxXOwv

XXXXXZLIYXXX"

You can get these values from Home > Azure Services > Azure Active Directory >
App Registration > Owned applications > <application_name>.

Figure 159 : Azure active directory - App registrations window

sz A10 Networks | App registrations

Application (clent) ID Createcon 1, Certiicates & secrets

4. Update app insights key with instrumentation key.
app_insights Key="37blaeab-xxxx-xxxx-xxxx-f2c012bccd93"

You can get this value from Home > Azure Services > Application Insights >
<application_insight> > Overview.

Figure 160 : Selected application insight - Overview window

@ Vth-vmss-app-insights # & x

5. Navigate to the folder where you have downloaded the PowerShell template >
plugins > telegraf > plugins > inputs > customplugin and open get_cpu_
param.json file with a text editor to configure the CPU parameters.

{

"Subscription Id": "07d3xxXxx-XXXX-XXXX-XXXX-XxXXx68l2a3e",
"ResourceGroupName": "vth-rgl",
"VmssName": "vth-vmss"

}

You can get the Subscription ID value from Home > Azure Services > Subscriptions
> <subscription_name>.
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Figure 161 : Subscriptions window

Subscriptions =

6. Verify if all the configurations in the PS_TMPL_3NIC_NVM_VMSS LOG_AGENT_
SHELL_SCRIPT.sh file are correct and then save the changes.

Create Fluentbit and Telegraf Agent
To create fluentbit and telegraf agent in virtual machine, perform the following steps:

1. From Start menu, open PowerShell and navigate to the folder where you have
downloaded the PowerShell template.

2. Run the following command to create fluentbit and telegraf agents in VM:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC NVM VMSS LOG AGENT VM

5.psl

NOTE: It may take the system a few minutes to display the resources.

The fluentbit [2.0.3] and telegraf [1.23.4] agents are created.

Verify Log Agent file upload

To verify if the log agent file is uploaded, perform the following steps:

1. From Home, navigate to Azure Services > Storage Accounts > <storage_account_
name>.
The selected storage account - Overview window is displayed.



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback
Deploy PowerShell A10-vThunder ADC-3NIC-VMSS

Figure 162 : Selected storage account - Overview window

vthunderstorage +

& Networking

2. Click Containers from the left Data Storage panel.
The selected storage account - Containers window is displayed.

vthunderstorage | Containers = *

] @) show deleted containers

Public access leve: Lease state

3. Select the agent container.
The agent container window is displayed.

Figure 163 : Agent container window

== vth-agent-cont

T WUgload () Change access

Cverview Authentication method: Access ey (Switch to Azure AD User Account
Location: vih-agent-cont

4. Verify if PS_TMPL_3NIC_NVM_VMSS_LOG_AGENT_SHELL_SCRIPT.sh file is
uploaded.
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Access vThunder Agent using CLI
To access the vThunder agent instance using CLI, perform the following steps:

1. Open PuTTY.

2. Enter or select the following basic information in the PuTTy Configuration
window:

e Hostname: Public IP of the agent virtual machine instance

e Connection Type: SSH

Figure 164 : Virtual machine - Agent instance window

ent-insl = «

3. Click Open.

4. In the active PuTTY session, enter the following:
login as: vth-user <---adminUsername value configured in PS TMPL 3NIC

NVM_VMSS PARAM.json--->

Using keyboard-interactive authentication.

Password: vth-Password <---adminPassword value configured in PS TMPL
3NIC NVM VMSS PARAM.json--->

Last login: Day MM DD HH:MM:SS from a.b.c.d

System is ready now.

[type ? for help]

vth-agent-inst> enable <---Execute command--->
Password:<---just press Enter key--->
vth-agent-inst#config <---Configuration mode--->

vth-agent-inst (config) #

5. Run the following command to check the status of the agent service.
vth-agent-inst (config)# systemctl status telegraf.service

The following output is displayed.
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® telegraf.service - The plugin-driven server agent for reporting
metrics into InfluxDB
Loaded: loaded (/lib/systemd/system/telegraf.service; enabled;
vendor preset: enabled)
Active: active (running) since Thu 2022-08-25 10:24:26 UTC; 18min
ago
Docs: https://github.com/inflxdata/telegraf
Main PID: 17855 (telegraf)
Tasks: 9 (limit: 8321)
Memory: 43.6M
CGroup: /system.slice/telegraf.service
L17855 /usr/bin/telegraf - config /etc/telegraf/telegraf.conf
-config-directory /etc/telegraf/telegraf.d

Aug 25 10:42:16 vth-agent-insl telegraf[17855]: 2022-08-25T10:42:1627%
E! [outputs.influxdb] When writing to [http://localhost:8086] : failed
doing reqg: Post ">

Aug 25 10:42:16 vth-agent-insl telegraf[17855]: 2022-08-25T10:42:1627%
E! [agent] Error writing to outputs.influxdb: could not write any
address

Aug 25 10:42:26 vth-agent-insl telegraf[17855]: 2022-08-25T10:42:1627%
E! [outputs.influxdb] When writing to [http://localhost:8086] : failed
doing reqg: Post ">

Aug 25 10:42:26 vth-agent-insl telegraf[17855]: 2022-08-25T10:42:1627%
E! [agent] Error writing to outputs.influxdb: could not write any
address

Aug 25 10:42:36 vth-agent-insl telegraf[17855]: 2022-08-25T10:42:1627
E! [outputs.influxdb] When writing to [http://localhost:8086] : failed
doing reqg: Post ">

Aug 25 10:42:36 vth-agent-insl telegraf[17855]: 2022-08-25T10:42:1627
E! [agent] Error writing to outputs.influxdb: could not write any
address

Aug 25 10:42:46 vth-agent-insl telegraf[17855]: 2022-08-25T10:42:1627
E! [outputs.influxdb] When writing to [http://localhost:8086] : failed
doing reqg: Post ">

Aug 25 10:42:46 vth-agent-insl telegraf[17855]: 2022-08-25T10:42:1627

E! [agent] Error writing to outputs.influxdb: could not write any
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address

Aug 25 10:42:56 vth-agent-insl telegraf[17855]: 2022-08-25T10:42:1627%
E! [outputs.influxdb] When writing to [http://localhost:8086] : failed
doing reqg: Post ">

Aug 25 10:42:56 vth-agent-insl telegraf[17855]: 2022-08-25T10:42:1627%
E! [agent] Error writing to outputs.influxdb: could not write any

address

There is a possibility that the command might return few errors. The errors
displayed in the above output can be ignored.

Create Autoscale Rule

To create autoscale rule, perform the following steps:

1. From Home, navigate to Azure Services > Virtual machine scale set > <vmss__
name>.
The selected vmss - Overview window is displayed.

Figure 165 : Selected VMSS - Overview window

tvthfvmss FaE

2. Click Scaling from the left Settings panel.
The selected vmss - Scaling window is displayed.
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Figure 166 : Selected VMSS - Scaling window

. vth-vmss | Scaling

Bl save

Configure Sz

JSON  Netify  Diagnostic settings

Choose how to scale your resource

== Manual scale "/ Custom autoscale @

Default*  Auto created default scale condition 2 ]

This scale condition is executed when nane of the other scale condition(s) match

3. Under Configure tab, select Custom autoscale option.
The fields relevant to this option are displayed.

4. Select the Scale mode as Scale based on a metric.

5. Click Add a rule.
The Scale rule window is displayed.
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Figure 167 : Scale rule window

Scale rule =
Ap tion Insights ~ e
Criteria
Vletric name: * Metric name
sights v | | vth-cpu-metrics s

1 minute time grain

___________________________________________________ -
with-cpu-metrics {Average)
[ Enable metric divide by instance count @

Operator * Metric threshold to trigger scale action * (1)

| Greater than Ry || 0 |
count

Duraticn (minutes) * (0 *Time grain (minutes) ()

10 IE /]

Time grain statistic* (7 Time aggregation * (1)

| Average v | | Average o |

£ Action

Operation ¥ Cool down {minutes) *

| ncrease count by v || 5 |

nstance count *

6. Select or enter the information in the following fields:
e Metric source: Other resource
e Resource type: Application Insights
e Resource
e Time aggregation

¢ Metric namespace

¢ Metric name
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7. Click Add to add the scale rule.
The selected vmss - Scaling window is displayed.

8. Click Save in the Configure tab to save the changes.

9. Select Notify tab, enter the webhook url saved in the Create Automation Account
Webhook step or you can get the url from Home > Azure Services > Automation
Accounts > <automation_account_name> > Shared Resources > Variables >
azureAutoScaleResources > Value > masterWebhook_url.

Figure 168 : Selected VMSS - Scaling window - Notify tab

2 vth-vmss | Scaling

Create Autoscale Alert

1. From Home, navigate to Azure Services > Virtual machine scale set > <vmss__
name>.
The selected vmss - Overview window is displayed.
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Figure 169 : Selected VMSS - Overview window

ﬁvthfvmss =

2. Click Alerts from the left Monitoring panel.
The selected vmss - Alerts window is displayed.

Figure 170 : Selected VMSS - Alerts window

vth-vmss | Alerts =

Settings

3. Click Create > Alert rule.
The Create an alert rule - Scope window is displayed.
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Figure 171 : Create an alert rule window - Scope tab

All services > Virtual machine scale sets th-vmss | Alerts

Create an alert rule

Resourca Hierarchy

R vtnoumss Eng Azure 3

4. Click Select scope in the Scope tab.
The Select a resource window is displayed.
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Figure 172 : Select a resource window

Select a resource *

Select the rezource(s) you want to monitor. Available signal types for your szlection will show up on the bottom right

Filter by subscription* (0 Filter by resource type (0 Filter by location (0
| Eng Azure hd | I Application Insights il | | All d |
| A2 Zzarch to filter items... |
Resource Resource type Location
e Eng Azure Subscription
R emumba-log-ingestion Resource group
@ =mumbs-splication-insight Application [nsights Central US
o ignite_Work Resource group
@ vips-app-insights-iperse Applicstion Insights EastUS 2
s Resource group
don-primary Application [nsights South Central US
ion-secondarny Applicztion [nsights Central US
s usama-log-ingestion-rg Resource group
@ usama- og-ingestion-fapp Application Insights South Central US
ks wth-rgl Resource group
@ with-vmss-app-insights Application Insights South Central US
Selection preview Awsilable signal types: Log search, Metrics, Activity log, Resource Health
'E-, wth-vmss

Eng Azure vth-rgl

5. From Filter by resource type, select Application Insights.
The resource group having application insight resources are displayed.

6. Select the required application insight resource and click Done.
The selected application insight resource is listed under the alert rule scope.

7. Click Next : Condition at the bottom of the window.
The Create an alert rule - Condition tab window is displayed.
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Figure 173 : Create an alert rule window - Condition tab

All senvices VIFJal machine sCale sets vth-vmes | Alerts

Create an alert rule

Condition  Actions Details  Tags Review + create

8. Click Add condition in the Condition tab.
The Select a signal window is displayed.

Figure 174 : Select a signal window

Select a signal

Displaying 1 - 20 signals out of total 42 signals

Signal name Signal type

Monitor service 1

9. Select Custom log search as the signal.
The window to define the signal's logic is displayed in the alert rule condition.

10. Enter any of the following query to fetch the data in the Search query field:

customMetrics
customMetrics

customMetrics

where value > 85
where value > 85

where value > 85

where timestamp > ago (30m)
where timestamp > ago (24h)

where timestamp > ago (7d)

The above query specifies the frequency for alert data.
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Figure 175 : Create an alert rule window - Condition tab

Home > vth-vmss | Alerts »

Create an alert rule

Scope  Condition  Actions  Details Tags Review + create

Configure when the alert rule should trigger by selecting a signal and defining its

Define the logic for triggering an alert. Use the chart to view trends in the data. Lea

Log query il
The query to run on this resource's logs. The results returned by this query are sed to populate the alert definition below
Search query *

customMetrics | where value > 85 | where timestamp > ago(38m) L]

View result and edit query in Logs &

11. Configure alert logic in the Alert logic section.

Figure 176 : Alert logic section

Alert logic

Operator* @ ‘ Greater than ~ ‘

Threshold value * @ [85 ~]

Frequency of evaluation * ‘ 5 minutes ~ ‘

@ Estimated monthly cost $1.50 (USD)

~ Advanced options

Preview

Select time series () Time range ©

Aggregate ~ Over the last 30 minutes ~

‘ Previous ‘ ‘ Next: Actions > ‘

Depending upon the signal logic configuration, the monthly cost for the alert is
displayed.

12. Click Next : Actions at the bottom of the window.
The Create an alert rule - Actions window is displayed.
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Figure 177 : Create an alert rule window - Actions tab

All services Virtual machine scale sets vih-vmss | Alerts

Create an alert rule

Action group name Contains actions

o oction group sefects

13. Click Create action group.
The Create an action group - Basics window is displayed.

Figure 178 : Create an action group window - Basics tab

ICreate an action group

Basics  Motifications Actions  Tags

An action group invokes 3 defined set of notifications and actions when an alert is triggered. Lean
Project details

n to manage deployed resoun

Instance details

name *

a. Select or enter the following mandatory information in the Basics tab:

Project details

e Subscription
e Resource group

e Region

Instance details
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e Action group name
o Display name

b. Click Next : Notifications at the bottom of the window.
The Create an action group - Notifications window is displayed.

c. Select the Notification type.
The corresponding window to configure the notification type is displayed.

Figure 179 : Create an action group window - Notifications tab - Type

Email/SM5 message/Push/Voice
Create an action group

d. Select the Email option and provide the correct email ID in the Email field and
then click OK.

e. Enter a unique name for the notification in the Name field.

Figure 180 : Create an action group window - Notifications tab

MNotifications

Hame Selected

f. Skip the other tabs and click Review + create at the bottom of the window.
The Create an action group - Review + create window is displayed.
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Figure 181 : Create an action group window - Review + create tab

Home > vth-vmss | Alerts > Create an alert rule >

Create an action group

Basics  Notifications ~ Actions  Tags  Review + create

Review + create

This is a summary of your action group. Please review to ensure the information is correct and consider Azure Alerts Pricing and the Azure Privacy Statement.

N x
o Test this action group to see how it works,

Subscription Eng Azure

ce group vth-rg1
Region global
Action group name vThunder-CPU-Alert
Display name vThunder-CPU

Notifications

g. Click Create.
The action group is listed under Actions tab.

Figure 182 : Create an alert rule window - Actions tab

Home > vth-vmss | Alerts >

Create an alert rule

Scope  Condition  Actions Details Tags Review + create

An action group is a set of actions that can be applied to an alert rule. Learn more

- Select action groups  —+ Create action group
Action group name Contains actions
vThunder-CPU-Alert 1 Emai X

[ Review + create [ T e

14. Select the recently created action group.
The selected action group is displayed.
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Figure 183 : Selected action group

vThunder-CPU-Alert =

Name Status Selected

15. Click Test action group (preview).
The Test <action_group_name>-alert window is displayed.

Figure 184 : Test <action_group_name>-alert window

Test vThunder-CPU-Alert X

Select notifications + actions

Notification type Motification name Details

Emai vThunder-CPU-Alert

16. Select Billing alert as the Sample type and click Test.
The running status for the test rule is displayed.
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Figure 185 : Test <action_group_name>-alert window - Running status

Test vThunder-CPU-Alert

<— Back to test setup

== Running the test now. This might take a few minutes.

MNotification type Notification name Status

Email vThunder-CPU-Alert @ Running

When the success status is displayed, an email notification is triggered to the
email ID provided in the Email Notification step.

Figure 186 : Email Notification

Azure Monitor Acth

17. Click Done on Test <action_group_name>-alert window.
The selected action group is displayed.

18. Close the selected action group window.
The Create an alert rule - Actions window is displayed.

19. Click Next : Details at the bottom of the window.
The Create an alert rule - Details window is displayed.
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Figure 187 : Create an alert rule window - Details tab

Home > vth-vmss | Alerts >

Create an alert rule
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20. Enter the Alert rule name and provide the other mandatory details.

21. Skip the other tabs and click Review + create at the bottom of the window.
The Create an alert rule - Review + create window is displayed.
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Figure 188 : Create an alert rule window - Review + create tab
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22. Click Create.
The alert rule is created.

23. From Home, navigate to Azure Services > Resource groups > <resource_group_
name>.
The selected resource group - Overview window is displayed.
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Figure 189 : Selected resource group - Overview window
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24. Click Alerts from the left Monitoring panel.
The selected alert window is displayed.

25. Click Alert rules.

The alert rules for the selected resource group is displayed.

Figure 190 : Selected resource group - Alert rules window

Alert rules

Signaltype 14 Status 1y

Verify Logs in Log Analytics Workspace

To verify the logs in log analytics workspace, perform the following steps:

a. From Home, navigate to Azure Services > Log Analytics workspaces > <log_
workspace_name>.

The selected log workspace - Overview window is displayed.
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Figure 191 : Selected log workspace - Overview window

@ vth-vmss-log-workspace » #

o Configure monitoring solutions

o Connect a data source ° Monitor workspace health

Useful links
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b. Click Logs from the left General panel.
The selected log window is displayed.

Figure 192 : Selected log analytics workspace - Logs window

® vth-vmss-log-workspace | Logs

2 New Query 1+

c. Expand Custom Logs in the left Tables tab panel.

d. Double-click fluentbit_CL.
The fluentbi_CL query window is displayed.

e. Click Run.
All logs are displayed in tabular format with expandable details.
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Verify Metrics in Application Insights
To verify if the metrics in application insights, perform the following steps:

a. From Home, navigate to Azure Services > Application Insights > <application_
insight_name>.
The selected application insight - Overview window is displayed.

b. Click Logs from the left Monitoring panel.
The selected log query window is displayed.

c. Expand Application Insights in the left Tables tab panel.

d. Double-click customMetrics.
The customMetrics query window is displayed.

Figure 193 : Selected application insight - Logs window

@ vth-vmss-app-insights | Logs - x

@ New Query 1 D Feedback 3= Queries

e. Click Run.
All logs are displayed in tabular format with expandable details. Each record is
aggregated value for all vThunder instances. The Value field displays the data-
CPU utilization percentage. Default interval is 60 seconds. This value is configured
in telegraf agent of the agent instance.

Configure Autoscaling using Azure Functions Setup

Figure 194 shows the process flow when different Azure resources and system
components are connected to each other in the 3NIC-NVM-VMSS Autoscaling using
Azure Functions Setup.
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Figure 194 : 3NIC-NVM-VMSS Autoscaling using Azure Functions Setup Process Flow
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The following topics are covered:

e Initial Setup

e Create Autoscale Function

e Verify Autoscale Function Creation

e AutoScale Function On-demand Password Change

Initial Setup

To configure autoscaling using Azure functions setup, perform the following steps:

1. Navigate to the folder where you have downloaded the PowerShell template and
open the PS_TMPL_3NIC_NVM_VMSS_FUNCTION_APP_PARAM.json with a text
editor.

2. Configure function application name, application insight name, and subscription
ID.
{
"functionAppName": "vth-auto-func-app",
"applicationInsightsName": "vth-vmss-app-insights",
"subscriptionId": "07d3XXXX-XXXX-XXXX-XXXX—-XXXXx6812a3e",
"filePath": "AZURE_FUNCTIONS\\GetMetrics .zip",

"vThUserName": "admin"

NOTE: Do not change the vThunder instance username.
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You can get the application insight name from Home > Azure Services >
Application Insights.

You can get subscription ID value from Home > Azure Services > Subscriptions >
Subscription name.

Provide the absolute file path of the folder where you have downloaded the
PowerShell template > AZURE_FUNCTIONS > GetMetrics.zip.

3. Verify if all the configurations in the PS_TMPL_3NIC_NVM_VMSS_FUNCTION _
APP_PARAM.json file are correct and then save the changes.

Create Autoscale Function
To create autoscale function using CLI, perform the following steps:

1. From Start menu, open PowerShell and navigate to the folder where you have
downloaded the PowerShell template.

2. Run the following command to create autoscale function:
PS C:\Users\TestUser\Templates> .\PS TMPL 3NIC NVM VMSS FUNCTION APP

4.psl

3. Provide the updated password of existing vThunder instances and then confirm
the same password when prompted.

Verify Autoscale Function Creation
To verify autoscale function creation, perform the following steps:

1. From Home, navigate to Azure Services > Function App.
The Function App window is displayed.

2. Select GetMetrics function from the list.
The GetMetrics function - Overview window is displayed.

3. Click Configuration from the left Settings panel.
The GetMetrics function - Configuration window is displayed.
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Figure 195 : GetMetrics function - Configuration window
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4. Verify if all the function configurations are listed under Application settings.

5. Select Functions from left Functions panel.
The GetMetrics function - Functions window is displayed.

GetMetrics | Functions

.........

6. Verify if AutoScaleVMSS and GetCPUMetrics functions are listed.

7. Click GetCPUMetrics.
The GetCPUMetrics function - Overview window is displayed.

8. Click Monitor from the left Developer panel.
The GetCPUMetrics function - Monitor window is displayed.

Figure 196 : GetCPUMetrics function - Monitor window

GetCPUMetrics | Monitor
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9. Verify if the logs are generated by the functions.

AutoScale Function On-demand Password Change

If you are changing the vThunder instance password using On-demand Password
Change, perform the following steps else skip them:

1. Run the following script to get the encryption key and encrypted password:
PS C:\Users\TestUser\Templates> python .\utils\Encrypt Password.py

2. Provide the recently updated password of existing vThunder instances and then

confirm the same password when prompted:
Password:

Confirm Password:

<encrypted key> <encrypted password>

Figure 197 : Encrypted Key and Encrypted Password

Encrypted Key Encrypted Passwort d

The encrypted key and encrypted password are displayed.

3. From Home, navigate to Azure Services > Function App > Settings > Configuration
and enter the encrypted key in the vThPasswordEncryptionKey field and
encrypted password in the vThCurrentPassword value field.

The function starts using the password provided in the vThCurrentPassword field
to get the metric data from VMSS vThunder instances.
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Figure 198 : Configuration window
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On-demand Password Change

The on-demand password change allows you to change the password for all the
existing vThunder instances in the VMSS at one go.

To change the on-demand password, perform the following steps:
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1. From Home, navigate to Azure Services > Automation Accounts > Variables.

Figure 199 : On-demand Password Change Variables

vThNewPassApplyFlag String True

vThNewPassword Unknown (encrypted] e e sk ke ke

2. Set vThNewPassApplyFlag to True.
3. Update vThNewPassword with the new password.

4. Navigate to Azure Services > Automation Accounts > <automation_account_
name> > Runbooks.

5. Select the Change-Password-Config runbook and click Start.

6. Leave the vTHUNDERPROCESSINGIP parameter empty so that it takes the default
value.

Figure 200 : Change-Password-Config runbook
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7. Navigate to Azure Services > Automation Accounts > <automation_account_
name> > Jobs.

8. Verify if the Change-Password-Config runbook job has completed status.

9. Navigate to Azure Services > Automation Accounts > Variables, verify if the
vThNewPassApplyFlag flag is set to False after the execution of the Change-
Password-Config runbook is successful. The vThNewPassApplyFlag flag should be
set to false after the password is updated for all vThunder instances in VMSS.

If you are autoscaling using Azure Function setup, you need to also change the
password in the autoscale function. For more information, see AutoScale Function
On-demand Password Change.
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Access vThunder using CLI or GUI

vThunder can be accessed using any of the following ways:

e Access vThunder using CLI

e Access vThunder using GUI

Access vThunder using CLI

To access the vThunder instances using CLI, perform the following steps:

1. Open PuTTY.

2. Enter or select the following basic information in the PuTTy Configuration
window:

e Hostname: Public IP of Virtual Machine Instance under the VMSS
Here, Public IP of vth-vmss

e Connection Type: SSH
3. Click Open.

4. In the active PuTTY session, login with the recently changed password:

login as: xxxx <---Enter username provided by Al0 Networks Support--->
Using keyboard-interactive authentication.

Password: xxxx <-—--Enter your password>

Last login: Day MM DD HH:MM:SS from a.b.c.d

System is ready now.

[type ? for help]

vThunder> enable <---Execute command--->
Password:<---just press Enter key--->
vThunder#config <---Configuration mode--->

Access vThunder using GUI

To access the vThunder instances using GUI, perform the following steps:
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1. Open any browser.
2. Enter https://<vthunder_public_IP>/qui/auth/login/in the address bar.
Figure 201 : vThunder GUI
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3. Enter the username provided by A10 Networks Support and recently changed

password.
The home page gets displayed.

Verify Deployment
To verify deployment using the PowerShell template, perform the following steps:

1. Run the following command on vThunder:
vThunder (config) #show running-config slb

If the deployment is successful, the following configuration is displayed:

!Section configuration: 711 bytes
!
slb server vth-server-vmss 0 10.0.3.5
port 53 udp
health-check-disable
port 80 tcp
health-check-disable

port 443 tcp
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health-check-disable
!
slb service-group sg443 tcp
health-check-disable
member vth-server-vmss 0 443
! _
slb service-group sg53 udp
health-check-disable
member vth-server-vmss 0 53
! _
slb service-group sg80 tcp
health-check-disable
member vth-server-vmss 0 80
! _
slb virtual-server vip use-if-ip ethernet 1
port 53 udp
ha-conn-mirror
source-nat auto
service-group sgb53
port 80 http
source-nat auto
service-group sg80
port 443 https
source—-nat auto
service-group sg443
!
slb virtual-server vip2 10.0.2.10

[

2. Run the following command on vThunder to verify the GLM License Provision

configuration:
vThunder (config) #show license-info

If the master webhook is executed successfully, the following GLM configuration

is displayed:
Host ID : 5DCBO1EC264BECCCFECB3C2ED42E02384EE8C527
USB ID : Not Available

Billing Serials: Al10£f771cecbe0000
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Token : A10f771cecbe
Product : ADC

Platform : vThunder
Burst : Disabled

GLM Ping Interval In Hours : 24

Enabled Licenses Expiry Date (UTC) Notes

SLB None

CGN None

GSLB None

RC None

DAF None

WAF None

AAM None

1772 None

WEBROOT N/A Requires an additional Webroot license.
THREATSTOP N/A Requires an additional ThreatSTOP license.
QOSMOS N/A Requires an additional QOSMOS license.
WEBROOT TI N/A Requires an additional Webroot Threat Intel
license.

CYLANCE N/A Requires an additional Cylance license.
IPSEC VPN N/A Requires an additional IPsec VPN license.

500 Mbps Bandwidth 14-November-2022

3. From vThunder Console, navigate to Home > License History to verify your
license:

Figure 202 : License History

License History

4. Run the following command on vThunder to verify the SSL Certificate

configuration:
vThunder (config) #show pki cert

If the SSL Certificate configuration is correct and applied successfully, the
following SSL configuration is displayed:
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Name Type Expiration Status

server certificate Jan 28 12:00:00 2028 GMT [Unexpired, Bound]

5. Run the following command to verify vThunder logs sync-up configuration:
vThunder (config) #show running-config acos-events

If the vThunder logs sync-up configuration is correct, the following configuration
is displayed:

!Section configuration: 467 bytes
!
acos-events message-selector vThunderLog
rule 1
severity equal-and-higher debugging
!
acos-events log server fluentBitLogAgent 10.0.1.4
health-check-disable
port 514 udp
health-check-disable
!
acos-events collector-group vThunderSyslog udp
log-server fluentBitLogAgent 514
!
acos-events template fluentBitRemoteServer
message-selector vThunderLog
collector-group vThunderSyslog
|

acos-events active-template fluentBitRemoteServer
|

Verify Traffic Flow

To verify the traffic flow from client machine to server machine via vThunder,
perform the following:

1. From Azure Portal > Azure Services > Resource Group > <resource_group_name>
> <load_balancer> > Settings > Frontend IP configuration.
Here, vth-1b1 is the load balancer.
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2. Copy the frontend IP address.
Figure 203 : Load balancer frontend IP address

& vth-Ib1| Frontend IP configuration

3. Select your client instance from the Virtual machine list.
Here, vth-client is the client instance name.

4. SSH your client machine and run the following command to verify the traffic flow:
curl <vth-Ilbl-font-ip>

Example

curl 52.152.106.152

Verify if a response is received.
or

Copy the load balancer frontend IP address in the browser.

Figure 204 : APl response

A Hot 52152.106.152 %

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu syst tis based on the equivalent page on Debian, from which the Ubuntu
Apache packaging I3 derive ou ean resd this page, it mesns that the Apache HTTP server installed
at this site is working prop u should replace this file (located at /var/wew/htal/index. htal)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don’t know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator,

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
inte several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apachel-doc package was installed on this server

The configuration layout for an Apache2 web server installation om Ubuntu systems is as follows:

fetc/apochez/
{-- apached.conf
/ - ports.conf
[=+ mods-enabled
f-- *.load
| -= . conf
== conf-enabled
) == *.conf

Verify if the APl response is received.
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Common Errors

While deploying the templates, you might encounter some errors or issues. The
common errors and issues are listed below:

Unauthorized

This error is encountered when your credentials are incorrect or missing. Provide
the correct credentials in the respective powershell script.

Given below is an example of the error:

Line |
149 | .. Sresponse = Invoke-RestMethod -SkipCertificateCheck -Uri $Url -
Method ..
|
| { "response": { "status": "fail", "err": {
"code": 1208008960, "from": "HTTP", "msg": "Unauthorized"

} bl

The storage account named vthunderstorage already exists under the subscription.

This error is encountered if the storage account name is already in use. Provide a
unique storage account name in the parameter json file.

Given below is an example of the error:

{"status":"Failed","error":{"code":"DeploymentFailed", "message":"At
least one resource deployment operation failed. Please list deployment
operations for details. Please see https://aka.ms/DeployOperations for
usage details.","details":[{"code":"BadRequest", "message":"{\r\n
\"error\": {\r\n \"code\": \"DnsRecordInUse\",\r\n \"message\":
\"DNS record vth-instl.southcentralus.cloudapp.azure.com is already used

by another public IP.\",\r\n \"details\": []\r\n }\r\n}"},

{"code":"Conflict", "message":"{\r\n \"error\": {\r\n \"code\":
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\"StorageAccountAlreadyExists\", \r\n \"message\": \"The storage
account named vthunderstorage already exists under the

subscription.\"\r\n }\r\n}"}]}}

Cannot bind argument to parameter 'Container' because it is null

This error is encountered if the 'server.pem' is not available at the mentioned
path or if the path format is incorrect. Provide a correct path of the 'server.pem’
in the parameter json file.

Given below is an example of the error:

Set -AzStorageBlobContent @blobSSL

Cannot bind argument to parameter 'Container' because it is null.

Cannot validate argument on parameter 'Uri’

This error is encountered if webhook URL is not configured or it already exists.
Delete 'master-webhook' from Azure Portal > Automation Account > Runbooks and
ensure it is empty before the running webhook script.

Figure 205 : Master Runbook

= Master-Runbook (vth-amt-ace/Master-Runbook) | Webhooks

+ Add Webhook Rafresh Learn mare

Hame E

e ® E

Resources

Given below is an example of the error:

-Invoke-WebRequest -Method POst -Uri $webHookURL.WebhookURI -UseBas

Cannot validate argument on parameter 'Uri'. The argument is null or
empty. Provide an argument that is not null or empty, and then try the

command again.

Runbook Job failed or not working

If the Runbook job has failed or is not working, re-run the master runbook.
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To re-run the master runbook, perform the following steps:

1. From Azure Portal, navigate to Azure Services > Virtual machine scale sets >
<vmss_name>.
The selected vmss - Overview window is displayed.

Figure 206 : Selected vmss - Overview window

q:lvth—vmss @

A Essentials

2. Click Instances from the left Settings panel.
The selected vmss - Instances window is displayed.

Figure 207 : Selected vmss - Instances window

Protection policy Provisioning state Health state Latest mode

3. Click Delete to delete all the vmss instances.

4. From the Master-Runbook Job window, click Start to re-run the master runbook.

Figure 208 : Master-Runbook Job window
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NOTE: It may take the system a few minutes to display the completed
status.

5. Verify if all the runbook jobs have completed status.
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List of Custom Role Permissions

The following is the list of custom role permissions:

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft

.Automation/automationAccounts/variables/read",
.Automation/automationAccounts/variables/write",
.Automation/automationAccounts/variables/delete",
.Automation/automationAccounts/runbooks/read",
.Automation/automationAccounts/runbooks/content/read",
.Automation/automationAccounts/jobs/write",
.Automation/automationAccounts/jobSchedules/write",
.Automation/automationAccounts/jobs/read",
.Automation/automationAccounts/jobs/output/read",
.Automation/automationAccounts/runbooks/operationResults/read",
.Automation/automationAccounts/jobs/streams/read",
.Automation/automationAccounts/jobSchedules/read",
.OperationalInsights/workspaces/sharedKeys/action",

.OperationalInsights/workspaces/read"

.Compute/virtualMachineScaleSets/read",
.Compute/virtualMachineScaleSets/write",
.Compute/virtualMachineScaleSets/delete",
.Compute/virtualMachineScaleSets/delete/action",
.Compute/virtualMachineScaleSets/start/action",
.Compute/virtualMachineScaleSets/powerOff/action",
.Compute/virtualMachineScaleSets/restart/action",
.Compute/virtualMachineScaleSets/deallocate/action",
.Compute/virtualMachineScaleSets/scale/action",
.Compute/virtualMachineScaleSets/networkInterfaces/read",

.Compute/virtualMachineScaleSets/publicIPAddresses/read",

.Compute/virtualMachineScaleSets/providers/Microsoft.Insights/1

ogDhefinitions/read",
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"Microsoft.Compute/virtualMachineScaleSets/providers/Microsoft.Insights/di

agnosticSettings/read",

"Microsoft.Compute/virtualMachineScaleSets/providers/Microsoft.Insights/di

agnosticSettings/write",

"Microsoft.

"Microsoft.

"Microsoft.

Compute/virtualMachineScaleSets/instanceView/read",

Compute/virtualMachineScaleSets/skus/read",

Compute/virtualMachineScaleSets/providers/Microsoft.Insights/me

tricDefinitions/read",

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

.Compute/virtualMachineScaleSets/vmSizes/read",

Compute/virtualMachineScaleSets/virtualMachines/read",

.Compute/virtualMachineScaleSets/virtualMachines/write",

Compute/virtualMachineScaleSets/virtualMachines/delete",

Compute/virtualMachineScaleSets/virtualMachines/start/action",

Compute/virtualMachineScaleSets/virtualMachines/powerOff/actio

n",
"Microsoft.Compute/virtualMachineScaleSets/virtualMachines/restart/actio
n",
"Microsoft.Compute/virtualMachineScaleSets/virtualMachines/deallocate/acti
on",
"Microsoft.Compute/virtualMachineScaleSets/virtualMachines/instanceView/re
ad",
"Microsoft.Compute/virtualMachineScaleSets/virtualMachines/networkInterfac

es/read",

"Microsoft.Compute/virtualMachineScaleSets/virtualMachines/networkInterfac

es/ipConfigurations/read",

"Microsoft.Compute/virtualMachineScaleSets/virtualMachines/networkInterfac

es/ipConfigurations/publicIPAddresses/read",
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"Microsoft.Compute/virtualMachineScaleSets/virtualMachines/providers/Micro

soft.Insights/metricDefinitions/read",

"Microsoft

"Microsoft.

"Microsoft
"Microsoft.
"Microsoft
"Microsoft
"Microsoft.

"Microsoft.

"Microsoft.

ions/read",

"Microsoft.

.Compute/locations/vmSizes/read",

Compute/virtualMachines/read",

.Compute/virtualMachines/write",

Compute/virtualMachines/delete",

.Compute/virtualMachines/start/action",

.Compute/virtualMachines/powerOff/action",

Compute/virtualMachines/deallocate/action",

Compute/virtualMachines/restart/action",

Compute/virtualMachines/providers/Microsoft.Insights/logDefinit

Compute/virtualMachines/providers/Microsoft.Insights/diagnostic

Settings/read",

"Microsoft.

Compute/virtualMachines/providers/Microsoft.Insights/diagnostic

Settings/write",

"Microsoft.Compute/virtualMachines/instanceView/read",
"Microsoft.Compute/virtualMachines/providers/Microsoft.Insights/metricDefi
nitions/read",

"Microsoft.Compute/virtualMachines/vmSizes/read",
"Microsoft.Network/operations/read",
"Microsoft.Network/loadBalancers/read",
"Microsoft.Network/loadBalancers/write",
"Microsoft.Network/loadBalancers/delete",
"Microsoft.Network/loadBalancers/backendAddressPools/read",
"Microsoft.Network/loadBalancers/backendAddressPools/write",
"Microsoft.Network/loadBalancers/backendAddressPools/delete",
"Microsoft.Network/loadBalancers/backendAddressPools/join/action",
"Microsoft.Network/loadBalancers/backendAddressPools/backendPoolAddresses/

read",
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"Microsoft.Network/loadBalancers/providers/Microsoft.Insights/diagnosticSe

ttings/read",

"Microsoft.Network/loadBalancers/providers/Microsoft.Insights/diagnosticSe
ttings/write",
"Microsoft.Network/loadBalancers/frontendIPConfigurations/read",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/join/action",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/loadBalancerPool

s/read",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/loadBalancerPool

s/write",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/loadBalancerPool

s/delete",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/loadBalancerPool
s/join/action",

"Microsoft.Network/loadBalancers/inboundNatPools/read",
"Microsoft.Network/loadBalancers/inboundNatPools/join/action",
"Microsoft.Network/loadBalancers/inboundNatRules/read",
"Microsoft.Network/loadBalancers/inboundNatRules/write",
"Microsoft.Network/loadBalancers/inboundNatRules/delete",
"Microsoft.Network/loadBalancers/inboundNatRules/Jjoin/action",

"Microsoft.Network/loadBalancers/loadBalancingRules/read",

"Microsoft.Network/loadBalancers/providers/Microsoft.Insights/logDefinitio
ns/read",

"Microsoft.Network/loadBalancers/networkInterfaces/read",
"Microsoft.Network/loadBalancers/outboundRules/read",
"Microsoft.Network/loadBalancers/probes/read",
"Microsoft.Network/loadBalancers/probes/join/action",

"Microsoft.Network/loadBalancers/virtualMachines/read",

"Microsoft.Network/loadBalancers/providers/Microsoft.Insights/metricDefini

tions/read",
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"Microsoft.

"Microsoft

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft

"Microsoft.

.Network/virtualNetworks/delete",

"Microsoft

"Microsoft.

"Microsoft

"Microsoft

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"microsoft

"microsoft.

"microsoft

"Microsoft

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft

Network/networkSecurityGroups/read",

.Network/networkSecurityGroups/write",

.Network/networkSecurityGroups/delete",

Network/networkSecurityGroups/defaultSecurityRules/read",

.Network/networkSecurityGroups/securityRules/read",

Network/networkSecurityGroups/securityRules/write",

.Network/networkSecurityGroups/securityRules/delete",

Network/publicIPAddresses/read",
Network/publicIPAddresses/write",

.Network/publicIPAddresses/delete",

.Network/virtualNetworks/read",

Network/virtualNetworks/write",

Network/virtualNetworks/subnets/read",

.Network/virtualNetworks/subnets/write",

.Network/virtualNetworks/subnets/delete",

.Network/virtualNetworks/subnets/virtualMachines/read",

Network/virtualNetworks/virtualMachines/read",

.Network/virtualNetworkGateways/read",

Network/virtualNetworkGateways/write",

Network/virtualNetworkGateways/delete",

.network/virtualNetworkGateways/natRules/read",

network/virtualNetworkGateways/natRules/write",

.network/virtualNetworkGateways/natRules/delete",

.Network/networkInterfaces/read",

.Network/networkInterfaces/write",

Network/networkInterfaces/delete",

.Network/networkProfiles/read",

Network/networkProfiles/write",

.Network/networkProfiles/delete",
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"Microsoft.Network/networkInterfaces/ipconfigurations/read",

"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Network/networkInterfaces/ipconfigurations/join/action",

"Microsoft.Network/publicIPAddresses/Jjoin/action",

"Microsoft.Network/virtualNetworks/join/action",
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Azure Service Application Access Key

The Azure service application access key is required to access the Azure resources.
The following topics are covered:

e Use an existing Access Key

o Create a new Access Key

Use an existing Access Key

To use an existing Azure service application access key, perform the following steps:

1. From Azure Portal, navigate to Azure Services > Azure Active Directory > App

Registration.
The list of service applications are displayed under Owned applications tab.

2. If you are the owner of the required service application, the required service
application would be listed under the Owned applications tab. If not, perform the
below steps with Administrator privileges:

a. Select Owners from the left Manage panel.
The Owners window appears.

b. Select Add to get a list of user accounts.
c. Search and select your user account.

d. Click Select to add the user account to your owned application.

3. Select your service application from the list of applications.
The selected service application window is displayed.



mailto:techpubs-dl@a10networks.com

Installing vThunder ADC using PowerShell Templates Feedback

Appendix

Figure 209 : Selected Service application window
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4. Copy and save the Client ID, Tenant ID from the service application window.

client id= 'cc4c86xx-65b3-48xx-a3xx-610CcxxXXxXXXX’

tenant id= '91d27axx-8cxx-41xx-82xx-3dlbxxxXxxxXxx"

Create a new Access Key

To create a new Azure service application access key, perform the following steps
with Administrator privileges:

. Create a Role

Register a Service Application

Associate Service Application with a Role

Collect Azure Access Key

1
2
3
4. Create Certificate and Secrets
5
6

Import Azure Access Key

Create a Role

To create a custom role, perform the following steps:

1. From Home, navigate to Azure Services > Subscriptions > <subscription_name>.
The selected Subscription - Overview window is displayed. Here, the subscription
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is Eng Azure.

Figure 210 : Subscriptions - Overview window
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2. Click Access control (IAM) from left panel.
The selected Subscription - Access control (IAM) window is displayed.

3. Select the Roles tab.
The Roles window is displayed.

Figure 211 : Access Control - Role Window
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4. Click Add to select Add custom role option.
The Create a custom role window is displayed.
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Figure 212 : Add custom role window

Subscriptions o) Eng Azure | Access control (IAM)
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5. Enter Customer role name and Description (optional) in the Basics tab.

Figure 213 : Create a custom role window

Create a custom role x

6. Click Next at the bottom of the window.
The Permissions window is displayed.
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Figure 214 : Permission window
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7. Click Add Permissions to add permissions to the custom role.
The Add Permissions window is displayed.

Figure 215 : Add permissions window

Add permissions X
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6. Search the following permission groups from the Add Permissions window and
select the corresponding permissions listed in the List of Custom Role
Permissions:

Microsoft Automation

Microsoft Operational Insights

e Microsoft Compute

Microsoft Network
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Figure 216 : Microsoft Network permissions window

. g Microsoft.Network permissions X
Create a custom role

The selected permissions are listed under Create a custom role > Permissions tab.

8. Click Review + create at the bottom of the window to skip the other tabs.
The Create a custom role confirmation window is displayed.

Create a custom role *

..........

9. Click OK to successfully create the custom role with permissions.

NOTE: It may take the system a few minutes to display your role
everywhere.

Register a Service Application

To register a service application, perform the following steps:
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1. From Home, navigate to Azure Services > Azure Active Directory option.

Figure 217 : Azure Active Directory window
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2. On the Azure Active Directory window, click App registrations menu option from

the left Manage panel.
The App registration window to register an application is displayed.

Figure 218 : App registrations window

i A10 Networks | App registrations  #

3. Click New Registration.
The Register an application window is displayed.
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Figure 219 : Register an application window

Register an application

* Name

4. Enter the Name of the application. For example, acos-sapp.

5. Click Register to register the application. The application gets listed under Azure
Active Directory - Apps registrations window.

Associate Service Application with a Role

To associate service application with a role, perform the following steps:

1. From Home, navigate to Azure Services > Subscriptions > <subscription_name>.
The selected Subscription - Overview window is displayed. Here, the subscription

is Eng Azure.

2. Click Access control (IAM) from left panel.
The selected Subscription - Access control (IAM) window is displayed.

Figure 220 : Subscription - Access control (IAM) window

Subscriptions A Eng Azure | Access control (IAM)
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3. To assign a role to the above scope, click Add from the main menu options.
The Add role assignment window is displayed.

Figure 221 : Add a role assignment -1
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4. Select a Role from the drop-down list. For example, acos-role.

5. Select the required Assign Access to option from the drop-down list.

6. Enter a string to search and select for a name or email address. For example,
acos.

7. Click the Save button to save the configuration.

Create Certificate and Secrets

To create certificate and secrets for the assigned role, perform the following steps:
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1. From Home, navigate to Azure Services > Azure Active Directory option.

Figure 222 : Azure Active Directory - Overview window
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2. On the Azure Active Directory - Overview window, click App registrations menu
option from the left panel.
The App registration window with a registered application(s) is displayed.

Figure 223 : App registrations - Overall applications window

i A10 Networks | App registrations  #

3. Select a service application from list of applications.
The selected service application window is displayed.

4. Select the Certificates & secrets option from the left Manage navigation pane.
The acos sapp - Certificates & secrets window is displayed.

5. Browse and upload certificates.
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6. Select the Start date and Expires date from the date picker or click the New client

secret button.
The Add a client secret window is displayed.

Figure 224 : Add a client secret window

Add a client secret
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-

7. Enter the New client secret Description, Expires value.
The entered value is displayed on the acos-Certificates & secrets window.

Figure 225 : acos-sapp Certificates & secrets window

acos-sapp | Certificates & secrets

Centificates

Client secrets

NOTE: Save the new client secret value in a text file, as it is not visible once
the window is refreshed.

Collect Azure Access Key

To collect Azure access keys, perform the following steps:
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1. From Home, navigate to Azure Services > Azure Active Directory > App
registrations.

Figure 226 : Azure Active Directory - App registrations window
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2. From the Owned applications tab, select service application from the list of
applications.
The selected service application window is displayed.

Figure 227 : Selected Service application window
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3. Copy the Client ID, Tenant ID from the service application window.

client id= 'cc4c86xx-65b3-48xx-a3xx-610CcxxxXxXxXxXxX’

tenant id= '91d27axx-8cxx-41xx-82xx-3dlbxxxXxxxXxx"

4. Navigate to the Home > Subscriptions > Registered Subscription Name, and copy
subscription ID value.
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Figure 228 : Subscriptions window

Subscriptions =

Create a text file having subscription, client_id, client_secret, and tenant_id
information as shown below:

subscription="'07d34bxx-61xx-47xx-abxx-006bxxxxxxxx"
client id='cc4c86xx-65xx-48xx-a3xx-610CXXXXXXXX'
client secret='G0x hVDzZxxxXx-0lVSw.XXXX.ZXXXX-XX'

tenant id='9ld2xxxx-8xxe-41xx-82xx-3dlbxxxxxxxx’

Import Azure Access Key

Each vThunder instance requires a copy of the Azure Access key and so it should be
imported using the file transfer protocol methods.

To import the Azure access key, perform the following steps:

1.
2.

Log in to the vThunder instance.
Go to the config mode.

vThunder> enable
Password:

vThunder# config
Go to the admin mode.

vThunder (config) #admin ?
admin
NAME<length:1-31> System admin user name

vThunder (config) #admin admin

Import the Azure Access key by using any of the file transfer methods
recommended.

vThunder (config-admin:admin) #azure-cred import ?

use-mgmt-port Use management port as source port
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tftp: Remote file path of tftp: file system(Format:
tftp://host/file)
ftp: Remote file path of ftp: file system(Format:

ftp://[user@lhost[:port]/file)

scp: Remote file path of scp: file system(Format:
scp://[user@]lhost/file)

sftp: Remote file path of sftp: file system(Format:
sftp://[user@]host/file)

To delete the key, use the following command:
vThunder-Active (config-admin:admin) (NOLICENSE) #fazure-cred delete 0
To verify the imported Azure Access keys, use the following commands:

vThunder-Active (config) (NOLICENSE) #admin ad
vThunder-Active (config) (NOLICENSE) #admin admin

vThunder-Active (config-admin:admin) (NOLICENSE) #fazure-cred import
scp://username@<ip-addr>:/<file-path>/cred.txt

vThunder-Active (config-admin:admin) (NOLICENSE) #azure-cred sh
vThunder-Active (config-admin:admin) (NOLICENSE) #fazure-cred show

SUB _ID = 'dfel6ab52-xxxx-xxxx-al68-91767a54c0Ce’
client id = 'b8d52c6f-xxxx-xxxx-bafd-e03cc942aa66"'
secret = '**** XGEd9uOQOr+M2Css=******x*xx_(Qp!'

tenant = '1e94d773-**x*x_****x_p254-3b3elb64948d"

vThunder-Active (config-admin:admin) (NOLICENSE) #

Default Password Policy

The default password policy has the following criteria:

e The password should be at least nine characters in length.

e The password should contain at least one number, an uppercase letter (English), a
lowercase letter (English), and a special character.

e The password should have at least one letter or number different from the
previous password.

e The password should not contain its corresponding username with the same
capitalization of letters.
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e The password should not contain repeated characters of the same letter or
number with the same capitalization of letters.

e The password should not contain the sequential row keyboard input of four letters
or numbers with the same capitalization of letters.
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