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Introduction

The Event Logging Mechanism is a flexible and extensible mechanism for logging
events that occur in the ACOS system.

ACOS sends event logs over the ACOS event-based logging infrastructure. This

provides a centralized logging infrastructure where applications generate and send
logs through a common interface.




Log Formats

The Event logging infrastructure generates the following log formats:

e Syslog

e Common Event Format (CEF)

Log Event Extended Format (LEEF)

Uniqgue Log Identifier

Syslog

The Syslog format specifies a message format and a message transport mechanism.
The message format consists of a small header followed by the log message body.
The log message is unstructured (that is, unformatted) text.

Header format

Example

2024-07-29T714:47:00.000 vThunder alOlogd: [ACOS]<6>
Server sl is created

<facility|severity> assists receiver to filter the message
2024-07-29T14:47:00.000 is the timestamp

vThunder is the Thunder hostname

alOlogd is the name of the process

[ACOS] is the name of the module

<6> is the severity of the generated log with values from 0to 7
with 0 being most critical

Remaining text is the body of the message
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Common Event Format (CEF)

The CEF format is a class of structured log message specifications, which uses syslog
as a transport. In syslog, the message is just plain text. However, CEF specifies the
encoding of the commonly used fields in a key-value format. It also provides an
extension mechanism for specifying additional fields.

Header format

Example

Jul 17 15:52:03.620 vThunder CEF:0|A10|CGN|6.0.5-
d|486715314709463043|Log DNS Request Header and
Questions|2|proto=UDP src=15.15.15.10 spt=45749
dst=15.15.15.99 dpt=53 csl=Query cslLabel=Query cnl=9079
cnllabel=Query ID cs2=Query cs2Label=0Opcode cs3=RD|AD
cs3Label=Header Flag cn2=1cn2Label=Question Count cn3=0
cn3Label=Answer Record Count cn4=0 cn4lLabel=Authority Record
Count cnb5=1 cnb5Label=Additional Record Count
dhost=www.alO.networks.com cs4=A cs 4Label=Query Type cs5=IN
cs5S5Label=Query Class

e Jul 17 15:52:03.620is the timestamp

e vThunder is the Thunder hostname

e CEF:0is the CEF version string

e A10isthe Device Vendor

e (CGNis the Device Product

e 6.0.5-dis the Device Version

® 486715314709463043is the Log ID (Unique Log Identifier)

® Log DNS Request Header and Questions is the descriptive
name of the log

e 2is the CEF specific severity (importance)

e Other text is the extension portion of the message which is a
placeholder for additional fields in the key-value pairs. Extensions
are optional.

If an extension is unavailable, then the CEF log portion will be empty in
the documentation and only the CEF header will be logged. CEF log can
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have headers with the descriptive name or documentation providing
the details of the event.

If an extension is available, the keys can be of three types:
e Predefined keywords (as supported by Arcsight CEF logger)
e Custom keys (cs*, cn*, c6al*, etc) with its respective Label

e Custom predefined keywords (a list of commonly used A10 specific
custom keys, search for 'CEF: A10 specific custom pre-defined
keywords’ in event logs.

Log Event Extended Format (LEEF)

The LEEF is a key-value structured format similar to CEF. It provides a consistent
schema for event correlation and parsing across SIEM tools. LEEF logs are
transported over Syslog and use a pipe (|) and tab-delimited (#011) syntax for field

separation.
Example This configuration enables the LEEF format logging on ACOS and sends
log to a remote syslog server using a collector group:
!
acos-events collector-group logging 1 udp
format leef
log-server syslog serverl 514
|
Example This example provides LEEF log output:

Jul 17 15:55:06.081 vThunder LEEF:1.0|A10|CGN|6.0.5-
d|486715314709463043 Log DNS Request Header and
Questions|sev=2#011proto=UDP#011lsrc=15.15.15.10#0

1lsrcPort=41786#011dst=15.15.15.99#011dstPort=53#011Query=Quer
y#011lQuery ID=56396#0110pcode=Query#011Header
Flag=RD|AD#011Question Count=1#011Answer Record
Count=0#011Authority Record Count=0#011Additional Record

Count=1#01lldhost=www.alO.networks.com#011Query
Type=A#011Query Class=IN
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e Jul 17 15:55:06.081 — Timestamp

* vThunder — Hostname of the device generating the log
e 1rrr:1.0 — LEEF version identifier

e 210 — Device Vendor

e cGn — Device Product

® 6.0.5-d— Device Version

® 486715314709463043 — Unique Log Identifier

® Log DNS Request Header and Questions — Event descriptive
name

e sev=2 — Event severity

e The remaining key-value pairs (e.g., proto=UDP, src=15.15.15.10,
Query Type=A) represent protocol, address, query, and record
details.

Unique Log Identifier

A unique log identifier (64 bit ID) can be used to identify each log in each release. By
default, syslog format do not display Log ID. To enable the unique log identifier in
syslog format, use the below command in the configuration:

acos-events log-properties add-msgid-in-header

The following changes takes place in the syslog message:

Unigue message ID is added in the syslog header:

Before:

Aug 28 10:05:38 vThunder alOlogd: [ACOS]<6> Server sl is created
After:

Aug 28 10:05:38 vThunder alOlogd: [ACOS]<6> 486758195662946306 Server sl

is created

Device Event Class ID in CEF changes from custom signature string + unique message
ID to unique message ID

Before:
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vThunder CEF:0|A10|CFW|4.1.4-GR1-P2|SLB 486758195662946308|SLB Server
exceeded Conn Limit or Conn Rate Limit|4|csl=server csllLabel=Server Name

cs2=Too many connections cs2Label=Reason cnl=293 cnllabel=Limit

After:

vThunder CEF:0|A1Q0|CFW|4.1.4-GR1-P2|486758195662946308|SLB Server exceeded
Conn Limit or Conn Rate Limit|4|csl=server cslLabel=Server Name cs2=Too

many connections cs2Label=Reason cnl=293 cnllabel=Limit

Below is a comprehensive list of all the different fields in the documentation:

Logname LogID Description Severity ObjectLineage
i Failed to add
cone 243194379878006795 | o c0 10 299 \narning class-list
failure a class list

Logname: The name of the log. This is not part of the log but used in the
configuration if that level of granularity is needed.

LoglID: The unique log Identifier to identify each log in each release.

Description: The description of the event (this is added in the descriptive-name field
of the CEF)

Severity: The default severity of the event. The other severity values are emergency,
alert, critical, error, warning, notification, information and debugging. This can be
changed using acos-events message-id configuration in shared partition.

ObjectLineage: The internal hierarchy of the event. Object Lineage + Log Name can be
used to uniquely identify an event across releases. This can be used in the message-
selector configuration to enable or disable a log. For more information, see acos-

events message-selector.

Click on the Logname to view more details about a particular event. For more details,
see below example.

Example This configuration enables all the logs except class-list.config_failure log

acos-events message-selector sell
rule 1
drop
message-id class-list.config failure log-field-only
rule 2
message—-id cmroot all
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Example This configuration disables all the logs, except the logs under the class-
list object

acos-events message-selector sell
rule 1
message-id class-list all
rule 2
drop
message—-id cmroot all

Event Logging

Config_failure illee e 26k Warning Class-list
243194379878006795 .
a class list
CEF
F ; csl=$name:%s: csllLabel=List Name cs2=Sconfig type:%s:
orma

cs2Label=Config Type cs3=S$str:%s: cs3Label=String
csl=clist name cslLabel=List Name cs2=string

Example

cs2Label=Config Type cs3=allOnetworks cs3Label=String

Syslog

Format |Classlist sname:$s:: Fail to config $config type:%s: $str:%s:.

Example |Classlist clist_name: Fail to config string alOnetworks.

Variable Type Value Description
) {class .

Name String , Class-list name
list name}

confi . string

8- String , Type

type domain
{class__
list

str String string_or_ Class list string or domain name
domain

name }
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CEF: The CEF log of the event, if available.
SYSLOG: The syslog of the event, if available.

Format: The log format with the placeholders for run-time values. For example,

Sname:$s.
Here the name is the variable name and “¢s’ is for data type.

The data-types are:s - String, u - Unsigned Integer, d - Integer, 1 - Long,

x — Hexadecimal Integer.

Example: The format string is expanded with variables substituted by an example
value.

Variable: The variable name from each format consolidated in a single list.

Type: Data type of the variable. More types are provided to get better clarity about
the variable.

IP V4 Address, IP V6 Address as unsigned, IP V6 Address, IP Address, String, Unsigned
Integer, Integer, Long, Hexadecimal Integer, MAC Address.

Value: It could be one of the following:

e Range
Example: 1-127

e Multi-line possible values that variable can take
Example: string domain

e A name describing a run-time or user-defined value
Example {server name}

Description: The description of the variable.
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The acos-events command is used to configure event-based logging in ACOS,
including message-selector, log-server, collector-groups, templates, and active-
template settings.

This command provides flexible and granular control over how event logs are
generated, filtered, formatted, and delivered, either locally on the device or to
external (remote) log servers.

Module-Specific Logging Behavior

Some ACOS modules override the default event logging infrastructure with their
own logging infrastructure:

e CGNvV6

CGNv6 logs are generated by the CGN logging subsystem, not by the general
event logging framework. For more information, refer to the CGN Logging Guide
for configuration and output format details.

e« AAM (Authentication, Authorization, and Management)

If AAM or authentication logs are configured to use CEF format, acos-events
must be configured to enable proper log transmission.

o Explicit Proxy

The following table shows the different use cases for Explicit Proxy (EP) logging
and their expected outcomes.

The log results are based on all the configurations described in the Configuration
Use Case column being in effect at the same time.

Type Configuration Use Case Log Results
EP L o Have an active acos- EP logs are sent to the external
08 events template. syslog server using the format
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Type

Configuration Use Case

Log Results

o Use an ACOS-EVENT-
LOG in your policy.

o Use a logging host.

(Syslog, CEF, or LEEF) specified in
the acos-events configuration.

It is recommended that you use the first configuration scenario in the table above.

Local vs External (Remote) Logging

ACOS supports both local logging and external (remote) logging mechanisms to
provide flexibility in how events and system activities are recorded.

Parameter Local Logging External (Remote) Logging
Logs are sent to remote syslog
) Logs are stored on the ACOS :
Storage Location o, ) servers configured under log-
device’s internal disk.
server or collector-group.
Configuration i acos-events log-server and
acos-events local-logging
Command acos-events collector-group
Useful for troubleshooting, Recommended for centralized
Use Case short-term diagnostics, or log collection, analytics,
when remote servers are compliance, and long-term
unavailable. retention.
Supports Syslog, CEF, or LEEF
Log Format PP yslog
SuBPOrt Syslog text format only. formats based on collector-
PP group configuration.
Consumes local disk space and |Offloads log storage and
Performance . .
Impact I/O resources; suitable for analysis to external systems;
P limited volume. scalable for large deployments.
) Limited by disk quota set via Retention depends on external
Retention . .
max-disk-space. server policy.
Reliability Logs remain available even if Logs may be lost if network
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Parameter Local Logging External (Remote) Logging

connectivity is interrupted
(unless redundancy is
configured).

network connectivity to
external collectors fails.

For production environments
requiring centralized
monitoring and SIEM
integration.

For on-device log verification
or as a backup when remote
servers are unreachable.

Recommended
Use

When both local and remote logging are enabled:

e Logs are written locally and simultaneously forwarded to external syslog
collectors.

o Each collector group may use a different format (Syslog, CEF, or LEEF).

o Disk rotation and retention are automatically managed for local logs by the ACOS
logging subsystem.

For more information on the acos-events command, refer Command Line Interface
Reference.

Configuration Example

The following example shows a complete ACOS event logging setup, including
message selectors, remote log servers, collector groups, templates, active template
assignment, and local logging:

ACOS (config) #sh running-config acos-events
! Message Selectors
acos-events message-selector S1
rule 1
message-id cmroot all
{
acos-events message-selector S2
rule 1

message-id slb.template.policy.forward-policy all

acos-events message-selector S3
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rule 1
message-id slb.template.policy.forward-policy all
deny
rule 2
message-id cmroot all
!

! Remote Log Servers

acos-events log-server serverl 172.16.1.190
health-check-disable
port 514 udp
health-check-disable
!

acos-events log-server2 172.16.1.191
health-check-disable
port 514 udp
health-check-disable
!

! Collector Groups

acos-events collector-group cgl udp
log-server serverl 514
{

acos-events collector-group cg2 udp
format cef
log-server serverl 514
!

! Templates

acos—-events template T1
message-selector S1
collector-group cgl
collector-group cg2
!

acos-events template T2
message-selector S2
collector-group cgl
message-selector S3

collector-group cg2

! Active Template
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acos-events active-template T2

! Local Logging

acos-events local-logging enable

acos-events local-logging rate-limit 2000

acos-events local-logging max-disk-space 500

In the configuration example, there are three message-selectors, two templates, and
two collector groups:

message-—

selectors S3

Parameter Description
message-—
All logs are enabled.
selectors Sl
All logs under s1b.template.policy.forward-
nessager bject i bled. The remaining lo
11 is en .
selectors S2 policy object is enable ere g logs
are disabled.
All logs are enabled except the logs under
slb.template.policy.forward—policyCﬂﬂect
message- The following rules apply:
selector

e Rule 1: This rule is applied first and disables
the logs under the
slb.template.policy.forward-policy
object.

e Rule 2: This rule is applied after rule 1 and it
enables all logs except the
slb.template.policy.forward-policy
object. Only the first rule that matches a
message ID is applied.

remote log

serverl,

Two servers are configured to receive logs over

server server?2 UDP on port 514.
All logs are enabled for s1. They are sent in
template template T1 Syslog format to the log-server in cg1 and in

CEF format to the log-server in cg2.
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Parameter Description
All forward-policy logs for s2 are sent in Syslog
template T2 format to cg1 and all other logs, which are for
s3, are sent in CEF format to cg2.
cql Sends logs in Syslog format to the assigned log
collector server.
group cq2 Sends logs in CEF format to the assigned log
server.
active- - Applied as the global active template,
template controlling the routing and formatting of logs.
local- Enabled to store logs on-device with rate limit
logging and maximum disk space.

Log Replication

If the selector groups within a collector group enable the same log, log replication is
automatically supported when collector groups are binded under a template. For
example, if you want the same log to be sent to eight different log-servers (the
maximum supported) in syslog format, the configuration should be as follows:

acos-events collector-group cgl
log-server serverl 514
acos-events collector-group cg2
log-server server2 514
acos-events collector-group cg3
log-server server3 514
acos—-events collector-group cg4
log-server serverd4 514
acos—-events collector-group cgb
log-server server5 514
acos-events collector-group cgb
log-server server6 514
acos—-events collector-group cg?/

log-server server’7 514

acos-events collector-group cg8

udp

udp

udp

udp

udp

udp

udp

udp
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log-server server8 514

acos—-events template T1
message-selector Sl
collector-group cgl
collector-group cg2
collector-group cg3
collector-group cg4
collector-group cgb
collector-group cgb
collector-group cg7

collector-group cg8

These collector groups can be of the same format or different formats. The log will be
sent to one log-server in each collector group. The selection of log server is done in
round-robin based method. However, if there is only one log-server in each collector
group, it will be sent to that log-server every time.

Event Logging with the Active Template

When the acos-events active-template command is configured through the
Command Line Interface (CLI) and the log is generated using the acos-events API:

1. ACOS uses the configuration from the active-template instead of “logging-host”
configuration.

2. The logs are transmitted to the local log, configured syslog server(s) in the format
(Syslog or CEF) specified under “format” of the associated “collector-group(s)”.

Logs transmitted to the configured syslog server(s):

o Data Plane Logging: If the logs are generated from the data CPU of the load
balancer process, they are transmitted through the data CPU only. If TCP is
configured, then activating the acos-events template will create sessions equal
to the number of data CPU which will be used to send logs. All the packet
driven logs are in this category.

« Control Plane Logging: If the logs are generated from the control CPU of the
load balancer process or from other process(es), they are transmitted through
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the control CPU. All the system or configuration related logs comes under this
category.

Event Logging without the Active Template

When the acos-events active-template command is not configured and the log is
generated using the acos-events API:

1. ACOS uses the configuration from the “logging host” configuration, rather than
the acos-events active template configuration. In this case, all the logs will be
sent through control CPU.

2. The logs are transmitted to the local log and to the configured syslog server(s) in
one of the predefined log formats in the following order: Syslog or CEF.

Logs transmitted to the configured syslog server(s):

o Control Plane Logging: The logs are transmitted through the control CPU.
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CEF: A10 specific custom pre-defined keywords:

Key Name Full Name Data Type Length Meaning Example
CUSTOM1 Custom Attribute Value  string 32 NAS IP Address 11.14.10.15
custom2 Custom Attribute Value ~ string 2 Location 1 LocationA
custoMs Custom Aftribute Value ~ string 2 Username 1 UserA
ChargingGatewayAddress ,izzrrgelsr;g Gateway string 15 Charging Gateway Address 7777
GGSNaddress Gateway GPRS Support string 15 Gateway GPRS Support Node address 9.9.9.9

Node address

International Mobile

IMEI . o String 16 Unique 1D for the device 999900000000010
Equipment Identitiy

IMSI International Mobile ¢, ;. 16 Unigue 1D for the user 999900000000010
Subscriber Identitiy

Ifname Interface name string Interface name ethernet 1

Ifv4 Interface 1Pv4 address string Interface 1Pv4 address 10.10.10.10

Mobile Station
MSISDN International Subscriber  String 15
Directory Number

Q requestNumber Number 64 HTTP request number 120
RATtype Radio Access String 10 Subscriber Radio Access Technology EUTRAN
Technology type
SGSNaddress Serving GPRS Support string 15 Serving GPRS Support Node address 8.8.8.8
Node address
UserLocation User Location string 256 User Location attribute custom? Location
number 32
category webAppCategory string 1023 Web or Application Category Name Social Networks
certName Certificate Name string 1023 Certificate Name cmp_cert
classList Class List string Class list name Class list A

current current value Number Current value in the context of the 1000




message

User name or location or

custom1lName Custom Attribute Name  string 16 Custom Attribute Name NAS IP address
custom2Name Custom Attribute Name  string 16 Custom Attribute Name ,L\IJ/S:; r::n;gc(j)rrelzcation or
custom3Name Custom Attribute Name  string 16 Custom Attribute Name Ei\e; Tgrzggrzlszcaﬂon or
deid Deviceid | Number  Vipadeviceid 1 s
eventtd  Theadld | Number  Threadtd r
funcName | Function Name sing 1023 | Function Name | Ib_cmp_register_trigger_cb
keyype  Typeofkey sting 30 Typeofkeyinthecontextof themessage Service
mee Mobile Country Code  String 3 Serving Node geogrephical code 2
e Mobile Network Code ~ String 3 Serving Node telecom network code 10
‘module | Module Neme sring a Module name of the message VPN
natPoolName | NATPool Name sing 128 NATPool Name | poola
partd Partionid | Number Partition id of the partition - 2
partName | Partiion name swing o Name of the partition ! shared
pdnType_lT_e)l/;I;etDataNetwork """"" sing . 0;I;]);gﬁ;;thenetworkpacket|sgomg """""""" o
rateLimit Rate Limit Number Eaet;;gg't number in the context of the g4
hreatAddressva  ThreatlPve sing 15 ThreatiPvdaddress 5555
AhreatAddressV6  ThreatlPve sing  TheatlPveaddress 2001abod:7
- Theholdvaleinthecontextofthe
threshold threshold value Number message which current value crossed or 500

didnt cross.

vrid Vrid value Number Vrrp-a vrid value 31




List of all the syslogs generated by the Event logging infrastructure:

Logname Destination Description Severity ObjectLineage

aaa-rule-hit 463890003072647177 Remote only AAA-rule is hit notification aam.authentication.log

auth-bypass 463890003072647182 Remote only Q;;Zse:;catlon 1S notification aam.authentication.log

auth-context-get-fail 463890003072647186 Remote only Fail to get auth context  warning aam.authentication.log
Cookie domain is

auth-cookie-domain-error 463890003072647193 Remote only configured incorrect in  error aam.authentication.log
template

Authentication failure
bypass is triggered

Receive unexpected

auth-huge-ntlm-msg-rec 463890003072647189 Remote only huge NTLM msg warning aam.authentication.log
auth-password-set-fail 463890003072647188 Remote only Fail to set auth warning aam.authentication.log

password

Send authentication
request to auth-server

Receive authentication
result from auth-server

Fail to parse auth data

auth-session-table-data-parse-error 463890003072647191 Remote only . . warning aam.authentication.log

in session table
th-session-table-key-parse-error 463890003072647190 Remote only Fall'to parse auth key in warning aam.authentication.log

session table

auth-start-error 463890003072647185 Remote only Fail to ;tart_ warning aam.authentication.log
authentication

auth-template-get-fail 463890003072647184 Eg::olgeocal and Fail to get auth template warning aam.authentication.log

auth-username-set-fail 463890003072647187 Remote only E:tlelrr:ZnS]Zt auth warning aam.authentication.log

auth-vport-get-fail 463890003072647192 Remote only Fail to get vport value warning aam.authentication.log

mssql-auth-resul 463890003072647176 Remote only Receive MSSQL notification aam.authentication.log

authentication result




retry-lock

session-mgmt

463890003072647178

85568392920039426

Remote only

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

The times of
authentication fail reach
the limit

The duration of retry
lock passed

Send SAML
authentication request
to IDP

Receive SAML
authentication result
from SAML service

Auth session is
terminated

Account and realm for
kerberos relay are not
configured

ACL with no clause and
remarks is requested

ACL rules denied more
connections than set
limit

Reset admin password
to default successfully

Reset enable password
to default successfully

Reset password to
default successfully

Get user error

notification

aam.authentication.log




Both Local and change password

update-pass 85568392920039436 Remote successfully information admin
zero-key-cer 85568392020039431 ~  Doth Localand - Zeroization of keys and ;o vion admin
Remote certificates successful
ZEero-pass 85568392920039434 Both Local and Zeroization of information admin
Remote passwords successful
invalid-user 04575502174780419 ~ Both Localand  User is nota valid error admin-session
Remote admin user
mem-access-err 94575592174780420 Both Local and Cannot accesss shared error admin-session
Remote memory
part-name-err 94575592174780417 EZ::OI,E;C&“ and Error partition name error admin-session
role-err 94575592174780418 g:::OI{:cal and Get role failed error admin-session
sess-list-fail 94575592174780422 BoiiEacal and G?t admin session list error admin-session
Remote failed.
type-fail 94575592174780421 gggolg:cal and Get authen type failed.  error admin-session
log 85585085106083841 Dot Localand log ssh-pubkey information admin.ssh-pubkey
Remote operations
api-fail 103582791429521413 Both Local and audit_mmap_init failed  error audit
Remote
file-len-err 103582791429521412 SZ::O'{EOC""' and 16 length error error audit
format-err 103582791429521414 Both Lacal and unknown file format error audit
Remote
Iseek-fail 103582791429521411  Soth Localand o triled. error audit
Remote
mmap-fail 103582791429521410 gg::ol,;:cal and mmap failed. error audit
open-fail 103582791429521409 Both Local and open file failed error audit

Remote

failed 108086391056891911 Both Local and authenticationfailed. information authorization




xec-banner-init

ipd-ip-14-entry-added-rate-lim

518001918077829124

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

authentication
successful.

tacplus authorization
failed.

authentication failed:
assigned partition(s)
nonexistent.

authentication failed in
service partition

Contact with tacplus
server failed.

get backup periodically
password failed

AACOS EXEC banner
is set/removed.

AACOS Login banner
is set/removed.

DDosS protection added
IP on BGP
advertisement

DDosS protection
removed IP on BGP
advertisement

DDosS protection rate-
limited drop for dest
address

DDoS protection added
L4 entry - IPv4

DDoS protection added
rate limit L4 entry -

warning

cgnv6.ddos-protection




Both Local and DDoS protection

ipd-ip-14-entry-removed 518001918077829123 removed L4 entry - warning cgnv6.ddos-protection
Remote 1PV

Both Local and DDoS protection

ipd-ip-14-entry-removed-rate-lim 518001918077829125 Remote removed L4 entry - warning cgnv6.ddos-protection
IPv4

Both Local and DDosS protection added

ipd-ipv6-14-entry-added 518001918077829126 Remote L4 entry - IPV6 warning cgnv6.ddos-protection
DDoS protection added

R . Both Local and T . .

ipd-ipv6-14-entry-added-rate-lim 518001918077829128 Remote rate limit L4 entry - warning cgnv6.ddos-protection
IPv6
DDosS protection

ipd-ipv6-14-entry-removed 518001918077829127 Both Local and removed L4 entry - warning cgnv6.ddos-protection

Remote IPV6

Both Local and DDoS protection
ipd-ipv6-14-entry-removed-rate-lim 518001918077829129 removeed rate limit L4  warning cgnv6.ddos-protection

Remot
emote entry - IPv6

Both Local and DDosS protection added

ipd-13-entr 518001918077829130 Remote L3 entry - IPv4 warning cgnv6.ddos-protection
DDoS protection
ipd-I13-entry-removed 518001918077829131 Both Local and removed L3 entry - warning cgnv6.ddos-protection
Remote
IPv4
Both Local and DDosS protection rate-
ipd-src-ip-rate-lim-drop 518001918077829132 limited drop for source  warning cgnv6.ddos-protection

Rem
emote address

Both Local and CGNV6 DDoS SYN
Nn-cooki 518001918077829121 Remote Cookie notification cgnv6.ddos-protection
Enabled/Disabled Logs

Both Local and Some NAT ports are in
Remote use in the port range

Both Local and Summary Error log for
cgn-summary-log 517985150525505545 Remote NAT Port and Quota information cgnv6.template.logging
allocation failure

HTTP Request received

http-request-host 517985150525505543 Remote only (Host Log)

information cgnv6.template.logging




Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

HTTP Request received
(URL Log)

NAT port allocated
from a port batching
pool

NAT port deleted from
a port batching pool

NAT Port has been
allocated

NAT Port has been
removed

Data Session has been
created

Data Session has been
deleted

MASTER/BLADE
al0clidbg Connected

MASTER/BLADE
alOclidbg disconnected

Restore on Blade
succeeded.




thread-create-fail

693554342615056392

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

The thread create api
failed

List has a duplicate
entry

Class list count has
been exceeded

Class list has been
loaded

black and white list has
an invalid character in
the line to be parsed

Classlist or
Blacklist/Whitelist has
Invalid Format

List has an invalid ip
entry

Invalid range for
connection limit or id

Black and white list has
an invalid string for ip
address

Aho-Corasick depth
exceeded depth

The Black-white or
class list has no
memory

Class list warning for
invalid configuration

configure sync not
allowed for partition

copy configuration

warning

chassis-infra




378302368699121665

460985643107876866

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Remote only

to/from remote server

Connection is closed
with error

Connection is closed
with fin

Device watch dog
timeout

Invalid attribute
variable pair

No connection available
to start

Per thread device watch
dog reply

Log DNS Request
Header and Questions

Log IPv6 DNS Request
Header and Questions

Log DNS Request
Question

information

information

ddos.dns-logging




Log DNS Request

request question log v6 460985643107876869 Remote only . information ddos.dns-logging
Question
error 13528391068155906 Both Local and Erro_r_on deleting error delete.partition
Remote partition
Files erased
info 13528391068155905 SZ::OI,E:CM and successfully on partition information delete.partition
deletion
Both Local and Files erased
deletion-info 13880234789044225 Remote successfully on partition information delete.service-partition
deletion
Both Local and Fail Safe set box ready . . .
box-ready 144115188075855880 Remote for taking actions. information fail-safe
Both Local and Fail Safe Software
rr-low-buffer 144115188075855881 Error, 1/0 Buffer Low  warning fail-safe

Remote
detected.

Both Local and Fail Safe Software
err-low-mem 144115188075855882 Error, Session Memory  warning fail-safe
Remote
Low detected.

Both Local and Fail Safe HA cannot
Remote send ADV packets.

HA group change to
Both Local and Force Self Standby

ha-standby 144115188075855875 Remote AUTO-Set/ MANUAL - information fail-safe
Set.
Fail Safe: y/NO

ha-vrr-config 144115188075855883 gg::o't‘eoca' and | A/VRRP-A is information fail-safe
configured.

Both Local and Fail Safe HW Monitor . . .
hw-mon 144115188075855886 Remote Enabled/Disabled . information fail-safe
init 144115188075855873 Both Local and Fail Safe is initialized. information fail-safe

Remote
mem-reset 144115188075855888 Both Local and sess/sys mem threshold information fail-safe

Remote reset to default value.
mem-thresh 144115188075855887 ~ Soth Localand - sess/sys/fpga mem information fail-safe

Remote threshold .




Both Local and

Fail Safe recovery

recover 144115188075855884 Remote notification to information fail-safe
HA/VRRP-A/null.

Both Local and Fail Safe set/unset
set-ha-standby 144115188075855876 Force Self Standby for  information fail-safe

Remote

HA group .

Both Local and Fail Safe set/unset

set-vrrp-standby 144115188075855879 Remote Force Self Standby for  information fail-safe
VRRP-A VRID .

Both Local and Fail Safe SW Monitor - . .
sw-mon 144115188075855885 Remote Enabled/Disabled fpga. information fail-safe
timeout 144115188075855889 52:20;0“' and o hwerror time out.  warning fail-safe
timeout-reset 144115188075855890 Both Local and sw/hw error timeout warning fail-safe

Remote reset to default value.

VITp-extra-msg 144115188075855878 ~ owh Localand  VRRP-Asendextra 60 ation fail-safe

Remote message .

VRRP-A change to
Both Local and Force Self Standby . . .
vrrp-standby 144115188075855874 Remote AUTO-Set/ MANUAL - information fail-safe
Set.
) Both Local and file operation debug .
debug-info 598978750440275970 Remote info debugging file
fail-status 598978750440275969 Both Local and file operation failed information file

Remote logs
rename-status 598978750440275971 gg?ol';:cal and file renamed operation  error file

rvice-export 598978750440275973 Both Local and file export info information file

Remote
service-import 598978750440275972 Both Local and System level file import information file

Remote info

Both Local and Failed to activate
Remote application bundle

Both Local and Failed to active new
Remote application bundle




app-add-bundle-fail

app-create-engine-fail

626000348204498972

626000348204498965

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Add application bundle
failed

Failed to allocate global
resource for application
classification module

Allocate application
worker failed

Application bundle is in
used for traffic
classification

Application bundle is
loaded

Failed to reload
Application bundle

Application bundle is
reloaded

Reloading Application
bundle

Set application bundle
callback failed

Enable/Disable
application category
failed

Application category
has no apps

Application category
info is not consistent

Application
configuration success

Create application
bundle failed

Create application
category failed

Create application
engine failed

critical




Both Local and Create application

app-create-worker-fail 626000348204498967 " critical fw
Remote worker failed
app-destroy-bundle-fail 626000348204498986 ~ Doth Localand  Failed to destroy warning fw
Remote application bundle
_enable-sig-fail 626000348204498969 ~ Coth Localand  Enable applicationsig ¢ 0y fw
Remote failed
Application engine is
-engine-basic-dpi-m 626000348204499004 ot Localand o ing in basic DPI information fw
Remote
mode
app-engine-loaded 626000348204499003  Doth Localand  Application engineis e novion fw
Remote loaded
Failed to find

find-web-ext-tag-fail 626000348204408083 Lot Localand i ation web error fw

Remote .
extension tag

Both Local and Get application sig

app-get-sig-fail 626000348204498962 . critical fw
Remote failed
app-get-tag-fail 626000348204498984 ~ Doth Localand — Failed to gettags from 0 fw
Remote application
S Both Local and Application-ID exceeds
app-id-exceed 626000348204498982 Remote upper limit error fw
app-mem-pool-type 626000348204499010 Both Local and Check application information fw
Remote memory pool type
app-no-license 626000348204498964 ot Localand  QOSMOS is not critical fw
Remote licensed
-path-too-lon 626000348204498991 Both Local and Classification path is warning fw
app-pati-1oo-1ong Remote too long
Enable/Disable
app-protocol-fail 626000348204498989 Both Local and application protocol warning fw
Remote .
failed
app-reload-add-bundle-fail 626000348204498997 Both Local and Agid application bundle warning fw
Remote failed
Create application
-reload-create-bundle-fail 626000348204498093 ot Localand e failed when warning fw

Remote
reload




Both Local and Enable application sig

app-reload-enable-sig-fail 626000348204498995 . warning fw
Remote fail
Application engine
app-reload-engine-disabled 626000348204498998 Sg::OI{:cal and disabled during bundle  warning fw
reload
app-reload-get-sig-fail 62600034820449898g  Doth Localand - Get application sig warning fw
Remote failed when reload
Set application bundle
app-reload-set-bundle-ch-fail 626000348204498994 Sg::OI{:cal and callback failed when warning fw
reload
app-stat-id-exceed 626000348204498987 ~ Doth Localand - Application stat ID warning fw
Remote exceeds upper limit
-tag-trun 626000348204498981 Dot Localand  Application Tag name .., fw
Remote is truncated
f-byzone-fail 626000348204498977 ~ Doth Localand  Prepare FWbyzone o, fw
Remote data failed
fw-compile-fail 626000348204498959 ~ both Localand  Rule set compilation o0y fw
Remote fail
fw-compile-fail-time 62600034820449895g ~ Doth Localand - Rule set compilation o, fw
Remote fail time
Rule set compilation
fw-compile-oom 626000348204498960 EZ:]‘O';SC"’“ and il due to out of critical fw
memory
fw-compile-success 626000348204499001 Both Local and Rule Set complile information fw
Remote success
fw-create-rule-fail 626000348204498973 gg::o't'eoca' and  create FW rule failed  critical fw
fw-ip-helper-fail 626000348204498976 ~ Doth Localand  Add rule for IP-helper .., fw
Remote failed
Allocate memory for
fw-rule-by-uid-alloc-fail 626000348204408080 Lot Localand b e by uid table  critical fw
Remote .
failed
fw-ves-pkt-fail 626000348204498975 ~ Doth Localand — Add rule for VCS critical fw

Remote packets failed

Both Local and Add rule for vrrp-a




fw-vrrp-rule-fail

626000348204498974

session sync failed

critical

Both Local and
Remote

GTP PCRE2
compilation failed

Both Local and
Remote

Allocate memory for
zone failed

Both Local and
Remote

Both Local and
Remote

Delete failed because
zone not found

Both Local and
Remote

FW DDosS protection
added L3 entry - IPv4

Both Local and
Remote

FW DDosS protection
removed L3 entry -
IPv4

Both Local and
Remote

FW DDosS protection
added L3 entry - IPv6

Both Local and
Remote

FW DDosS protection
removed L3 entry -
IPv6

Both Local and
Remote

Enable/Disable FW
SYN Cookie Logs

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

535981132215222277

Both Local and
Remote

GSLB parse fail

information

gslb.dns



Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

GSLB receive a ipv6
dns query

GSLB receive a dns
response

GSLB receive a ipv6
dns response

Action on GSLB object,
either enabled or
disabled

gslb service-ip config
limit exceeded

GSLB object status is
changed

GSLB object status is
changed

gslb service port exceed
limit

GSLB object status is
changed

GSLB initialization
complete

GSLB initialization
failed at cache creation

hd monitor operation
log

service-group member
operational status




sub_compound_state

450395512181358593

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

sub-compound status
changed

fips mode cannot use
https

wget
username/password
authentication failure

wget generic error
message

wget SSL verification
failure

wget return other error
code

Operational error logs
for interface when
copying from running-
config to startup-config

Operational error logs
for interface when

information

error

health.monitor.method.compound




icmp_exceed

427841964600197124

427877148972285954

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

copying from running-
config to startup-config

Operational error logs
to remove the interface
from running-config

Operational error logs
when saving backup
interface flag

Shared memory var
su_g_penlfBackup
cannot be accessible

Operational error logs
when removing
interface from startup-
config

Interface bring
up/shutdown error logs

Interface takes back
operation is success

Interface takes over
operation is success

Interface status changed
to up/down

Interface warning logs
when IP address
conflicts with another
machine on the network

Operational logs when
load interface name
from a specific file.

Failed to add static
route entries to the
table.

Ethernet Interface
ICMP packet rate limit
exceeded, drop all
packets for lockup

error

error

information

interface

interface.ethernet




427877148972285955

427929925530419202

427929925530419203

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Ethernet Interface
ICMPV6 packet rate
limit exceeded, drop all
packets for lockup
period

Ethernet interface state
change

LIF interface state
change

Loopback interface
state change

Management interface
port status changes to
up/down

Management2 interface
port status changes to
up/down

Trunk interface state
change

Tunnel interface state
change

Virtual Interface ICMP
packet rate limit
exceeded, drop all
packets for lockup
period

Virtual Interface
ICMPV6 packet rate
limit exceeded, drop all
packets for lockup
period

VE interface state
change

Anomaly drops for
fragmentation policy
match

information

information

information

interface.ethernet

interface.ve

interface.ve




general -attack-policy

247785940435599369

148618787703226374

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Anomaly drops for
general attacks policy
match

Anomaly drops for IP
header policy match

Anomaly drops for
PBSLB policy match

Anomaly drops for tcp
attcks policy match

Anomaly drops for tcp
syn policy match

Anomaly drops for tcp
syn policy match

Anomaly drops for tcp
header policy match

Anomaly drops for
tunnel policy match

Anomaly policy match
for TCP attacks

Failure to set IPv6
transparent mode
address

ICMP IPv6
Advertisement
checksum error

Duplicate IPv6 address
detected

connect failed in sock
init

Could not get LDAP

warning

information

ip.anomaly-drop

Idap-server




oper-error

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

server

Al10AdminPartition
attribute is not
configured in LDAP
server

link startup config
failed

link startup config
succeed

multi-ctrl-cpu
blacklisted

multi-ctrl-cpus not
allowed

not run HW Diag when
rebooted

run the default profile
when rebooted

run HW Diag when
rebooted

run with L7 optimized
profile when rebooted

Duplicate IP address




dupe_ipmac

kill_instance_failure

252412685365280769

909727124728840207

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

detected

LLDP ready to send out
the packet

LLDP remote table
changed

Trunk ICMP packet rate
limit exceeded, drop
ICMP packets for
lockup period

Trunk ICMPV6 packet
rate limit exceeded,
drop ICMPV6 packets
for lockup period

Virtual wire state
change

Failed to access ngwaf
binary

alOngwaf status change
action failure

alOngwaf status change
action success

NGWAF disabling on
vport failed

NGWAF disabling on
vport succeeded

NGWAF enabling on
vport failed

NGWAF enabling on
vport succeeded

Failed to create new
alOngwaf instance

NGWAF instances limit
reached

Failed to kill an

warning

network.arp




Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

alOngwaf instance

Killed an alOngwaf
instance

Failed to kill all
alOngwaf instances

Killed all alOngwaf
instances

Maximum tracked
custom signal exceeded

HTTP request is
blocked by ng-waf

HTTP request is
marked by ng-waf

HTTP request is
redirected by ng-waf

NGWAF restart request
send failed

NGWAF restart request
sent success

update NGWAF server
info

NGWAF vport limit
reached

Information related to
partition creation

Error on creating
partition

Information related to
partition deletion




deletion_error

27021597764222980

473053882734346246

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Error on deleting
partition

Error on deleting
partition

Error on creating
partition

Failed to load dir on
creating partition

Mapping file error on
creating partition

when actions of PKI
ACME-Certificate is
triggered

PKI1 ACME entry
already exists for cert

PKI ACME entry not
found for cert

PKI ACME-Certificate
currently in use and
delete failed

PKI ACME-Certificate
parse token or value
failed

Maximum number of
ACME entries is
reached

PKI ACME memory
allocate failed

PKI ACME-Certificate
entry is created or
deleted

PKI ACME challenge
token is created

when actions of PKI
CMP-Certificate is
triggered

information

partition

pki.cmp-cert




Both Local and
Remote

PKI CMP entry already
exists for cert

Both Local and
Remote

PKI CMP entry not
found for cert

Both Local and
Remote

PKI CMP-Certificate
currently in use and
delete failed

Both Local and
Remote

Maximum number of
CMP entries is reached

Both Local and
Remote

PKI CMP memory
allocate failed

Both Local and
Remote

PKI CMP-Certificate
entry is created or
deleted

Both Local and
Remote

when actions of PKI
SCEP-Certificate is
triggered

Both Local and
Remote

Maximum number of
SCEP entries is reached

Both Local and
Remote

PKI SCEP memory
allocate failed

Both Local and
Remote

PKI SCEP entry already
exists for cert

Both Local and
Remote

PKI SCEP entry not
found for cert

Both Local and
Remote

PKI SCEP-Certificate
currently in use and
delete failed

Both Local and
Remote

PKI SCEP-Certificate
entry is created or
deleted

Both Local and
Remote

alloc-fail

716072340751908872

Both Local and
Remote

Unable to allocate

plat-buff-stats




System is going to

Both Local and rreboot due to Core

Remote CRC Error detection..

core-crc-err 716072340751908874 gg::olgeocal and FPGA Core CRC Error  error plat-buff-stats

csum-err 716072340751908873 Both Local and verify_content: wrong error plat-buff-stats
Remote csum

error 716072340751908866 Dot Localand  FPGA error from error plat-buff-stats
Remote backend

fpga-pkt-send-perf-failed 716072340751908876 Both Local and F?GA packet send perf information plat-buff-stats
Remote failed

invalid-buf-index 716072340751908870 gz::o't'eoca' and ) tfer invalid index  error plat-buff-stats

. Both Local and Failed to map internal

map-fail 716072340751908871 Remote ring error plat-buff-stats

notice 716072340751908867 Eg::olgé)cal and exceed rate limit notification plat-buff-stats

status 716072340751908865 oot Localand - Failed to fill transmit ;oo plat-buff-stats
Remote chunk

warning 166633186212708354 gg:rt]wol{:cal and Radius Role mismatch ~ warning radius-server

fail 373798760071751169 ot Localand oot failed error reboot
Remote

restart 373798769071751170 Both Local and System is going to emergency reboot
Remote restart

fail-status 328762772798046210 Both Local and Timer thread failure error reload
Remote

succ 328762772798046211 ggﬂolggcal and Reload process Success  information reload
Both Local and . . .

system-state 328762772798046209 Remote ACOS begin reload information reload

neighbor-status 54950052328337817  Deth Localand  BGP neighbor status ) igieavion router.bgp

Remote

change




notification

549509523283378180

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

BGP notification
received/sent

BGP Prefixes exceeded
maximum number

IS-IS interface mode
changed to active or
passive

Neighbor FSM State
Change

Number of ISIS routes
exceeding the system
limits

Notification for
interface add to trunk

Notification for
interface removal from
trunk

OSPF neighbor FSM
State Change

Maximum Number of
OSPF Routes Exceeded

Could not get aflex
name from partition

Failed to add the black-
white list

Failed to create
temporary directory for
import

Failed to allocate
memory register
callback function

Cluster server status
info

notification

router.bgp




vserver-traffic-map

license-bw-unlimi

license-core-unlimit

630591908762091522

409827566090715145

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Scaleout update virtual
server traffic map

Nodes joining and
leaving scaleout

Re-election has been
triggered

Single node status of a
local device

Local device being
disabled

Distributing traffic map
on change in active
nodes in scaleout

Change in traffic map
status

License BW is
unlimited

License
Port/Connectivity limit
is set

License
Port/Connectivity is
unlimited

System
Reloaded/Rebooted due
to license core limit is
set

System
Reloaded/Rebooted due
to license core is

information

notification

scaleout.cluster

scm

scm




unlimited

Both Local and System Rebooted due

license-memory-limit 409827566090715139 Remote to license memory limit  notification scm
is set

license-memory-unlimit 409827566090715144 Both Local and L'C?@e memory 1S notification scm
Remote unlimited

license-pps-limi 409827566090715138 Both Local and License PPS limit is set  notification scm
Remote

license-pps-unlimit 409827566090715143 Both Lacal and Llc_en§e PPSis notification scm
Remote unlimited

Both Local and Information related to

creation-info 747597538143502341 Remote service partition information service-partition
creation
creation_error 747597538143502337 Both Local and Erro_r on cre_afung error service-partition
Remote service partition

Both Local and Information related to

deletion-info 747597538143502342 Remote service partition information service-partition
deletion
deletion_error 747597538143502339 Both Local and Erro_r on del_efung error service-partition
Remote service partition
deletion_failure 747507538143502340  Doth Localand - Error on deleting error service-partition
Remote service partition

Both Local and Mapping file error on

mapping_file_error 747597538143502338 Remote creating service error service-partition
partition
notif 414331165718085633 Sﬁﬁﬁoﬁe‘m' and  Setting product ID notification set-product-id
info 487778542453522433 Both Local and aFleX log command information slb.aflex-log
Remote executed
Number of QAT VF
gat-invalid-vf-count 486406351942057985 Both Local and instances are less than warning slb.common

Remote Polling CPUs

Both Local and SLB FTP Proxy Line
Remote too long

Both Local and




ff _too_small 487198000314056716 Buffer queue too small ~ warning slb.http-proxy

Remote

Both Local and .
buff_queue_too _small v4 487198000314056744 Remote Buffer queue too small ~ warning slb.http-proxy
buff queue too_small v6 487198000314056745 Egmolfgcal and Buffer queue too small ~ warning slb.http-proxy
es_debug_event 487198000314056732 gg::o't‘eoca' and | TTp ES debug event  debugging slb.http-proxy
es event 487198000314056731 EZ:OI{:CM and HTTP ES event information slb.http-proxy

HTTP ES v4 request
Both Local and rate limit reached.
= - Remote Check server template
conn-rate-limit

HTTP ES v6 request

Both Local and rate limit reached. .

es_rate v6 487198000314056730 Remote Check server template warning slb.http-proxy
conn-rate-limit

. Both Local and . .
es_timeout v4 487198000314056727 Remote HTTP ES v4 timeout warning slb.http-proxy
imeout_v 487198000314056728 gg::o't‘eoca' and TP ESVBtimeout  warning slb.http-proxy

. Both Local and . .
generic_log 487198000314056726 No NAT pool available  warning slb.http-proxy

Remote

Both Local and HTTP header at

h r_count 487198000314056722 Remote location count is too warning slb.http-proxy
long

Both Local and HTTP header at

header_count_ip 487198000314056754 Remote location count is too warning slb.http-proxy
long

Both Local and HTTP header detail

header_detail 487198000314056723 Remote when HTTP header is warning slb.http-proxy
too long

Both Local and HTTP header detail

h r_detail i 487198000314056755 Remote when HTTP header is warning slb.http-proxy
too long




Both Local and

header_invalid 487198000314056720 Remote HTTP header is invalid  warning slb.http-proxy
header_invalid_ip 487198000314056752 gg::o't-eoca' ad  LTTP header is invalid  waming slb.http-proxy
header _name_long 487198000314056733 Both Local and HTTP header name too warning slb.http-proxy
Remote long
header_too_long 487198000314056719 ~ Coth Localand — HTTP headeristoo i slb.http-proxy
Remote long
h r_too_long_i 487198000314056751 Both Local and HTTP header is too warning slb.http-proxy
Remote long
http1x_request event 487198000314056735 Remote only HTTP request event information slb.http-proxy
http_line_too_long 487198000314056747 gz::o't'eoca' ad  rTPlinetoolong  warning slb.http-proxy
http line too long_ip 487198000314056757 gg::olical and HTTP line too long warning slb.http-proxy
http_request_event 487198000314056734 Remote only HTTP request event information slb.http-proxy
http_request_log 487198000314056746 gg::olggcal and HTTP request warning slb.http-proxy
http_request_log_ip 487198000314056756 Dot Localand rrn o lest warning slb.http-proxy
Remote
http_resp not beg_hdr 487198000314056748 Both Local and HTTP response not warning slb.http-proxy
Remote beginning of header
Both Local and HTTP response not .
http _resp not beg hdr i 487198000314056758 Remote beginning of header warning slb.http-proxy
Both Local and HTTP header log when
log_line 487198000314056721 Remote HTTP header name is warning slb.http-proxy
too long
Both Local and HTTP header log when
log _line_ip 487198000314056753 Remote HTTP header name is warning slb.http-proxy
too long
Iwnode_rport_add_error 487198000314056713 Eg::olgé)cal and Lwnode rport add error  warning slb.http-proxy
lwnode_rport_create_error 487198000314056709 ~ Coth Localand - Failed to create lwnode . i slb.http-proxy

Remote dummy real port



Both Local and

Iwnode_rport find_error 487198000314056710 Remote Lwnode rport find error  warning slb.http-proxy

Iwnode_rserver_create error 487198000314056708 Both Local and Failed to create wnode warning slb.http-proxy
Remote dummy rserver

wn rvice_create_error 487198000314056711  Deth Localand - Lwnode service create i) slb.http-proxy
Remote error

Iwnode_service_find_error 487198000314056712 Both Local and Lwnode service find warning slb.http-proxy
Remote error

Both Local and HTTP Cookie header
message 487198000314056706 Remote has unknown format. warning slb.http-proxy
Message key is given

Both Local and HTTP queue depth

roxy_queue_depth_exceeds 487198000314056724 Remote exceeded warning slb.http-proxy

Doy ot opt pcesds v agiopoo0sLansze BONLOGHMS TP QR g

o oo piceeds v6 doTioeoo0stacsrap BOMLocalamd  HTTPGeeceh oo gpnpoey
sovament  aosooscsszs SULSHMLroiiinn wamng sty

oot nooosuossrsr SULEM gt vamng  sbhppoy
oty amseoostcssze SULSIEimoncon wamng sbhweoy
ot oceed  amovooosuaossa SULEN ey vaming  sbhppoy
"""""" obocsiv oo EULOEI  opgoces wamng sy
ot oo v amovooocuacssriz SULEN o enocees  vaming  sbhppoy
" weent  smomoocaosos PO olien wamng sbhppoy

Remote

Both Local and
Remote




queue_full v6

487198000314056743

487074855011745795

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Queue full
Too many headers in

request

Too many headers in
request

Too many response
header

Too many response
header

HTTP Cookie header
has unknown format

HTTP Processing of
aflex retry

Decompression length
error

Deflate string length
error

Unknown
decompression error

Compression
information

SPDY compression
length error

Service contains no
class-list or aaa-policy

server connection
failure

Unexpected message
received

warning

slb.http-proxy

slb.mssql




486758195662946308

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Client failure to
authenticate

found

SLB resource threshold
above limit

SLB resource threshold
drops below limit

Secure Gaming Packet
Drop

SLB Server creation or
deletion

SLB Server reservation
count became negative

Static/Dynamic (for a
different hostname)
SLB server with the
same IP already exists

SLB Server exceeded
Conn Limit or Conn

warning

slb.server




486758470540853260

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Rate Limit

FWLB spoofing MAC
entry unavailable

Information about
GSLB Dynamic Service
IP Exceeded

SLB server is now
eligible to resume
accepting connections.

SLB Server selection
failed

SLB Server health state
change

SLB Server error in
sending health status
update from Master to
Blade

SLB server has
exceeded its bandwidth
rate limit threshold.

SLB Server Port got
created or deleted
successfully.

SLB Server port
reservation count
became negative

Could not find the
authentication server
associated with this slb
server.

SLB Real Server Port
down due to
dampening. Flaps
exceeded max flaps in
configured period.

Back Server was
disabled from selection

information




disable_using_backup node

486758470540853252

Both Local and
Remote

for new connections.
Connections will
resume for primary
server(s)

information

slb.server.port

486758470540853253

Both Local and
Remote

SLB Server Port
selection failed due to
exceeding conn limit or
conn rate limit on the
port

Both Local and
Remote

SLB Server port ICMP
v4 packet rate limit
exceeded

Both Local and
Remote

SLB Server port ICMP
v6 packet rate limit
exceeded

Both Local and
Remote

SLB server port state
status change

Both Local and
Remote

SLB Real Server Port
potential loop detected

Both Local and
Remote

SLB server port is now
eligible to resume
accepting connections.

Both Local and
Remote

SLB server port state
error in sending health
status update from
Master to Blade

Both Local and
Remote

SLB server port has
exceeded its conn limit
or bandwidth rate limit
threshold.

Both Local and
Remote

SLB Server Service got
created or deleted
successfully.

Both Local and
Remote

SLB server service state

status change

dampening

486775787848990732

Both Local and
Remote

Service group currently
down as a result of
dampening

information

slb.service-group




Change in service group

Change in service group

Sg_group
state
status
nd_err

486775787848990722

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Disabled new
connections on backup
server(s) on group,
resume primary server
port

Stateful method is
currently enabled for
service group

Stateless method is
currently enabled for
service group

Enabled new
connections on server
port in service group

Reason for state change
from server port
without virtual-server
configured

Service group minimum
active member state

Reset-unknown-conn
packet rate limit
exceeded.

Enabled new
connections on server
port in service group

display state

status

SLB Service Group
error in sending health
status update from
Master to Blade

Log top servers in
service-group

Log top 10 servers in

information




top_message param 486775787848990734 Both Local and service-group by information slb.service-group

Remote :
response-time

Reason for state change

vip_host_reason 48677578784899072¢  Doth Localand - from server portwith e oo slb.service-group
Remote virtual-server
configured
failed to_get blade_info 487321145616367618 Both Local and SLB SW't.C h Failed to information slb.switch
Remote get blade info
ran_out of memory 487321145616367617 sgﬂol{fcal and Ran out of memory information slb.switch
Both Local and ;
log-ssl-alert 486706518616440845 Remote SSL Alert Log alert slb.template.client-ssl
log-ssl-cert-pinning-feedback-error 486706518616440861 Both Local and Cert Pinning Feedback error slb.template.client-ssl
Remote Error
log-ssl-cert-pinning-noti 486706518616440859 ggﬂolgecmal and Cert Pinning Notify warning slb.template.client-ssl
log-ssl-crit-SVMFailed 486706518616440857 Both Local and Fa”?d to create Inet critical slb.template.client-ssl
Remote service group
log-ssl-err 486706518616440851 Eg::olzecmal and SSL Error Log error slb.template.client-ssl
Both Local and . . . .
log-ssl-info 486706518616440837 Remote SSL Information Log information slb.template.client-ssl
log-ssl-info-Alert 486706518616440849 Egg:olt_;cal and SSL Alert Message information slb.template.client-ssl
log-ssl-info-Cert 486706518616440850 Both Local and SsL Cert_lflcate information slb.template.client-ssl
Remote Information
log-ssl-info-InterceptFailed 486706518616440846 gg::OI;:(:aI and SSL Intercept Failed information slb.template.client-ssl
log-ssl-info-MaxSNILimit 486706518616440841 EZ::OI{:C&“ and SSL Max SNI Limit information slb.template.client-ssl
log-ssl-info-RetrieveFailedSubject ~ 486706518616440842 ~ Deth Localand  SSL Retrieve Subject ¢ avion slb.template.client-ss|

Remote Failed

Both Local and SSL Retrieve UPN
Remote Failed




log-ssl-info-RetrieveFailedUPNTwo

log-ssl-info-SNIFail reation

486706518616440844

486706518616440833

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

SSL Retrieve UPN
Subject Failed

SSL SNI Context
Creation Failed

SSL Server CA
Verification Failed

Failed to Load Multi-
Class-list

IPV4 Request was
Timed-out

out

SSL Inspection
Bypassed

SNI and cert not
matched

SSL Inspection
Successful

information

information

slb.template.client-ssl

slb.template.client-ssl




Remote

Real port empty when
terminating persistent
TCP connection

Log DNS Query Drop
for FQDN label count
Filter

Log DNS Query Drop
for FQDN label count
Filter

Log DNS Query Drop
for FQDN label length
Filter

fadn_length filter drop log v

Log DNS Query Drop
for FQDN label length
Filter

Log DNS Query Drop
for TLD Filter

Log DNS Query Drop
for TLD Filter

Log DNS Request
Header and Questions

Log DNS Request
Header and Questions

Log DNS Request
Question

Log DNS Request
Question

Log ipv4 DNS
Response Header and
Answer

486715314709463052

Remote only

Log ipv4 DNS
Response Header and
Answer with Rcode

information

slb.template.dns-logging




Log ipv6 DNS
response_both_log_v6 486715314709463047 Remote only Response Header and information slb.template.dns-logging
Answer

Log ipv6 DNS
r n h log v6 r 486715314709463054 Remote only Response Header and information slb.template.dns-logging
Answer with Rcode

Log ipv4 DNS

r nse h r | 486715314709463044 Remote only Response Header information slb.template.dns-logging
Log ipv4 DNS
r nse_h r_log r 486715314709463051 Remote only Response Header with  information slb.template.dns-logging
Rcode
response_header_log_v 486715314709463046  Remote only Log ipvé DNS information slb.template.dns-logging
Response Header
Log ipv6 DNS
r nse _h r_log v6 r 486715314709463053 Remote only Response Header with  information slb.template.dns-logging
Rcode
request_log 486715327594364929 Remote only I(;L;stom DNS request information slb.template.dns-logging.custom-log
Custom DNS response . . .
response_log 486715327594364930 Remote only log information slb.template.dns-logging.custom-log
timeout_log 486715327594364931 Remote only I(gtéstom DNS timeout information slb.template.dns-logging.custom-log
This source address and
Both Local and hostname combination
exceed rate 486707639602905089 Remote has exceeded the filter-  warning slb.template.dns.response-rate-limiting
rate and will be rate-
limited
This DNS reply hit the
licy_ex 486707665506926593 gg:;wolg:cal and rule in Response Policy information slb.template.dns.rpz.logging
Zone
rox depth 486705693982720001  Doth Localand  HTTP proxy queue warning slb.template.http
Remote limit exceeded
roxy_queue_depth v4 486705693982720003 Both Local and HTTP proxy queue warning slb.template.http
Remote limit exceeded
rox h_v 486705603082720004 SOt Localand —HTTP proxy queve i slb.template.http

_ . - Remote limit exceeded



Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Server SSL Context
Failed

SLB IMAP-POP3
Request Line Too Long

Link exceeded
bandwidth interval

Receive Forward Proxy
HTTP request and
response

no-client-conn-reuse
does not work with
https ssli connections

SIP request header table
exists

SIP template header is
invalid

SIP template header is
too long

SIP request line is
longer than the
threshold

SIP template has more
headers than the
capacity of header table

SIP template request is
unknown

SIP template unknown
version

SMTP records the
number of headers

SMTP request line is
too long




conn_limit

486710641785044994

486793380035035141

486793380035035142

486793654912942087

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

SMTP request has more
headers than the
capacity of header table

user tries to use half-
close-idle-time option

SLB Virtual-Server
Action

SLB Virtual Server
connection limit
exceeded

SLB Virtual Server
connection rate limit
exceeded

Debugging SLB
Virtual-Server virtual-
port list

SLB Virtual Server
exceeded limit

SLB Virtual Server
ICMP packet rate limit
exceeded, drop all
ICMP packets to this
virtual server for lockup
period

SLB Virtual Server
ICMPV6 packet rate
limit exceeded, drop all
ICMPvV6 packets to this
virtual server for lockup
period

SLB Virtual Server
state change

SLB Virtual Server Port
is created/deleted

SLB Virtual Server port
exceeded configured
connection limit and
logging enabled

warning

information

information

warning

slb.template.smtp

slb.virtual-server

slb.virtual-server

slb.virtual-server.port




486793654912942088

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

SLB Virtual Server port
exceeded configured
connection rate limit on
vport template and
logging enabled

SLB Virtual Server port
exceeded limit

SLB Virtual Server Port
failure at server
selection during aflex
Iw port command

SLB Virtual Server port
QPS touch configured
high threshold on vport
template

SLB Virtual Server port
QPS touch configured
low threshold on vport
template

SLB Virtual Server port
QPS back to normal

Failed to create SSL
context for SNI
configuration in client-
ssl template under vport

GSLB is
enabled/disabled on
SLB Virtual Server Port

SLB Virtual Server Port
state changed

SYN cookie




syn-cookie-status 436849163854938113 . . information syn-cookie
Remote configuration status

Both Local and Disk is full and remove

AAA-rm-fail 175640385467449566 Remote old AAA logs warning system
automatically
Compression-report-error 175640385467449479 Both Local and board report error error system
Remote
HeartBeat-api-connect-fail 175640385467449458 ggrt:OI;:cal and create connect failed error system
HeartBeat-api-connection-failed 175640385467449459 Egmolggcal and create thread failed error system
HeartBeat-api-create-fail 175640385467449457  Both Localand o thread failed error system
Remote
TRANSMIT_INIT 175640385467449345 ~ Soth Localand — ip Initial transmit error system
= Remote environment failed.
al0Stat-error 175640385467449499 gg::o't‘eoca' and  10stat failed error system
Both Local and . .
al0Stat-kill 175640385467449525 Remote al0Stat killed process.  warning system
a10lb-failed 175640385467449477  BothLocaland o coired error system
Remote
10monitor-restart-fail 175640385467449452 ~ Both Localand — alOmonitor restart error system
Remote failed
alOmonitor-restart-process 175640385467449447 EZ::OI»;:C&II and process restart error system
alOmonitor-start 175640385467449500 Both Local and process failed error system
Remote
1 -all -mem-error 175640385467449470 gg::olgeocal and allocate memory failed  error system
alOstat-thread-create-error 175640385467449471 Egmolgé)cal and thread create failed error system
10timer-pid-fail 175640385467449529 gg::olt_:cal and et a10timer pid failure  warning system

acos-reboot-failed 175640385467449361 Both Local and ACOS reboot failed critical system




acos-reboot-ready
-repootin

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

ACOS is ready to
reboot

ACOS is ready to
shutdown

Blade Went to
Operational Phase

Cannot open alb status
file

Open Fpga Temperature
pipe failed

Cannot set SIGHUP
handling function

Cannot set SIGINT
handling function

Cannot set SIGPIPE
handling function

Cannot set SIGQUIT
handling function




cannot-set-sigterm

core
core-ht
couldnot-find-host

175640385467449367

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Cannot set SIGTERM
handling function

Cannot set SIGUSR1
handling function

Cannot set SIGUSR2
handling function

Failed to obtain port
state.

Change service port
failed.

System core
Configuration changed

System core hyper-
threading Configuration
changed

CPU temperature sw
state change failed

gzip cpulimit process
start error

Cannot create Intf data
file

critical

system




crypto-board-access-error

175640385467449480

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

board is unaccessible

System data port
Configuration changed

System data port index
changed

WARNING: DB
version is unmatched

System will not support
the 2x40g mode when
rebooted

System will not support
the 4x10g mode when
rebooted

System will not support
the jumbo packets when
rebooted.

Failed to start DNS
watch thread

Enabled round robin on
packets to data CPU

system




egress-pps-drop-limit

fail-getting-swo-buff

fast-aging-half-open-threshold

175640385467449598

175640385467449591

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Pkt drop due to Egress
PPS limit

System will support the
2x40g mode when
rebooted

System will support the
4x10g mode when
rebooted

System will support the
jumbo packets when
rebooted.

Fail Safe HA Force Self
Standby Status is
Invalid.

Fail Safe action
timeout.

Fail Safe VRRP-A
Force Self Standby
Status is Invalid.

enabling fast aging for
half open threshold

warning

critical

system

system




fast-aging-syn-check-on-threshol

fatal-error-access

fips-notif

fork-failed
-license-bad-

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

reached

enabling fast aging for
memory threshold
reached

enabling fast aging for
syn check on threshold
reached

enabling fast aging for
total free conn
threshold reached

Unknown Fatal error
occurs

error code when getting
license

send license message
failed

license msg length is
incorrect

System is greater than
threshold

Hard Drive may have
reached its storage limit

10_CHAN Health Error
Count.

I0_CHAN Health RX
Count.

I0_CHAN Health TX
Count.

There is a HeartBeat
timeout .




hmon-failed-times

hmon-thread-fail

Invalid of arguments for

175640385467449498

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

hmon failed

System will Deep
HRXQ when
rebooted/reloaded

Pkt drop due to Ingress
PPS limit

Init DNS of sysutil
module failure

Init interface of sysutil
module failure.

Init mgmt config of
sysutil module failure

Init monitor config
failure

Init Netutil config
failure

Init raid config of
sysutil module failure

Init time config of
sysutil module failure

msg_type

system




invalid-option

invalid-username-length

175640385467449472

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

invalid option

System 10 core
Configuration changed

A lease IP is gotten
from DHCP server

LB process not
responding. Rebooting
AX.

Link startup-config to
profil

Fail to rotate logs to
save disk space

System is lesser than
threshold

Too many ports were
specified.

Too many radius proxy
ports were specified.

Too many service ports
were specified.

Master Went to
Operational Phase

The memory has been
used

Broadcast packets on
mgmt port exceeded the
rate limit

system




175640385467449346

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

System management
port Configuration
changed

dropped broadcast
mgmt was reset.

dropped broadcast
mgmt was reset to 0.

FPGA channel missed
health packets.

SYSTEM Power
Voltage

SYSTEM Temperature
Out Of Range

SYSTEM Value Over
Threshold

System monitor process
started/stopped.

SYSTEM Monitoring
Treshold

None of service ports
were specified.

NTP server is in polling

information

system




ntp-polling

175640385467449559

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

NTP server is in sync
with system

No NTP server defined.
Setting time source to
hardware calendar

No NTP server defined.
Failed to set time
source to hardware
calendar

Cannot open more
sessions.

Pkt drop due to
bandwidth limit

System management
poll mode
Configuration changed

System detected power
supplies are not in valid
status

System recovered in
power supplies.

stop it

information

system




process-signal-fail

175640385467449528

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

send signal failure

The processes of
module started/stopped

Failed to link profile to
startup-config

File system is mounted
READ ONLY

reloaded from call
chm_api_reload
executed

ACOS has reloaded

warning

system




reload-succed 175640385467449538 information system

Remote successfully.

remove-file-fail 175640385467449589 Both Local and remove file failed error system
Remote

remove-interface-mapping-failure 175640385467449414 Egﬁ:olggcal and remove file failed error system

rename-sys-file-error 1756403854674494g6 Dot Localand o e file failed error system
Remote

restore-config-failed 175640385467449505 EZ::OI»;:C&II and restore failed error system

save-config-failed 175640385467449494  Soth Localand oo fire failed error system
Remote

save-interface-mapping-failure 175640385467449412 ~ Both Localand  save inteface mapping o\ system
Remote failed

save-sys-file-failure 175640385467449411 Both Local and Save timezone file error system
Remote failed

-forced-open-file-error 17564038546744944g ~ Both Localand 6o oilure error system

Remote

sb-forced-process-file-error 175640385467449449 EZ::OI;;CM and process file failure error system

schedule-reboot 175640385467449536 gg:;molggcal and Scheduledreboot . information system

hedule-r -cancel 175640385467449537 Both Local and ACOS schedule information system

Remote cancelled.

scp-succeed 175640385467449530 Eg::olt_;cal and Scp successfully. information system

Cannot set session limit

sess-limit-fail 175640385467449554 Both Local and to which is Ies_s than the information system
Remote number of active
sessions.
sess-timeout 175640385467449555 Both Local and Session timed out information system

Remote

Both Local and Set next HD/CF boot
Remote from image




set-time-source-failed

175640385467449495

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

process file failed

Received SIGHUP
signal from process

Single Board Mode
Enabled

Faild to send smime
mail.

System will run the
SPE profile when
rebooted/reloaded

Stopped round robin on
packets to data CPU

System temperature sw
state change failed

system




system-shutdown-failed 175640385467449360 Remote System shutdown failed critical system
system-shutdown-failure 175640385467449384 Both Local and System shutdown critical system
Remote failure
sysutil-interface-failed 175640385467449460 ggﬁ:ol{fcal and module exit failure error system
il-session-fail 175640385467449461 Dot Localand o e exit failure error system
Remote
tar-return-error 175640385467449503 EZ:OI{:CM and file format wrong error system
System recovered and
temp-recover 175640385467449564 Eg::olgé)cal and now within acceptable ~ warning system
temperature range.
temp-val 175640385467449562 EZ::OI{:C&I and temprature value info warning system
ime-sync-conf-fail 17564038546744932 ~ Coth Localand — Failed to gettime sync o 0 system
Remote conf
time-sync-thread-failed 175640385467449595 ~ Soth Localand - Failed tostart time sync . 0y system
Remote thread
update-if-err 175640385467449501 Eg?olg;cal and update interface failed error system
rade-no-space-error 175640385467440444 ~ DothLocaland - disk space caleulate o, system
Remote error
user-session-opened 175640385467449406 Both Local and A session for user has notification system
Remote been opened
. Both Local and VRRP-A send_adv .
vIrp-timer-err 175640385467449509 Remote timer on invalid parid warning system
web-server-restart 175640385467449546 Both Local and Web server is restarted information system
Remote due to http port changes
write-sys-file-error 175640385467449485 Egmolggcal and write file failed error system
Connections Per Second
Both Local and . .
cps-threshold 177188497839357954 (CPS) threshold information system.apps-global

Remote

exceeded




sessions-threshold

177188497839357953

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Number of Sessions
threshold exceeded

ICMP packet rate limit
exceeded, Drop all
packets for lockup
period

ICMPV6 packet rate
limit exceeded, Drop all
packets for lockup
period

IP-ThreatList added
entry for IPv4

IP-ThreatList added
entry for IPv6

IP-ThreatList removed
entry for IPv4

IP-ThreatList removed
entry for IPv6

ipmitool mc watchdog
failed

ipmitool flash check
failed

ipmitool flash check
failed

ipmitool ssd check
failed

ipmitool ssd check
failed

ipmitool flash check

information

system.apps-global




show-flash-interval-fail

how- ress-interval-fail

176308888537137157

176995258670776326

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

ipmitool reset interval
failed

ipmitool ssd check
failed

ipmitool watchdog
failed

ipmitool watchdog
failed

Wrong trailer from
cache free

Wrong trailer
addendum during
memory free

RADIUS access-
challenge missing state

Radius authenticate

system.ipmi

system.radius.server




ignoring duplicate client

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

bind failed

Response packet ID
does not match

id

System doesn't get the
A0 specific attribute

Could not get radius
server configuration

System doesn't get the
A10-Admin-Privilege
attribute

Look up NAS-IP-
Address failed

RADIUS server failed
to respond

Could not get radius
server

All RADIUS server
failed to respond

RADIUS packet is
corrupted

Error reading for
response from RADIUS
server

Error sending RADIUS
packet to server

System gets the vendor
specific attribute

RADIUS packet fails
verification

Verification of




verify-message-auth 176995258670776339 Both Local and Message-Authenticator  error system.radius.server

Remote attribute failed

Both Local and Error waiting for

waiting-err 176995258670776328 Remote response from RADIUS error system.radius.server
server

Both Local and Number of Descriptor

info 177469972816068609 size per queue for port  information system.set-rxtx-desc-size
Remote
changed
info 177487565002113025 ~ Coth Localand — Number of Queues per e noovion system.set-rxtx-queue
Remote port changed
ARP/ND6/IPv4
mismatch-correction 177892185281134594 Both Local and FIB/IPV.G FIBIMAC notification system.table-integrity
Remote table mismatch
correction
Both Local and ARP/ND6/IPv4
mismatch-error 177892185281134593 Remote FIB/IPv6 FIB/IMAC error system.table-integrity
table mismatch
ftp-abnormal-failed 177417196257935363 Egmolfgcal and ftp failed error system.timeout-value
ftp-failed 177417196257935385 Sg::olt_:cal and g failed error system.timeout-value
. Both Local and . . .
ftp-open-nectrc-failed 177417196257935361 Remote open ftp file failed error system.timeout-value
-write-nectrc-fail 177417196257935362 gzmolt_:cal and write ftp file failed error system.timeout-value
insufficient-disk-space 177417196257935364 22::;;:%“ and disk is full error system.timeout-value
scp-abnormal-failed 177417196257935380 Egi:olgé)cal and scp failed error system.timeout-value
scp-file-permission-error 177417196257935383 Sg::olt_:cal and oo file error error system.timeout-value
SCp-no-space-error 177417196257935384 Both Local and disk is full error system.timeout-value

Remote

scp-password-error 177417196257935381 gg?ol';:cal and scp failed error system.timeout-value




Both Local and

scp-su_SCPFile-exit 177417196257935379 process exit error system.timeout-value
Remote

scp-timeout-error 177417196257935382 gg::olical and scp timeout error system.timeout-value

scp-transfer-failed-status 177417196257935378 EZ?OIE:CM and scp failed error system.timeout-value

sftp-abnormal-failed 177417196257935373 oot Localand g rijeq error system.timeout-value
Remote

sftp-file-permission-error 177417196257935376 EZ:olt_scal and sftp failed error system.timeout-value

-no-space- 177417196257935377 Dot Localand iy e gy error systemtimeout-value
Remote

ftp-password-error 177417196257935374 22;'1‘0;"“' and o failed error system.timeout-value

sftp-timeout-error 177417196257935375 Egmolfgcal and sftp timeout error system.timeout-value

m-fread-error 177417196257935370 Sg::olt_:cal and  ead failed error system.timeout-value

tftp-abnormal-failed 177417196257935365 EZ::OI{:C&I and tftp failed error system.timeout-value

tftp-communication-error 177417196257935368 Both Local and tftp failed error system.timeout-value
Remote

tftp-failed-status 177417196257935386 22::;;:%“ and tftp failed error system.timeout-value

tftp local error (out of
Both Local and memory, can't

177417196257935371 Remote create/read file, and so error system.timeout-value
on)
tftp-network-error 177417196257935369 gg::olt_;cal and tftp failed error system.timeout-value
Both Local and received some kind of
tftp-rec-error 177417196257935372 error (like access error system.timeout-value

Remote denied).

tftp-timeout-error 177417196257935367 Both Local and tftp timeout error system.timeout-value




Both Local and

tftp-usage-error 177417196257935366 tftp failed error system.timeout-value
Remote

Unkown-author 396316767208603657 Both Local and Unkown authorization error tacacs-server
Remote method

. Both Local and authorization failed

auth-fail 396316767208603658 Remote with TACACS+ server rror tacacs-server
Both Local and . . .

bind-info 396316767208603649 Remote tacacs server bind information tacacs-server
Both Local and Connection error with

conn-err 396316767208603653 Remote TACACS error tacacs-server

Both Local and
Remote

Error receiving

Both Local and TACACS+
error-receive 396316767208603665 Remote Authorization error tacacs-server
RESPONSE from
server
Error sending
Both Local and TACACS+
error-send 396316767208603664 Remote Authorization error tacacs-server
REQUEST packet to
server
fail-auth-debug 396316767208603670 Both Lacal and Fail to get authorization rror tacacs-server
Remote debug level
fail-auth-method 396316767208603669  Cotn Localand - Fail to getauthorization tacacs-server
Remote methods
Both Local and Fail to get TACACS+
fail-get-server 396316767208603666 Remote Servers error tacacs-server
Both Local and TACACS+ Connection
fallback-mgm 396316767208603673 fallback to mgmt information tacacs-server
Remote .
interface
get-address-fail 396316767208603652 Both Local and tacacs ser\_/er get notification tacacs-server
Remote address fail

Both Local and Invalid RESPONSE
invalid-status 396316767208603663 status from TACACS+  error tacacs-server




364791569817010180

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

server

RESPONSE server
message

RESPONSE data field
MUST contain
alternative authorization
method

tacplus_shell_parse No
characters are found on
command line

insufficient memory
space

Authorization failed,
other alt auth method
indicated wont be used

No more TACACS+
servers to use or not
allowed to use

Cannot parse the
command line correctly

TACACS+ server
returns a FOLLOW
status.

Unkown authorization
method

unrecognized
authorization type

compatibility check
failed.

error

warning

upgrade




dcs-image-corrupt

Upgrade GUI image file

invalid-rollback-gui-im

rl-infra-oom

364791569817010184

761108337025613832

Both Local and
Remote

Both Local and

Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

dcs img mgmt file is
corrupt by ext img
upgrade

Upgrade image is
invalid

file is invalid: image
integrity test failed

Upgrade image file is
invalid.

is invalid.

Rollback GUI image
file is invalid.

Upgrade image is too
old for the current
platform

Upgrade exits with
signals

failed to change vcs
state Logs

Anomaly cleared for
monitored entity

New anomaly detected
for monitored entity

New anomaly detected
for a metric in
monitored entity

Directory creation
failed

visibility module out of
memory

rate limiting infra out of

upgrade

visibility




Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

memory

Visibilty Session log
enqueue fail

Enqueue to Visibility
shared job queue failed

HA VRRP-A
Information Log

VRRP-A adv timer
invalid

VRRP-A adv timer
pending when set vrid

Notify BGP about vrid
state failed

VRID related configs
are different between
boxes

VRRP-A discarded
notify because of rate
limite

give up due to double
master

VRID follower state
info

Force sVRRP-A
follower set
active/standby flag to
resource

VRRP-A follower
received unknown event

type

VRRP-a VRID
heartbeats missing

VRRP-A vrid invalid
info

VRRP-A master down




58740309202305036

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

timer invalid

VRRP-A master down
timer pending when set
vrid/initialized

missing floating ipv4
tuple

missing floating ipv6
tuple

missing link local
floating ipv6 tuple

VRRP-A tried to send
garp on standby

VRRP-A vrid stop, set
stop flag

VRRP-a VRID state
changes count, to active
or standby

VRRP-a VRID timer is
inaccurate

vrrp vrid switch to
active

vrrp vrid switch to
standby

VRRP-a VRID tracking
options state changes

VRRP-A vrid track
vlan timeout

Wait for VRRP-A
destory partition failed

information

vrrp-a.vrid




vrrp-disable-failed

updat-config-time-failure

58740309202305049

653039538154766339

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and
Remote

Both Local and

Wait for VRRP-A
disable failed

Received duplicated
VRRP-A device id

VRRP-A invalid
control message type

VRRP-a session sync
create on standby

VRRP-a session sync
delete on standby

VRRP-a session sync
tuple program create
ipv4

VRRP-a session sync
tuple program delete
ipv4

VRRP-a session sync
tuple program create
ipv6

VRRP-a session sync
tuple program ipv6

VRRP-a session sync
tuple program wrapper

Wait for vrrp thread
quiescent state failed

Running configuration
save status

Update last
configuration saved

information

vrrp-a.vrid

write.memory




time failure

wrt-fail 653039538154766340 gg::olgé)cal and write to file fail error write.memory




463890003072647177 | Remote only AAA-Tuleis hit aam.authentication.og
CEF

Format proto—$proto %s: src—$src %s: spt—$spt %uU: dst—$dst %s: dpt—$dpt %uU: act—$act %s: csl=$csl:%s: csllabel=AAA- PoIrcy/AAA Rule Index
'“I.E;ernple --------- proto=TCP src=192.168.98.187 spt=1 dst=192.168.98.100 dpt=1 act= deny cs1=AAA- pol|cy aaa. J)ollcy baSCAAA-rUle 1 cslLabel=AAA-
Policy/AAA-Rule Index
'"\;etr"iable --------- Ty-ne V-elue --------------- Deecriptien --------------------
proto String TCP protocol
src ----------- Stri ng { senrce_i 0 so l-J-r-ce ip
spt ------------ Unsi gned Integer vesss so L-I-T-CG port
dsI ------------ Stnng {destl nation |p} ------------ d estl nation ip "
dpt ----------- Unsi gned Integer vesss d estl nation port
act String S;e/g);ss action
------------------- Strlng {aa&pollcy name_and_rule |ndex} mi.a.z.a.el"pollcy name and rule index
Format 1—$src %s: csllabel= srp cn1—$spt %u: cnll abel=sport 052—$dst %s: cs2Label= de cn2—$dpt %u: cn2Label=dport 053—$ur| %s: cs3Label=uri
“I.E;e-\rnple --------- €s1=192.168.98.187 cslLabel=sip cnl=1 cnlLabeI =sport s2=192.168.98.100 cs2L abel=dip cn2=1 cn2LabeI —dport cs3=192.168.98.117:80
cs3Label =uri
SYSLOG
Format AAM Bypass src—$src %s: spt =$spt:%u: dst—$dst %s: dpt= $dpt %u: uri $ur| %s.
'"I.E")t-z;\-rnple --------- AAM Bypass src=192.168.98.187 spt 1 dst=192.168.98.100 dpt lwiio216898117:80
'-.\}.z.a-r"iable --------- Type VaI ue Descrlptien --------------------
src Stnng {source_i p} sourceip
spt ------------ Unsigned Integer Lessss so urce port

dst Strlng {destrnatron |p} destination ip




dpt Unsigned Integer 1-65535 destination port

Strmg {un}

Format msg=$msg: %os:
-"I-E");;mple - - - msé=FaiI to gét context
‘sysoc | - |
Format $msg %s:
-“I-E;;mple - - - Fail to get context
---\-;e.x.r-iable - - - Type V-alue - - - - - Descripti(;n

Strlng Fail to get context fail message

.

Format msg—$msg %s: csl—$tmpname %s: csllabel Templ ate Name 052—$cook| edomain:%s:. cs2L abel=Cookie Domain Name

msg=[AUTH] templ ate configures cook|e domainasaTLD or publlc suff|x domain csl—templ ate basic cleabeI TempI ate Name

Example cs2=A10.com.tw cs2L abel=Cookie Domain Name
sYsLoG | | | | |
Format $mSg %s: templ ate name=$tempname %s: cookie_domain name=$cook|edoma|n %s:
-“I-E;;mple - [AUTH] templ ate conflgures cookie domainasaTLD or publlc suffix domaln templ ate nameztempl ate | basc cookie ¢ domaln name=A10.com.tw
---\-;:.;\.r-iable - - - Type Value Description - - -
msy String [AUTH] template configures cookie domainasaTLD or auth error message
publ|c suffix domain
tmpname - Stri-ng {tempI ate name} - templ ate name-
m(-:.c.).(.)-ki edomain - - - Stri-ng - {cookie_domai n_name} - - - mt-:.c.);)-kl e domain name
-“t-;\-pname - - Stri-ng {templ ate name} - - templ ate name




csl=$src:%s: csllabel=sip cn1=$spt:%u: cnll abel=sport cs2=$dst:%s: cs2L abel=dip cn2=$dpt:%u: cn2L abel=dport cs3=$user:%s: cs3L abel=user

Format cs4—$aaapolrcy %s. csAL abel=aaa- polrcy name cn3—$| dx:%u: cn3Label=aaa-rule index
'“I.E;-ample cs1=192.168.98.187 cleabeI =sipcnl=1 cn1LabeI =sport cs2=192.168.98.100 cs2LabeI dip cn2=1 cn2LabeI dport cs3—JeIIy123 csBLabeI user ---------
csA=aaa_policy_|dap csAL abel=aaa-policy name cn3=1 cn3L abel=aaa-rule index
sYsLOG -
Format AAM Failure Bypass src=$src:%s:. spt=$spt:%u: dst=$dst:%s: dpt=%dpt:%u: user=$user:%s. aaa-policy hame=$aaapolicy:%s. asa-rule
rndex—$|dx %ou:
-"I.E.karnple AAM Failure Bypass src=192.168.98.187 spt—l dst—192 168.98.100 dpt—l user—jelly123 aaa- pollcy name=aaa _pollcy Idap aaa- rule index=1
m\.;ar-iable Type Value e
src Stri ng {source_i p} sourceip
spt Unsrgned Integer 1-65535 source port
dsI Strlng {destr nation |p} destr nation ip "
dpt Unsigned Integer 1-65535 destr nation port
user Strlng {user name} user name
maaapolicy Strrng {aaa—polrcy name} - maaa-pollcy narne
---------- Unsrgned Integer {aaa rule |ndex} " .“a.aarulelndex

Format msg—$msg %s: csl—$csl'%u cslL abel=Packet Size
-"I.E")tarnple msg—An un@(pected huge ntIm type2 me&age is recerved Stop ntim relay cs1=51223 cleabeI Packet S2e
SYSLOG
Format $msg %s: packet sze=$packets ze:%u:
'“I.E.ka—mple An unexpected huge ntim type2 m%sege is recerved Stop ntIm relay packet szes1223
---\.;a-r"iable Type Value Deecriptipn -----------
msgy String ,::[n nur:gxaplected huge ntlm type2 message is received. Stop error message
o1 Unsgned Integer {pecket_sze}  pakesze




packetsize

Uns gned Integer

{pa:ket srze}

packet size

Format msg =$msg:%6s: csl—$csl %u: csllabel=Auth id cs2=$cs2:%u: cs2Label=error id

'“I-E.;re-mple msg —cannot set passNord cs1=0 cleaIJeI—Auth id cs2=0 csZLabeI error |d -----------

SYSLOG
Format $msg %s:. auth- |d—$auth|d %u: error- |d—$error|d %u:

-"I-E")rentple cannot set password athid=oerror-id=0

'--\-;er-iable Type Value [ Deecriptipn -----------
msg Strlng cannot set pasword fail message

csl Unsrgned Integer {auth id} authld

csZ Unsigned I nteger 0-11 error id

auhid Unsigned nteger {auth i) arhid

merr-c-)-rid Unsi gned Integer 011 error id

auth-request 463890003072647172 | Remote only iﬁ?: ::rt\r/l:rntlcatlon request to aam.authentication.log

proto=$proto:%s. src=%src:%s: spt=$spt:%ou: dst=$dst:%s: dpt=$dpt:%u: externalld=$externalld:%u: suser=$suser:%s. csl=$csl:%s:

Format cs1L abel=Ath- Server Type cs2=80s2.96s; cs2l.abel=Auth-Server Host cs3=303%s cs3l.abel=Auth-Logon Type cs4=$cs4:36s: csAl.abel=Realm

'“I-E")r;mple proto-TCP src=192.168.98.187 spt=1 dst 192.168.98.100 dpt 1 externalld 2 wser—JdIy123 cs1=RADIUS cslL abel —Auth Server Type -----------
€s2=192.168.98.136 cs2L abel=Auth-Server Host csB—http -authenticate cs3L abel=Auth-Logon Type cA=A10-TPLAB.COM csAL abel=Realm

'--\-;er"iable Type VaI ue Deecrlptlon -----------

proto Stri ng TCP protocol

src " Strlng {sp-t-trce_i p} source ip

spt Unsigned Integer 1-65535 souroe port

dst Strlng {destlnatlon |p} d&tl nation ip

dpt Unsi gned Integer 1-65535 desn nation port

external Id Unsigned Integer { attth_requeﬂ;i-d} auth request id




String

{ ueername}

suser username
RADIUS
LDAP
csl String OoCsP auth server type
NTLM-SMB
Kerberos
cs2 String {auth_server_host} auth server host
http-authenticate
cs3 String form-logon auth-logon type
kerberos—relay
Stri ng { auth_real m} auth realm

463890003072647173 | Remote only ﬁicn?‘;ﬁ;”gecgfat"’” — aam.authentication.log

proto=3proto:%s: src=$src:%s: spt=Sspt:%u: dst=$dst:%s: dpt=$dpt:%u: externalld=$externalld:%u: suser=$suser:%s: msg=$msg:%s:

Format cs1=%csl:%s:. csllabel=Auth-Server Type cs2=$cs2:%s. cs2L abel=Auth-Server Host cs3=$cs3:%s: cs3Label=Auth-Logon Type cs4=$cs4:%s:
csAL abel=Realm csS—$c§5 %s: cs5L abel=Resource Access
proto-TCP src=192.168.98.100 spt=1 dst 192.168.98.187 dpt 1 externalld 2 suser-1e||y123 msg-FAI LURE Unknown user name or bad
Example password cs1=RADIUS cslL abel=Auth-Server Type cs2=192.168.98.136 cs2L abel=Auth-Server Host cs3=http-authenticate cs3L abel=Auth-
Logon Type csA=A10-TPLAB.COM csAL abel=Realm ¢s5=192.168.98.100 cs5L abel=Resource Access
Variable Type Value Deecrlptlon
proto Stri ng TCP protocol
src Strmg {source_i p} sourceip
spt Unsigned Integer 1-65535 source port
dst Strlng {destmatlon |p} destination ip
dpt Unsi gned Integer 1-65535 destination port
externald Unsigned Integer { auth_request_i d} auth request id
suser String { username} username
msg String {auth error msg} auth error msg
RADIUS
LDAP
csl String OCsP auth server type

NTLM-SMB




Kerberos

cs2 String {auth server host} auth server host

http-authenticate

cs3 String }‘((c)arrrtr;]erlgg-?gay auth-logon type
ntim-relay
cs4 - - - Stri-ng - { arth_real mj} - - - - autn realm
--------- - - - Stnng - {resource access} - - - resource access
Format msg—$msg %s:
-“I-E;emple - - - msg—Parse auth session table entry datafarl"
‘syso | |
Format $msg'%s
-"I-E")temple - - - Parse auth session table entry datafa|lll
---\-;er-iable - - - Type Value - - - - - Deecriptien
Stnng Parse auth session table entry data fail!! fail melmge
Format msg—$msg %s:
-"I-E");emple - - - msg—Parse auth session table entry key faill!
‘sysoc | |
Format $msg %s:
-“I-E;emple - - - Parse auth session table entry key farll'
---\-;eriable - - - Type Value - - - - Deecriptien
Stnng Parse auth session table entry key fail!! fail m&wge

th-start-error 463890003072647185 | Remote onIy Fail to start authentication aam.authentication. Iog




msg=$msg: %s: cs1=%csl:%os: csll abel=Fail Reason

msg=Fail to start auth csl=Error happens csllL abel=Fail Reason

$msgy:%s: fail reason=$failreason:%s:

Fail to start auth fail reason=Error happens

Type

Value

Description

String

Fail to start auth

error message

String

Error happens

Fail to get auth_ctx_t
Invaild idx

Incorrect auth_inst_t state
Invalid parameter

Fail to get PROXY
Invalid authentication server
Fail to get auth_info

Fail to alloc memory
Response too large

No corresponding data

fail reason

failreason

String

Error happens

Fail to get auth_ctx_t
Invaild idx

Incorrect auth_inst_t state
Invalid parameter

Fail to get PROXY
Invalid authentication server
Fail to get auth_info

Fail to alloc memory
Response too large

No corresponding data

fail reason

msg=$msg:%es:

msg=Fail to get template




Format $msg %s:

Example Fail to get templ ate
---\-;e:r-iable ------ Type Velue ---------- Descriptiert ----------------
Strrng Fail to get template fail message
Format msg—$msg %s: csl—$csl %u: csllabel=Authid csZ—$c52 %u: cs2L abel=error id
---I-E.;rernple ------ msg—cannot set username cs1=0 cleabeI—Auth |d cs2=0 csZLabeI error |d --------------------
SYSLOG
Format $msg:%s' auth-id=$authid:%u: error-id=$errorid:%u:
-“I-E;ernple ------ cannot set username auth- |d 0 error- |d o
---\-;e.xr-iable ------ Type Value -------- Descriptiert ----------------
msg Strrng cannot set username fail message
csl -------- Unsigned Integer {auth_i P au th id
csZ -------- Unsrgned Integer 0-11 ----------- er rr)"r id
amia Unsgred teger  {amnid auth i
merr.c-)rid ------ Unsi gned Integer 0-11 ----------- er re"r id
Format msg=$msg:%s:
-"I-E")rernple ------ msé=FaiI to ge-t- ot
SYSLOG
Format $msg %s:
-“I-E.;re-mple ------ Fail to get vport ------------------------------
---\-;e.a.r-iable ------ Type Vel I | D&criptiert ----------------

msg String Fail to get vport fail message




CEF

proto=$proto:%s: src=$src:%s: spt=$spt:%ou: dst=$dst:%s: dpt=$dpt:%u: destinationServiceName=$destinationServiceName:%s. msg=$msg:%s:

Format suser—$suser %s: csl—$csl %s: cslLabel=Authentication Templ ate

-“I-E;;mple proto-TCP src=192.168.98.187 spt=1 dst 192.168.98.100 dpt=1 destinationServiceName=192.168.98.1:80 msg—falls wser—JdIy123
csl=auth_temp_basic cslL abel=Authentication Template

m\};iable - - - Tybe - V;':tlue - - - D&cripti(;n

proto String TCP protocol
src - - - - Stri-ng - {so-urce_i p} .--;t;-rce ip
spt - - - Un;qi gned | nteéa 1—6-5535 .“;).L.]-I’CE port
dst - - - - Stri ng - {de!sti nation_i p-} destl nation ip
dpt - - - Unsigned | nteger 1—6-5535 - desu nation port
m(-j;tlnatl onServiceName - - Strmg {déi nati on_sérvice} deﬁl nation service
--------- - - - fail-s, -

msg String success with class-list message of event

succeeds

suser - Stri-ng - {user name} user name
--------- - - - Strlng - {authentlcat| on templ ae name} .-;L.J.tihentlcan on templ ate name

aam.authentication.log

proto=$proto: %s. src=%src:%s: spt=$spt:%ou: dst=$dst:%s: dpt=$dpt:%u: msg=3msg:%s:. suser=$suser:%s: cnl=$cnl:%u: cnll abel=Retry Limit

Format cn2—$cn2 %u: cn2Label= Lockup Seconds

H-I-E;.z;\mple proto-TCP src=192.168.98.187 spt=1 dst—192 168.98.100 dpt—l msg= Logon basi c-Iogon Account retry Iock suser—JeIIy123 cnl=1
cnllabel=Retry Limit cn2=1 cn2L abel=L ockup Seconds

m\};iable - - - Tybe - V-al ue - - - chripti(;n

proto String TCP protocol

src - - - - Stri-ng - {so-uroe_i p} souroe ip

spt - - - Un-si gned Integér 1- 65535 source port




dst Strlng {destination _ip} destination ip
dpt - - - Unsigned Integer 1-65535 - destl nation port
msg - - - Strlng {retry_l ock_me&age} retry lock ma@age
suser - - - Stri-ng {ueer_name} - user name
cnl - Uneigned Integtar 1—3-2 retry limit
--------- - - - Uns gned Integer 1-86400 Iockup seoonds

Format msg—$msg %s: suser—$ster %s:
-“I-E.;remple - - msg—Logon basrc-logon Account retry unlock s.rser—JeIIy123
---\-;e.riable - - - Type Value - Deecriptien
msg String {retry_unlock_me&ege} retry unlock messege

Stri ng

{user name}

proto=$proto:%s: src=$src:%s; spt=$spt:%ou: dst=$dst:%s: dpt=dpt:%u: externalld=$externalld:%u: csl=$csl:%s: csllabel=Service Provider

Format csZ—$CSZ %s: c2L abel= Ident|ty Provider

.“I-E;a-mple proto-TCP src=192.168.98.187 spt=1 dst—192 168.98.100 dpt—1 externalld 2 csl—sp cslLabel=Service Prowder csZ—rdp c2L abel= Identlty
Provider

---\-;eriable - - - Tyne - Velue - Deecriptien

proto String TCP protocol

src - - - - Stri-ng - {so-urce_i p} source ip

spt - - - Unei gned | ntegrer 1-65535 souroe port

dst - - - - Stri ng - { deﬂi nation_i IO-} desn nation ip

dpt - - - Unsi gned | nteger 1—65535 - de§| nation port

externalld Unsigned Integer {saml_auth_request_id}




csl String {eervr ce J)rowder name} service provider name

String {identi ty _provr ider name}

proto=3proto:%s: src=$src:%s: spt=3spt:%u: dst=$dst:%s: dpt=$dpt:%u: externalld=$externalld:%u: suser=$suser:%s: msg=$msg:%s:
Format cs1=%cs1:%s: csll abel=Service Provider cs2=$cs2:%s. cs2L abel=Identity Provider cs3=$cs3:%s: cs3L abel=Auth-Relay Type cs4=$cs4:%s:
csAL abel=Resource Access

proto=TCP src=192.168.98.100 spt=1 dst=192.168.98.187 dpt=1 externalld=0 suser=jelly123 msg=FAILURE Unknown user name or bad

Example password csl=sp csllL abel=Service Provider cs2=idp cs2L abel=Identity Provider cs3=WS-federation-relay cs3Label=Auth-Relay Type
€s4=192.168.98.100 csAL abel=Resource Access

---\-;E.ir"iable : : : Type Value : : [ Descriptien ----------
proto String TCP protocol

src " " " String {eotirce_i p} " " " " source ip

spt " Unsigned Integer 1-65535 " " - source port

dst " " " String {deﬂi nation |p} " " " deﬂi nation ip "

dpt " " " Uns gned Integer 1-65535 " " " desti nation port-

---e;ternalld " " " Unsigned Integer {sernl_aiith_reguest_i d} " " " saml auth requeet id

suser " " " Stri-ng " {ueername} " " username

msg " " " Stri-ng {aLith_error_meg} " " " auth error msg"

csl " " " Stri-ng {service > provi eier_name} " " servr ce provrder name

032 " " " Stri-ng {identity J)rovi-(-jer_name} " mi-tj.entity prowder name

csS " " " Stri-ng WS-.-federation;reIay " " " auth relaytype

---------- " " " String {reeouroe acce&} " " " reeouroe access

Format externalld—$externa|ld %l: suser—$suser %s.
Example externalld Osuser—jelly123
Variable Type Value Description




externalld Long {auth_sessi on_ID} auth session ID

Strlng {user name} user name

Format externalld= $external|d %l: suser—$suser %s: msg =$msg:%6s:
'“I-E;emple - - - externalld 1 suser= mlcky732 msg= replaced session id:0, username: Jelly123
---\-;e\r-iable - - - Type Value - Descriptien

externalld Long {new_auth_session_ID} new auth session ID
suser - - - Stri-ng - {new user narne} ------ n aN user name
------------ Strlng - {The msg_of_auth_session replace} - The msg of auth session replace

Format externalld= $external|d %il: suser—$suser %s: msg—$msg %s:
-"I-E")remple - - - externalld=0 suser—1e|ly123 msg=timeout
'--\r‘e‘riable - - - Type Value - - - - Deﬁcriptien

externalld Long {auth_session_|D} auth session ID
suser - - - Stri-ng - {ueer_narne} ------- u ser name
-------------- timeout - - - -

command initiated termination
msg String client accesses logout URL The reason of session terminate

session is terminated by aFlex command
operati on initiated termination

account_realm 463891111308427265 BOth Local Ehe AEERIT I realrn 7oy [ETISETES war ning aam.authentication.relay.kerberos.instance
relay are not configured

Format csl—$relay name:%os: csllabel= relay name
Example csl=krbs relay csll abel= relay name
SYSLOG

Format Please configure account and realm for kerberos $relay_name:%s:



Example Please conflgure account and realm for kerberos krbs s relay

Variable Type Value Description

relay_name Strlng {relay name} relay name
rule-no-clause-msg 67553994410557442 BOth Local e A T MO E EIE e information | access-list
remarksisrequested

Format csl=%acl_type:%s: csllabel=ACL protocol version

Example csl=ipv4 csll abel=ACL protocol version

SYSLOG

Format ACL $ac| type %s: rule doesn't have clause as well as remarks

Example ACL ipv4 rule doesn't have clause as well as remarks

Variable Type Value Description

acl_type String :Ezg ACL protocol version

rule_denied 67553994410557441 Eeinlezl & ASelh IEseETiEs mers warning access-list
Remote connectionsthan set limit

Format cn1—$rule limit:%u: cn1lLabel=ACL rule denied connections limit

Example ¢cn1=1000 cnlLabeI =ACL ruIe denled connections I|m|t

SYSLOG

Format ACL rules denied more than $ru|e limit:%u: connections in the last 10 minutes

Example ACL rules denied more than 1000 connections in the last 10 minutes

Variable Type Value Description

rule_limit UnSIgned Integer {ACL rule_denied_connections I|m|t} ACL rule denied connections limit

SYSLOG

Format Reset admin password to default successfully




reset-enable-pass 85568392920039432 e e e REREEE T 59 information | admin
Remote default successfully

SYSLOG
Format Reset enable pa$w0rd to default succasfully
r eset-pass 85568392920030435 | Both Local and Re=s pord e information | admin
Remote successfully
SYSLOG
Format Reset password to default successfully
SYSLOG
Format Session timed out
s timecut-deti sssossoponanicn | BONLOR I | oo
SYSLOG
Format Session ID $|d %d: for user "$name %s:" from $|p %s: has timed out
Example Session ID 10 for user "userl" from 1.1.1.1 has timed out
Variable Type Value Description
id Integer {session_id} session id
name Stri ng {user_name} user name
Strlng {|p}
SYSLOG
Format Get user error :$err:%s:
Example Get user error :unkown
Variable Type Value Description

err String {more_info} more info




SYSLOG
Format change user($name:%s:) password successfully

-"I-E;f;\mple - - - cha-nge user(usérl) pamNo-rd succ&sft-n ly

m\;;iable - - Tybe - V-alue - - - - - Da:riptic-Jn
name String {user_name} user name

zer o-pass 85568392020039434 | Both Local and ZETEIZEEN B FEESEES information | admin
Remote successful

SYSLOG

Format Zeroization of passwords successful

invalid-user 94575592174780419 gc;:]\olzgcal C1 User isnot a valid admin user
SYSLOG

Format User $name:%s: is not avalid admin user

Example User userl is not avalid admin user

Variable Type Value Description

name String {user_name} user name

mem-access-err 94575592174780420 22::;:(:& g Cannot accesss shared memory
SYSLOG

Format Cannot accesss shared memory variable for config dirty flag

SYSLOG




Format Error partition name: $name:%s:

Example Error partition name: p1
Variable Type Value Description
name String {partition_name} partition name

Format Get role failed
st sasrssoorrazsonze | BHNLOGA A | G iy con st fiten
SYSLOG
Format Get admin session list failed.
SYSLOG
Format Get authen type failed.
_ 85585985106083841 gztzolzgcal e log ssh-pubkey oper ations admin.ssh-pubkey
SYSLOG
Format User $name:%s:. $action:%s:. ssh-pubkey (index: $index:%d:) $status:%es:
Example User admin import ssh-pubkey (index: 1) failed
Variable Type Value Description
name String {user_name} user name
. . import .
action String delete action
index Integer {key_index} key index
status String failed status

succeed




SYSLOG
Format audit_mmap_init failed
SYSLOG
Format file Iength error
Remote
SYSLOG
Format unknown file format
Remote
SYSLOG
Format Iseek failed: $err'%s;
Example Iseek failed: not found.
Variable Type Value Description
Stnng {error msg} error msg
Remote
SYSLOG
Format mmap failed: $err %s..
Example mmap failed: not found.
Variable Type Value Description
Strlng {error msg} error msg
SYSLOG

Format open file $name:%s: failed: $err:%s:




Example open file audit failed: not found

Variable Type Value Description

name Stri ng {fi Ie_name} file name
Stri ng {error msg} error msg

SYSLOG

Format $type:%s' authentication failed(user: $name:%s'): $err:%s'.

Example LDAP authentlcanon falled(user userl) not found

Variable Type Value Description

type String {auth_type} auth type

name String {user name} user name
Stri ng {error meswge} error meeege

SYSLOG

Format $type:%s' authentication successful (user: $name:%s:).

Example LDAP authentlcatlon successful (user: userl)

Variable Type Value Description

type String {auth_type} auth type

name String {user name} user name

SYSLOG

Format tacpl us authorization failed.

tacplus-auth-part 108086391056891909 2t Lesl e auth_errtlcatlon farl_ed: SEfpE information | authorization
Remote partition(s) nonexistent.

SYSLOG




Format $type %s:. authentication failed: the user, $name:%s:, a$|gned partmon(s) nonexistent.

Example LDAP authentlcatl on falled the user, userl, assgned partltlon(s) nonexistent.

Variable Type Value Description

type String {auth_type} auth type

name String {user_name} user name

tacplus-auth-s-part 1080863910568919 el eezl S auth.et.’ltlcatlon D AT information | authorization
Remote partition

SYSLOG

Format $type %s: authentication failed: role $type1 %s: is not supported in service partition $name %s:

Example LDAP authentlcanon falled role cli is not supported in service partltl on spl

Variable Type Value Description

type String {auth_type} auth type

typel String {auth_type} auth type

name String {serwce J)artmon name} service partition name

SYSLOG

Format tacpl usinitia failed.

tacplus-server 108086391056891906 izl Sl CTEE Bl tanl S5 SEVER information | authorization
Remote failed.

SYSLOG

Format Contact with tacpl us server failed.

SYSLOG

Format Can not delete tar file of Iogﬂles

fail-status 274719577269600257 e LeFel i G SEETY perlodlcaJIy error backup-periodic
Remote password failed

SYSLOG




Format Failed to get backup penodlcally pamNord

exec-banner-init 112589990684262402 BOth L°°a' i RACOE ARG BT [ information | banner
set/removed.

SYSLOG
Format ACOS EXEC banner is$acti on:%s..
Example ACOS EXEC banner is set.
Variable Type Value Description
action String removed action
login-banner -init 112589990684262401 BOth Local e GO Logm BETET 5 information | banner
set/removed.
SYSLOG
Format ACOS Login banner is $action:%s.
Example ACOS Logln banner is set.
Variable Type Value Description
) . set .
action String removed action
Both Local and DDosS protection added IP on
ipd-bgp-ip-added 518001918077829134 - BGP advertisement cgnv6.ddos-protection
SYSLOG
Format DDoS protectl on added IP $|p %s. on BGP advertisement
Example DDoS protectl onadded IP 1.1.1.1 on BGP advertl sement
Variable Type Value Description
IP V4 Address {|p address} |p address
Both Local and DDosS protection removed | P on
ipd-bgp-ip-removed 518001918077829135 BGP advertisement cgnv6.ddos-pr otection
SYSLOG

Format DDoS protectl on removed | P $ip:%s: on BGP advertisement

Example DDoS protectl on removed IP1.1.1.1 onBGP advertl sement




Variable Type Value Description

ip IP V4 Address {|p address} |p address
Format $num %u: packets rate-limited for dest address $|p %s:
-"I-E")remple - - - 1 packets rate-limited for dest address 1111
.--\-;erriable - - - Type Value - - - - Descriptien
num Unsi gned Integer {num_i d} num id
--------- - IP V4 Address {|p address} - - - |p address
SYSLOG
Format DDoS protection added L4 entry - IP $ip:%s: Proto $proto:%u: Port $port:%u:
."I-E;emple - - - DD-oS protecti en added LLI entry - IP i.l.l.l Prote 1Portl - -
---\-;e.r-iable - - - Tyne - VeIue - - - - - Deecriptien
ip IP V4 Address {ip_address} ip address
proto - - - Unsi gned Integer {prt)to_i d} - - - - proto id
port - - - Unsi gned Integer {port id} - - - - port id
SYSLOG
Format DDoS protection added $num:%u: L4 entries - |P $ip:%s:
."I-E")r.a-\mple - - - DD-OS protectien added 1 I;4 entries - IP 1111 -
m\-}eriable - - - Tyne - VeI ue - - - - - Deecriptien
num Unsi gned Integer { num_id} num id
--------- - - - IP V4 Address {i |p address} - - - - ip address

__ B0t Loca and | DD protection remove e | [ |




ipd-ip-14-entry-removed 518001918077829123 entry - 1Pva cgnv6.ddos-protection

SYSLOG
Format DDoS protectr on removed L4 entry - IP $| p:%s:. Proto $proto %u: Port $port %uU:
.“I-E;emple - - - DDoS protectl on removed L4entry-1P1.1.1.1 Proto 1 Port 1
---\-;e:riable - - - Type Value - - Description
ip IP V4 Address {ip_address} ip address
proto - - - Uns gned | nteger { proto_i d} - - - - proto id
port - - - Unsi gned I nteger { port id} - - - - port id
o
SYSLOG
Format DDoS protectl on removed $num %u: L4 entries - |P $ip:%s:
."I-E;emple - - - DDoS protectr onremoved 1 L4 entries- IP1.1.1.1 -
---\-;e.r-iable - - - Type Value - - - Deecription
num Uns gned Integer {num_i d} num id
--------- - IP V4 Address {|p address} - - - - |p address
SYSLOG
Format DDosS protection added L4 entry - $ipv6:%s:. Proto $proto:%u: Port $port:%u:
-"I-E")temple - - - DboS protecti on added L4- entry - 1::1- Proto 1 Port 1 - -
.--\-;er-iable - - - Type - Velue - - - - - Deocription
ipv6 IP V6 Address {{ipv6} {ipv6
proto - - - Unsi gned Integer {proto_i d} - - - - proto id
port - - - Unsi gned Integer {port_id} - - - - port id

Both Local and DDosS protection added rate . .
ipd-ipv6-14-entry-added-rate-lim 518001918077829128 - limit Ldlentryi=IPv6 cgnv6.ddos-pr otection

SYSLOG




Format DDoS protection added $num:%u: L4 entry - $ipv6:%s:

Example DDoS protection added 1 L4 entry - 1::1
'--\-;eriable - - - Type - Velue - - - - - Deecription
num Uns gned Integer {num_i d} num id
|pv6 - - - IP V6 Address {{ |pv6} - - - - {|pv6
"
SYSLOG
Format DDoS protectl on removed L4 entry - $|pv6 %s:. Proto $proto %u: Port $port %uU:
'“I-E.;remple - - - DDoS protectl on removed L4 entry - 1::1 Proto 1 Port 1
---\-;z.ariable - - - Type Value - - - Deecription
ipv6 IP V6 Address {{ipv6} {ipv6
proto - - - unsi gned Integer {proto_i s p roto id
port - - - Unsi gned Integer {port @ p ort id
SYSLOG
Format DDoS protectl on removed $num %u: L4 entry - $i pv6 %s:
'“I-E.;remple - - - DDoS protectl onremoved 1 L4 entry 1:1
---\-;e.riable - - - Type VaIue - - - - Description
num Unsi gned Integer { num_i d} num id
|pv6 - - - IP V6 Address {{ |pv6} ------- { |pv6
SYSLOG

Format DDoS protection added L3 entry - | P $ip:%os:

Example DDosS protection added L3 entry - 1P 1.1.1.1




Variable Type Value Description

IP V4 Address {|p address} ip address
e
SYSLOG
Format DDoS protection removed L3 entry - |P $ip:%s:
-“I-E;ample - - - DD-oS protecti en removed -L3 entry - I-P 1111
---\-;al-'iable - - - Tyee - Value - - - - - Descriptien
IP V4 Address {ip_address} ip address
SYSLOG
Format $num:%u: packets rate-limited for source address $i p:%s:
-“I-E;ample - - 1 packets rate-limited for source addrws 1111
---\-;ar-iable - - - Type Value - - - - D@criptien
num Uns gned Integer {num_i d} num id
------------ IP V4 Address {|p address} - - - - |paddre$
Format reeson—$sta¢e Y%s:
-"I-E");a-mple - - reason—enabled
‘sysoc |
Format CGN SYN Cookieis $State:%s:
-"I-E");a—mple - - - CGN SYN Cookle is enabled
---\-;ar-iable - - - Type Value - - - - - Deecriptien
state String ?:ilf:d state




port-range-in-use 518039576351080449 e LEslEe SomeNAT portsarein usein warning cgnvé.lsn.port-reservation
Remote the port range
CEF

Format
Example
SYSLOG
Format Some NAT ports areinusein the pooI rangefrom $start JJOI’t %u: to $end _port %ou:
Example Some NAT ports areinusein the pooI rangefrom 0to0
Variable Type Value Description
start_port Unsigned Integer 0-65535 Start Nat Port
end_port Unsigned I nteger 0-65535 End Nat Port
Both Local and Summary Error log for NAT
cgn-summary-log 517985150525505545 Remote Port and Quota allocation information | cgnv6.template.logging
failure
CEF
proto=$proto:%s:. src=$src:%s. natPool Name=$natPoolName:%s: destinationTransl atedA ddress=$destinationTrans atedA ddress. %s:
MSISDN=$MSISDN:%s: IMEI=$IMEI:%s:. IMSI=$IM SI:%s. CUSTOM1=$CUSTOM 1:%s: CUSTOM2=$CUSTOM2:%s:
Format CUSTOM3=$CUSTOM3:%s. ChargingGatewayAddress=$ChargingGatewayAddress.%s. SGSNaddress=$SGSNaddress.%s:
GGSNaddress=$GGSNaddress:%s: RATtype=$RATtype:%s. UserL ocation=$UserL ocation:%s: customl1Name=$customlName:%s:
custom2Name=$custom2Name %s: custom3Name=$cusIom3Name %s: reason—$Rees0n %s: cnt—$count %u:
proto-OTHER src=5.5.5.5 natPooI Name:pool 1 destl namonTransI atedAddr&ss:3 3.3.3 MSISDN=40700000001 | MEI=999900000000010
IMSI=083901216493855 CUSTOM 1=NAS-IP-Address=11.14.10.15 CUSTOM2=NAS-IP-Address=11.14.10.15 CUSTOM 3=NAS-I P-
Example Address=11.14.10.15 ChargingGatewayAddress=7.7.7.7 SGSNaddress=8.8.8.8 GGSNaddress=9.9.9.9 RATtype=3GPP-RAT-TY PE
UserL ocation=attribute custom?2 L ocation number 32 custom1Name=NAS-IP-Address custom2Name=NAS-IP-Address custom3Name=NAS-IP-
Address reason=Reason for error cnt=5
Variable Type Value Description
OTHER
TCP
UDP
ICMP
proto String IP Protocol
GRE
ESP
RTSP
ICMPv6
src String {Source_IPv4_Address} Source |1Pv4 Addr&ss




natPooIName String {NAT Pool name} NAT Pool name

destinati onTransI atedAddreﬂs String {Transl ated_Destination Addre&s} Translated Destination Address
MSISDN String {Mobrle Phone number_of the subscrrber} Mobile Phone number of the subscrrber
IMEI String {Unr que_ID for the_devi ce} Unique ID for the dewce
IMSI Strrng {Internatronal Mobrle Subscriber |dent|ty} International Mobrle Subscrrber |dent|ty
CUSTOM1 Stri ng { Custom_Attri bute Val ue} Custom Attri bute Value
CUSTOM2 Stri ng { Custom_Attri bute Val ue} Custom Attri bute Value
CUSTOM3 String {Custom_Attri bute Val ue} Custom Attri bute Value
CharglngGatewayAddreﬁs String {Charglng Gateway Address} Charging Gateway Address
SGSNaddress String {Servmg GPRS Support Node address} Serving GPRS Support Node addra@
GGSNaddress Strrng {GataNay GPRS Support Node address} Gateway GPRS Support Node address
RATtype Stri ng 3GPP-RAT-TYPE Radio Access Technol ogy
UserLocation Strrng attrlbute custom? Location number 32 User Location

NAS-1P- Addreﬂs
custom1Name String Location Custom Attribute Name

User-Name

NAS-IP-Address
custom2Name String Location Custom Attribute Name

User-Name

NAS-IP-Address
custom3Name String Location Custom Attribute Name

User-Name
Reason Stri ng { reason} reason
count Unsi gned | nteger { Count} Count

http-request-host 517985150525505543 E;-g-l)-P Reques FEEENTEY (HOSI cgnvé.template.logging

src=$src:%s: spt=$spt:%ou: dst=$dst:%s: dpt=$dpt:%u: sourceTranslatedAddress=$sourceT rans atedAddress.%s:
sourceTransIatedPort—$sourceTransIatedPort %uU: Q $Q:%u: requestMethod—$RM %s: shost—$HOST %s:

Example src=5.5.5.5 spt=1 dst=5.5.5.5 dpt=1 sourceTransI atedAddress:G 6.6.6 sourceTrand atedPort 1 Q 120 requectM ethod= requestM ethod shost=hostx




Variable Type Value Description
src Strrng {Source 1Pv4 Address} Source |Pv4 Address
spt Uns gned Integer 1-65535 Source Port
dst " Stri ng { Desti nation_| I-:->v4_Addres"s} Destr nation |Pv4 Address
dpt Unsi gned Integer 1—6-5535 " " Destl nation Port
'-eou-rceTransI atedAddress Stri ng { Source_TransIeted_I P\/4_-Addrecs} Source Trand ated IPv4 Address
meou-r-oeTransI atedPort Unsi gned | nteger 1-65535 " " Source Trangdlated Port
Q Unsigned Integer {requ&tNumber} mregu&tNumber
RM Stri-ng " requestM ethod requestM ethod
---------- Strrng { Host}

http-request-url 517985150525505544 EchT)P RER U EEEE (URL cgnv6.template.logging

sre=%src:%s: spt=$spt:%u: dst=$dst:%s: dpt=$dpt:%ou: sourceTrand atedAddress=$sourceTranslatedAddress: %s:

Format sourceTransIatedPort—$sourceTransIatedPort %u: Q $Q:%u: requestM ethod=$RM:%s: requeﬂ—$URL %s:
---I-E;e-rnple src=5.5.5.5 spt=1 dst=5.5.5.5 dpt=1 sourceTrans atedAddress=6.6.6.6 sourceTranslatedPort=1 Q=120 requestM ethod= requeﬂM ahod
request—/test/demo form. php?namel—val uel
m\-}er"iable Type Value - D@cription ----------
src Stri ng { Source_l Pv4_Address} Source |Pv4 Address
spt Unsigned Integer 1-65535 " Source Port
dst " Strrng {De;tr nation_| Pv4 Address} De;tr nation |Pv4 Address
dpt Unsi gned Integer 1-65535 Deﬂl nation Port
meour-ceTransl atedAddress Stri ng { Source_TransIeted_l P\/4_-Address} Source Trand ated 1Pv4 Address
meo.u-rceTransI atedPort Unsi gned Integer 1—6S535 " " Source Translated Port
Q Unsigned Integer {reguestN umber} requestN umber
RM Sig  reeaveod respesirethod
URL suing Ry URL




port-batch-pool -cr eate 517985150525505541 T cgnv6.templatelogging
CEF

proto=$proto:%es: src=$src:%s:. sourceTrans atedAddress=$sourceTrans atedAddress:%s: sourceTransl atedPort=$sourceT ransl atedPort:%ou:
cn3=%$cn3:%u: cn3Label=Last Nat Port MSISDN=$M SISDN:%s: IMEI=$IMEI:%s. IMSI=$IM S|:%s. CUSTOM 1=$CUSTOM 1.%s:

Format CUSTOM2=$CUSTOM 2:%s; CUSTOM 3=$CUSTOM3:%s: ChargingGatewayAddress=$ChargingGatewayAddress.%s:
SGSNaddress=$SGSNaddress.%s. GGSNaddress=$GGSNaddress.%s. RATtype=$RATtype:%s. UserL ocation=$UserL ocation:%s:
customlName:$custom1Name %s: custom2Name=$CusIom2N ame:%s: custom3Name=$cust0m3Name %es:
proto-OTH ER src=5.5.5.5 sourceTransI atedAddresszG 6.6.6 sourceTransI atedPort lcn3=1 cnSLabeI Last Nat Port M SISDN=40700000001
M EI=999900000000010 | M SI=083901216493855 CUSTOM 1=NAS-IP-Address=11.14.10.15 CUSTOM 2=NAS-IP-Address=11.14.10.15

Example CUSTOM3=NAS-1P-Address=11.14.10.15 ChargingGatewayAddress=7.7.7.7 SGSNaddress=8.8.8.8 GGSNaddress=9.9.9.9 RATtype=3GPP-
RAT-TY PE UserL ocation=attribute custom?2 L ocation number 32 customlName=NAS-1P-Address custom2Name=NAS-I1P-Address
custom3Name=NAS-IP-Address

Variable Type Value Description

OTHER
TCP
UDP
ICMP
proto String IP Protocol
GRE
ESP
RTSP
ICMPv6

src Strlng {Source 1Pv4 Addrels} Source |1Pv4 Addre$

sourceTrang atedAddress Stri ng { Source Transl ated_IPv4 Address} Source Transl ated IPv4 Address

sourceTrang atedPort Uns gned Integer 1-65535 Source Trangl ated Port

cn3 Unsigned Integer 1-65535 NAT Port

MSISDN String {Moblle Phone number_ of _the subscrlber} Mobile Phone number of the subscnber

IMEI Stnng {Un|que ID for the de\nce} Unique ID for the devlce

IMS| Strlng {Internatlonal Moblle Subscriber |dent|ty} International Moblle Subscrlber |dent|ty

CUSTOM1 Stri ng { Custom_Attri bute vad ue} Custom Attri bute Value

CUSTOM2 String { Custom_Attri bute Val ue} Custom Attri bute Value

CUSTOM3 String {Custom_Attri bute vd ue} Custom Attri bute Value

CharglngGateNayAddreﬂs {Charglng GateNay Address} Charging Gateway Addreﬁ

String

String

{Servr ng_GPRS Support Node address}




GGSNaddress String { Gateway_GPRS_Support_Node_addreﬁ} Gateway GPRS Support Node address
RATtype String 3GPP-RAT-TYPE Radio Access Technology
UserLocation String attribute custom?2 L ocation number 32 User Location
NAS-IP- Addr&ss
customlName String Location Custom Attribute Name
User-Name
NAS-1P-Address
custom2Name String Location Custom Attribute Name
User-Name
NAS-IP-Address
custom3Name String Location Custom Attribute Name
User-Name

port-batch-pool-delete 517985150525505542 ElaAtIhFr?étpggaedfmm aport cgnv6.template.logging

proto=$proto:%s: src=$src:%s. sourceTrans atedAddress=$sourceTrans atedAddress:%s: sourceTransl atedPort=$sourceTransl atedPort:%ou:
cn3=%$cn3:%u: cn3Label=Last Nat Port MSISDN=$M SISDN:%s:. IMEI=$IMEI:%s. IMSI=$IM S|:%s. CUSTOM 1=$CUSTOM 1:%s:
Format CUSTOM2=$CUSTOM 2:%s: CUSTOM3=$CUSTOM 3:%s: ChargingGatewayAddress=$ChargingGatewayAddress.%s:
SGSNaddress=$SGSNaddress.%s. GGSNaddress=$GGSNaddress.%s. RATtype=$RATtype:%s. UserL ocation=$UserL ocation:%os:
customlName=$custom1Name %s: custom2N ame=$custom2Name %0s: cusIom3Name=$custom3Name %s:

proto-OTH ER src=5.5.5.5 sourceTransI amedAddr%S:G 6.6.6 sourceTransI atedPort=1 cn3=1 cn3LabeI Last Nat Port M SISDN=40700000001
1M EI=999900000000010 |M SI=083901216493855 CUSTOM 1=NAS-IP-Address=11.14.10.15 CUSTOM2=NAS-IP-Address=11.14.10.15

Example CUSTOM3=NAS-IP-Address=11.14.10.15 ChargingGatewayAddress=7.7.7.7 SGSNaddress=8.8.8.8 GGSNaddress=9.9.9.9 RATtype=3GPP-
RAT-TY PE UserL ocation=attribute custom?2 Location number 32 customlName=NAS-I1P-Address custom2Name=NAS-I P-Address
custom3Name=NAS-IP-Address

Variable Type Val ue Description

OTHER
TCP
UDP
ICMP
proto String IP Protocol
GRE
ESP
RTSP
ICMPv6

src String {Source IPv4 Addreﬁ} Source |Pv4 Addras

sourceTrand atedAddr&ss String {Source Transl ated_IPv4 Addr%s} Source Trans ated IPv4 Address




sourceTranslatedPort Unsigned Integer 1-65535 Source Trandlated Port

cn3 Unsigned Integer 1-65535 NAT Port
MSISDN String {Mobrle Phone number_ of _the subscrrber} Mobile Phone number of the subscrrber
IMEI Strrng {Unr que ID for the_devi ce} Unique ID for the devrce
IMSI Strrng {Internatronal Mobrle Subscriber |dent|ty} International Mobrle Subscnber |dent|ty
CUSTOM1 Stri ng { Custom_Attri bute Val ue} Custom Attri bute Value
CUSTOM2 String { Custom_Attri bute Val ue} Custom Attri bute Value
CUSTOM3 String {Custom_Attri bute Val ue} Custom Attri bute Value
ChargrngGatewayAddreﬁ String {Chargrng Gateway Address} Charging Gateway Addre&s
SGSNaddress Strrng {Servrng_GPRS Support_Node address} Serving GPRS Support Node address
GGSNaddress Strrng {Gateway GPRS Support Node address} Gateway GPRS Support Node addreﬂs
RATtype Stri ng 3GPP-RAT-TYPE Radio Access Technol ogy
UserLocation Strrng attrrbute custom? Location number 32 User Location

NAS- IP-Addr%s
custom1Name String Location Custom Attribute Name

User-Name

NAS-IP-Address
custom2Name String Location Custom Attribute Name

User-Name

NAS-1P-Address
custom3Name String Location Custom Attribute Name

User-Name

port-mapping-create 517985150525505537 NAT Port has been allocated cgnv6ternp|atelogg|ng

proto=$proto:%s: src=$src:%s. c6a2=$c6a2:%s. c6a2l abel=Source IPv6 Address spt=$spt:%u:

sourceTrans atedA ddress=$sourceTrans atedA ddress. %s: c6a3=$c6a3:%0s. c6a3L abel=Dest |Pv6 Address

sourceT rans atedPort=$sourceTrans atedPort:%u: MSISDN=$M SISDN:%s; IMEI=$IMEI:%s. IMSI=$IM SI:%s; CUSTOM 1=$CUSTOM 1.%s:
CUSTOM2=$CUSTOM 2:%s. CUSTOM3=$CUSTOM3:%s: ChargingGatewayAddress=$ChargingGatewayAddress.%s:
SGSNaddress=$SGSNaddress:%s: GGSNaddress=$GGSNaddress:%s: RATtype=$RATtype:%s: UserL ocation=$UserL ocation: %s:
custom1Name=$customl1Name:%s: custom2Name=$custom2Name:%s. custom3Name=$custom3Name: %os:

Format

proto=OTHER src=5.5.5.5 c6a2=bbbb::cccc c6a2L abel=Source IPv6 Address spt=1 sourceTranslatedAddress=6.6.6.6 c6a3=aaaa::bbbb
c6a3Label=Dest IPv6 Address sourceTrans atedPort=1 M SI SDN=40700000001 | M EI=999900000000010 IM SI=083901216493855
Example CUSTOM1=NAS-IP-Address=11.14.10.15 CUSTOM2=NAS-IP-Address=11.14.10.15 CUSTOM3=NAS-IP-Address=11.14.10.15




ChargingGatewayAddress=7.7.7.7 SGSNaddress=8.8.8.8 GGSNaddress=9.9.9.9 RATtype=3GPP-RAT-TY PE UserL ocation=attribute custom?2
Location number 32 custom1Name=NAS-1P-Address custom2Name=NAS-1P-Address custom3Name=NAS-IP-Address

Variable Type Value Description

OTHER

TCP

UDP

ICMP
proto String IP Protocol

GRE

ESP

RTSP

ICMPv6
src String {Source_IPv4_Address} Source |Pv4 Address
c6a2 String {Source_IPv6_Address} Source |IPv6 Address
spt Unsigned Integer 1-65535 Source Port
sourceTrans atedAddress String {Source_Trandated |Pv4 Address} Source Translated |Pv4 Address
c6a3 String {Dest_IPv6_Address} Dest IPv6 Address
sourceTranslatedPort Unsigned Integer 1-65535 Source Translated Port
MSISDN String {Mabile_Phone_number_of_the _subscriber} Mobile Phone number of the subscriber
IMEI String {Unique_ID_for_the device} Unique ID for the device
IMS| String {International_Mobile_Subscriber_identity} International Mobile Subscriber identity
CUSTOM1 String {Custom_Attribute Value} Custom Attribute Value
CUSTOM2 String {Custom_Attribut_Value} Custom Attribut Value
CUSTOM3 String {Custom_Attribute Value} Custom Attribute Value
ChargingGatewayAddress String {Charging_Gateway Address} Charging Gateway Address
SGSNaddress String {Serving_GPRS_Support_Node_address} Serving GPRS Support Node address
GGSNaddress String {Gateway_GPRS_Support_Node_address} Gateway GPRS Support Node address
RATtype String 3GPP-RAT-TYPE Radio Access Technology
UserLocation String attribute custom?2 L ocation number 32 User Location

NAS-IP-Address
custom1Name String Location Custom Attribute Name

User-Name




NAS-IP-Address

custom2Name String Location Custom Attribute Name
User-Name
NAS-IP-Address

custom3Name String Location Custom Attribute Name
User-Name

proto=$proto:%s: src=$src:%s: c6a2=$cb6a2:%s. c6a2l abel=Source IPv6 Address spt=%spt:%u:
sourceTrans atedA ddress=$sourceTransl atedA ddress. %s; c6a3=%$c6a3:%s. c6a3L abel=Dest |Pv6 Address
sourceTrans atedPort=$sourceTransl atedPort:%u: MSISDN=$MSISDN:%s. IMEI=$IMEI:%s. IMSI=$IM SI:%s. CUSTOM 1=$CUSTOM 1.%s:

Format CUSTOM2=$CUSTOM2:%s: CUSTOM3=$CUSTOM3:%s: ChargingGatewayAddress=$ChargingGatewayAddress %s:
SGSNaddress=$SGSNaddress.%s. GGSNaddress=$GGSNaddress.%s. RATtype=$RATtype:%s. UserL ocation=$UserL ocation:%s:
customlName=$custom1Name %s: custom2N ame=$cu510m2N ame:%s: custom3Name=$cusIom3Name %s:
proto=OTHER src=5.5.5.5 c6a2—bbbb :ccce c632LabeI Source IPv6 Address spt=1 sourceTransI atedAddress:G 6.6.6 c6a3=aaaa:: bbbb
c6a3Label=Dest IPv6 Address sourceTranslatedPort=1 M S| SDN=40700000001 | M EI=999900000000010 IM SI=083901216493855
Example CUSTOM1=NAS-IP-Address=11.14.10.15 CUSTOM2=NAS-IP-Address=11.14.10.15 CUSTOM3=NAS-IP-Address=11.14.10.15
ChargingGatewayAddress=7.7.7.7 SGSNaddress=8.8.8.8 GGSNaddress=9.9.9.9 RATtype=3GPP-RAT-TY PE UserL ocation=attribute custom?2
Location number 32 custom1Name=NAS-IP-Address custom2Name=NAS-IP-Address custom3Name=NAS-1P-Address
Variable Type Value D@crlptlon
OTHER
TCP
UDP
ICMP
proto String IP Protocol
GRE
ESP
RTSP
ICMPv6
src Strlng {Source IPv4 Addr&} Source |IPv4 Address
c6a2 Stnng {Source IPv6 Address} Source |IPv6 Address
spt Unsi gned Integer 1-65535 Source Port
sourceTrand emedAddress Stri ng { Source Transl ated IPv4 Address} Source Trandl ated IPv4 Address
c6a3 Stri ng { Dest_l P\/6_Address} Dest IPv6 Address
sourceTrand atedPort Unsi gned I nteger 1-65535 Source Trandl ated Port
MSISDN {Mobrle Phone number_ of _the subscnber} Mobile Phone number of the subscnber

String




IMEI String {Unique_ID_for_the device} Unique ID for the device

IMSI String {International_Mobile_Subscriber_identity} International Mobile Subscriber identity
CUsTOM1 String {Custom_Attribute_Value} Custom Attribute Value
CUSTOM2 String {Custom_Attribute Value} Custom Attribute Value
CUSTOM3 String {Custom_Attribute_Value} Custom Attribute Value
ChargingGatewayAddress String {Charging_Gateway Address} Charging Gateway Address
SGSNaddress String {Serving_GPRS_Support_Node_address} Serving GPRS Support Node address
GGSNaddress String {Gateway_GPRS_Support_Node_address} Gateway GPRS Support Node address
RATtype String 3GPP-RAT-TYPE Radio Access Technology
UserLocation String attribute custom?2 L ocation number 32 User Location

NAS-IP-Address
custom1Name String Location Custom Attribute Name

User-Name

NAS-IP-Address
custom2Name String Location Custom Attribute Name

User-Name

NAS-IP-Address
custom3Name String Location Custom Attribute Name

User-Name

517985150525505539 Data Session has been created cgnvé.template.logging
CEF

proto=$proto:%s. src=$src:%s: c6a2=$c6a2:%s: c6a2l abel=Source IPv6 Address spt=$spt:%u: dst=$dst:%s: c6a3=$c6a3:%s. c6a3l abel=Dest

IPv6 Address dpt=$dpt:%u: sourceTransatedAddress=$sourceTranslatedAddress:%s: c6al=$c6al:%s: c6all abel=Source Trandated |Pv6 Address

sourceTransl atedPort=%$sourceTrans atedPort:%u: destinationTranslatedAddress=$destinationTranslatedAddress.%s. c6ad=$c6a4:%s:

c6a4l abel=Dest Trandated |Pv6 Address destinationTrans atedPort=$destinationTransl atedPort:%u: M SISDN=$M SISDN:%s: IMEI=$IMEI:%s:

IMSI=$IMSI:%s: CUSTOM 1=$CUSTOM 1.%s: CUSTOM2=$CUSTOM2:%s: CUSTOM3=$CUSTOM 3:%s:

ChargingGatewayAddress=$ChargingGatewayAddress.%s. SGSNaddress=$SGSNaddress:%s. GGSNaddress=$GGSNaddress.%s:

RATtype=$RATtype:%s: UserL ocation=$UserL ocation:%s. custom1Name=$customlName:%s: custom2Name=$custom2Name: %s:

custom3Name=$custom3Name:%os: app=$app:%es: cs7=$app:%s. cs7Label=Application Category
proto=OTHER src=5.5.5.5 c6a2=bbbb::cccc c6a2L abel=Source IPv6 Address spt=1 dst=5.5.5.5 c6a3=aaaa::bbbb c6a3L abel=Dest IPv6 Address
dpt=1 sourceTransatedAddress=6.6.6.6 c6al=bbbb::cccc c6all abel=Source Trandated IPv6 Address sourceTranslatedPort=1
destinationTranslatedAddress=5.5.5.5 c6ad=bbbb::cccc c6adl abel=Dest Translated |Pv6 Address destinationTrand atedPort=1

Example M SISDN=40700000001 | M EI=999900000000010 |M SI=083901216493855 CUSTOM1=NAS-IP-Address=11.14.10.15 CUSTOM2=NAS-IP-

Address=11.14.10.15 CUSTOM 3=NAS-IP-Address=11.14.10.15 ChargingGatewayAddress=7.7.7.7 SGSNaddress=8.8.8.8 GGSNaddress=9.9.9.9
RATtype=3GPP-RAT-TY PE UserL ocation=attribute custom2 L ocation number 32 custom1Name=NAS-IP-Address custom2Name=NAS-IP-
Address custom3Name=NAS-1P-Address app=cgnv6app cs7=cgnv6app cs7L abel=Application Category

Format




OTHER

TCP

UDP

ICMP
proto String IP Protocol

GRE

ESP

RTSP

ICMPv6
src String {Source_IPv4_Address} Source |IPv4 Address
c6a2 String {Source_IPv6_Address} Source |Pv6 Address
spt Unsigned Integer 1-65535 Source Port
dst String {Destination_|Pv4_Address} Destination I1Pv4 Address
c6a3 String {Dest_IPv6_Address} Dest IPv6 Address
dpt Unsigned Integer 1-65535 Destination Port
sourceTrand atedAddress String {Source_Trandated |Pv4 Address} Source Translated IPv4 Address
c6al String {IPv6_Address} IPv6 Address
sourceTranslatedPort Unsigned Integer 1-65535 Source Translated Port
destinationTranslatedAddress String {Trandated Destination_Address} Translated Destination Address
c6a4 String {IPv6_Address} IPv6 Address
destinationTransl atedPort Unsigned Integer 1-65535 Destination Trandlated Port
MSISDN String {Mobile_Phone_number_of_the subscriber} Mobile Phone number of the subscriber
IMEI String {Unique_ID_for_the device} Unique ID for the device
IMS| String {International_Mobile_Subscriber_identity} International Mobile Subscriber identity
CusTOM1 String {Custom_Attribute Value} Custom Attribute Value
CUSTOM2 String {Custom_Attribute_Value} Custom Attribute Vaue
CUSTOM3 String {Custom_Attribute Value} Custom Attribute Value
ChargingGatewayAddress String {Charging_Gateway_Address} Charging Gateway Address




GGSNaddress String {Gateway_GPRS_Support_Node_address} Gateway GPRS Support Node address

RATtype String 3GPP-RAT-TYPE Radio Access Technology
UserL ocation String attribute custom2 Location number 32 User Location
NAS-I1P-Address
custom1Name String Location Custom Attribute Name
User-Name
NAS-IP-Address
custom2Name String Location Custom Attribute Name
User-Name
NAS-IP-Address
custom3Name String Location Custom Attribute Name
User-Name
String {App_Name} App Name

proto=$proto:%s; src=$src:%s. c6a2=%$c6a2:%s: cb6a2l abel=Source |Pv6 Address spt=$spt:%u: dst=$dst:%s. c6a3=$c6a3:%s. c6a3L abel=Dest

IPv6 Address dpt=$dpt:%u: sourceTranslatedAddress=$sourceTrand atedAddress:%s: c6al=$c6al:%s: c6all abel=Source Translated |Pv6 Address

sourceTranslatedPort=$sourceTrans atedPort:%u: destinationTransl atedAddress=$destinationTrans atedAddress:%s. c6ad=$c6a4:%s:

c6adl abel=Dest Trandated IPv6 Address destinationTrans atedPort=$desti nationTransl atedPort:%u: MSISDN=$MSISDN:%s: IMEI=$IMEI:%s:

IMSI=$IMSI:%s. CUSTOM1=$CUSTOM 1.%s. CUSTOM2=$CUSTOM2:%s: CUSTOM 3=$CUSTOM 3:%s:

ChargingGatewayAddress=$ChargingGatewayAddress:%s:. SGSNaddress=$SGSNaddress:%s: GGSNaddress=$GGSNaddress:%s:

RATtype=$RATtype:%s. UserL ocation=$UserL ocation:%s; customlName=$customlName:%s: custom2Name=$custom2Name: %s:

custom3Name=$custom3Name:%s. app=%app:%es. cs7=%$app:%es. cs7Label=Application Category
proto=OTHER src=5.5.5.5 c6a2=bbbb::cccc c6a2L abel=Source IPv6 Address spt=1 dst=5.5.5.5 c6a3=aaaa::bbbb c6a3L abel=Dest IPv6 Address
dpt=1 sourceTranslatedAddress=6.6.6.6 c6al=bbbb::cccc c6all abel=Source Transated |Pv6 Address sourceTranslatedPort=1
destinationTranslatedAddress=5.5.5.5 c6ad=bbbb::cccc c6adl abel=Dest Trandated |Pv6 Address destinationTrans atedPort=1

Example M SISDN=40700000001 | M EI=999900000000010 IM SI=083901216493855 CUSTOM1=NAS-IP-Address=11.14.10.15 CUSTOM2=NAS-IP-

Address=11.14.10.15 CUSTOM3=NAS-IP-Address=11.14.10.15 ChargingGatewayAddress=7.7.7.7 SGSNaddress=8.8.8.8 GGSNaddress=9.9.9.9
RATtype=3GPP-RAT-TY PE UserL ocation=attribute custom2 L ocation number 32 custom1Name=NAS-IP-Address custom2Name=NAS-IP-
Address custom3Name=NA S-1P-Address app=cgnv6app cs7=cgnv6app cs7L abel=Application Category

Variable Type Value Description

Format

proto String IP Protocol




src String {Source_IPv4_Address} Source |Pv4 Address

2 sing {Source IPV6 Addresy SourcelPve Address
o Unsigned Integer 16553 sucePot
P sing {Destiration IPv4 Addresy | Detination|Pv4 Address
3 sing {DesPve_Addresy DestiPv6 Address
o Unsigned Integer 168835 DesiraionPot
suceTrandatedAddiess sing {Source Trandated IPv4 Addresy Source Trandated IPv4 Address
et sing (Ve Addesy Pv6Addess
souceTrandatedPort Unsigned Integer 165588 SouceTrandatedPot
desinationTrandatedAddress sing {Trandcted Destination Addresy Trandated Destination Address
E sing (Ve Addresy PveAddress
desinationTransatedPort Unsigned Integer 168835 Desination Transiated Port
‘mMssoN sing {Mobile_Phone_number_of_the subscriber} Motile Phone number of thesubscriber
wve sing {UniqueD_for_the deviesg UniquelDforthedevice
wms sing {Intemational_Mobile_Subscriber_identit) Internationl Mobile Subscriber identity
customr sing (Cusom Attribute Vaug} CutomAtributevave
custom2 sing (Cusom Atuibute vaue) CustomAtribuevave
customs sing (Cusom Attribute Vaug} CutomAtributevave
ChagingGatewayAddress sing (Chaging Gateway_Addresy Charging Gateway Address
SGSNaddres sing {Seving_GPRS Support_Node addresy Seving GPRS Support Nodeaddress
GeSNaddress sing (Gateway_GPRS Support Node_addresy Geteway GPRS Support Nodeaddress
RATYWRE sing GPPRATTYPE RadioAccessTechnology
'"L.J-:-agr-l-_ocation- --------------------------- St rlng ------- attrlbute cust;)-;;é Locatic-)-r-luéumber 32 -------------- User -Locati 0; --------------------------
""""""""""""""""""""""""""""" NASIPAddess
custom1lName String Location Custom Attribute Name

User-Name




NAS-IP-Address

custom2Name String Location Custom Attribute Name
User-Name
--------- NA-S-I P-Addreﬁs
custom3Name String Location Custom Attribute Name
User-Name
--------- Stnng - {App Name} - - - App Name
SYSLOG
Format $|nfo %s: $act|on Ys:
-"I-E;emple - - - Blade system reset done. BladeW|II reboot |tself
---\-;er-iable - - - Type Value - - - Da:riptien
info String { more_i nfo} more info
m;:ti-on - - Stri-ng - {next step} - next step
SYSLOG
Format $operat| on:%s: . $info:%s:
-"I-E")t.a-mple - - - Blade underwent apendi ng system -reset . Blade WI|| reboot -
---\-;er-iable - - - Type Value - - - Deecriptien
operation String {more_info} moreinfo
|nfo - Stri-ng - {next step} - next step
SYSLOG
Format $de\/'%5' alOcIidbg Connected
-"I-E;emple - - - MASTER/BLADE alOclldbg Connected
---\-;z.a.r-iable - - - Type Value - - - - Deacriptien

dev String {chassis} chassis



dlidbg-disconnect 693554342615056391 BO”‘ L°°a' g MrsrEsELapE Aol || | s i
disconnected

SYSLOG

Format $dev'%s aloclidbg disconnected

Example MASTER/BLADE alOchdbg di sconnected

Variable Type Value Description
Stri ng {ch i S} chassis

SYSLOG

Format [AlosYSCFG] $dev:%s: init done.

Example [AlOSYSCFG] MAST ER/BLADE init done

Variable Type Value Description
Stri ng {ch i S} chassis

SYSLOG

Format Restore on Blade succeeded.

SYSLOG

Format [AlOSCM] $dev %s: init done.

Example [AlosCM] MASTER init done

Variable Type Value Description

: MASTER .
dev String BLADE chassis

scmcfg-cr eate-fail 693554342615056397 BOth Local 21 thread create api failed

SYSLOG




Format [AlosCM] The thread create alOscmd_task api failed

syscfg-cr eate-fail 693554342615056395 FBQZ,tﬂotgcal e thread create api failed

SYSLOG

Format [AlOSYSCFGD] The thread create alOsycfgd task api failed

SYSLOG

Format [CLI DEBUG MON] The thread create $dev:%s: ap| failed
-"I-E;ample - - - [CLI DEBUG MON] The thread create connection api falled
.--\-;aTiable - - - Type Value - - Descriptien

Stri ng { proceﬁs name} proceﬁs name

Format -$name %s: csllabel=List Name csz—$conf|g_type %s: cs2L abel= Conﬂg Type c33—$str %s: cs3Label= Stnng
-"I-E");ample - - - csl=clist_name cleabeI List Name csZ—strlng cs2L abel= Conflg Type csS—alOnetworks cs3LabeI Stri ng
‘sysoc | |

Format Clasdlist $name:%s: Fail to config $Config_type:%s Pstr:%s..
.“I-E;ample - - - C|8$S|I$ clist_name: Fail to oonflg strmg alOnetworks. -
---\-;ar-iable - - - Type Value - - - Descriptien

name String {class list_name} class list name

config_type String stri ng Type

domain

--------- Strlng - {cIa& list s[rlng or_( domaln name} - cIa& list stri ng or domain rTame

duplicate 243194379878006787 BOth Local el List hasa duplicate entry




csl=$list_type:%s: csllLabel=Type of list cs2=$name:%s: cs2L abel=List Name cs3=$dup_type:%s: cs3Label=Duplicate Type csA=$address.%s:

Format csAL abel=Address cn1=$line:%d: cnlLabel=Line Number

---I.E;ample csl—CIasllst cleabeI —Type of list csZ-cllst name csZLabeI List Name cs3=IPv6 address csSLabeI DupI|cate Type cs4=100::1 S
csAL abel=Address cn1=100 cn1lL abel=Line Number

SYSLOG I

Format $l ist_type:%s $name: %s:: DupIicate $dup_type:%s: $address:%s: detected on line $line:%d:.

-"I.E")tample Clasdlist clist_name: Dupllcate IPv6 address 100::1 detected on line 100. S

m\.;at-iable Type Value - Da:riptien -----------

list_type String g:ﬁliuimn telist Typeof list

name Strlng {cla$ list name} - cla$ list name -

muup"_type Stnng {dupllcate entry_type} muuphcate entry type

address String {addras which_is dupllcate} addras whichis dupllcate

I|ne |ntetger {Ime number_ where error happend} - I| ne number where error happend

csl=$list_type:%s: csllabel=Type of list cs2=$name:%s: cs2L abel=List Name cs3=$cnt_type:%s: cs3Label=Count Type cnl=$count:%d:

Format cnllabel=Count cn2—$I|ne %d: cn2Label=Line Number

---I.E;a-mple csl= Cla&dlst cleabeI Type of list csZ—cllst name csZLabeI List Name csS—IPtotaI cs3LabeI Count Type ¢cn1=100000 cnlLabeI cont
€n2=100 cn2Label=Line Number

SYSLOG S

Format $Iist_type:%s $name:%s: $cnt_type:%s: count exceeded $count:%d: on line $line:%d:.

-"I.E")ta-mple Clasdlist clist_name: IP total count exceeded 100000 on line 100. S

'“\.;ar"iable Type Value -"Deﬁcriptit-)n -----------

list_type String g:ﬁlizuwm telist Typeof list

name Stnng {clas list name} .“elia;ehst name-

cnt_type Stnng {Type of Count} Type of Count

*count  cw

Integer {Count which_has_been exceeded} Count which has been exoeeded




line Integer {Ime number_where_error happend} line number where error happend

Format cs1—$I|st type %s: cslLabel=Type of list cs2—$name %s: cs2L abel=List Name csS—$Iog %s: cs3Label= Log
'“I-E.;rample - - - csl—CIassllst cleabeI—Typeof list csZ—cllst name csZLabeI List Name csS—Ioaded into AX. csSLabeI Log
syso | |

Format $Iist_type:%s $name:%s: $Iog:%s
-"I-E;ample - - - Clasdlist clist_name: loaded into AX. -

'--\-;ar—iable - - - Type Value - - - - - Deecriptien

list_type String CB::ﬁliiS;:/Whi telist Typeof list

name - - - Stri-ng - {claes list name} ------ c I.a.eslisi name

log String {Iog me;%\ge} log message

Both L ocal and black and white list has an

243194379878006790 invalid character in theline to warning
Remote

be par sed

Format —$name %s: csllabel=List Name c32—$char %s: cs2L abel=Character cs3=$str:%s: cs3Label=String cn1—$I|ne %d: cnllabel=Line Number
-"I-E")rample - - - csl=bw_name cleabeI List Name cs2=33 csZLabeI Character cs3=33 csSLabeI Stnng cn1=100 cnlLabeI Line Number
‘sysoc | |
Format Blacklist/Whitelist $name %s:: Invaid character $char %s: for $str:%s: at line $I|ne %d:.
'--I-E;ample - - - BIackIrstNVhrtellst bw_name: Invalid character 33for 33 at I|ne 100.
---\-;a.riable - - - Type Value - - Deecriptien
name String {bl ack_and_white_list_name} black and white list name
char - - - Stri-ng - {|nvaI|d character} ------ i nva||d character -
str ----- Stri-ng - {stnng has invalid character} ----- st rlng hasmvalld character
Ilne - - - Integer - {Ilne number_where_error happend} - I| ne number where error happend




invalid_format 243194379878006789 | Both Local and Clesslietey Blesdledibinti=ler | o || deselie
Remote has Invalid Format
CEF

Format csl—$|rst type %s:. csllabel=Typeof list csZ—$name %s:. cs2Label=List Name cn1—$I|ne %d: cnllLabel=Line Number
-"I-E;ample - - - csl—CIa$I|st cleabeI —Type of list csZ—cllst name csZLabeI List Name cn1=100 cnlLabeI Line Number
‘sysoc | | |
Format $I|st . type:%s: $name %s:: Invalid format at line $I|ne %d:.
-“I-E.;rample - - - Classlrst clist_name: Invalrd format at Irne 100.
---\-;ariable - - - Type Value - - - - Deﬁcriptien
list_type String g:ﬁliissft/Whi tdist Typeof list
name - - - Stri-ng - {class list name} ------ c Iass list name
I|ne - - - Integer - {Ilne number_where_error happend} ----- li | ne number where error happend

cs1=9list_type:%s:. csllabel=Type of list cs2=$name:%s: cs2L abel=List Name cs3=$ip_type:%s: cs3Label=Invalid Type cs4=$address.%s:

Format csAL abel=Address

-“I-E.;rample - - - csl= Claslrst cleabeI—Type of list cs2=clist_name csZLabeI List Name cs3=IPv4 address cs3LabeI Invalrd Type cs4—found cs4LabeI —Address
svsoe | |

Format $I|st . type:%s: $name %s:: $|p type:%s: $addreea%a

-"I-E")rample - - - Clasllst clist_name: IPv4 addresfound

---\-;ariable - - - Type Value - - - - Deecriptien

list_type String g:ﬁli:tlwm telist Typeof list

name - - - Stri-ng - {cla$ list name} ------ c Ia$ list name

ip_type String :gg zg:z invalid entry type

address - - - Stri-ng - found - - - - Value




invalid_range 243194379878006792 e LEslEe I.nval L rangefor connection warning class-list
Remote limit or id
CEF

csl=$name:%s: csll abel=List Name cs2=$str:%s:. cs2L abel=String cn1=3%line:%d: cn1L abel=Line Number cn2=$min:%d: cn2Label=Minimum

Format cn3—$max %d: cn3Label=Maximum
---I-E;ample csl—bw name cleabeI List Name ce2—conn I|m|t cs2L abel Stnng cnl1=10 cnlLabeI Line Number cn2=1 cn2Label Minimum cn3=1000
cn3Label=Maximum

'SYsLOG " S
Format Blacklist/Whitelist $name %s:: Invalid $str %s: at line $line:%d:. (Valid values are$m|n %d: to $max %d: )

-“I-E;ample " " " BIackIrstNVhltellstbw name: Invalid conn limit at I|ne 10. (Valld valuesarelto 1000) ----------
---\-;ar-iable " " " Type Value Deﬁcr|pt|on ----------
name String {black and_white list name} black and white list name

str --------- Stri-ng " {stnng thet was inputy el r| ng that was |nput "

I|ne ------- | nteper " {li ne_number} --------- li | ne number

m|n ------- | nteper " { ml ni mum_val-ue} --------- m | n| mum val ue

---------------- Integer " {maX|mum value} " " " mma)-nmum value

Format —$name %s: csllabel=List Name 032—$Str %s: cs2Label= Stnng cn1—$l|ne %d: cnllabel=Line Number
-“I-E;ample " " " csl=bw_name cleabeI List Name cs2=256.156.10.3 cs2L abel= Stnng cn1=100 cnlLabel Line Number S
sysog " S
Format Blacklist/Whitelist $name %s:: Invalid $str %s: at line $I|ne %d:.
-"I-E;arnple " " " Blackl|st/\Nh|tel|sI ow_name Ivalid 256156103 t line 100.
---\-;a.r"iable " " " Type Value " [ Descriptien ----------
name String {black and_white list name} black and white list name
str --------- Stri-ng " {|p address} ------- i-p.arldreﬁs "

line Integer {I|ne number_where_error happened} line number Where error happened




max_depth_exceed 243194379878006785 i Lozl e AECETERIER BET @REEE warning class-list
Remote depth
CEF

Format csl—$Narn %s: cslLabel=Aho-Corasick
-"I-E;emple - - - csl=Max depth exceeded cleabeI —Aho Corasi ck
‘sysoc | |
Format Aho-Corasick: $warn:%s:
-“I-E.;remple - - - Ahe-Coresi ck: -M ax depth -exceeded
m\}eriable - - - Type - Velue - - - - - Dacriptien
Strmg Max depth exceeded warning
S
Format Csl—$I|st type %s: cslLabel=Type of list csZ—$name %s: cs2L abel=List Name cn1—$I|ne %d: cnllabel=Line Number
-“I-E;emple - - - csl—CIassIrst cleabeI —Type of list csZ—chst name csZLabeI List Name cn1=100 cnlLabeI Line Number
sysoc | | |
Format $list_type:%os: $name %s:: No more mernory to load line $line:%d:.
-"I-E")remple - Cla$hst clist_name: No more memory to load I|ne 100. -
m\}er—iable - - - Type - Value - - - Da:riptien
list_type String g:ﬁ:zt/wm telist Typeof list
name - - - Stri-ng - {Llst e Llst name
I|ne - - - Integer - {Irne number_ where error happend} - I| ne number where error happend

Format —$I|st type %s: csllabel= Cla$Type of list csZ—$name %s: cs2L abel=List Name csS—$log %s: cs3Label=Log

Example csl=Clasdlist cleabeI CIassTypeof list csz—chst namecs2LabeI List Name cs3=0ut of memory csBLabeI Log




Format $Iist_type:%s $name:%s: $I 00:%s:

Example Clasdlist clist_name Out of memory

Variable Type Value Description

. : Clasdlist .
list_type String BlacklistWhitdlist Typeof list
name String {cl ass_list_name} class list name
log String Out of memory Log Message

Too many errors. Subsequent entries will not be loaded

SYSLOG
Format cfgwnc $status %s:
-"I-E");emple - - - cfgwnc |nvaI|d optlon
---\-;e.r-iable - - - Type Velue - - - - - Deﬁcriptien
status Stri ng {m&eage} message
Remote partition
SYSLOG
Format config sync for partition ($status.%s: )
-"I-E");emple - - - coefig sync for- partition (sl-qared ) -
---\-;er-iable - - - Tyee - Velue - - - - - Deﬁcriptien
status String {patltlon name} patition name
remote server
SYSLOG
Format $operation:%s: $config:%s: to $prof:%6s: $file:%s: : $status:%6s:

Example Exporting startup-config to profile prof1 : succeed

Variable Type Value Description




operation String { operatl on} operation

config String {conflg file name} config file name
prof - - - Stri-ng - { destinati on} - - - deﬂl nation
f|Ie - - - Stri-ng - {f|Ie name} - - - f|Ie name
“;.t;tus - - - Stri-ng - { status} ------- st r;t-us
Format —$name %s: csllL abel=server name cn1—$p0rt %(d: cnllabel=port number
-"I-E");;mple - - - csl=serverl cleabeI =server name cnl=1 cnlLabeI =port number
sysoc | |
Format Diameter service group member $name:%s, port $port:%d: up, ceareply
'“I-E;e-xmple - - Diameter service group member serverl, port 1 up, cea reply -
m\};r-iable - - - Type Value - - D@criptipn
name String {Real_server_name} Real server name
port - - - Intpger - 1-3-868 ------- Ser uer port
Format csl—$name %s: cslL abel=server name cn1—$port %(d: cnllabel=port number cn2—$cpu %(d: cn2Label= cpu id
-"I-E;;\mple - - - csl=serverl csll abel=server name cnl=1 cnll abel=port number cn2=1 cn2L abel= cpu id
‘sysoc | |
Format Diameter service group member $name:%s, port $port:%d: thread $Cpu:%d: close conn error
'“I-E;e-\mple - Diameter service group member serverl, port 1 thread 1 close conn error -
---\-;:.a.r-iable - - - Type Value - - Deﬂ:riptic-)n
name String {Real_server_name} Real server name

port Integer 1-3868 Server port




Integer {CPUId) CPU Id

Format csl—$name %s: cslL abel=server name cn1—$port %d: cn1Label=port number cn2—$cpu %d: cn2Label= cpu id
-"I-E");umple - - - csl=serverl cleabeI =server namecnl=1 cnlLabeI =port number cn2=1 cn2LabeI cpu id
‘sysoc | |
Format Diameter service group member $name:%s', port $p0rt:%d: thread $cpu:%d: close conn fin
-“I-E;;mple - - Diameter service group member serverl, port 1 thread 1 close conn fin - -
m\};iable - - Type Value - - - Descriptipn
name String {Real_server_name} Real server name
'".;;;;;'t | | e 138 | | | Serverpot
--------- - - - Integer - {CPU _1d} - - - - CPU Id
Format —$name %s: cslLabel=server name cn1—$port %(d: cnllabel=port number
-“I-E;;mple - - - csl=serverl cleabeI =server name cnl=1 cnlLabeI port number
sysoc | |
Format Diameter service group member $name:%s, port $port:%d: up, dwa reply
-"I-E");;mple - - - Diameter service group member serverl, port 1 up, dwa reply -
m\};r-iable - - Type Value - - Deﬁcriptipn
name String {Real_server_name} Real server name
port | e s | | sarver port

Format csl=$name:%s: csllL abel=server name cnl=$port:%d: cnll abel=port number cn2=$cpu:%d: cn2Label=cpu id




Example csl=serverl csll abel=server name cnl=1 cnll abel=port number cn2=1 cn2Label=cpu id

SYSLOG
Format Diameter service group member $name:%s, port $port:%d: thread $cpu:%d: down, dwr time out
-"I-E;ornple ------ Diameter service group member server, port 1 thread 1 down, dwr timeout
'--\-;etr-iable ------ Type Value [ Description ----------------
name String {Real server name} Real server name
";;I;}'t """" e ams Sever port
---------------- Integer " {CPU _d} " " " " CPU Id
Format —$|p %s:. csllabel= |p \Z! cn1—$port %u: cnllabel=port number c52—$str|ng %s:. cs2L abel=stri ng
-"I-E")ternple ------ cs1=1.1.1.1 cslL abel=ip v4 cn1=1 cnll abel= port number cs2=abc cs2L abel= strlng ----------------
SYSLOG
Format Invalid avp from $ip:%s::$port:%u: (value=$string:%s:)
"-I-E;z-arnple ------ Invelid avp frorn 1.1.1.1:1-(-val ue:abc)- ---------------------------
---\-;e.r-iable ------ Type " Velue ---------- Des:ription ----------------
ip IP V4 Address {IPv4_address} IPv4 address
port ------- Uns gned Integer 1—3-8-;68 ----------- Ser uer port "
strrng ------ Strrng {FQDN strrng} --------- FQDN string "
Format 1—$|d %s: csllabel=session id
'“I-E;e-\rnple ------ €s1=12345 cleabeI Cessonid
SYSLOG

Format Diameter message (session-id=$id:%s:) cannot find client conn




Example Diameter ma&\ge (ssmon id= 12345) cannot find client conn

Variable Type Value Description

Strrng {Smon |d} Session id

cs1=%sname:%s. cslL abel=service name cs2=$name:%s: cs2L abel=server name cn1=%port:%d: cnll abel=port number cn2=%$cpu:%d:

Format cn2l abel=cpu id

-“I-E;emple - - - csl= sgl cleabeI =service name cs2=serverl csZLabeI =server name cnl=1 cnlLabeI port number cn2=1 cn2LabeI cpu |d
sysoc | |

Format Diameter service group $sname %s. member $name %s:, port $port:%d: thread $cpu:%d: down, no conn
-"I-E;emple - - - Diameter service group sgl member serverl, port 1 thread 1 down, no conn -

---\-;er-iable - Type Value - - - Da:ription

sname String {Service_group_name} Service group name
name - Stri-ng - {Real_server_pame} - - Real server name
"};;}'t | | e 138 | | | *Server port

--------- - - - Integer - {CPU _Id} - - - - CPU Id

Format csl—$|d %s: csllabel=session id
-“I-E.;remple - - - cs1=12345 cleabeI =session id
sysoc | |

Format Diameter mes%ge (sessi on-id:$id:%s:) cannot find server conn
-"I-E")remple - - - Diameter mes&age (session- |d—12345) cannot flnd server conn
m\-reriable - - Type Value - - Deecription
Strrng {Se$|0n |d} Session id




| qrere /] |
CEF

csl=$sname:%s: cslL abel=service name cs2=$name:%s. cs2L abel=server name cnl=$port:%d: cnlL abel=port number cn2=$cpu:%.d:

cn2Label=cpu id

-"I-E")remple - - - csl—sgl cleabeI =service name cs2=serverl csZLabeI =server name cnl=1 cnlLabeI port number cn2=1 cn2LabeI cpu |d
‘sysoc | |

Format Diameter service group $sname %s. member $name %s:, port $port:%d: thread $cpu:%d: start conn
-“I-E.;r.e-\mple - Diameter service group sgl member serverl, port 1 thread 1 start conn -
---\-;e:riable - - - Type Value - - Dacription

sname String {Service_group_name} Service group name
name - - - Stri-ng - {Real_server_rtame} - - - Real server name
";;;}'t e 3 | | | Sarver port
--------- - - - Integer - {CPU |d} - - - - CPU Id

Format -$name %s: cslLabel=server name cn1-$port %(d: cnllabel=port number cn2—$cpu %d: cn2Label= cpu id
-"I-E")remple - - - csl=serverl cleabeI =server namecnl=1 cnlLabeI =port number cn2=1 anLabeI —cpu id
‘sysoc | |

Format Diameter service group member $name:%s, port $port:%d: thread $cpu:%d: up, ceareply
-“I-E;emple - - - Diameter service group member serverl, port 1 thread 1 up, ceareply - -
---\-;e.riable - - - Type Value - - Deecription

name String {Real_server_name} Real server name
'",;';;;'t | | e 1338 | | | Severpot
--------- - - - Integer - {CPU Id} - - - - CPU Id

thread_dwa reply 4538783999459333 seinlLezl et P e (e ey dog debugging | counter.port-diameter
Remote reply




Format csl=%name:%s: cslLabel=server name cnl=$port:%d: cnll abel=port number cn2=$cpu:%d: cn2Label=cpu id

Example csl=serverl csll abel=server name cnl=1 cnll abel=port number cn2=1 cn2Label=cpu id
SYSLOG
Format Diameter service group member $name:%s:, port $port:%d: thread $cpu:%d: up, dwa reply
'"I.E;;ﬁple --------------- D|;16ter serwce group member serverl port 1 thread 1 up, dwa oy
variable Tye vave Description
name String {Real_server_name} Real server name
";;;}'t """"""""" mteger Laes sverpot
"""""""""""""" e  {cPUMG  cud

request_header _log 460985643107876865 | Remote only DNS logging for traffic ddos.dns-logging

proto=$proto:%s: src=$src:%s; spt=Sspt:%d: dst=$dst:%s: dpt=Sdpt:%d: cs1=$type:%s: cslLabel=Query cnl=$queryid:%d: cnll abel=Query ID
cs2=$opcode:%s:. cs2Label=0Opcode cs3=%$header_flag:%s: cs3Label=Header Flag cn2=$gdcount:%d: cn2L abel=Question Count
cn3=%ancount:%d: cn3L abel=Answer Record Count cn4=$NSCount:%d: cn4L abel=Authority Record Count cn5=$arcount:%d:
cn5Label=Additional Record Count
proto=tcp src=1.2.3.4 spt=1 dst=4.5.6.7 dpt=1 csl=query cslL abel=Query cn1=1345 cnllL abel=Query ID cs2=QUERY cs2L abel=Opcode cs3=RD
Example cs3Label=Header Flag cn2=0 cn2L abel =Question Count cn3=0 cn3L abel=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0
cn5Label=Additional Record Count

SYSLOG
Format $proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: Queryld=$queryid:%d: Opcode=$opcode:%s: HeaderFlag=$header_flag:%es:
QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=$arcount:%d:
'"I.E");;\-r-nple --------------- tcpl 2341 456 71 Ty[;;:query Q;;yld 134;(-)pcode=(5(J-ERY He;i-t-arFlag RISEQDCountm(-)- ANCOUI’-I-I-"O NSCOU-I-’;{ 0 ARCO-I-.I-I-;t—O ------------
variable Tye vawve Descripion
proto String L?p Protocol
« PVaAddess  {souc suce
o nteger Lessss sucePot
dst ------------------- | PV4 Addra%m { D&stl nation IP} ------------------ D&stl nation | P -------------------
™ nteger Lesss DesinaionPot

type String query Type of DNS message




queryid | nteger { duey_i d} Query id
opoode swring QUERY Opcode
mn.e.eder_fl ag Str-i-ng { Header} Header
qdcount Integer {Questl on Count} Questl on Count
ancount Integer {AnSNer Record Count} AnSNer Record Count
mI\ICCount Integer {Authonty Record Count} "Xutnonty Record Count
arcount Integer {Addltlonal Record Count} “dertlonal Record Count
nsoount Integer {Authonty Record Count} l-Xutnonty Reoord Count

request_header Iog v6 460985643107876868 DNSIogglngfor traffic ddosdns-logglng

proto=$proto:%s: src=%src:%s; spt=$spt:%d: dst=$dst:%s: dpt=dpt:%d: csl=$type:%s: cslLabel=Query cnl=$queryid:%d: cnllabel=Query ID
cs2=$opcode:%s:. cs2Label=Opcode cs3=$header_flag:%s: cs3L abel=Header Flag cn2=%$gdcount:%d: cn2L abel=Question Count

Format cn3=$ancount:%d: cn3L abel=Answer Record Count cn4=$NSCount:%d: cn4L abel=Authority Record Count cn5=$arcount:%d:
cn5Label=Additional Record Count
proto-tcp src=2001:ABCD::7 spt=1 dst 2001:ABCD::7 dpt 1 csl-query cleabeI Query cnl=1345 cnlLabeI Query ID csZ—QU ERY
Example cs2L abel=Opcode cs3=RD cs3Label=Header Flag cn2=0 cn2Label=Question Count cn3=0 cn3Label=Answer Record Count cn4=0
cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record Count
SYSLOG
Format $proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%es: Queryld=$queryid:%d: Opcode=$opcode:%s: HeaderFlag=$header_flag:%es:
QDCount $qdcount %d: ANCount= $ancount %d: NSCount—$necount %d: ARCount—$arcount %0d:
Example tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type=query Queryld=1345 Opcode:QUERY Hee\derFIag-RD QDCount-O ANCount=0 NSCount=0
P ARCount=0
Variable Type Value Description
. tcp
proto String U dp Protocol
sic IP V6 Address {Source IP} Source IP
spt Integer 1-65535 Source Port
dst IPV6 Addreﬁs {Destlnatlon IP} Destination IP
dpt Integer 1-65535 Destination Port
type query Type of DNS m%&age

String




queryid | nteger {Query_id} Query id
moocode Stri ng QlII-ERY .“roode
mneeder_fl ag String { H-eader} Header
qdcount Inteoa {Questl on Count} Quectl on Count
ancount Inter;er {Answer Record Count} " Answer Record Count
mI\IéCount Inteoa {Authorlty Record Count} ""A.\.utnonty Record Count
me.rcount Integer {Add|t|0nal Record Count} "demonal Record Count
nscount Integer {Authorlty Record Count} ""A.\.utnorlty Record Count

request_header_question_log 460985643107876867 I(_?ojg&Dlgr?sRequea Il Y ddos.dns-logging

proto=$proto:%s: src=%src:%s; spt=$spt:%d: dst=$dst:%s: dpt=$dpt:%d: csl=$type:%s: cslLabel=Query cnl=$queryid:%d: cnllabel=Query ID

cs2=%opcode:%s: cs2L abel=Opcode cs3=$header_flag:%s: cs3Label=Header Flag cn2=$qdcount:%d: cn2L abel=Question Count

Format cn3=$ancount:%d: cn3L abel=Answer Record Count cn4=$NSCount:%d: cn4L abel=Authority Record Count cn5=$arcount:%d:
cn5L abel=Additional Record Count dhost—$dhost %s: cs4—$qr type:%s: csAlabel= Query Type csS—$qr class:%s: csbLabel Query Class
proto-tcp src=1.2.3.4 spt 1 dst 4.5.6.7 dpt=1 csl—query cslLabel Query cn1=1345 cnllL abel=Query ID csZ—QU ERY csZLabeI Opcode cs3=RD
Example cs3Label=Header Flag cn2=0 cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0
cn5Label=Additional Record Count dhost=server.example.com cs4=A csAL abel=Query Type cs5=IN cs5Label=Query Class
SYSLOG
$proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: Queryld=$queryid:%d: Opcode=$opcode:%s. HeaderFlag=$header_flag:%es:
Format QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=$arcount:%d: dhost=$dhost:%s: QueryType=$qr_type:%s:
QueryCI ass:$qr class:%s:
tcp 1.2.3.41456.71 Type=query QueryId 1345 OpoodecQUERY HeaderFI ag—RD QDCount—O ANCount=0 NSCount=0 ARCount=0
Example
dhost=server.example.com QueryType=A QueryClass=IN
Variable Type Value Description
. tcp
proto String U dp Protocol
src IP V4 Address { Source} Source
Spt Integer 1-65535 Source Port
dst IPV4 Address { Destination_| P} Destination IP
dpt Integer 1-65535 Destination Port




type String query Type of DNS me&ege
queryid e {Quayig Query id
opcode sig  QUERY Opeode
mneeder_fl ag Stri ng { H-ewer} Hewer
qdcount Integer {Queetl on Count} Queetl on Count
ancount Integer {Answer Record Count} " AnSNer Record Count
mI\ICCount Integer {Authorrty_Record Count} "Xut-horrty Record Count
mer.count Inteder {Addltronal Record Count} “deltronal Record Count
dhost Str-i-ng { Hostname} .“I.-I.oetname

ar_type Strrng {Query Type} Query Type
qrcla&s Stnng {Query Clas} Query Class
nscount Integer {Authonty Record Count} “Xutnonty Record Count

request_header_question_log_v6 460985643107876870 ;nog :?F;V;IIDOI\:E Request el ddos.dns-logging

proto=$proto:%s: src=$src:%s: spt=Fspt:%d: dst=Sdst:%s: dpt=$dpt:%d: cs1=$type:%s: cslLabel=Query cnl=$queryid:%d: cnllabel=Query ID
cs2=%opcode:%s: cs2Label=Opcode cs3=$header_flag:%s: cs3Label=Header Flag cn2=$qdcount:%d: cn2L abel=Question Count

Format cn3=%ancount:%d: cn3Label=Answer Record Count cn4=$NSCount:%d: cn4L abel=Authority Record Count cn5=$arcount:%d:
cn5Label=Additional Record Count dhost—$dhost %s: cs4—$qr type:%os: csAlL abel= Query Type c35—$qr class:%s: cs5Label= Query Class
proto—tcp src=2001:ABCD::7 spt=1 dst 2001:ABCD::7 dpt=1 csl—query cleabeI =Query cn1=1345 cnlLabeI Query ID cs2=QUERY

Example cs2L abel=Opcode cs3=RD cs3Label=Header Flag cn2=0 cn2Label=Question Count cn3=0 cn3Label=Answer Record Count cn4=0

P cndlL abel=Authority Record Count cn5=0 cn5Label=Additional Record Count dhost=server.example.com cs4=A csAL abel=Query Type cs5=IN
cs5Label=Query Class

SYSLOG

$proto:%s. $src:%s. Sspt:%d: $dst:%s: $dpt:%d: Type=$type:%s: Queryld=$queryid:%d: Opcode=$opcode:%s. HeaderFlag=$header_flag:%s:
Format QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=%arcount:%d: dhost=$dhost:%s: QueryType=$qr_type:%s:
QueryCI ass:$qr class:%s:

tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type=query QueryId 1345 OpoodecQUERY HeaderFIag RD QDCount 0 ANCount=0 NSCount=0

Example ARCount=0 dhost=server. example com QueryType:A QueryCIas;l N
Variable Type Value Description
proto String tep Protocol

udp



src IP V6 Addressm { Source_l P} Source IP
spt Integer 1-65535 Source Port
dst IPV6 Addr%s" { Destination IP} MI.D";tmatlon IP
dpt Integer " 1-65535 .“I.D"eetlnanon Port
type Strmg query Type of DNS meswge
queryld Integer {Query id} Query id
opcode Strlng QUERY lmO"poode
mneeder_fl ag String { H-eader} Header
qdcount Inteoa {Qttesti on_Count} Queﬂl on Count
me.\.n(-:-ount Inteoer {AnSNer Record_Count} AnSNer Record Count
ml.\.léCount Inteoa {Authonty Record Count} “Xut—nonty Record Count
'“e.rr:-ount Inteoer {Add|t|onal Record Count} .-"A..ddltmnal Record Count
dhost Str-i-ng { Hostname} .“I.—.toetname

ar_type String { QUEW_TYPG} Query Type
qrclass Str-i-ng {Query Cl ass} Query Class
mneeount Inteoer {Authorlty Record Count} .-Xutnonty Record Count

request_question_log 460985643107876866 Log DNS Requeet Queetlon ddosdns—logglng

proto=$proto:%s: src=$src:%os: spt=$spt:%d: dst=$dst:%s: dpt=S$dpt:%d: cs1=$type:%s: cslLabel=Query cnl=$queryid:%d: cnllabel=Query 1D

Format dhost= $dhost %s: c52—$qr type %s: cs2Label= Query Type c33—$qr class:%s: cs3Label=Query Class

Example proto—tcp src=1.2.3.4 spt=1 dst=4.5.6.7 dpt 1 csl=query cslL abel= Query cn1=1345 cnll abel= Query ID dhost=server. example com cs2=A
P cs2L abel=Query Type cs3=IN cs3Label=Query Class

SYSLOG

Format $proto:%s: $src:%os: $spt:%d: $dst:%os: $dpt:%od: Type=3$type:%s. Queryld=$queryid:%d: dhost=$dhost:%s. Query Type=$qr_type:%s:

QueryCI a$=$qr class:%s:
Example tcp 1234145671 Type:query Queryld 1345 dhost server. example com QueryType:A QueryCIass:I N
Variable Type Value Description

tcp




proto String y dp Protocol
src " IPV4 Address { Source} Source
spt Integer " 1-65535 Source Port
dst IPV4 Address" { Destination IP} Destr nation IP
dpt Integer " 1-65535 .“I.D";trnanon Port
type String query Type of DNS messege
queryid e {Quey ia Query id
dhost Str-i-ng { Hostname} .“I.—I.oetname
ar_type Strrng {QUEW Type} Query Type
qrclass Strrng {Query Class} Query Class

request_question_log_v6 460985643107876869 L og DNS Request Questron ddosdns-loggrng

proto=$proto:%s. src=%src:%s. spt=$spt:%d: dst=$dst:%s: dpt=$dpt:%d: csl=$type:%s:. cslL abel=Query cnl=$queryid:%d: cnllLabel=Query ID

Format dhost—$dhost %s: csZ—$qr type %s:. cs2Label Query Type cs3—$qr class:%s: cs3Label= Query Class
'“I.E;&-l-r‘nple proto=tcp src=2001:ABCD::7 spt=1 dst 2001:ABCD::7 dpt=1 csl—query cleabeI Query cnl=1345 cnlLabeI Query o
dhost=server.example.com cs2=A cs2L abel=Query Type cs3=IN cs3Label=Query Class
‘svsLoG I
Format $proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=Stype:%s: Queryld=$queryid:%d: dhost=$dhost:%s. Query Type=$qr_type:%s:
QueryCI ass:$qr class:%s:
'"I.E")rernple tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type=query Queryld 1345 dhost=server. example com QueryType=A QueryCIasFI N
m\rer"iable Type Val ue et
proto String Lijpp Protocol
src IP-\}S Addr&seu {Source IP} Source 1P
spt Integer 1-65535 Source Port
dst IPV6 Addras" { Destination_| P} Destl nation IP
dpt Integer " 1-65535 Destl nation Port
type Typeof DNS messge

String query




queryid Integer { Query_i d} Query id

dhost String { Hostname} Hostname
qr_type | | | Stri-ng | {Quer y_ Type} ------ Q uer y Type
qrclass - - - Strlng - {Query Cl ass} ------ Q rrery Class
Format partName=%pname:%s:. partld=$pid:%u:
-“I-E;emple - - - parrNamecslqared partld:i -
sysoc | - | |
Format Partition $pname %s: (id $p|d %u:) deletion failed. Failed to erase part|t| on di rectory
-"I-E");emple - - - Partition shared (|d 1) deletion failed. Fa|led to erase part|t|on dlrectory
---\-;eriable - - - Type Value - - Deﬁcriptien
pname Stri ng {partition_name} partition name
------------ Unsrgned Integer 1-127 - - - "E;}imon id
Format partName=$pname:%s:. partld=$pid:%u:
-“I-E;emple - - - par'rNamezshared partld::r -
sysoc | - | |
Format Partition $pname:%s: (id $pid:%u:) files erased successfully from the disk
-"I-E")remple - - - Par;[ition sharee (id1) filee erased suceesfully frem the disk - -
---\-;eriable - - - Tyee - Velue - - - - - Deﬁcriptien
pname Stri ng {partition_name} partition name
------------ Unsrgned Integer 1-127 - - - mr).errrtlon id

deletion-info 13880234789044225 BOth Local en AlEsGiEss successfully o information | delete.service-partition
partition deletion




Format partName=$pname:%s:. partld=$pid:%u:
.“I-E;emple - - - paréName:shar-ed partld:i -
‘sysoc | - | |
Format Partition $pname:%s: (id $pid:%u:) files erased successfully from the disk
-"I-E;emple - - - Partition shared (|d 1) files erased suoceasfully from the disk -
m\-};iable - - - Type Value - - Deecriptien
pname Stri ng {parti ti on_name} parti tion name
--------- - Unsgned Integer 1-127 - - - partltlon id
SYSLOG
Format Fail Safe set box ready for taking actions.
Buffer Low detected.
SYSLOG
Format Fail Safe Software Error, 1/0 Buffer Low detected.
SYSLOG
Format Fail Safe Software Error, Session Memory Low detected.
SYSLOG
Format Fail Safe $0bj %s: cannot send ADV packets
-"I-E");emple - - - Fal Safe HA cannot %nd ADV packets
.--\-;er-iable - - - Type Value - - - - Da:riptien
HA

obj String object



VRRP-A

Both Local and HA group changeto Force Self

ha-standby 144115188075855875 Remote Standby AUTO-Set/MANUAL- | information | fail-safe

Set.

Format HA group $id:%d: change to Force Self Standby $act| on:%s..
Example HA group 1 change to Force Sdlf Standby AUTO-Set.
Variable Type Value Description
id Integer {id} id
. . AUTO-Set .
action String MANUAL -Set. action
ha-vrr-config 144115188075855883 2 Lee and el =5l y/NO VIR 9 information | fail-safe
Remote configured.
SYSLOG
Format Fal Safe: $a:t|on %s: $0bj %s: is oonflgured
Example Fa|I Safe: NOHA is conflgured
Variable Type Value Description
action String {action} action
. HA
obj String VRRP-A object
Both Local and Fail Safe HW M onitor
SYSLOG
Format Fail Safe HW Monitor $action:%s: $id:%d:.
Example Fa|I Safe HW Monitor Enabled 1
Variable Type Value Description
. . Enabled .
action String Disabled action

I nteger

__—-_




Remote

SYSLOG
Format Fail Safeisinitialized.
default value.
SYSLOG
Format $obj :%s: mem threshold reset to default value.
-"I-E;emple - - - Sess mem threshold reset to default val ue.
.--\-;er-iable - - - Type Value - - - - Da:riptien
sess
obj String sys object
fpga
SYSLOG
Format $obj:%s: mem threshold $val:%s..
-"I-E;emple - - - sess mem thres-hold 1. -
.--\-;el;iable - - - Tyee - Velue - - - - - Da:riptien
sess
obj String sys object
fpga
--------- Stri ng - {vaI ue} - - - - va ee
SYSLOG
Format Fail Safe recovery notification $obj:%s:.
."I-E;emple - - - Fa|l Safe recovery notlflcatlon to HA.
--;}.e.}iable - - - Type Value - - - - - Deecriptien

obj String {object} object




set-ha-standby 144115188075855876 | BOth Local and Fail Safe setfunsat Force Salf | ¢ mation | fail-safe
Remote Standby for HA group .

SYSLOG
Format Fail Safe $action:%s: Force Self Standby for HA group $id:%d:.

-"I-E;emple FaiI Safe set Fdrce Self Stendby for HA group 1. - -

---\-;eriable Tybe - VeIue - - - - - Deecriptien
action String 3ent ot action

--------- Integer -

Both Local and Fail Safe set/unset Force Self

SYSLOG
Format Fail Safe $act|on %s: Force Self Standby for VRRP-A VRID VRID $vr|d %d: in part|t|on $par|d %d:.
-"I-E")remple Fal Safe set Force Self Standby for VRRP-A VRID VRID 1in partltlon 1
---\-;er-iable Type Value - Da:riptien
action String Eﬁ ot action
vnd | nteger - {vrI d} - - - - vrid
pand Integer - {pand} - - - - parId

Both Local and Fail SafeS\N M onitor

SYSLOG
Format Fail Safe SW Monitor $act|0n %s: fpga$|d1 %d: session $|d2 %d: syaem $id3:%d: .
-“I-E;a-mple Fa|I Safe SW Monitor Enabled fpga lsessionl wstem 1.
---\-;er-iable Type Value - - - Deecriptien
action String E?;Pgﬁ:d action
|d1 Integer - {idI - - - - id -
|d2 Integer - {idI - - - - id -




Integer
SYSLOG
Format $obj :%s: error time out $id:%d::$val:%l:.
Example sw error time out 1:1.
Variable Type Value Description
. . sw .
obj String hw object
id Integer {id} id
Long {vaI} va
timeout-r eset 144115188075855890 B°th "°°a' e swhw error timeoutresetto | oo ing | fail-safe
default value.
SYSLOG
Format $Obj %s: error timeout reset to default value.
Example Sw error timeout reset to default value.
Variable Type Value Description
obj String SW object

SYSLOG
Format VRRP-A send extra meswge $id:%d:.
-"I-E");a-mple VRRP-A %nd extra mmge 1
.--\-;er-iable Type Value - Deﬁcriptien
id Integer {id} id
vrrp-standby 144115188075855874 | BCth Local and éiﬂif iﬂ?”g?sﬁ/iﬁ’fﬁﬁl information | fail-safe

Remote

SYSLOG

Set.




Format VRRP-A Parid $parid:%d: VRID $vrid:%d: change to Force Self Standby $action:%s:.

Example VRRP-A Parid 1 VRID 1 change to Force Self Standby AUTO-Set.
Variable Type Value Description
parid Integer {parid} parid
vrid Integer {vrid} vrid

) . AUTO-Set .
action String MANUAL -Set. action
debug-info 598978750440275970 22::0';:%' g file operation debug info debugging
SYSLOG
Format $operation:%s: file $file:%s: from $handle:%s: , using $mode:%os:
Example import file classlist-1 from /alOdata/class-list/cl1.txt , using axapi
Variable Type Value Description
operation String { operation_name} operation name
file String {file_name} file name
handle String {file_handle_name} file handle name
mode String {service_name} service name
il status sceo7s7s0440275069 | BHNLOGA 00 | 1 ion e ogs
SYSLOG
Format Failed to $info:%s:
Example Failed to remove folder
Variable Type Value Description
info String {falled_info} failed info
SYSLOG

Format rename $src:%s:. to $dest:%s: error: $dest:%os:




Example rename classlist-1 to clasdist-2 error: permission is not alowed
-“\;;l-'iable Ty[-)e - V;';\Jue - - - D&scriptic;n
src String {file_name} file name
--------- Strlng {flle name} file name

SYSLOG

Format Exported file $file:%s: to $user:%s: :$host:%s: $filepath:%os: using $service:%s:
-"I-E");;mple Exp-)orted file cl-assl ist.txt tc-) userl :exrr-16pl e.com lr-oot/claesl.t;(t using wgét
.--\-;z.:\.r-iable Ty;-)e - V-alue - - - - Descripti(;n

file String {flle name} file name
user Stri-ng {username name} use-rname namé
host Stri-ng {host_name} hos;t name -
fllepth Stri-ng {f|Ie_pa¢h} filé path
“;\-/ice Stri-ng {serwce name} ser\-/ice name

SYSLOG
Format Imported file $file:%s: from $user:%s: :$host:%s: $filepath:%os: using $service:%s:
"E);r;\mple Imp->orted file cl-aeslist.txt f;om userl :éxmapl e.corﬁ /root/class-l.txt using \-Nget
m\-};iable Ty;-)e - V-al ue - - - - Descripti(;n
file String {flle name} file name
user Stri-ng {username name} use-rname namé
host Stri-ng {host_name} hos-t name -
fllepath Stri-ng {flle_path} filépath
serwce Stri-ng {se-rvice namei ser\-/ice name

app-active-bundle-fail 626000348204498971 edn ezl e I (D ERIETE app||cat|on critical
Remote bundle




Format reason—$reason Y%s:

"-I-E;eTﬂpIe ------ reeson-generlc bundle Ioadl ng aor

SYSLOG
Format Failed to activate appllcat|on bundle: $reason %s:

'“I-E;e-mple ------ Falled to activate appllcatlon bundle: generlc bundle loadi ng eor

m\};-iable ------ Type Value " [ Deecriptipp ----------------
reason Strlng {error reason} error reason

I e e ] o O
Format reason=$reason: %s:

'“I-E;einple ------ reaeon:gmeric"bundle Ioaei geror

SYSLOG
Format Failed to activate new appllcatl on bundle: $reason %s:

-"I-E;e-mple ------ Falled to activate new appllcatl on bundle generlc bundle Ioadlng or

'--\-;epiable ------ Type Value " [ Descriptiep ----------------
reason String {error reason} error reason

O e e e e
Format sg—$msg %s:

-"I-E;e-mple ------ msg-Falled to add appllcatl on bundle into A10 bundle ontet

SYSLOG
Format $msg %s:

'“I-E;;”nple ------ Failed to add appllcatl on bundle into A10 bundle context

Variable Type Value Description




String Failed to add application bundle into A10 bundle context ~ failure mes&age

Both Local and Failed to allocate global

626000348204499009 R resour ce for application information
emote

classification module

Format msg =$msg:%6s:

-“I-E;emple - - - msg Failed to aIIocate global resourcefor appllcatlon cla&lflcatlon module

‘syso | |
Format $msg %s:

-"I-E");emple - - - Failed to aIIocate global resource for appllcatl on clflcatl on module

m\};iable - - - Type Value - - D&criptien
msg String Failed to allocate global resource for application error message

classification module

Format reason—$reason %s:
-“I-E;emple - - reason= generlc bundle Ioadl ng error
‘sysog |
Format Failed to alocate appllcanon worker instances: $reeson %s:
-"I-E;emple - - Faled to aIIocate appllcanon worker instances: generlc bundle Ioadmg error
---\-;er-iable - - - Type Value - Deecriptien
reason String {error reason} error reason
T
Format msg—$msg %s:
-"I-E");emple - - - msg—Target bundle may stlll beinuse for traffic clamflcanon Pleasetry again later. -




Format $msg %s:

Example Target bundle may still be in usefor trafflc classflcatlon Ple%try agam Iamer

Variable Type Value Description

Target bundle may still be in use for traffic classification.

mg String Pleasetry agam later.

warning message

app-bundle-loaded 626000348204499005 gg:olggcal e Application bundleisloaded —

Format -Wer %s: cslLabel -Appllcatl on Bundle Version
-"I-E;emple - - - €s1=1.380.0-20 (bund date Mar 28 2018) cleabeI—Apphcatl on Bundle Version
‘sysoc | |
Format Appllcatl on bundle $ver:%s: loaded
'--I-E;emple - - - Appllcatl on bundle 1.380.0-20 (bund dame Mar 28 2018) Ioaded
---\-;e\.r-iable - - - Type Value - - Descriptien
Stri ng 1.380.0-20 (bwld date Mar 28 2018) application bundle version
e o o O
Format —&/er %s: cslLabel —Appllcatl on Eng| neVersion
"-I-E;emple - - - cs1=5.1.0-36 (bUI|d date Jan 18 2018) cslLabel Appllcatlon Eng| ne Version
syso | |
Format Failed to load appllcanon bundlein englne $ver:%s:
-"I-E");emple - - - Faled to load appllcanon bundle in englne 5.1.0-36 (bUI|d date Jan 18 2018)
'--\-;er-iable - - - Type Value - Deecriptien
String {appllcatl on engl ne_versi on} application engine version

app-bundle-reloaded 626000348204499007 BOth Local 1 Application bundleisreloaded —
CEF




Format csl—$b ver:%s: cleabeI—Appllcatlon Bundle Version 032—$e ver:%s: csZLabeI—Appllcatlon Englne Version

¢s1=1.380.0-20 (bUI|d date Mar 28 2018) cleabeI—Apphcatl on Bundle Version ¢s2=5.1.0-36 (build date Jan 18 2018) cs2L abel —Appllcanon

Example Engine Version

SYSLOG

Format Appllcatlon bundle $b_ver:%s: isreloaded in engme $e ver:%s:

-"I-E;;ﬂple --------- Appllcatl on bundle 1.380.0-20 (bund date Mar 28 2018) isreloaded in engl ne 5.1.0-36 (bUI|d date Jan 18 2018) -----------------

m\;;-iable --------- Type Val ue D&crlptlon -----------------

b ver Stri ng 1.380.0-20 (bUI|d date Mar 28 2018) application bundle version

------------------- Strmg {appllcatlon englne verson} - .m;)-l-lcatlon engine versonm

S o e e O

Format —$b ver:%s: cleabeI—Appllcatlon Bundle Version csZ—$e ver:%s: csZLabeI—Appllcatlon Engme Version

'“I-E");;mple --------- €s1=1.380.0-20 (bund date Mar 28 2018) cleabeI Appllcatl on Bundle Version ¢s2=5.1.0-36 (build date Jan 18 2018) csZLabeI —Appllcatlon -----------
Engine Version

SYSLOG

Format Reloadmg appllcatl on bundle $b_ver:%s: in englne $e ver:%s:

'“I-E;;T\ple --------- Reloadmg appllcatl on bundle 1.380.0-20 (bwld date Mar 28 2018) in englne 5.1.0-36 (bund dame Jan 18 2018) -----------------

---\-;z.a-r"iable --------- Type Value Descrlptlon -----------------

b _ver String 1.380.0-20 (build date Mar 28 2018) application bundle version

------------------- Str-i-ﬁg {a;;)-blicati on e-r-1-gi ne vers'-o"n} appllcatl on englne version -

CEF

Format reason—$remn %s:

-"I-E");';\-mple --------- reason= genenc bundle [oadi ng aor

SYSLOG

Format Failed to set application bundle destroy callback: $reason:%s:




Example Failed to set application bundle destroy callback: generic bundle loading error

Variable Type Value Description

reason String {error reason} error reason
app-category-fail 626000348204498990 B°th "°°a' e E”ab'e’D"ﬁb'eapp"C""“O“ warning
category failed
Format —$act %s: category—$cat %s: reason= $reason %s:
Example act—enable category—somal networks reeson—genenc bundle Ioadl ng error
SYSLOG
Format Failed to $act:%s: appllcat| on category $eat:%s:: $reason %s:
Example Faled to enable appllcatlon category social- networks genenc bundle Ioadl ng error
Variable Type Value Description
act String ;];bgi action
cat String {appl icati on_category} application category
reason String {error reason} error reason
Format cs1=$type:%s:. csllabel=Application Category Type category=$name:%s:
Example csl=Category csll abel=Application Category Type category=socia -networks
SYSLOG
Format $type %s: $name %s: has no apps.
Example Category socral networks has no apps
Variable Type Value Description
type String %a;egory application category type
name String {application_category} application category




app-category-not-consistent 626000348204498961 i Lozl e Appt|cat|0n EEETE DS ne! critical fw
Remote consistent
CEF

Format category—$cat %s: threshold=$size:%u: current=. $num %u:

-"I-E;emple - - - category—somal -networks threehold 0 current=0

‘sysoc | |

Format Category info is not consistent: category—$cat %s: category_ srze=$S| ze:%u: num—$num %ou:

-“I-E;emple - - - Category |nfo is not consistent: category social- networks category size=0 num=0

m\}eriable - - - Type Value - Descriptien

cat Stri ng {application_category} application category

srze - - - Unsrgned Integer 0-3-2767 - - - - total protocol count

------------ Unsrgned Integer 0-32767 - - - - current protocol count

e o e L O

success

Format msg—$msg %s:

-“I-E;emple - - - sg—Appllcatl on related conflguranon

sysoc | |

Format $msg %s:

-"I-E")remple - - - Appllcat|on related conflguratlon

---\-;eriable - - - Type Value - - - - - Deﬁcriptien
Application related configuration

msg String command is applied. Initializing application engine and informational message
bundle.

I e ) o

Format reason—$remn %s:

Example reason—genenc bundle Ioadl ng error




Format Failed to create appllcatl on bundle instance: $remn %s:

Example Falled to create appllcatl on bundle instance: generlc bundle Ioedl ng error

Variable Type Value Description
reason String {error reason} €error reason
Format csl=$type:%s:. csllabel=Application Category Type

Example csl=family cslLabel=Application Category Type

SYSLOG

Format Failed to create appllcatlon $type:%s: info

Example Failed to create appllcanon family info

Variable Type Value Description
type String fam ly application category type

app-create-engine-fail 626000348204498965 ggmoligcal e Create application engine failed —

Format reason—$remn %s:

'“I-E;emple - - reason= generlc bundle Ioadl ng error

‘sysog | |
Format Failed to create appllcat|on engine instance: $reason %s:

-"I-E");emple - - - Failed to create appllcanon engine instance: genenc bundle Ioadlng error -

'--\-;er-iable - - - Type Value - - Dacriptien
reason String {error remn} error reason

app-create-wor ker -fail 626000348204498967 gg;:{gca] 1 Create application worker failed _



Format current—$| ndex:%u: threshold=$num:%u: reason—$reason %s:

-"I-E");e—mple ------ current=0 thr%hold 0 reason—gmenc bundle Ioadlng o

SYSLOG
Format Failed to create appllcatl on worker[$| ndex:%ou: /$num %u:] instance: $reason %s:

"-I-E;eﬁple ------ Fajled to create appllcatl on worker[O/O] instance: generlc bundle loadi ng eor

---\-;e}-iable ------ Type Value [ Dacriptiep ----------------
index Unsigned Integer 0-255 application worker index

num ------ Unei gned Inteper 0-2-55 ----------- m ax appllcatl on Worker copnt

rmn ------ Stri-pg " {er;or remn} ----------- er Tp"r reason

T e N O
Format —$type %s: csllabel —Appllcat|on Bundle Type reaeon—$reason %s:

-“I-E;e-mple ------ csl=active appllcafu on bundle cleabeI —Appllcatlon Bundle Type reason= generlc bundle Ioadlng ot

SYSLOG
Format Failed to destroy $type:%s:: $reason:%s:

-"I-E");eTane ------ Fa|led to destroy active appllcatl on bundle generlc bundle Ioadmg o

---\-;e.r"iable ------ Type Value - [ Deﬁcriptiep ----------------

active application bundle

type String appli cation bundle application bundle type

reason Strlng {error reason} error reason

app-enable-sig-fail 626000348204498969 gg;‘olggca] E1 Enable application sig failed —
Format reeson—$re@n Ys:

Example reason—genenc bundle Ioadl ng error




Format Failed to enable application sgnatures $reason:%s:

Example FaJIed to enable appllcatl on sgnatureﬁ generic bundle loadi ng error
m\;;iable - - - Type Value - - D@criptic;n
reason String {error reason} €error reason
e e e e e O
Format msg—$msg %s:
"-I-E;z-ample - - - msg—Appllcatl on engine |swork|ng in basc DPI mode
‘sysoc |
Format $msg %s:
-"I-E");;mple - - - Appllcatlon englne |swork|ng in basic DPI mode-
'--\-;z.a.r-iable - - Type Value - - - - Descripti(-)n
Strlng Appllcatl on englne |swork|ng in basic DPI mode application engine status
N e e e O
Format —$/er %s: csll abel —Appllcatl on Eng| ne Version
-"I-E");;\mple - - - cs1=5.1.0-36 (bulld date Jan 18 2018) csllabel Appl|cat| on Engl ne Version
‘sysoc | |
Format Appllcatl on englne $ver:%s: loaded
'--I-E;z-ample - - - Appllcatl on engme 5.1.0-36 (bqu date Jan 18 2018) Ioaded
---\-;z.:\.l-'iable - - - Type Value - - D@criptic;n
Strmg {appllcatl on eng| ne_versi on} application englne version

extension tag

Format category=$tag: %s:




Example category=web-ext-blogs

SYSLOG
Format Failed to find web-ext-tag $tag %s:
"-I-E;aTﬂpIe " " " Falled to find Web ext-tag web-ext- blogs ----------
'--\-;apiable " " " Type Value " " " [ Descriptiep ----------
Strlng {appllcafu on_web_extension tag} application web extension tag
I o e o O
Format reason—$reason %s:
"-I-E;aTane " " reeson-generlc bundle Ioadl ng aor
sysoc S
Format Failed to get appllcatl on sgnature info: $reason:%es:
'--I-E;a;*nple " " " Faled to get appllcatl on sgnature |nf0 generlc bundle Ioadlng aor
---\-;ar"iable " " " Type Value " [ Deecriptiep ----------
reason Strmg {error reason} error reason
N e e e
Format app—$app %s: reason—$reason %s:
'“I-E;a;ﬂple " " " app—http reason= generlc bundle Ioadl ng aor
sYsLoG S
Format Failed to get tags from appllcanon app—$app %s: Error: $reason %s:
-"I-E;a-mple " " " Fa|Ied to get tags from appllcat|on app-http Error: generlc bundle Ioadlng oor
'--\-;apiable " " " Type Value "Deecriptie-n ----------

app String {’application_protocol} application protocol

reason String {error_reason} error reason




app-id-exceed 626000348204498982 | Both Local and PACETRID O SIS | fw
Remote limit
CEF

Format current=$id:%u: threshol d=$max:%u:
-"I-E;emple - - - current=0 thréhol d=4096 - -
‘sysoc | - | |
Format Applrcatron ID $|d %u: exceeds upper limit $max %u:
-“I-E;emple - - - Applrcatron IDO excwds upper limit 4096
---\-;eriable - - - Type Value - - - - Deecriptipn
id Unsigned Integer 0-4294967295 application-id
------------ uUns gned Integer - - - max application number
el i e O
Format csl=$type:%s: csllabel=Memory Pool Type
-"I-E;emple - - - csl-=A10 cleebele emory Pool Type
‘sysoc | - | | |
Format $type:%s. memory pool isin operation.
-“I-E;emple - - Alr) memory ppol isin operati on. -
---\-;eriable - - - Type - Velue - - - - - D@criptien
type String Al0 memory pool type
Applrcatr on
e o e T o
Format msg-$msg %s:

Example msg—QOSM OSisnot Ircensed Stop |n|t|al|zr ng appllcatr on engrne and bundle




Format $msg %s:

Example QOSM OSisnot licensed. Stop |n|t|aI|2| ng appllcatlon englne and bundle
---\-;atiable - - - Type Value - Dacriptipn
Stnng {faulure message} failure message
e o e O
Format —$path %s: csll abel=Classification Path
-“I-E;ample - - - csl= baselptcp http cleabeI C|ESS|fIC&1tI0n Path
‘sysoc | |
Format Classification path istoo Iong path—$path %s:
-"I-E;arnple - - - Clamflcanon path istoo Iong path—base ip.tcp. http
---\-;ar-iable - - - Type Value - - - Depcriptipn
Strlng {cla$|f|cat|0n_path} classification path
I e il = o O
Format act=%$act:%s: app=$app:%s: reason=$reason:%es:
-"I-E;ample - - - act-=enable app-=http reason=generic bnndle loadi ng error
‘sysoc | - | | | |
Format Failed to $act:%s: appllcat| on protocol $app:%6s:: $reason %s:
-“I-E;ample - - - Falled to enable appllcatlon protocol http genenc bundle Ioadl ng error
---\-;ar-iable - - - Type Value - - Dscriptipn
act String ?;btl)ﬁa action
app - - - Stri-ng - {applicati on _ptotocol} ------ ap pl|cat| on protocol
reason - - - Stri-ng - {error reason} ------ er tpr reason

app-reload-add-bundle-fail 626000348204498997 ez Ehe Add application bundle failed _




| qrere /] |
CEF

Format msg =$msg:%es:

-“I-E;e-\mple - - - msg Failed to add appllcatl on bundle into A10 bundle context

‘syslo | |
Format $msg: %os:

-"I-E");';\mple - - - Fail-ed to add abplicati on bLJndIe into Alo bundle <-30ntext

m\};iable - - - Tybe - V;':tlue - - - - - D&cripti(;n
msg Strlng Failed to add appllcatl on bundle into A10 bundle context  failure ma&age
Format reason—$remn %s:

-"I-E;;mple - - - reason—genenc bundle Ioadl ng error

‘sysoc |
Format Failed to create appllcanon bundle instance for reload: $reason %s:

-“I-E;;mple - - - Faled to create appllcatlon bundle mstancefor rel oad generlc bundle Ioadmg error -

---\-;:.;\.lliable - - - Type Value - Dacriptic;n
reason String {error remn} error reason

N e e o
Format reason—$reason %s:

-“I-E;;mple - - reason= genenc bundle Ioadl ng error

sysoc | |

Format Failed to enable appllcatlon sgnatures $reason:%s:

Example Falled to enable appllcanon sgnatures generic bundle loadi ng error




Variable Type Value Description

reason String {error reason} €error reason
. Both Local and Application engine disabled
app-reload-engine-disabled 626000348204498998 during bundle relcad warning
Format msg =$msg:%es:
Example msg—Applicatr on engineis not enabled during bundle reIoad
SYSLOG
Format $msg'%s
Example Applicati on engine is not enabled durlng bundle rel oad
Variable Type Value Description
String Applicati on englne is not enabled duri ng bundle reload failure memge
. e Both Local and Get applicat|on sgfarled when
CEF
Format reason—$reason %s:
Example reason—generlc bundle Ioadi ng error
SYSLOG
Format Failed to get applicati on srgnature info: $reason:%es:
Example Farled to get applicatr on sgnature |nfo generrc bundle Ioading error
Variable Type Value Description
reason String {error reason} error reason
. Both Local and Set applicatlon bundle callback
Format reason=$reason: %s:
Example reason=generic bundle loading error




Format Failed to set applrcatlon bundle deﬂroy callback: $reason %s:

Example - - Failed to set appllcanon bundle destroy callback: generrc bundle Ioadlng error
m\reriable - - - Type Value - Deecriptipn
reason String {error reeson} €error reason
CEF
Format threshold=$max:%u: cn1=$id:%u: cnlLabel=Application ID
-"I-E;emple - - - thréhol d:4864t cn1=0 cnltabel =A ppl-ication ID - -
‘sysoc | - | | | |
Format Stat-1D exceeds upper limit $max:%u:: app id= $|d %u:
'“I-E;emple - - - Stat-I1D exceeds upper I|m|t 4864: app |d 0
---\-;er-iable - - - Type Value - - - - Descriptien
max Unsigned Integer 4864 max application stat number
------------ Unsrgned Integer 0-4096 - - - - ‘mmpllcatlon id
e e i o O
Format cnl=3$id:%u: cnllabel=Application Tag ID category=%name:%s:
-"I-E")remple - - - cnizl cnlLabeI :Applicatipn Tag ID eategory=soeial-networl-<s
‘sysoc | - | | | | |
Format Tag name of id $id:%u: is truncated: $name:%s:
'--I-E;emple - - - Tap name of id 1 istruncated: social-networks
---\-;e.r-iable - - - Type - Velue - - - - - Deecriptien
id Unsigned Integer 1-64 application tag id
name - - - Stri-ng - {appllcatl on tag_name} ------ ap pl ication tag name




CEF
Format csl—$pollcy %s: csllabel=Rule Set Name

-"I-E;ample ------ csl=rule-set cleabeI Rule SeName

SYSLOG
Format Failed to prepare byzone data for policy [$policy:%s:]

'“I-E;ample ------ Fai Ied to prepa;e byzone datafor polic;/ resq

---\-;aniable ------ Tyne " Value ---------- D&ecriptien ----------------
policy Stnng {rule Set name} rule set name

N e e o
Format —$poI|cy %s: csll abel=Rule Set Name partNamet:S/np name:%s:

'“I-E;ample ------ csl=rule-set cleabeI Rule Set Name partName=I3v ----------------------

SYSLOG
Format Firewall rule-set "$policy:%s:" could not be applled in “$vnp name:%s:".

-"I-E;ample ------ Fi rewall ruleset "ruleset" could not be apphed .

'--\-;ar"iable ------ Type Value ------ Deﬁcriptien ----------------
policy String {ruIe set name} rule set name

vnp eme Strmg " partltlon name} --------- p amtlon name"

e e e e o O
Format —$poI|cy %s: cslLabel=Rule Set Name partName=$vnp name:%os: 052—$t|me %s:. cs2Label= Complle Complenon Time

'“I-E;ample ------ csl=rule-set cleabeI Rule Set Name partName=I3v €s2=1900-01-01 00:00:00 csZLabeI Complle Completlon Time

SYSLOG
Format New changesto active rule-set "$policy:%s:" in partition "$vnp_name:%s:" could not be applied. Firewall is still using the rule-set version as of

$time:%s:. Changes to the Firewall active rule-set configuration since $time2:%s: may need to be manually rolled back.




New changesto active rule-set "rule-set" in partition "13v" could not be applied. Firewall is still using the rule-set version as of 1900-01-01

Example 00:00:00. Changes to the Firewall active rule-set configuration since 1900-01-01 00:00:00 may need to be manually rolled back.

---\-;el:iable --------- Ty-p-J-e V-elue --------------- D&ecriptie-n --------------------
policy String {ruI e_set_name} rule set name

vnp_name --------- Str-i-eg {partltl on name} ------------ p ar‘utl on name "

tlme --------- Strmg {complle completlon ti me} --------- c emplle complet|on time

t|me2 --------- Stri ng {compl ile compl etion_ti me} --------- c empl ile compl etion ti mem

Format partName=$/np name: %s: cs1—$poI|cy %s: cslLabel=Rule Set Name

-"I-E;e-mple --------- partName=I3v csl—ruleset cslLabe=Rule SetName
SYSLOG
Format Firewall rules compllatlon failedin partltlon "$vnp name:%s:" - Reason: Out of Memory while comp|l|ng rule "$poalicy:%s:"
'“I-E;e-mple --------- Flrewall rules compllanon faled in partmon 'I3v" - Reason: Out of Memory while complllng rue’ ruIe-set -----------------
---\-;e-l-'-iable --------- Type Value - D@crlptlon --------------------
vnp_name Stri ng {partition_name} partition name
pollcy --------- Strlng {ruIe Set name} ------------ ruleset name "

Format csl—$poI|cy %s: csll abel=Rule Set name partName=$/np name:%s. csZ-$t|me %s: cs2Label=Rule Set compllle compI etetime
-"I-E;emple --------- csl=rule-set cleabeI Rule Set name partName=I3v €s2=1900-01-01 00:00:00 csZLabeI Rule Set compllle compl setime
SYSLOG
Format Rule-set "$p0||cy %s:" in partltlon "$vnp name:%s:" succasfully comp|led at time:%s..
'“I-E;e-mple --------- Rule—set ‘rule-set" in part|t|on "13v" succ&sfully complled a1900-01-01 000000,
---\-;er"iable --------- Type Value - Deecriptie-n --------------------

policy String {rule_set_name} rule set name




vnp_name String {parti ti on_name} partition name

time String {complle compl ete ti me} compile compl etetime
Format msg—$msg %s:
Example msg—FauIed to create FW rule
SYSLOG
Format $msg %s:
Example Failed to create FW rule.
Variable Type Value Description
Strlng Failed to create FW rule. failure message
fw-ip-heper-fai cosoonsezsasears| EEN LS | gt e _
Format sg—$msg %s:
Example msg—add dhcp relay ip-hel per rule failed
SYSLOG
Format $msy: %s:
Example add dhcp relay ip-helper rule failed
Variable Type Value Description
String add dhcp relay i |p helper rule failed failure message
. . Both Local and AIIocate memory for FW rule
CEF
Format msg—$msg %s:

Example msg —Failed to allocate memory for rule by uid table




Format $msy:%s:

Example Failed to allocate memory for rule by uid table
Variable Type Value Description
Strlng Failed to allocate memory for rule by uid table error message
I cosoooasgzousesrs | BXNLOR T | s o s kst _
Format csl=$type:%s:. csll abel=VCS Packet Type
Example csl=multicase csllLabel=V CS Packet Type
SYSLOG
Format add vcs $type:%s: packet rule failed
Example add vCs multlcase packet rule failed
Variable Type Value Description
. multicase
type String unicast vcs packet type
fw-vrrp-rule-fail 626000348204498974 | Both Local and ARRITHIEHET VI REEE 0 SIS || oppo
Remote failed
Format —$type %s: csllabel=VRRP-A Session Type
Example —vrrp asession cleabeI—VRRP A Session Type
SYSLOG
Format Add rule for $type %s: sync failed
Example Add rule for vrrp asession sync falled
Variable Type Value Description
Vrrp-a session

IPv6 vrrp-a session
chassis blade vrrp-a session
chassis blade IPv6 vrrp-asasion

gtp-per e2-compile-fail 626000348204498079 | BOth L-ocal and GTP PCRE2 compilation failed _

type String VITp-a session type




| qrere /] |
CEF

Format cn1—$offset %u: cnllabel=Error Offset reason—$reason %s:
'"I.E;e-r-nple cnl1=0 cnlLabeI Error Offset reason=missing clos ng parentheos -----------
sysloc I
Format GTP PCRE2 comp|lat|on failed at offset: $offset %ur, error: $reeson %s:
".I.E;e-r-nple GTP PCRE2 c:omp|lat|on fa|Ied a offset 0, error: mls@ng closmg parenthess -----------
m\}ef-i-able Type Value --"Deﬂ:riptio-r-\ -----------
offset Unsigned Integer 0-4294967295 error offset
deon  sag  feoeswn) e

proto=$protocol:%s: act=%action:%s: rt=$rt:%u: app=%app_protocol:%s:. src=$src_ip:%s. c6a2=%src_ipv6:%s: c6a2L abel=Source IPv6 Address

spt=$src_port:%s: dst=$dst_ip:%s. c6a3=$dst _ipv6:%s: c6a3L abel=Dest |Pv6 Address dpt=$dst_port:%s: flexNumber1=$icmp_type:%s:

flexNumber1L abel=ICMP Type flexNumber2=3icmp_code:%s: flexNumber2L abel=ICMP Code devicel nboundinterface=$in_intf:%s:

deviceOutboundinterface=$out_intf:%s: in=$rev_bytes:%s: out=$fwd_bytes:%s: cn1=$fwd_pkts:%s: cnllabel=Packets TX cn2=$rev_pkts:%s:
Format cn2L abel=Packets RX cn3=$duration:%os: cn3Label=Session Duration Seconds cs1=$policy:%s: cslLabel=Rule Set Name cs2=$rule:%s:

cs2L abel=Rule Name cs3=$reason:%s:. cs3Label=Reason cs4=3src_zone:%s. csAL abel=Source Zone cs5=$dst_zone:%s:. csSLabel=Dest Zone

cs6=$vnp_name:%s. cs6L abel=Partition Name cs7=$app_category:%s: cs7Label=Application Category cs8=$src_threat_list:%s: cs8Label=Source

Threat List cs9=$dst_threat_list:%s: cs9Label=Dest Threat List cs10=$src_threat_category:%s: cs10L abel=Source Threat Category

cs11-$dst threat category %s:. csl1L abel=Dest Threat Category

proto-OTH ER act=PERMIT rt=1 app-http src=1.1.1.1 c6a2=1111::1111 cGaZLabeI Source |Pv6 Addres@ spt-l dst=2.2.2.2 c6a3=2222::2222

c6a3L abel=Dest IPv6 Address dpt=1 flexNumber1=0 flexNumberlL abel=ICMP Type flexNumber2=0 flexNumber2L abel=ICMP Code

devicel nboundi nterface=ethernet1 deviceOutboundl nterface=ethernet2 in=0 out=0 cn1=0 cn1lL abel=Packets TX cn2=0 cn2L abel=Packets RX
Example cn3=1 cn3Label=Session Duration Seconds csl=rule-set cslLabel=Rule Set Name cs2=rule cs2L abel=Rule Name cs3=Idle timeout
cs3Label=Reason csA=any csAL abel=Source Zone csb=any csbL abel=Dest Zone cs6=I3v cs6L abel=Partition Name cs7=socia -networks
cs7Label=Application Category cs8=threat cs8Label=Source Threat List cs9=threat cs9Label=Dest Threat List cs10=botnets cs10L abel=Source
Threat Category csl1=botnets csl1l abel=Dest Threat Category

SYSLOG

Format FW- $protoco| %s:-H $tup|es %s: ACT-$act|on %s: RT—$rt %u: POLICY= $poI|cy %s: RULE—$ruIe %s: $opt|ons%s
Example FW-OTHER-H 1.1.1.1:1111 ACT=PERMIT RT=1 POLICY = rule—set RULE—rule IN- INTF—ethernetl APP-CAT= SOCIal networks S
m\;e-r"i-able Type Value D@crlptlon B

OTHER
TCP




protocol

reason

String

|dle timeout
Admin initiated
Client initiated

protocol

reason




Server initiated

String {'source_zone}
rin lestination_zon€e
String { destination_zone}
String {partition_name}
rin ication_categor
String {application_category}
String {'source_threat-list}
Strin destination_threat-list
g |
String {'source_threat_category}
Strin destination threat_categor
g { | _calegory
String { connection_tuples}
Strin interface and lication_options]
g { >_ana_app |_Op

CEF

proto=$protocol:%s: act=$action:%s: rt=$rt:%u: app=S$app_protocol:%s: src=$src_ip:%s: c6a2=%src_ipv6:%es. c6a2l abel=Source |Pv6 Address
spt=$src_port:%s:. dst=$dst_ip:%s: c6a3=%$dst_ipv6:%s: c6a3label=Dest IPv6 Address dpt=$dst_port:%s:. flexNumberl=$icmp_type:%s:

flexNumber1L abel=ICMP Type flexNumber2=$icmp_code:%s:. flexNumber2L abel=I CMP Code devicel nboundinterface=$in_intf:%s:

deviceOutboundi nterface=$out_intf:%s: csl=$policy:%s. csllabel=Rule Set Name cs2=%$rule:%s:. cs2L abel=Rule Name cs3=$reason;%s:

Format cs3Label=Reason csA=$src_zone:%s:. csAL abel=Source Zone cs5=$dst_zone:%s:. cs5Label=Dest Zone cs6=$vnp_name:%s: cs6L abel=Partition
Name cs7=$app_category:%s:. cs7Label=Application Category cs8=%src_threat_list:%s: cs8Label=Source Threat List cs9=%dst_threat_list:%s:
csOLabel=Dest Threat List cs10=$src_threat_category:%s: cs10Label=Source Threat Category cs11=%dst_threat_category:%s:. csl1L abel=Dest
Threat Category
proto=OTHER act=DENY rt=1 app=http src=1.1.1.1 c6a2=1111::1111 c6a2L abel=Source |Pv6 Address spt=1 dst=2.2.2.2 c6a3=2222::2222
c6a3Label=Dest IPv6 Address dpt=1 flexNumber1=0 flexNumber1L abel=I CMP Type flexNumber2=0 flexNumber2L abel=ICMP Code

Example devicel nboundinterface=ethernet1 deviceOutboundl nterface=ethernet2 csl=rule-set csll abel=Rule Set Name cs2=rule cs2L abel=Rule Name

P cs3=deny cs3L abel=Reason cs4=any csAL abel=Source Zone csb=any cs5L abel=Dest Zone cs6=I3v cs6L abel=Partition Name cs7=social-networks
cs7Label=Application Category cs8=threat cs8Label=Source Threat List cs9=threat cs9L abel=Dest Threat List cs10=botnets cs10L abel=Source
Threat Category csl1=botnets cs11L abel=Dest Threat Category

SYSLOG

Format FW-$protocol:%s:-1 $tuples:%s. ACT=$action:%s. RT=$rt:%u: POLICY =$policy:%s: RULE=$rule:%s: $options.%s:

Example FW-OTHER-1 1.1.1.1:1111 ACT=DENY RT=1 POLICY =rule-set RULE=rule IN-INTF=ethernetl APP-CAT=social -networks

Variable Type Value Description

OTHER




ICMP
protocol String IS%'\_:I_EV 6 protocol

GRE

ESP

IPIP

IPv6
ation sing pENY ation
o Unsigned Integer 14204967205 | ecaptime
ma.\.r-J-r-):Jrotocol ---------------------------- St rlng ------- {;r;b-l-icationi)}-c-)-tocol} ------------------------ ap él-i-;:ation p}-(;t-(-)-col ---------------------
s PVAAddiess  {source IPv4addresy | soucelPvaaddess
scive PV6Address  {source Pve addresy oucelPvGaddres
scpot sing vess sucepot
aip PV4Address  {destination_IPvé_addresy detination IPv addhess
s PV6Address  {desination IPv6_addresy destinetion IPv6 address
apot sing Less3s desirationpot
Gempype sing o cMPtpe
Gempcode sing o2 CcMPeode
et sing {irbound_intefecd rboundinmefece
ot sing {ombound_interfece} oubound interfece
poliey sing (e set name estrave
e sing ueravg werave
reson sing dey on
‘sczoe sing (soucezongg oucezne
atzone sing (destination zove} desinationzore
prame sing (patition ramgy patitonname
me.a.;-)-;;"category ---------------------------- St rlng ------- {appllcatl on;é;égory} ------------------------ ap pllcatl on Cé;I-éé-Ol’y ---------------------
sctveatis sing (souce threatliy oucetveatlis




src_threat_category String {'source_threat_category} source threat category

s thveat_caegoy sing {destination threat_category) destination threat category
wples sing {comnection tuples comectiontuples
optlons --------------- St-r-i;g ----- {i;;{érface_ant-j:applicatic;{opti oy i nterface and ;éblication ;)"p-)%ions ----------

CEF

proto=$protocol:%s:. act=$action:%s: rt=%rt:%u: app=%app_protocol:%s: src=%src_ip:%s. c6a2=%src_ipv6:%s: c6a2l abel=Source IPv6 Address
spt=$src_port:%s: dst=$dst_ip:%s: c6a3=$dst_ipv6:%s: c6a3l abel=Dest |Pv6 Address dpt=$dst_port:%s: flexNumberl=$icmp_type:%s:

flexNumber1L abel=ICMP Type flexNumber2=$icmp_code:%s: flexNumber2L abel=ICMP Code devicel nboundInterface=$in_intf:%s:

deviceOutboundinterface=$out_intf:%s: cs1=$policy:%s: csll abel=Rule Set Name cs2=%rule:%s:. cs2L abel=Rule Name cs3=$reason:%os:

Format cs3Label=Reason csA=%src_zone:%s: csAL abel=Source Zone cs5=%dst_zone:%s: cs5L abel=Dest Zone cs6=$vnp_name:%s:. csbL abel=Partition
Name cs7=$app_category:%s: cs7Label=Application Category cs8=$src_threat_list:%s: cs8Label=Source Threat List cs9=$dst_threat_list:%s:
cs9L abel=Dest Threat List cs10=$src_threat_category:%os: cs10Label=Source Threat Category cs11=$dst_threat_category:%s: csl1L abel=Dest
Threat Category
proto=OTHER act=PERMIT rt=1 app=http src=1.1.1.1 c6a2=1111::1111 c6a2L abel=Source |Pv6 Address spt=1 dst=2.2.2.2 c6a3=2222::2222
c6a3Label=Dest IPv6 Address dpt=1 flexNumber1=0 flexNumber1L abel=I CMP Type flexNumber2=0 flexNumber2L abel=ICMP Code

Example devicel nboundl nterface=ethernet1 deviceOutboundlnterface=ethernet2 csl=rule-set cslLabel=Rule Set Name cs2=rule cs2L abel=Rule Name

P cs3=permit cs3Label=Reason cs4=any csAL abel=Source Zone csb=any csbL abel=Dest Zone cs6=I3v cs6L abel=Partition Name cs7=social-
networks cs7Label=Application Category cs8=threat cs8Label=Source Threat List cs9=threat cs9L abel=Dest Threat List cs10=botnets
cs10L abel=Source Threat Category csl1=botnets cs11L abel=Dest Threat Category

SYSLOG

Format FW-$protocol:%s:-G $tuples:%s: ACT=$action:%s: RT=$rt:%u: POLICY =$policy:%s: RULE=$rule:%s: $options.%s:

Example FW-OTHER-G 1.1.1.1:1111 ACT=PERMIT RT=1 POLICY =rule-set RUL E=rule IN-INTF=ethernetl APP-CAT=social -networks

Variable Type Value Description

OTHER
TCP
UDP
ICMP
. ICMPv6
protocol String TP protocol
GRE
ESP
IPIP
IPv6
action String PERMIT action
rt Unsigned Integer 1-4294967295 receipt time




app J)rotocol Stri ng {application_protocol} application protocol
src_r p IPV4 Address" {source_l P\/4_-address} source IPv4 address
src "i pv6 IPV6 Address" {source_l P\/6_"addre$} source IPv6 addreﬁ
sc_port sig  vews *spurce port

dst_| p IPV4 Address" {desu nation_|Pv4 addreﬂs} desu nation 1Pv4 addra@
dst_l pv6 IPV6 Address" {deﬂl nation_IPv6 addr%s} destl nation IPv6 address
m(.j.st;Jort Strlng " 1-65535 destl nation port
mrcrno_type Str-i-ng 0-555 ICM P type

mrcrno_code Str-i-ng 0-255 ICM P code

|n|ntf Strrng {|nbound mterface} mrnoound mterface

0ut_| ntf Strlng {outbound |nterface} moutnound |nterface
polrcy Stnng {ruIe set name} ruIeset name

ruIe String {ruIe name} ruIename

reason Str-i-ng permit reason

msr.o;zone Str-i-ng { so-urce_zone}m source zone

mots.t:zone Stnng {deﬁlnatl on zone} deﬂr nation zone
vnp_name Stnng {part|t|0n name} .“oartrtlon name
maoo-_category Stri ng {applrcatron_category} maool-rcatron category
ms.r.c"threat I|st Strlng {source threat- Ilst} source threat-list
dstthreat Irst Str-i-ng {destrnatron threat list} moeetrnatron threat list
ms.r.c"threet category Str-i-ng {source_threat_category} source threat category
dst "threat category Str-i-ng {destlnatlon threat category} destl nation threat category
tuples Str-i-ng {connectlon tupleﬁ} .“connectlon tuples
optlons Str-i-ng {mterface and appllcatl on optlons} mrnterface and appllcatl on optlons




proto=$protocol :%s: act=$action:%s: rt=$rt:%u: app=$app_protocol:%s: src=$src_ip:%s: cb6a2=%src_ipv6:%s. c6a2l abel=Source |Pv6 Address
spt=$src_port:%s. dst=$dst_ip:%s. c6a3=%dst_ipv6:%s: c6a3label=Dest |Pv6 Address dpt=$dst_port:%s:. flexNumberl=$icmp_type:%s:
flexNumber1L abel=ICMP Type flexNumber2=$icmp_code:%s:. flexNumber2L abel=I CMP Code devicel nbound nterface=$in_intf:%s:
deviceOutboundinterface=$out_intf:%s. cs1=%policy:%s: cslLabel=Rule Set Name cs2=%rule:%s:. cs2L abel=Rule Name cs3=$reason:%s:

Format cs3Label=Reason csA=$src_zone:%s:. csAL abel=Source Zone cs5=$dst_zone:%s:. cs5Label=Dest Zone cs6=$vnp_name:%s: csbL abel=Partition
Name cs7=$app_category:%s. cs7Label=Application Category cs8=$src_threat_list:%s: cs8Label=Source Threat List cs9=%dst_threat_list:%s:
csOLabel=Dest Threat List cs10=$src_threat_category:%s. cs10L abel=Source Threat Category cs11=%dst_threat_category:%s: csl1L abel=Dest
Threat Category
proto=OTHER act=RESET rt=1 app=http src=1.1.1.1 c6a2=1111::1111 c6a2l abel=Source |Pv6 Address spt=1 dst=2.2.2.2 c6a3=2222::2222
c6a3Label=Dest IPv6 Address dpt=1 flexNumber1=0 flexNumber1L abel=ICMP Type flexNumber2=0 flexNumber2L abel=ICM P Code

Example devicel nboundinterface=ethernet1 deviceOutboundlnterface=ethernet2 csl=rule-set cslL abel=Rule Set Name cs2=rule cs2L abel=Rule Name

P cs3=reset cs3L abel=Reason cs4=any csAL abel=Source Zone csb=any cs5L abel=Dest Zone cs6=I3v cs6L abel=Partition Name cs7=social-networks
cs7Label=Application Category cs8=threat cs8Label=Source Threat List cs9=threat cs9L abel=Dest Threat List cs10=botnets cs10L abel=Source
Threat Category csl1=botnets csl1L abel=Dest Threat Category

SYSLOG

Format FW-$protocol:%s:-J $tuples:%s: ACT=%action:%s. RT=%$rt:%u: POLICY =$policy:%s. RULE=$rule:%s: $options:%s:

Example FW-OTHER-J1.1.1.1:1111 ACT=RESET RT=1 POLICY =rule-set RULE=rule IN-INTF=ethernetl APP-CAT=social -networks

Variable Type Value Description

OTHER
TCP
UDP
ICMP

. ICMPv6

protocol String SCTP protocol

GRE
ESP
IPIP
IPv6

action String RESET action

rt Unsigned Integer 1-4294967295 receipt time

app_protocol String {application_protocol} application protocol

src_ip IP V4 Address {source_IPv4_address} source | Pv4 address

src_ipv6 IP V6 Address {'source_|Pv6_address} source | Pv6 address

src_port String 1-65535 source port

dst_ip IP V4 Address {destination_IPv4_address} destination 1Pv4 address

dst_ipv6 IP V6 Address {destination_IPv6_address} destination IPv6 address

dst_port String 1-65535 destination port




0-255

icmp_type Str-i-rrg ICMP type

mrcruo_code Str-i-r-tg O-ééS ICM P code

|n | rttf Str-i-rtg {i rtoound_i ntertace} mrrtt)"ound i nterface

out_| ntf Str-i-rrg { outbound_i nterface} moutoound i nterfaoe
pollcy Strrng {ruIe set name} ruleset name

ruIe Strlng {ruIe name} ruIename

reason Strlng reset re@n

msr.c;zone String {source zone} " source zone

mel.st:zone Str-i-og {destl nation zone} destr nation zone
vnp_name Str-i-rrg {partition_name} .“oart-ltlon name

app category Stri ng {aor)licati on_category} mar).ol-rcatr on category
msr.c"threat I|$ Str|ng {souroe threat- Ilst} source threat-list
dstthreat Ilst Strmg {deetlnatlon threat-llst} mt:teet-lnatlon threm list
src "threat category String {source threat category} - source threat category
motstmthreat category Str-i-rtg {deﬂlnatl on | threat category} deetl nation threat category
tuples Str-i-rtg {oonnectl on tupl es} oonnectl on tuples
optlons Str-i-rrg {mterface and appllcatlon optlons} mterface and application optlons

zone-alloc-fail 626000348204498978 BOth LocaJ £ Allocate memory for zone failed —

Format csl=$type:%s. cslL abel=Network Type
'“I-E;arnple cs1:| nterface cleabeI:Network Typ-e- -----------
SYSLOG S
Format Failed to allocate memory for $type:%s: to zone table
-"I-E.;(arnple Falled to aIIocate memory for |nterface to zone table -----------
'--\-;ar-iable Type Val ue [ Deecriptiort -----------




interface

type String vian network type

Format msg =$msg:%es:

Example msg reached number of zoneslimit. Can't add more

SYSLOG

Format $msg %s:

Example reached number of zones limit. Can't add more

Variable Type Value Description
Strlng reached number of zones limit. Can't add more failure memge

zone-del-not-found 626000348204499000 | Both Local and PECOIEICIMER ISP AES | oo

Remote found

Format msg—$msg %s:

Example msg—del ete fa|led because zone not found

SYSLOG

Format $msg %s:

Example delete failed becwse zone not found

Variable Type Value Description
Strrng delete failed because zone not found failure mes%rge

fw-ip-13-entry-added 626545705971875841 BO”‘ L°°a' e ;V:’r)?_[)l‘l’fvzmec“o" calkE LY fw.ddos-protection

SYSLOG

Format FW DDoS protecti on entry added - IP $i p:%s'/$prefix:%u: and Rule $rule:%s:

Example FW DDoS protectl on entry added - 1P 1.1.1.1/32 and Rule ruIe

Variable Type Value Description




ip IP V4 Address {ip_address} ip address
prefix Uns gned Integer {prefix_I en} prefix len
rule Strlng {rule name} rule name

fw-ip-13-entry-removed 626545705971875842 BOth "°°a' e

FW DDoS protection removed

fw.ddos-protection

L3entry - IPv4

SYSLOG

Format FW DDoS protection entry removed - IP $ip:%s:/$prefix:%u: and Rule $rule:%s:
-"I-E;emple - - - FW DDoS protection entry removed - -I P 1.1.1.1/3é and Rule rule -
m\}eriable - - - Tyee - Velue - - - Da:riptien

ip IP V4 Address {ip_address} ip address
preflx - - - Uneigned Inteéer {prefix_le|1} preflx len
ruIe - - - Stri-ng - {rute name} ruIe name

fw-ipv6-13-entry-added 626545705071875843 | B0t L-ocal and
Remote

FW DDoS protection added L3
entry - IPv6

fw.ddos-protection

SYSLOG
Format FW DDoS protectl on entry added - IP $| pv6:%0s: /$pref|x %u: and Rule $ru|e %s:
-"I-E")remple - - - FW DDoS protectl on entry added - 1P 1::1/128 and Rule ruIe
---\-;er-iable - - - Type Value - Deﬁcriptien
ipv6 IP V6 Address {{ipv6} {ipv6
preﬂx - - - Unsrgned Integer {prtefix_len} preflx len
ruIe - - - Strlng {rute name} ruIe name

fw-ipv6-13-entry-removed 626545705971875844 | BOth Local and
Remote

FW DDoS protection removed

fw.ddos-protection

L3entry - IPv6
SYSLOG
Format FW DDoS protectl on entry removed - | P $ipv6:%s:/$prefix:%u: and Rule $ru|e %s:
-"I-E.;(emple - - - FW DDoS protect| on entry removed - IP 1::1/128 and Rule rule -
---\-;er-iable - - - Type Value - Deacriptien
{ipv6

ipv6 IP V6 Address

{{ipvé}




prefix Unsigned Integer {prefix_len} prefix len

rule String {rule_name} rule name

Format FW SYN Cookie is $act:%s:

Example FW SYN Cookie is enabled

Variable Type Value Description

. enabled .

act String disabled action
Remote

SYSLOG

Format Deleting GLM license

SYSLOG

Format GLM connect disabled
Remote

SYSLOG

Format Setting GLM ping interval to $notice:%d: hours

Example Setting GLM ping interval to 6 hours

Variable Type Value Description

notice Integer {time} time

Format dst=$srv:%s: src=$usr:%s: csl=$reason:%s: cslL abel=reason




Example dst=1.1.1.1 src=5.5.5.5 csl=Error Format cs1L abel=reason

SYSLOG
Format Parse Error: $srv %s: $usr %s: $reason %s:
-"I-E;e-mple ------ PaseError 11115555 Error Format
m\;;-iable ------ Type Val 7 | Descriptiee ----------------
SV IP V4 Address {Server_IP} Server IP
usr -------- IPV4 Address { U;er_l P User IP
reason ------ Strlng {error strlng} ----------- er .r.o"r string
Format c6a1—$srv |pv6 %s:. c6all abel=Server IPv6 Address c6a2—$usr " ipv6:%s:. c6a2l abel=User IPv6 Address csl—$reason %s: csll abel=reason
-"I-E;e-mple ------ c6a1=2001:ABCD: 7 céall abel=Server IPv6 Address c6a2=2001:ABCD::7 cba2l abel=User IPv6 Address csl=Error Formet cslLebel=reason
SYSLOG
Format Parse Error $srv _ipv6:%s: $usr |pv6 %s: $reason %s:
"-I-E;z-a;”nple ------ Parse Error 2001:ABCD::7 200LABCD: 7 Error Format
---\-;el-'-iable ------ Type Value ------ Descriptic-)-n ----------------
Srv_ipv6 IP V6 Address {server_l Pv6} server |Pv6
usr_l o IP V6 Address s e User IPv6
reason ------ Strlng {error strlng} ----------- er .r.o"r string

msg_dns query 535981132215222273 EeinlEel e GSLB receivea dns query information | gslb.dns
Remote

dst=$srv:%s: src=$usr:%s: csl=$domain_name:%s: cslL abel=domain name cs2=$query_type:%s. cs2L abel=dns query type cn1=$dns id:%u:

Format cn1Label =dns header id
Example dst=1.1.1.1 src=5.5.5.5 csl=alOnetworks.com cslL abel=domain name cs2=A cs2L abel=dns query type cn1=1337 cnllL abel=dns header id
SYSLOG

Format QUERY Fwd $srv:%s: $usr:%s: $domain_name:%s: $query_type:%s: $dns_id:%u:




Example QU ERY Fwd 11115555 alOnetworks com A 1337

---\-;er-iable Type Value [ Deecriptipn ----------
stV IP V4 Address {Server 1P} Server IP

usr IPV4 Address {User IP} User IP

domal n_name Stri ng {domain name} domal n name

---(;ne—ry_type Stri ng {dns_query_type} dns -query type

dns id Uns gned Integer {dne header ID} dnsheader ID

msg_dns _query v6 535981132215222275 gg::olggcal e GSLB receivea ipv6 dns query gslb.dns

c6al=$srv_ipv6:%s: c6all abel=Server IPv6 Address c6a2=%usr_ipv6:%s: c6a2L abel=User IPv6 Address csl=$domain_name:%s:

Format cslL abel=domain name csZ—$query type %s:. cs2L abel=dns query type cn1—$dns id:%u: cnll abel=dns header id

"I—E;e-mple c6al=2001:ABCD::7 c6all abel=Server IPv6 Addrees c6a2=2001:ABCD::7 c6a2LabeI User IPv6 Addr% csl= alOnetworks com S
csl1l abel=domain name cs2=AAAA cs2L abel=dns query type cn1=1337 cnllL abel=dns header id

‘svsLoG " " " " " " " " -

Format QUERY Fwd $srv _ipv6:%s: $usr |pv6 %s: $doma|n name:%s. $query | type %s: $dns id:%u:

-"I-E")rernple QU ERY Fwd 2001:ABCD::7 2001:ABCD::7 alOnetworkscom AAAA 17

'--\-;er-iable Type Value - Deecriptien ----------

srv_ipv6 IP V6 Address {server IPv6} server IPv6

usr_l pv6 IP ye Address" {User_IPv6} User IPv6

domal n_name Stri-ng " { domal n name} domal n name

mc}ttery_type Stnng {dns query_type} .“(-In;query type

dns id Unsgned Integer {dns header ID} dnsheader ID

535981132215222274 gg’::olzgcal e GSLB receive a dns response gslb.dns

csl=$mode:%s: csllabel=GSLB Mode src=$src_v4:%s: dst=$dest_v4:%s: cs2=$domain_name:%s: cs2L abel=Domain name cs3=%$dns_type:%s:
cs3Label=dns type cn1=%dns_id:%u: cnlL abel=dns header id cn2=$gslb_rcode:%u: cn2Label=gslb rcode cn3=$dns _rcode:%u: cn3Label=dns

rcode cnd=$record_count:%u: cn4L abel=resource record count csA=$record_list:%s: csAL abel=record list




csl=Fwd csllLabel=GSLB Mode src=5.5.5.5 dst=1.1.1.1 cs2=alOnetworks.com cs2L abel=Domain name cs3=AAAA cs3L abel=dns type cn1=1337

Example cnll abel=dns header id cn2=3 cn2L abel=gslb rcode cn3=0 cn3L abel=dns rcode cn4=2 cn4L abel=resource record count
cs4=[A,1,86400,4,11.0.1.11] [A,1,86400,4,10.0.1.11] csAL abel=record list
'sYsL0G -
Format RESP $mode:%s: $src:%s: $dst:%s: $domain_name:%s: $dns_type:%s: $dns_id:%u: $gsib_rcode:%ou: $dns_rcode:%u: $record _count:%ou:
$record list:%s:
"-I.E;ernple RESP Fwd 5.5.551.1.1.1 alOnetworkscom AAAA 1337302 [A 1,86400,4,11.0.1. 11] [A,1,86400,4,10.0.1. 11] -----------
m\}er-iable Type Value Deecrlptlon -----------
mode Stri ng { gsl b_mode} gslb mode
src_v4 IPV4 Addre$ {Server IP} Server P
mde;t-_v4 IPV4 Address {user IP} user IP
domar n_namem Stri ng {domain name} domal n name
s type ~ suing (o ype dnstype
dns_|d Unsrgned Integer {dns header ID} dnsheader ID
mo"sil-t-)-_rcode Unsigned Integer { gsl b rcode} gslb rcode
mdne;rcode Unei gned Inteder {dns rcode} .“dnercode
mreoord_count Unei gned Inteder {resource | record count} mreeource record count
mreoord_list Stnng {record Ilst} " record list
src IPV4 Address {Server IP} Server P
---------- IPV4 Addre-e {user IP} user IP

msg_dns response v6 535981132215222276 BOth Local g f—‘:;;;eecervea [0S gslb.dns

csl=$mode:%s: cslLabel=GSLB Mode c6a2=$src_v6:%s. c6a2L abel=Source IPv6 Address c6a3=%$dest_v6:%s. c6a3L abel=Destination |Pv6
Address cs2=$domain_name:%s. cs2L abel=Domain name cs3=$dns_type:%s:. cs3Label=dns type cn1=$dns_id:%u: cnll abel=dns header id
cn2=$gslb_rcode:%u: cn2L abel=gslb rcode cn3=%$dns_rcode:%u: cn3Label=dns rcode cnd=$record_count:%u: cn4lL abel=resource record count
cs4—$record list:%s: csAL abel=record list
csl—Fwd cleabeI GSLB Mode c6a2=1::1 06a2LabeI Source |Pv6 Address c6a3=1::1 c6a3LabeI Destination |Pv6 Addr%s
Example cs2=alOnetworks.com cs2L abel=Domain name cs3=AAAA cs3L abel=dns type cn1=1337 cnlL abel=dns header id cn2=3 cn2L abel=gslb rcode
¢n3=0 cn3Label=dns rcode cn4=2 cn4L abel=resource record count cs4—[AAAA 1,86400,4,11:: 11] [AAAA 1,86400,4,10:: 11] csAL abel=record list




RESP $mode:%s: $src:%s. $dst:%s. $domain_name:%s. $dns_type:%s. $dns_id:%u: $gslb_rcode:%u: $dns_rcode:%u: $record_count:%ou:

Format $record list:%s:

"-I.E;;mple RESP Fwd 1::1 1::1 alOnetworks com AAAA 1337302 [AAAA 1,86400,4,11:: 11] [AAAA 1,86400,4,10:: 11] -----------
m\;er"iable Type Value Deﬂ:rlptlon -----------
mode Stri ng {gslb_mode} gslb mode

src IPV6 Addr&ss- {Server_l P} Server IP

dst IPV6 Addr&ss {ueer P} user IP

domal n_name Stri ng {domain name} domal n name

dns_type Strmg {dns type} l“rj.rwi;type

dns_ld Uns gned Integer {dns header ID} dnsheader ID

mg.;"sil-t-)-_rcode Unsigned Integer { gsl b rcode} gslb rcode

dns rcode {dns rcode} .“riirr;rcode

Unsigned Integer

Unsi gned Integer

{ resource | record count}

record_list Stri ng { record Ilst} record list
src_v6 IPV6 Address {Server_IP} Server I[P
dest_v6 IP V6 Address {user 1P} user IP

Both LocaJ and Action on GSLB object, either

Format csl—$msg action:%s:. csllabel=GSLB Object c32—$event value:%s. c2L abel=Vaue
-"I;).(ernple ¢cs1=GSLB - Site cslLabel=GSLB Object co-disbled c2Labl=vae
sYsLOG ]
Format $msg action:%s: is $e'vent value:%s..
'“I.E")remple GSLB - Siteis dmbled e
m\}er-iable Type Vel ue Deﬁcriptiee -----------
msg_action String {gslb_object} gslb object
event_value String disabled action

enabled




cs1=%srvr_name:%s: csll abel=GSLB server node name cs2=$service_ip:%s: cs2L abel=Service IP cs3=$service ipv6:%s: cs3Label=Service IPv6

Format cn1—$port %u: cnllabel= port cs4—$hc > type:%s:. cs4L abel=Health Check method
-“I-E;emple csl=serverl csllabel=GSLB server node name cs2=10.10.10.10 cs2L abel=Service | P cs3=2001:ABCD::7 cs3L abel=Service IPv6 cn1=1234
cnllabel=port cs4=HMon cs4L abel=Health Check method
SYsLOG | | | | |
Format Server Name: $srvr name:%s:. Service |P: $serV|ce  ip:%s: $serV|ce |pv6 %s: Port: $p0rt %u: Health Check Method: $hc _type:%s:
-"I-E;emple - - - Server Name: serverl Service |P: 10.10.10.10 2001:ABCD::7 Port: 1234 Health Check Method: HMon
m\;;iable - - - Type Value D@crlptlon
Srvr_name Strlng {server_name} server name
me.e"r.\-/ice_i p - - - IPV4 Address 0P addesy I"I;eddress
mee.r.\-/ice_i pv6 - - - IPV6 Addrees {IPv6 addrws} ------ I"F;\./-G address -
port - - - Unsi gned I nteger og Port -
hc_type String ;“c;ltgr;ol health check method
Format csl—$msg noparam info:%s: csllLabel=GSLB Service IP Limit
'“I-E;emple - - - cs1=Number of GSLB service ips exceedsthe wstem or L3v I|m|t cleabeI GSLB Service IP Limit
‘sysog | |
Format $msg_noparam info:%s:
-"I-E;emple - - - Number of GSLB service |ps exceeds the system or L3v limit
'--\-;er-iable - - - Type Value - - D@criptien
msg_noparam_info String Number of GSLB service ips exceeds the system or L3v Failure reason

limit

535098724401266692 | SOth Local and GSLB object status s changed gsib.service-ip




| qrere /] |
CEF

Format cs1—$msg state change %s: cslLabel=GSLB Object csZ—$0Id state:%s: cs2L abel=0ld Value cs3—$new state:%s: cs3Label=New Value
-“I-E;ample - - - cs1=GSLB - Site cleabeI GSLB Object cs2=Down csZLabeI =0ld Value cs3—Up csSLabeI New Vaue
‘syslo | |

Format $msg_sta¢e change %s: changeﬁ state from $o|d state:%s: to $new state:%s:

-"I-E")rample - - - GSLB - Site changee state from Down to Up
---\-;ariable - - - Type Value - - - - Deecripticn

msg_state change String {gdb_object} gslb object
--clirj"_state - - Stri-ng - { pre\/i ous_state} - - - prevr ous state -
new state - - - Strlng - {current state} - - current state -

Format -$gslb Obj %s:. csllabel=GSLB Object c32—$old state:%s: cs2Label=0ld Value cs3=$new_state:%s: cs3Label=New Value
-"I-E")rarnple - - - cs1=GSLB Site:SLB Device:Service-IP cslLabel=GSLB Object cs2=Down csZLabeI =0ld Value c§—Up cs3LabeI New VaI ue
‘sysoc | |

Format $gs|b obj:%s: changes state from $o|d state:%s: to $new_state:%os:

-“I-E;ample - - - GSLB Site:SLB Device:Service-IP changes state from Down to Up
---\-;ariable - - - Type Value - - Descripticn

gsb_obj String { gsl b_object} gslb object
mc-).lig-_state - - - Stri-ng - {prevlous state} - - - mnre;/ious state -
new state - - - Stnng - {current starre} - - - current state -

535998999279173633 Eﬁolzgca] e gslb service port exceed limit gslb.service-ip.port

Format cs1=$msg_noparam_info:%s: csllabel=GSLB Service IP Limit




Example cs1=Number of GSLB service ports exceeds the system or L3v limit cslLabel=GSLB Service |P Limit

'sYsLOG " " " " " " " " -
Format $msg noparam info:%s:

-“I-E;e-\rnple Number of GSLB service ports exceedsthe wstem or L3v Irmrt ----------

m\};r-iable Type Value [ Dacriptiprr ----------
msg_noparam,_info String Number of GSLB service ports exceeds the system or L3v Failure reason

limit

slb_device state change 535998999279173634 BOth Local e GSL B object statusis changed gslb.service-ip.port

cs1=%gslb_obj:%s: cslLabel=GSLB Object cn1=$port:%d: cn1lLabel=Port Number cs2=$old_state:%s: cs2L abel=0ld Value cs3=$new_state:%s:

Format cs3Label=New Value

“-I-E");a-tﬂple ¢s1=GSLB Site:SLB Device:Service-1P cleabeI GSLB Object cnl1=80 cnlLabeI Port Number cs2=Down csZLabeI Old vauecss=Up
cs3Label=New Vaue

sYsLoG " S

Format $gs|b obj:%s: Port $p0rt %d: chang&e state from $0Id state:%s: to $new_state:%s:

-“I-E;;rnple GSLB Site:SLB Device:Service-1P Port 80 chang&s state from Down to Up S

---\-;:.;\.r-iable Type Value [ Descriptiprr ----------

gslb_obj String {gslb_object} gslb object

port teger  {port_number) *port number

m(-).l.tj:state Stri-rrg " { pr;,vi ous_stat(-a-} prevr ous state

new state Stri ng " {current state} current state

— 535963540029177857 BOth Local E1 GSLB initialization complete gslb.system

Format csl=$msg:%s: csll abel=System Message
-"I-E")t;\rnple csl;l nitializatipn done csluLabeI =5ystpm Me&gta- ----------
'sYsLOG " " " " [
Format

$msg: %S




Example Initialization done

Variable Type Value Description

Strmg Initialization done System notification
Remote cache creation
Format —$gs|b module:%s: csll abel gsib module
Example cs1=PROBE cleabeI gslb module
SYSLOG
Format $gs| b_module:%s: cache creation failed
Example PROBE cache cresation failed
Variable Type Value Description
gslb_module String PROBE GSLB Module
SYSLOG
Format The system will $status:%s: Hard Disk Momtorlng
Example The system WI|| enable Hard Disk Monitoring
Variable Type Value Description
status String {stamus info} status info

service_member 450395147109138433 Zeinlezl s Service-group IS war ning health.monitor
Remote operational status

csl=$server:%s: csllabel=Server string cs2=$server_name:%s:. cs2L abel=Server name cs3=$ip_str:%s: cs3Label=ip string cs4=$proto:%s:
csAL abel= protocol c55—$port %u: cs5L abel=port cs6—$grp name:%os: cs6L abel= group name cs7—$reason %s:. cs7Label=Reason for health monitor

csl=sl csll abel=Server string cs2=s1 cs2L abel=Server name ¢s3=10.1.1.1 cs3L abel=ip string cs4=TCP csAL abel= protocol €s5=1000
cs5L abel=port csb6=sg-tcp cs6L abel=group name cs7=enabled cs7L abel=Reason for health monitor




Format $server %s: $server name:%s: ($|p str:%%s: )$proto %s: port $port %u: of group $grp name:%s. is $reason %s:
-"I.E;emple s1s1(10.1.1.1 ) TCP port 1000 of group sg- tcp senabled
m\.;etr-iable Type Value [ Description -----------
server String {'server_name} server name
me.e"r-v"er_name Str-i-ng {se-r-ver_name}m server name
ipsr Swing (e P} server 1P
proto String .LchDlli’ Type of protocol
port Unei gned Inteder {reol _port} mreol"port
grp_name Str-i-ng {serV| cegroup" name} serV| cegroup name
reason String i ;il)ﬁed operationa status

sub_compound_state 450395512181358593 ggt:olggcal I sub-compound status changed health.monitor .method.compound

cs1=$sub_compound_name:%s: cs1L abel=Sub-compound name cs2=$ip_str:%s: cs2L abel=on the server proto=$proto:%s. cs3=$status:%s:

Format cs3L abel=status reeson—$reason %s.
'“I.E;omple csl—cphm 456 cleabeI Sub compound name c¢s2=10.1.1.1: port csZLabeI on the server proto—TCP css—up csSLabeI =status reason= port opened -----
SYSLOG
Format Sub- compound $sub compound name:%s:. on the server ($|p str:%s: /$proto %s.) is $status %s: ($reason %s)
-"I.E;emple Sub- oompound cphm 456 on the server (10 111 portfl' CP) is up (port opened) -----------
'--\.;z.i-r-iable Type Val ue -Deecripti-on -----------
sub compound name Strrng {'sub-compound_name} sub- compound name
|p_str Strrng {server_l P} server P -

proto String E(E)FI; Type of protocol

status String up operationa status

down
reason String port opened operational reason

port closed




SYSLOG

Format $err:%s:

Example INFO

Variable Type Value Description
Stri ng {error} error

SYSLOG

Format Templ ate $temp| :%s. is $state: %s:

Example Templ ate hsmis warnmg

Variable Type Value Description

templ Stri ng {templ ae} templ ae
Stri ng {state}

SYSLOG

Format Failed to moveﬁle$dest %s: from $src %s:

Example Falledto movefllecla&hst 1 from scplll:lja.txt

Variable Type Value Description

dest String {file name} file name
Stri ng {urI}

fips-https 585467951558164482 gg::oligca] e fips mode cannot use https

SYSLOG

Format https is not allowed to usein fips mode




SYSLOG

Format wget username/pa&aNord authentication failure.
SYSLOG

Format wget file1/O error.

SYSLOG

Format wget genenc error code.

wget-networ k-fail 585467951558164486 22::0&:%“ e wget network failure
SYSLOG

Format wget network failure.

SYSLOG

Format wget parse error.

SYSLOG

Format wget' protocol S error.

SYSLOG

Format Wget server issued an error response

wget-ssl-fail 585467951558164487 BOth Local e wget SSL verification failure

SYSLOG



Format wget: SSL verification failure.

SYSLOG

Format wget: unknown error code.

Both Local and Operational error logs for

427841964600197123 inter face when copying from interface

Remote : : .
running-config to startup-config

Format Ifname=$ifname:%os:
Example Ifname=ethernet 1
SYSLOG

Format Copy $ifname:%s: interface running-config to startup-config failure

Copy ethernet 1 interface running-config to startup-config failure

Type Value Description

ifname

String

{ifname}

Both L ocal and Operational error logs for

427841964600197124 R inter face when copying from interface
emote

running-config to startup-config

Format Ifname=$ifname:%s:
-“I-E;;mple - - Ifnc;imecethernét 1
sysoc | - |
Format Copy $ifname:%s: interface startup-config to running-config failure
-"I-E");;mple - - Coby ethernet 1 interface s;tartup-confi-g to runni né-config fail-ure
---\-;a.a.r-iable - - Tybe - V;':due - - - - - Da:ripti(-)n

ifname String {ifname} ifname




—— i -—
running-config
CEF

Format Ifname=$ifname:%s:

."I-E-;e-ample - - Ifns-;\me:ethernét 1

sysog - |
Format Remove running-config of $ifname:%s: failure

-"I-E;;\mple - - - Rer-nove runni n-g-config of-ethernet 1 f-ailure

.--\-;z;r-iable - - Ty[-)e - V-alue - - - - - Descripti(-)n
ifname String {ifname} ifname

Format Save backup interface flag failure

Both L ocal and Shared memory var

427841964600197121 Remote su_g_penlfBackup cannot be interface

accessible

Shared memory var su_g_penlfBackup cannot be accessible

Operational error logs when
removing interface from
startup-config

Both Local and
Remote

427841964600197126 interface

Format Ifname=$ifname:%os:

Example Ifname=ethernet 1




Format Remove startup config of $|fname %s: failure
-"I-E")ra-mple ------ Remove startup config of ethernet 1 fallure --------------------------
---\-;ar-iable ------ Type VaI I | D&criptien ----------------
ifname Stri ng { |fname} ifname
error logs
Format -$state %s: csllabel=Interface state Ifname=$|nype %s: reason= $err %s:
-"I-E;arnple ------ cs1=Bring up cleabeI Interface state IfnamezEthernet 1 reason—Hardware deviceis not avallable ----------------
SYSLOG
Format $State %s: $i nype %s: interface failure $err:%s:
-“I-E;arnple ------ Bri ng up Ethernet 1 mterface failure Hardware devr ceisnot avarlable ----------------------
---\-;ar-iable ------ Type Value " [ Descriptian ----------------
state String gﬂg;xn state
|nype ------ Stri-ng " { |nype} ----------- i nype
---------------- Stri ng " Hardware devr ceisnot avallable " " |nype
Format —$|fname1 %s:. csllabel=Takes back Interface csZ—$|fname2 %s:. cs2L abel Target Interface
-"I-E")rarnple ------ csl=ethernetl cleabeI—Takes back Interface csZ—ethernetZ csZLabeI Target ntetface
SYSLOG
Format Interface $|fname1 %s: takes back $|fname2 %s: successful
-“I-E.;rarnple ------ Interface ethernetl takes back ethernetz successful ------------------------
---\-;a.r-iable ------ Type VaIue ------ Deecriptien ----------------

ifnamel String {ifnamel} ifnamel




ifname2 String {ifname2} ifname2

status-take-over 427841964600197132 £iain gz e ImiziEes e ore gpEietion 15 notification | interface
Remote success
CEF

Format csl=$ifnamel:%s: cslL abel=Takes over Interface cs2=%ifname2:%s: cs2L abel=Target Interface
-"I-E;;\mple - - - csl-=ethernetl éleabeI:T;akes over | n-terface csZ:-ethernetZ c-s2LabeI :Ta;rget | nterfa(-Je -
‘sysoc | - | | | | | | |

Format Interface $ifnamel:%s:. takes over $ifname2:%s: successful
.--I-E-;z-ample - - - Intérface etherr;eH takes 0\-/er etherneté successful-

---\-;z.a.r-iable - - - Ty[-)e - V-alue - - - - - D@criptic;n
ifnamel String {ifnamel} ifnamel
|fname2 - - - Stri-ng - { ifr-name2} - - - - ifnf;\mez

CEF

Format Ifname=$ifname:%s:. cs2=$state:%s: cs2L abel=State
-"I-E");;\mple - - - Ifnr-:\me:ethernt-at 1 cs2=up -CSZLabeI:S‘;tate -

‘sysoc | - | | |
Format $ifname:%s: interface is $state:%s:

.--I-E-;z-ample - - ethérnet 1 inter-face isup -

m\-};r-iable - - - Typ-)e - V-alue - - - - - D&ecriptic;n
ifname String {ifname} ifname
state String up state

down

Both L ocal and Interface warning logs when | P

status-war n-ip-conflict 427841964600197130 address conflicts with another war ning interface

NI machine on the networ k

CEF

Format Ifv4=$ip:%s:



Example 1fv4=10.10.10.10

SYSLOG
Format $ip:%s: |P address conflicts with another machine on the network
Exampl e - - 10. iO. 10.101 P-address con-fl ictswith a-\nother machi ne on the ﬁetwork
m\};iable - - - Ty[-)e - V;':\Jue - - - - - D&ecriptic;n

ip String {ip} ip

Both L ocal and Operational logs when load

status-war n-name 427841964600197128 interface name from a specific warning interface

Remote .
file.

Format filePath=%file:%s:
-"I-E;;mple - - - fiIe-Path=/a10déta/etc/netw-ork/ifmap.c;>nf
‘sysoc | - | | |
Format Failed to load interface name from $file:%s:. Using default settings.
'“I-E;;mple - - - Fai I-ed to load i-nterface nar-ne from /albdata/etc/nétwork/ifmab.conf. Usi ﬁg default sétti ngs.
---\-;e;r-iable - - - Ty[-)e - V-alue - - - - - D&ecriptic;n
file String {file} file
Remote to thetable.
CEF
Format
sYsL0G

Format Some static routing entries cannot be added into routing table. Maybe interface network changed.

Both Local and Ethernet Interface ICMP

427877148972285954 packet rate limit exceeded, drop | information | interface.ethernet

REmote all packetsfor lockup period

Format cnl=$port:%u: cnll abel=Ethernet interface rateLimit=$limit:%u: cn3=$lockup_period:%u: cn3L abel=L ockup Period




Example cn1=10 cnll abel=Ethernet interface ratelimit=1 cn3=1 cn3L abel=L ockup Period

SYSLOG
Format Ethernet interface $port:%u: |ICMP packet rate limit $limit:%u: exceeded. Drop ICMP packetsto this interface for next $lockup_period:%u:
seconds
-"E;ample " " " Ethernet |nterface 10ICMP pa:ket rate I|m|t 1 exceeded Drop ICMP packets to this |nterface for next 1 seconds ----------
---\-;ar-iable " " " Type Value D&crlptlon ----------
port Unsigned I nteger {port} port
e Unsgned Integer 168835 | imit

lockup J)enod Unsigned Integer 1-16383 lockup J)enod

Both L ocal and Ethernet Interface ICMPV6

427877148972285955 Remote packet rate limit exceeded, drop | information | interface.ethernet

all packetsfor lockup period

Format cn1-$p0rt %u: cnllabel=Ethernet interface ratelelt—$I|m|t %u: cn3=3$l ockup J)eI'IOd %u: cn3Label= Lockup Period
-“E;rample " " " cnl=10 cnlLabeI Ethernet mterfa:e ratelLimit=1 cn3=1 cn3LabeI Lockup Peiod
syslog " S
Format Ethernet interface $port:%u: ICMPV6 packet rate limit $limit:%u: exceeded. Drop ICMPV6 packets to this interface for next $lockup_period:%u:
seconds
-“E;rample " " " Ethernet mterface 10 ICMPV6 packet rate limit 1 excwded Drop ICMPV6 packets to thls mterface for next 1 seconds S
---\-;ar-iable " " " Type Value Deﬂ:rlptlon ]
port Unsigned Integer {port} port
e Unsgred eger e | limit
mlpcl-rup _perlod ----- Unsi gned Integer 1-1-(-3383 ----------- I-pcl-rup _perlod
Format csl—$eth if:%u: csllLabel=Ethernet Interface 032—$|f state:%s: cs2L abel=Port Interface State
"E;};Iane " " " csl=1 cleabeI Ethernet Interface csZ—up csZLabeI Port Interface Sae




Format Ethernet interface $eth_if:%u: is $if_state:%s:

-"I-E;;\mple Ethernet interface 1 is up

m\;;iable Type Value - - - - - Descripti(-)n
eth_if Unsigned I nteger {eth_if} eth_if
if_state String sgwn if_state

427965109902508033 gz::olggca] 2l LIF interface state change interface.lif

Format —$port name:%s: cslLabel=LIF Interface csZ—$sta¢e %s: cs2Label=Lif Interface State
-"I-E;;mple csl=lifl csllabel=LIF Interface csZ—up cs2L abel=Lif Interface State
sYsLoG
Format LIF $port_name:%s: is $Siate %s:
"-I-E;z-ample LIFI|f1|sup
---\-).;iable Type V-alue - - - - - Descriptic;n
port_name String {port_name} port name
state String up state

down

427947517716463617 BOth Local L L oopback interface state change inter face.loopback

Format csl—$port number:%u: cslLabel= Loopback Interface c32—$9:ate %s:. cs2Label= Loopback Interface State
'“I-E;;mple cs1=0 cleabeI Loopback Interface csz—up cszLabeI Loopback Interface State
SYsLOG
Format L oopback$port_number:%u: is $state:%s:
Exampl e Loc-)pbackO is L;p - -
'--\-;z;\.r-iable Ty;-)e - V-alue - - - - - Deﬁcripti(;n
port_number

Unsigned Integer 0-10 port_number




state String up state

down
CEF
Format csl=$state:%s: csllabel= Interface state
-“I-E;;mple - - - csl;up cleab;aI: I nterfac;a state -
‘sysoc | - | |
Format Management interface is $state:%s:
Exampl e - - - M a-nagement i r;terface is u-p
---\-;z.a.r-iable - - Tybe - V-alue - - - - - D&ecriptit;n
state String ggwn state
CEF
Format csl=$state:%s: csllabel= Interface state
Example | | slmwpcslLabel= Inteface sate
sysoc | - | |
Format Management?2 interface is $state:%s:
Exampl e - - M a-nagementz interface is Ljp -
m\};r-iable - - Tybe - V-alue - - - - - Da:ripti(;n
state String ggwn state

Format cs1=$trunk_id:%u: csllabel=Trunk Interface cs2=%state:%s:. cs2L abel=Trunk Interface State

Example csl=1 cslLabel=Trunk Interface cs2=up cs2Label=Trunk Interface State




Format Trunk interface $trunk_id:%u: is $state:%s:

-"I-E;e\mple Trdnk interface lisup - -

m\};iable Type - Velue - - - - - Descriptien
trunk_id Unsigned Integer {trunk_id} trunk id
state String ggwn state

Format -$Tunnel %s: csllabel=Tunnel Interface csZ-$state %s: cs2Label=Tunnel Interface State
-"I-E");emple csl=tunl cleabeI —Tunnel Interface csZ—up csZLabeI—TunneI Interface State
sYsLoG
Format Tunnel interface $Tunne| %s:. is $State %s:
-“I-E;emple Tunnel mterface tunlis up
-“\-}el—'iable Type Value - - - - - Descriptien
Tunnel String {Tunnel} Tunnel
state String up state

down

Both L ocal and Virtual Interface ICMP packet

427929925530419202 Remote rate limit exceeded, drop all information | interface.ve

packetsfor lockup period

Format cnl—We %u: cnllLabel=VE ramel_lmlt-$llm|t %u: cn3—$l ockup _period:%u: cn3Label= Lockup Period
-"I-E");emple cnl=2 cnlLabeI =VE rateLimit=1 cn3=1 cn3LabeI Lockup Period
sYsL0G
Format VE $\/e %u: ICMP packet rate limit $limit:%u: exceeded. Drop ICMP packets to thisinterface for next $l ockup J)enod %u: seconds
H-I-E;.emple VE 2 ICMP packet rate I|m|t 1 exceeded Drop ICMP packets to thisinterface for next 1 seconds
--;).e.;iable Type Value Deecrlptlon




ve Unsigned Integer 2-4094 ve
limit Unsigned I nteger 1-65535 limit
lockup _perlod 1-16383 lockup _penod

Unsigned Integer

427929925530419203

Both Local and
Remote

Virtual Interface ICMPV6

packet rate limit exceeded, drop | information | interface.ve

all packetsfor lockup period

Format cnl—ale %u: cnllabel=VE ratelelt—$I|m|t %u: cn3—$| ockup )_period:%u: cn3Label= Lockup Period
-"I-E;emple cnl=2 cnlLabeI =VE rateLimit=1 cn3=1 cnSLebeI Lockup Period
svsLoG

Format VE &/e %u: ICMPV6 packet rate limit $limit:%u: exceeded. Drop ICMPV6 packetsto thisinterface for next $Iockup JJenod %u: seconds
'--I-E;emple VE 2 ICMPV6 packet rate limit 1 exceeded Drop ICMPV6 packets to thls interface for next 1 seconds
m\}el-'iable Type Value D@crlptlon

ve Unsigned I nteger 2-4094 ve
it | |  Unsguedimeger 16553 it
'“I-ed;up _perlod - - Unsi gned Integer 1-1-6383 Iockup _perlod

Format csl—&/e name:%s. csll abel=Virtual Ethernet Interface cs2=$state:%s: cs2L abel=VE Interface State
'--I-E;emple csl=velO cleabeI —Vlrtual Ethernet Interface csZ—up cszLaed =VE Interface State
sYsLoG
Format Virtual Ethernet interface We name:%s: is $state %s:
-"I-E");emple Virtual Ethernet interface velO is up
'--\-;er-iable Type Value - Deecriptien
ve_name String {ve_name} ve hame
state String up state

down




A el Both L ocal and Anomaly dropsfor - - .
fragmentation-policy 247785940435599370 e e e e ip.anomaly-drop
CEF

Format dvcpld—$ID %u: msg—$drop type:%os: cn1—$n1 %u: cnllLabel=Previous drop count cn2—$n2 %u: cn2L abel=Current drop count
-"I-E;eﬁple dVCpId 100000 msg—FRAG cnl1=1234 cnlLabeI Previous drop count cn2=1234 cn2LabeI curentdropoount
‘sysoc S
Format DDoS Log $id'%u IP Anomaly packets matchlng the $name %s: proflle have been detected. Previous $n1 %u:, current $n2 %u:
'“I-E;eﬁple DDoS Log 100000 : IP Anomaly packets matchmg the FRAG proflle have been detected Previous 1234, current 1234 S
---\-;el:-iable Type Value D&ecrlptlon ]
id Unsigned Integer {log_ID} log ID
---------- FRAG
name String EMPTY FRAG IP Anomaly profile type
MICRO FRAG
n1 uﬁé gned Inteéuer {Prevlous drop count} .--;;r.e\-/lous drop count
n2 Uns gned Inteé-er {Current_drop_oount} Current drop count
D  Undgredimeger  (loaiD) oD
---------- FRAG
drop_type String EMPTY FRAG IP Anomaly profile name
MICRO FRAG
Format dvcpld $ID:%u: msg—$drop_type %s: cn1—$n1 %u: cnll abel=Previous drop count cn2—$n2 %u: cn2L abel=Current drop count
-"I-E;e-mple dvcpld 100000 msg—LAND ATTACK cnl1=1234 cnlLabeI Previous drop count cn2=1234 cn2LabeI Current drop ot
‘sysog S
Format DDoS Log $|d %u: : IP Anomaly packets matchlng the $name %s: proflle have been detected. Previous $n1 %u:, current $n2 %u:
'--I-E;e-mple DDoS Log 100000 : IP Anomaly packets matchi ng the LAND ATTACK proflle have been detected Previous 1234, current 1234
---\-;e}-iable Type Value Deecrlptlon -----------

id Unsigned Integer {log_ID} log ID




name String

LAND ATTACK
OVERSIZE PAYLOAD
PING OF DEATH
RUNT IPHDR

RUNT L4 HDR

IP Anomaly profile type

nl Uns gned Integer

{Prevlous drop count}

n2 Uns gned Integer

{Current drop count}

1D Unsigned Integer

{log 1D}

drop_type String

LAND ATTACK
OVERSIZE PAYLOAD
PING OF DEATH
RUNT IP HDR

RUNT L4 HDR

IP Anomaly profile name

S Both Local and Anomaly dropsfor |IP header . . .
ip-hdr-policy 247785940435599366 DliGyIMaLch ip.anomaly-drop
CEF

Format dvcpl d=3$ID:%u: msg—$drop type:%os: cn1—$n1 %u: cnllabel=Previous drop count cn2—$n2 %u: cn2L abel=Current drop count
'"I.E")rernple dVCpId 100000 msg—l P OPTION cn1=1234 cnlLabeI Previous drop count cn2=1234 cn2LabeI Current drop ot
sysog S
Format DDoS Log $|d %u: : IP Anomaly packets matchlng the $name %s: proflle have been detected. Previous $n1 %u:, current $n2 %u:
'“I.E;e-mple DDoS Log 100000: IP Anomaly packets matchlng the IP OPTION proflle have been detected Previous 1234, current 1234 S
---\.;e-r-iable Type Value Descrlptlon -----------
id Unsigned Integer {log_ID} log ID
---------- IP"C-)PTION

NO IP PAYLOAD
BAD IP HDRLEN
BAD TTL

name String BAD PAYLOAD LEN IP Anomaly policy type
BAD IP FRAG OFS
BAD IP CSUM
BAD IP FLAGS
nl Unsigned Integer {Previous_drop_count} Previous drop count
Current drop count

n2 Unsigned Integer

{Current_drop_count}

ID Unsigned Integer

{log_ID}




drop_type

String

IP OPTION

NO IP PAYLOAD
BAD IP HDRLEN
BAD TTL

BAD PAYLOAD LEN
BAD IP FRAG OFS
BAD IP CSUM

BAD IPFLAGS

IP Anomaly profile name

pbsib-policy 247785940435599367 B°th "°°a' e Anomajy drOpSfor R warning | ip.anomaly-drop
policy match

Format dvcpl d=$ID:%u: msg—$drop type:%os: cn1—$n1 %u: cnllabel=Previous drop count cn2—$n2 %u: cn2Label=Current drop count
-“I-E;ernple dvcprd 100000 msg—PBSLB BAD CONTENT cn1=1234 cn1LabeI Previous drop count cn2=1234 cn2LabeI Current drop count o
'sYsLOG -
Format DDoS Log $|d %u: : IP Anomaly packets matchrng the $name %s: profrle have been detected. Previous $n1 %u:, current $n2 %u:
'"I-E")rernple DDoS Log 100000 : IPAnomaIy packets matchlng the PBSLB BAD CONTENT proflle have been detected Previous 1234, current 1234
---\-;er-iable Type Value Deecrrptron ----------
id Unsigned I nteger {Iog_ID} log ID
---------- " " PBSLB BAD CONTENT -
name String PBSLB OUT OF SEQ IP Anomaly profile type
PBSLB ZERO WINDOW
nl Unei gned Integ-er {H'evlous drop count} mlg'et-/lous drop count
n2 Uneigned Integrer {Current drop count} Current drop count
D Unsigned Integer{log_ 10} oD
---------- " " PBSLB BAD CONTENT
drop_type String PBSLB OUT OF SEQ IP Anomaly profile name

PBSLB ZERO WINDOW

tcp-attack-policy 247785940435599361 BOth Local e Anemajy CIaBIeT (5D SliES war ning ip.anomaly-drop
policy match

dvcpld $ID:%u: msg—$drop type:%os: cn1—$nl %u: cnllabel=Previous drop count cn2—$n2 %u: cn2L abel=Current drop count

dVCpId 100000 msg—TCP ACK ATTACK cn1=1234 cnlLabeI Previous drop count cn2=1234 cn2LabeI Current drop count




Format DDoS Log $|d %u: : IP Anomaly packets matchmg the $name %s: proflle have been detected. Previous $n1 %u:, current $n2 %u:

Example DDoS Log 100000 : IP Anomaly packets matchlng the TCP ACK ATTACK proflle have been detected Previous 1234, current 1234
Variable Type Value D&crlptlon
id Unsigned Integer {Iog_ID} log ID
TCPACK ATTACK
name String TCP SYN ATTACK IP Anomaly profile name
TCP NULL SCAN
nl Unsigned I nteger {Previous_drop_count} Previous drop count
n2 Unsigned Integer {Current_drop_count} Current drop count
ID Unsigned I nteger {log_ID} log ID
TCPACK ATTACK
drop_type String TCP SYN ATTACK IP Anomaly profile name

TCP NULL SCAN

tep-hdr-policy 247785940435599363 Q;?g?nya?(:rr? psfor tep syn ip.anomaly-drop

Format dvcpld $ID:%u: msg-$drop type:%os: cn1—$nl %u: cnllabel=Previous drop count Cn2—$n2 %u: cn2L abel=Current drop count
Example dvcpld 100000 msg—TCP SHORT HDR cn1=1234 cnlLabeI Previous drop count cn2=1234 cn2LabeI Current drop count
SYSLOG
Format DDoS Log $|d %u: : IP Anomaly packets matchmg the $name %s: proflle have been detected. Previous $n1 %u:, current $n2 %u;
Example DDoS Log 100000 : IP Anomaly packets matchi ng the TCP SHORT HDR proflle have been detected Previous 1234, current 1234
Variable Type Value Deecrlptlon
id Unsigned Integer {Iog 1D} log ID

TCP SHORT HDR

TCP NO FLAG

TCP BAD URG OFS
name String TCP BAD IPHEADER LEN IP Anomaly profile type

TCP FRAG HDR

TCP OPTION

BAD TCP CSUM

nl Unsigned Integer { Previous drop count} Previous drop count




n2 Unsigned Integer { Current_drop_count} Current drop count

ID Unsigned Integer {Iog ID} log ID

TCP SHORT HDR

TCPNO FLAG

TCP BAD URG OFS
drop_type String TCP BAD IPHEADER LEN IP Anomaly profile name

TCP FRAG HDR

TCP OPTION

BAD TCP CSUM

[ Both Local and Anomaly dropsfor tcp syn . . .
tcp-syn-policy 247785940435599362 Remote policy match warning ip.anomaly-drop
CEF
Format dvcpld—$ID %u: msg-$drop type:%s: cn1—$n1 %u: cnllabel=Previous drop count cn2—$n2 %u: cn2Label=Current drop count
Example dVCpId 100000 msg—TCP SYN FRAG cn1=1234 cnlLabeI Previous drop count cn2=1234 cn2LabeI Current drop count
SYSLOG
Format DDoS Log $|d %u: : IP Anomaly packets matchlng the $name %s: proflle have been detected. Previous $n1 %u:, current $n2 %u:
Example DDoS Log 100000: IP Anomaly packets matchmg the TCP SYN FRAG proflle have been detected Previous 1234, current 1234
Variable Type Value Dacrlptlon
id Unsigned Integer {log_ID} log ID
. TCP SYN FRAG

name String TGP SYN FIN IP Anomaly profile type
nl Unsigned Integer {Previous_drop_count} Previous drop count
n2 Unsigned Integer {Current_drop_count} Current drop count
ID Unsigned Integer {log_ID} log ID
drop_type String TCPSYN FRAG IP Anomaly profile name

TCP SYN FIN

tcp-xmas-policy 247785940435599364 BOth Local A Anemaly EESITEr E MR warning ip.anomaly-drop
policy match

Format dvcpld $ID:%u: msg—$drop type:%s: cn1—$n1 %u: cnllabel=Previous drop count cn2—$n2 %u: cn2L abel=Current drop count

Example dVCpId 100000 msg—TCP XMAS FLAGS cn1=1234 cnlLabeI Previous drop count cn2=1234 cn2LabeI Current drop count




Format DDoS Log $|d %u: : IP Anomaly packets matchmg the $name %s: proflle have been detected. Previous $n1 %u:, current $n2 %u:
Example DDoS Log 100000 : IP Anomaly packets matchlng the TCP XMAS FLAGS prof|Ie have been detected Previous 1234, current 1234
Variable Type Value Descrlptlon
id Unsigned Integer {Iog_ID} log ID
. TCP XMAS FLAGS
name String TCP XMAS SCAN IP Anomaly profile type
nl Unsigned Integer {Prewous drop count} Previous drop count
n2 Unsigned I nteger {Current drop oount} Current drop count
ID Unsigned Integer {Iog 1D} log ID
. TCP XMAS FLAGS
drop_type String TCP XMAS SCAN IP Anomaly profile name

tunne-policy 247785940435599368 B°th Locaj e gr;‘t’é?]ajy dr°p5f°r e po"cy ip.anomaly-drop

Format dvcpld $ID:%u: msg—$drop type:%os: cn1—$nl %u: cnllabel=Previous drop count Cn2—$n2 %u: cn2L abel=Current drop count
Example dvcpld 100000 msg—VX LAN TUNNEL cn1=1234 cnlLabeI Previous drop count cn2=1234 cn2LabeI Current drop count
SYSLOG
Format DDoS Log $|d %u: : IP Anomaly packets matchlng the $name %s: proflle have been detected. Previous $n1 %u:, current $n2 %u:
Example DDoS Log 100000: IP Anomaly packets matchi ng the VXLAN TUNNEL prof|Ie have been detected Previous 1234, current 1234
Variable Type Value Deecrlptlon
id Unsigned Integer {Iog 1D} log ID

VXLAN TUNNEL

GRE TUNNEL
name String GRE PPTP IP Anomaly profile type

IP TUNNEL MISMATCH

IP-OVER-IP TUNNEL
nl Unsigned Integer {H'e'wous drop count} Previous drop count
n2 Unsigned Integer {Current drop count} Current drop count
ID log ID

Unsigned Integer

{log_ID}




VXLAN TUNNEL
GRE TUNNEL
drop_type String GRE PPTP IP Anomaly profile name
IP TUNNEL MISMATCH
IP-OVER-IP TUNNEL

udp-hdr -policy 247785940435599365 ';?Zg‘(zjy pollcy EED T EP ip.anomaly-drop

Format dvcpld—$ID %u: msg—$drop type:%os: cn1—$n1 %u: cnll abel=Previous drop count cn2—$n2 %u: cn2Label=Current drop count
Example dvcp|d 100000 msg—UDP BAD LEN cn1=1234 cnlLabeI Previous drop count cn2=1234 cn2LabeI =Current drop count
SYSLOG
Format DDoS Log $|d %u: : IP Anomaly packets matchmg the $name %s: proflle have been detected. Previous $n1 %u:, current $n2 %u:
Example DDoS Log 100000 : IP Anomaly packets matchlng the UDP BAD LEN proflle have been detected Previous 1234, current 1234
Variable Type Value Descrlptlon
id Unsigned Integer {log_ID} log ID

UDP BAD LEN

UDP SHORT HDR
name String UDP KERBEROS FRAG IP Anomaly profile type

UDP PORT LOOPBACK

UDP BAD CSUM
nl Unsigned Integer {Prewous drop count} Previous drop count
n2 Unsigned Integer {Current drop count} Current drop count
ID Unsigned Integer {log_ID} log ID

UDP BAD LEN

UDP SHORT HDR
drop_type String UDP KERBEROS FRAG IP Anomaly profile name

UDP PORT LOOPBACK

UDP BAD CSUM
SYSLOG

Format Create Pool: $err %s:

Example Create Pool: Error




Variable Type Value Description

Strrng {Error Log} Error Log

Format —$act|0n %s: csllabel=Action

'“I-E;ample - - - csl=Failure to set IPv6 transparent mode address cleabeI—Actr on

‘sysog | |
Format Transparent mode: failed to $act|0n %s: IPv6 addressfor AX.

-"I-E")tample - - - Transparent mode: failed to Failure to set IPv6 transparent mode address IPv6 addressfor AX.

'--\-;ariable - - - Type Value Descrrptrpn
action String Failure to set IPv6 transparent mode address warning
Format -$message %s: csllabel= messege

-"I-E")tarnple - - - cs1=ICMP IPv6 checksum error cslL abel= mesaage

‘sysoc | |
Format $measage %s..

'"I-E;ample - - - ICMP IPv6 checksum error.

---\-;a.r-iable - - - Type Value - - - - - Descriptien
message String ICMP IPv6 checksum error warning

256810731876384770 gg::olzgca] &k Duplicate | Pv6 addr ess detected ipv6.neighbor

cs1=%str:%s: cslLabel=Duplicate |Pv6 Address message cs2=3ipv6str:%s: cs2L abel=IPv6 address cs3=$front_port:%d: cs3Label=Port number
cs4—$mac %s: csALabel=Mac addr csS—WIan id:%d: cs5Label=Vlanid

csl= Dupllcate IPv6 address detected cslL abel= Dupl|cate IPv6 Address message ¢s2=2003::11:11:11:1 cs2L abel=IPv6 address cs3=10000
cs3Label=Port number cs4=00:1F:A0:08:99:D0 cs4L abel=Mac addr cs5=1000 csbLabel=VIanid




$str:%s: Duplicate IPv6 Address Detected: Neighbor Advertisement received for $ipv6str:%s: from Port: $front_port:%d: Mac: $mac:%s: Vlan:

Format Svlan_ic%d:

'--I-E;ernple --------- Dupllcate IPv6 address detected Dupllcate IPv6 Addrees Detected Nerghbor Advertlsement recerved for 2003::11:11:11:1 from Port: 10000 Mac ------
00:1F:A0:08:99:DO0 Vlan: 1000.

'--\-;etr-iable --------- Type Value --------------- D@cription --------------------

str String Dupl|cate IPv6 address detected warning

|pv6str --------- Str-i-ng {dupllcate entry_type} --------- d delcate entry type

front ot Integer (portnumbe p ort number

e MACAWress  (MAQ MAC

vlan "I Integer {VLAN _id} VLAN id

cs1=%str:%s: cslL abel=Duplicate solicitation message cs2=$ipv6str:%s: cs2L abel=IPv6 address cs3=$front_port:%d: cs3Label=Port number

Format co=S$mac:ts: coALabeb=Mac addr cs5=Svlan ick%c: csSLabel=Vianid

;;ane --------- csl= Dupllcate soI|C|tat|on cleabeI Dupllcate soI|C|tat|on message €s2=2003::11:11:11:1 csZLabeI IPv6 addr&ss €s3=10000 csSLabeI Pt
number cs4=00:1F:A0:08:99:D0 csAL abel=Mac addr cs5=1000 cs5Label=Vlan id

SYSLOG

Format $str %s: Dupllcate solicitation: Nerghbor Solicitaion received for $|pv65tr %s:. from Port: $front JJOI’t %d: Mac: $mac %s:. Vlan: &/Ian id:%d:.

;;ane --------- ?(;J(%lcate solicitation Dupllcate solicitation: Nerghbor SoI|C|ta|on recerved for 2003::11:11:11:1 from Port: 10000 Mac: 00:1F:A0:08:99:D0 Vl-z-a-n ------

m\re-r-iable --------- Type leue --------------- Description --------------------

str String Duplicate solicitation warning

|pv65tr --------- Str-i-ng {ddplicate_ent-ry_type} ------------ d delcate entry type

front ot Integer {port_number]; -------------- port number

e VACAWres  (MAQ MAC

vlan o Integer {VLAN |d} --------------- V LAN id




| qrere /] |

SYSLOG
Format connect failed in sock init
i wasstsTarrosoasara | BXNLOH S| G v gL pAP srver
SYSLOG
Format Could not get LDAP server.
SYSLOG
Format Can not contact with server $name:%s:
Example Can not contact with server 1.1.1.1
Variable Type Value Description
name String {server_name} server name
SYSLOG
Format Attribute partition $type:%s: is invalid for $name:%s:
Example Attribute partition Local isinvalid for userl
Variable Type Value Description
type String {attribute_type} attribute type
name String {user_name} user name

. Both Local and Al10AdminPartition attributeis .
SYSLOG

Format A10AdminPartition attribute not configured in LDAP server

oper -error 148618787703226371 FBzzmolzgcal el L DAP operation error

SYSLOG




Format $Status %s: $err %s:

Example Idap search s.;btree faled An operat| ons error occnrred
m\};iable - Type Value - - - - D@criptic-)n
status String {fail _place} fail place
------------ Stnng - {fall _info} - - - - .-m;;i.i-info
SYSLOG
Format Partition $name:%s: doesn't exist
-"I-E");;mple - - - Par:[iti onpl do-esn't exist -
.--\-;z.a.l-fiable - - Tyne - anue - - - - - Da:riptinn
name String {part|t|on name} partition name
O o s e
SYSLOG
Format Fail to link $profile:%s: in partition $name:%s:
-"I-E");;mple - - - Fail- to link pro-fl in partitinn shared -
.--\-;z.a.r-iable - - - Tyne - anue - - - - - Deﬁcriptinn
profile String {profile_name} profile name
name - - - Stri-ng - {partltlon name} ------ p ;nition name-
SYSLOG
Format Succeed to link $profile:%s: in partition $name:%s:
-“I-E;z;\mple - - - Suooeed to I|nk profl in part|t|on shared
---\-}.:;J:iable - - - Type Value - - - - Descriptic;n

profile String {profile_name} profile name




name String {part|t| on name} partiti on name

ctrl-cpu-blacklisted 342273571680157702 22::(;:%“ E1e multi-ctrl-cpu blacklisted

SYSLOG
Format The wstem has some of the control CPUs blacklisted. Please issue --no multi-ctrl- cpu-- and reconflgure it if needed.
SYSLOG
Format The number of control CPUs are more than half of the allowed CPUs. Rebooting the wstem after movmg to default number of control cpus.
ctrl-cpus-not-allowed 342273571680157704 BOth Local e multi-ctrl-cpus not allowed
SYSLOG
Format The setting of control CPUsisis not allowed below 8 CPUs.
not-run-hw-diag 342273571680157699 Both LocaJ N el D|ag L=l netification | multi-ctrl-cpu
rebooted

SYSLOG
Format not run HW Dlag when rebooted
SYSLOG
Format The system will run $notice:%s:
Example The system will run 2 control cpu
Variable Type Value Description
notice String {more info} moreinfo
run-def-prof 342273571680157698 eI ez Eind A UTSEE profllewhen notification | multi-ctrl-cpu

Remote rebooted
SYSLOG
Format run the default profile when rebooted




SYSLOG
Format run HW Dlag when rebooted
Both L ocal and run with L7 opt|m|zed prof|le
SYSLOG
Format run with L7 opt| mized proflle when rebooted
Format dvc—$|p addr:%s: dvcmac—$mac %s: dpt—$port num:%d: cn1—$vlan id:%d: cnl1label=vlan number
Example dvc=1.2.34 dvcmac—AA BB:CC:DD:EE:FF dpt 1cnl=2 cnlLabeI—vIan number
SYSLOG
Format Duplicated IP $i p_addr:%s MAC $mac:%s; from Port $port_num:%d: VLAN $vlan_id:%d: detected
Example Dupllcated IP1.2.3.4 MAC AA:BB:CC:DD:EE: FFfrom Port 1 VLAN 2 detected
Variable Type Value Description
ip_addr String {|p address} ip address
mac MAC Address {MAC addrels} MAC address
port_num Integer { Interface_number} Interface number
vlan_id Integer 2-4094 Vlan 1D
send-ready 252483054109458434 | BOth Local and LLDP ready to snd out the notification | network.lidp
Remote packet
Format
SYSLOG
Format LLDPis ready to send out pa:ket

table-change 250483054109458433 B"th Loca' g LLDP remote table changed networkIldp




LLDP remote table changed, send trap

Both L ocal and Trunk ICMP packet rate limit

252254355690881025 Remote exceeded, drop |ICMP packets information | network.trunk

for lockup period

Format cn1—$trunk %u: cnllabel=Trunk ramel_lmlt—$llm|t %u: cn3—$lockup _perlod %u: cn3Label= Lockup Period
-"I-E;emple cn1=10 cnlLabeI =Trunk ratelLimit=1 cn3=100 cn3LabeI Lockup Period
'SYsLOG

Format TRUNK $trunk %u: ICMP packet rate limit $I|m|t %u: exceeded. Drop ICMP packets to this interface for next $lockup J)erlod %u: seconds
'--I-E;emple TRUNK 10 ICMP packet rate limit 1 exceeded Drop ICMP packets to th|s interface for next 100 seconds
---\-;e}iable Type Value Descrlptlon

trunk Unsigned Integer {trunk} trunk
it Unsgned Integer 165535 | | | it
Iockup _perlod Unsigned Inteder {Iockup _period} - - - Iockup _perlod

icmpv6_exceed 252254355690881026 gz::olggcal and I-ll-rrnul'? lec(ée'\g:d\{?irp c?p(): II(g:tl\;laFE\e/6 information | network.trunk

packetsfor lockup period

CEF

Format cn1—$trunk %u: cnllabel=Trunk rameL|m|t—$I|m|t %u: cn3-$|ockup _perlod %u: cn3Label= Lockup Period
-"I-E");emple cn1=10 cnlLabeI =Trunk rateLimit=1 cn3=1 cn3LabeI Lockup Period
'sYsL0G

Format TRUNK $trunk %u: ICMPV6 packet rate limit $I|m|t %u: exceeded. Drop ICMPV6 packetsto this interface for next $Iockup J)erlod %u: seconds
'--I-E;emple TRUNK 10 ICMPV6 packet rate I|m|t 1 exceeded Drop ICMPV6 packets to thisinterface for next 1 seconds
--;).e.ciable Type Value D@crlptlon

trunk Unsigned Integer {trunk} trunk
it Unsigned Integer 165535 | | | it




lockup_period Unsigned Integer 1-16383 lockup_period

CEF

Format csl=$vwire id:%u: cslLabel=Virtua wire cs2=$vwire_state:%s:. cs2L abel=State

'“I-E;a-umple - - - csl-=1 cleabé =Virtual wi-re cs2=up (;szLabeI :St-ate - -

sysoc | - | | | |
Format Virtual wire $vwire_id:%u: is $vwire_state:%s:

-"I-E;:;\mple - - - Vir-tual wire 1 i-s up - -

m\;;iable - - - Ty[-)e - V-alue - - - - - Descripti(;n
vwire_id Unsigned Integer {vwire_id} vwire_id
vwire_state String up vwire_state

down

Format
sYsL0G
Format failed to access alOngwaf binary
Remote failure
CEF
Format act=$action:%s:
'--I-E.;z-ample - - - act-:start -
‘sysoc | -
Format alOngwaf $action:%s: failed
-"I-E;;\mple - - - aldngwaf start-failed -

Variable Type Value Description




start
start(invalid agent-key)
start(invalid proxy server)

action String stop action
restart
upgrade
Remote success

CEF

Format act=S%action:%s:

Example act=start

SYSLOG

Format alOngwaf $action:%s: success

Example alOngwaf start success

Variable Type Value Description
start

. . stop .

action String restart action

upgrade

Format csl=$vs name:%s:. csllabel=Virtua Server Name dpt=$port:%u:
-"I-E-;:-ample - - - csl-:vs cleab;eI =Virtual éerver Namé dpt=0 - -
syslog | - | | |
Format failed to disable ngwaf for virtual server $vs_name:%s: on vport $port:%6u:
'"I-E");;mple - - - fail-ed to disablé ngwaf for -virtual serv-er vson vpc;rt 0 - -
m\-;;r-iable - - - Tybe - V;sdue - - - - - Da:ripti(-)n

VS _name String {Virtual_Server_Name} Virtual Server Name

port Unsigned Integer 0-65535 port




CEF
Format csl—&/s name:%s: csllabel=Virtual Server Name dpt $port %u:
'“I-E.xernple ------ csl=vs cleabeI =Virtual Server Name dpt o
SYSLOG
Format ngwaf disabled for virtual server $vs_name:%s. on vport $port %u:
-"I-E.xernple ------ ngwaf di &abled for V|rtual Server vson vport o
'--\-;er-iable ------ Type Value -------- D&criptiorr ----------------
VS _name Strrng {Virtual_Server_Name} Virtual Server Name
port ------- Unsi gned Integer 0-6-5535 ----------- p ort
Format —i’Ws name:%s: csllabel=Virtual Server Name dpt—$port %u: csZ—$proxy server:%s:. cs2Label= Proxy Server Name
'“I-E.xernple ------ csl=vs cleabeI—Vrrtual Server Name dpt 0 csZ—drrect csZLabeI Proxy SeverName
SYSLOG
Format failed to enable ngwaf onvirtual server &/s name:%s:. vport $port %u; vra$proxy server:%s:
-"I-E.xernple ------ farled to enable ngwaf on vrrtual server vs vport 0 vradl et
m\rer-iable ------ Type Value ------ Deﬂ:riptiop ----------------
VS _name Strrng {VirtuaI_Server_Name} Virtual Server Name
port ------- Unsigned Integer oessss p ort
proxy eve Strrng {Proxy Server Name} --------- Proxy Server Name
Format csl—$/s name:%s: cslLabel=Virtua Server Name dpt—$port %u: csZ—$proxy server:%s:. cs2L abel= Proxy Server Name
-"I-E.xernple ------ csl=vs cleabeI =Virtual Server Name dpt—O csZ—dlrect csZLabeI R'oxy severNeme




Format ngwaf is enabled on virtual server $vs_name: %s: vport $port %ou: V|a$proxy server:%s:

Example ngwaf is enabled on vrrtual server vs vport Oviadirect

Variable Type Value Description

VS_name Strlng {Virtual_Server_Name} Virtual Server Name

port Uns gned | nteger 0-65535 port

proxy_server Stri ng { Proxy Server Name} Proxy Server Name
Remote instance

Format

SYSLOG

Format failed to create new alOngwaf instance

——— R [T

Format cnt=$instance_count:%u:

Example cnt=10

SYSLOG

Format failed to create new alOngwaf instance above max limit (cnt—$| nstance_count::%u:)

Example farled to create new alOngwaf instance above max I|m|t (cnt= 10)

Variable Type Value Description

instance_count Unsigned Integer { Number_of_al Iowed_alOngwaf_i nstances} Number of allowed alOngwaf instances

instance_count: Unsrgned Integer {Number of_allowed alOngwaf |nstanoes} Number of allowed alOngwaf instances
Remote instance

Format




Format Failed to kill an a:LOngwaf instance

Format
SYSLOG
Format killed an alOngwaf instance

Remote instances
Format
SYSLOG
Format Failed to kill al alOngwaf instances
killall_instances _success 909727124728840208 BOth Local e Killed all alOngwaf instances
Format
SYSLOG
Format Killed all alOngwaf instances
max_tracked_custom_signal_exceeded | 909727124728840211 BOth Local g el e CoEiE e information | ng-waf

signal exceeded

Format cn1—$max tracked_custom sgnal %(d: cnllabel=Maximum tracked custom signal csl—$5|gnal name:%s: csll abel=Custom sgnal name
Example cn1=64 cnllL abel=Maximum tracked custom S|gnal csl=site. Iogmfa|l cslL abel=Custom signal name
SYSLOG
Format Tracked custom sgnal exceeded the maximum number $max_tracked _custom sgnal %d:, |gnored signal: $S|gnei name: %s:
Example Tracked custom sgnal excwded the maximum number 64, |gnored sgnal site. Ioglnfall

Variable Type Value Description




max_tracked_custom srgnal Integer {MaX|mum tracked_custom sgnal} Maximum tracked custom srgnal

signa_name Stri ng {s gnal name} signal name

sre=3src_v4:%s: cba2=$src_v6:%s: c6a2l abel=Source |Pv6 Address spt=$src_port:%u: csl=$real_src:%s: csll abel=Real Source
dst=$dest_v4:%s. c6a3=3dest_v6:%s: c6a3L abel=Destination |Pv6 Address dpt=$dst_port:%u: suser=$uname:%s: cs2=$attack:%s:

Format cs2L abel=Attack Type cs3=$host:%s: cs3L abel=Hostname cs4=%$uri:%s: csAL abel=URI cs5=$session_id:%s: csbLabel=Session ID
‘$red| rected _url:%s: cs6Label=Redirected URL
src=1.1.1.1 c6a2=1111::1111 c6a2LabeI Source |Pv6 Address spt=0cs1=1.1.1.1 cleabeI Real Source dst-2 2.2.2 c6a3=2222::2222
Example c6a3L abel=Destination IPv6 Address dpt=0 suser=John cs2=SQL.i cs2L abel=Attack Type cs3=www.abc.com cs3L abel=Hostname
P csA=path/pagel.htm?csAL abel=URI query=abc cs5=65530452f 3df95b9a8d9414c cs5L abel=Session ID cs6=www.abc.com cs6L abel=Redirected
URL
SYSLOG

request blocked by ng-waf for SIP $src_v4:%s. SIP $src_v6:%s: SPort $src_port:%u; Real Source $real_src:%s: DIP $dest_v4:%s: DIP
Format $dest_v6:%s: DPort $dest_port:%u: UserName $uname:%s: Attack $attack:%s: Hostname $host:%s: URI $uri:%s: SessionlD $session_id:%s:
RedirectedURL $red|rected url:%s:

request blocked by ng- Waf for SIP1.1.1.1SIP1111::1111 SPort O ReaISource 1.1.1.1 DIP 2.2.2.2 DIP 2222::2222 DPort 0 UserName John Attack

Example SQLi Hostname www.abc.com URI path/pagel. htm?2query=abc Sessionl D 65530452 3df95h9a8d9414c RedirectedURL www.abc.com
m\;er-iable --------- Ty-t-)-e V-eIue --------------- D@cripticn --------------------
src v4 IP V4 Address {src ip} src_ip
src_v6 --------- IPV6 Address {source IPv6 addreee} ------------ so L-r-r-ce IPv6 addres
mer.c:port --------- Unsi gned Integer oesss sr .c:port
real_src --------- Stri ng { Real Source} ------------ Real Source
esva A s ip
dest_v6 --------- IPV6 Address {destmatl on_IPv6 address} --------- d est| nation |Pv6 addreﬁ
mclie.t"_-port --------- Unsi gned Integer oessss d et;port
uname --------- Stri ng { username} --------------- treername
attack --------- Strlng {Attack type} ------------ A ttack type
et sing  qhes) host

uri String {uri} uri




session_id String {SﬁmonlD} SessionlD
redirected | urI Strmg {RedlrectedURL} RedlrectedURL
dest_port Unsrgned Integer 0-65535 port

src=$src_v4:%s. c6a2=%$src_v6:%s: c6a2l abel=Source |Pv6 Address spt=$src_port:%u: csl=$rea_src:%s: cslL abel=Real Source
dst=$dest_v4:%s: c6a3=$dest v6:%s: c6a3L abel=Destination |Pv6 Address dpt=$dst_port:%u: suser=$uname:%s: cs2=$attack:%s:

Format cs2L abel=Attack Type cs3=$host:%s: cs3L abel=Hostname csA=$uri:%s: csAL abel=URI cs5=$session_id:%s: cs5Label=Session D
—$red| rected url:%s: cs6L abel=Redirected URL
src=1.1.1.1 c6a2=1111::1111 c6a2LabeI Source |Pv6 Address spt=0cs1=1.1.1.1 cleabeI Real Source dst—2 2.2.2 ¢6a3=2222::2222
Example c6a3L abel=Destination IPv6 Address dpt=0 suser=John cs2=SQLi cs2L abel=Attack Type cs3=www.abc.com cs3L abel=Hostname
P csA=path/pagel.htm?csAlL abel =URI query=abc cs5=65530452f 3df95b9a8d9414c cs5L abel=Session ID cs6=www.abc.com cs6L abel=Redirected
URL
SYSLOG
request marked by ng-waf for SIP $src_v4:%s: SIP $src_v6:%s: SPort $src_port:%u: Real Source $rea_src:%s: DIP $dest v4:%s: DIP
Format $dest_v6:%s: DPort $dest_port:%u: UserName $uname:%s: Attack $attack:%s. Hostname $host:%s: URI $uri:%s: SessionlD $session_id:%s:
RedirectedURL $red|rected url:%s:
Examole request marked by ng-waf for SIP1.1.1.1 SIP 1111::1111 SPort 0 Real Source 1.1.1.1 DIP 2.2.2.2 DIP 2222::2222 DPort 0 UserName John Attack
P SQLi Hostname www.abc.com URI path/pagel.htm?query=abc Sessionl D 65530452f 3df95h9a8d9414c RedirectedURL www.abc.com
Variable Type Value Description
src_v4 IP V4 Address {src ip} src_ip
src_v6 IPV6 Addrees {source IPv6 address} source |Pv6 address
src_port Unsi gned Integer 0-65535 src_port
real_src Stri ng { Real Source} Real Source
dest v4 IPV4 Address { dsI - ip} dst ip
dest_v6 IPV6 Address {deQI nation_IPv6 address} destination IPv6 address
dst_port Unsigned Integer 0-65535 dst_port
uname String { username} username
attack String {Attack type} Attack type
host host

String {host}




uri String {url} uri

session_id Stri ng {S&sronlD} SessionlD
redirected | urI Stri ng { RedirectedU RL} RedirectedURL
dest_port Uns gned Integer 0-65535 port

sre=3src_v4:%s: c6a2=$src_v6:%s: c6a2l abel=Source |Pv6 Address spt=$src_port:%u: csl=$real_src:%s: csll abel=Real Source
dst=$dest_v4:%s: c6a3=$dest_v6:%s. c6a3L abel=Destination IPv6 Address dpt=$dst_port:%u: suser=$uname:%s. cs2=$attack:%s:

Format cs2L abel=Attack Type cs3=$host:%s: cs3L abel=Hostname cs4=%$uri:%s: csALabel=URI cs5=$session_id:%s: csbLabel=Session ID
—$red| rected_url:%s: cs6L abel=Redirected URL
src=1.1.1.1 c6a2=1111::1111 c6a2LabeI Source |Pv6 Addrees spt=0cs1=1.1.1.1 cleabeI Real Source dst-2 2.2.2 c6a3=2222::2222
Example c6a3L abel=Destination IPv6 Address dpt=0 suser=John cs2=SQL.i cs2L abel=Attack Type cs3=www.abc.com cs3L abel=Hostname
P csA=path/pagel.htm?csAL abel =URI query=abc cs5=65530452f 3df95b9a8d9414c cs5L abel=Session ID cs6=www.abc.com cs6L abel=Redirected
URL
SYSLOG

request redirected by ng-waf for SIP $src_v4:%s: SIP $src_v6:%s. SPort $src_port:%u: Rea Source $rea_src:%s: DIP $dest_v4:%s. DIP
Format $dest_v6:%s: DPort $dest_port:%u: UserName $uname:%s: Attack $attack:%s: Hostname $host:%s: URI $uri:%s: SessionlD $session_id:%s:
RedirectedURL $redirected url:%s:

request redirected by ng-waf for SIP 1.1.1.1 SIP 1111::1111 SPort 0 RealSource 1.1.1.1 DIP 2.2.2.2 DIP 2222::2222 DPort 0 UserName John

Example Attack SQL| Hostname www.abc.com URI path/pagel htm’7query abc Sessionl D 65530452f3df95b9a8d9414c RedirectedURL www.abc.com
'--\.;e-r"iable Type Value D@crlptlon -----------
src_v4 IP V4 Address {src ip} src_ip

src_v6 IPV6 Addrees {source IPv6 addre&s} source IPv6 addrels

mer.c.::port Unsrgned Integer 0-65535 merc.::port

real_src Stri ng { Real Source} Real Source

desva | Pvaades  (dip O asp

dest_v6 IPV6 Address {destmatlon IPv6 address} desn nation |Pv6 addrels

m(.j"st:port Unsi gned Integer 0-65535 m(.i;;port

uname String { username} username

attack String {Attack type} Attack type




host String {host} host

uri String {uri} uri
mee;sion_id - - - Stri-ng - {Semonl b SE$I onlD
red| rected_| urI - - Stri-ng - {Redi rectedUR-L} ------ Red| rectedURL
ded _port - - - Uns gned Integer 0-6-5535 ------- p ort
Format -$part name:%s:. cslL abel=Partition Name cn1—$/np id:%d: cn1lLabel=Partition ID
-"I-E;emple - - - csl=first cleabeI Partition Name cn1=1 cnllL abel=Partition ID
‘sysoc | |
Format request to restart ngwaf in partition $part_name:%s:(ID=$vnp_id:%d:) send failed
-“I-E;emple - - - reqeest to restert ngwaf in -partiti on fir-st(l D=1) seed failed - -
---\-;el-'iable - - - Tyee - VeIue - - - - - Descriptien
part_name String {Partltlon Name} Partition Name
vnp id - - - Integer - {Part|t|on ID} ------ I;eII|t|on ID
Format partName=$part_name:%s: partld=$vnp_id:%d:
-"I-E");emple - - - par'-[Namecfirst- partld=1 - -
‘sysog | - |
Format request to restart ngwaf in partltl on $part name:%os: (I D= $vnp id:%d:) sent
-“I-E;emple - - - requect to restart ngwaf in part|t| on flrst(l D=1) sent
---\-;er-iable - - - Type Value - - - Deecriptien
part_name String {Partltlon Name} Partition Name

vnp_id Integer {Partition_l D} Partition ID




SYSLOG

Format Set NGWAF server info: "$server_info:%s:"

Example Set NGWAF server info: "info"

Variable Type Value Description

server_info String {ngwaf_server_info} ngwaf server info
vport_limit_exceeded 909727124728840199 gg:olzgcal e NGWAF vport limit reached
CEF

Format cnt=$vport_count:%u:

Example cnt=63

SYSLOG

Format limit of max vports $vport_count:%u: configurable with ngwaf exceeded

Example limit of max vports 63 configurable with ngwaf exceeded

Variable Type Value Description

vport_count Unsigned Integer {vport_count} vport_count

satusinfo spaasorzatrosTsnes | BANLOGA A | o v deines
SYSLOG

Format No NTP server defined. $status:%s: time source to hardware calendar

Example No NTP server defined. setting time source to hardware calendar

Variable Type Value Description

status String {more_info} moreinfo

notif 900719925474099201 gzmolzgcal e offload-cpu change offload-cpus
SYSLOG

Format The system will run $notice:%s:




Example The system will run 2 offload cpu

Variable Type Value Description

notice String {more info} more info
creation
Format partName=$pname:%s:. partld=$pid:%ou:
-"I-E;emple - - - pariName=shar-ed partld=1- -
‘sysoc | - | |
Format Partition $pname %s: (id $p|d %u:) created.
-“I-E;emple - - - Partition shared (|d 1) created.
---\-;:.;\.lliable - - - Type Value - - - - - Dacriptien
pname Stri ng {partition_name} partition name
------------ Unsgned Integer 1-127 - - - meer.‘-unon id
Format partName=$pname:%s: partld=$pid:%u:
-"I-E");emple - - - par'-[Namecshar-ed partld=1- -
‘sysoc | - | |
Format Partition $pname:%s: (id $pid:%u:) creation failed
-“I-E;emple - - - Par;cition shareel (id1) cre&ion failed - -
--;).e.}iable - - - Tyee - Velue - - - - - Deecriptien
pname Stri ng {partition_name} partition name
------------ Unsgned Integer 1-127 - - - mee;ﬁnon id




Format partName=$pname:%s: partld=$pid:%ou:

Example partName=shared partld=1

‘sysoc | - | |
Format Partition $pname:%s: (id $pid:%u:) removed from running-config

"-I-E;emple - Par-titi on sharee (id1) relneved from rLJnni ng-conf-ig -

---\-;e}iable - - - Tyee - Velue - - - - - D@criptien
pname Stri ng {parti ti on_name} partition name

--------- - Unsgned Integer 1-127 - - - meel;ltlon id
Format partName=%$pname:%es: partld=$pid:%u:

-"I-E;emple - - - pariName:shar-ed partldzl- -

‘sysoc | - | |
Format Partition $pname:%s: (id $pid:%u:) deletion failed

'“I-E.;z-ample - - - Par-tition shareel (id1) ddéion failed - -

-“\-;z.a.l-'iable - - - Typ-)e - Velue - - - - - Descriptien
pname Stri ng {partition_name} partition name

--------- - - Unsgned Integer 1-127 - - ‘“;-);imon id
Format partName=%$pname:%s. partld=$pid:%u: reason=%error_str:%s:

-"I-E");emple - - - par'-[Name=shar-ed partld:i reason:uneet routing - -

‘sysoc | - | | | |

Format Partition $pname %s: (id $p|d %u:) deletion failed. Failed to $err0r str:%s:

Example Partition shared (|d 1) deletion failed. Falled to unset routlng




Variable Type Value Description

pname Strmg {partition_name} partition name
pid Uns gned | nteger 1-127 partition id
error_str String unset routing deletion error

change part|t|0n status

Format —$err %s: cslL abel=status code
-"I-E");arnple - - - csl—permlseon denied cleabeI—sIatus code
‘sysoc | |
Format Failed to create part|t| on due to kernel init failure. $err %s:
-“I-E;ample - - - Faled to create part|t| on due to kernel init failure. perm|$|on denled
---\-;ar-iable - - - Type Value - - Descriptien
Stri ng {status code} status code
Remote partition
Format partName=$pname:%s: partld=$pid:%u: reason=$load_app:%s:
-“I-E;ample - - - par'-tNamezshar-ed partld:i reason=cl aes-list - -
‘sysoc | - | | |
Format Partition $pname %s: (id $p|d %u:) creation failed. Failed to load $load app %s:
-"I-E");arnple - - - Partition shared (|d 1) creation failed. Fa|led to Ioad C|a$-|I$
---\-;ar-iable - - - Type Value - - Deﬁcriptien
pname Stri ng {partition_name} partition name
p|d - Uns gned Integer 1-1-27 - - mp.apition id -
--------- - - - claas-list - - - -
bw-list
load_app String aflex scripts loading error




default waf defs files
xml-schemafiles

wsdl files
CEF
Format partName=$pname %s: partld $pid:You: reason-$error Str:%s:
'"I-E");pmple - - - partName:shared partld=1 reason—Addmg name and id
‘sysoc | |
Format Partition $pname %s: (id $p|d %u:) creation failed. Mapping file failure: $error str:%s:
-“I-E;;mple - - - Partition shared (|d 1) creation failed. Mapplng fllefallure Addmg name and id
m\};iable - - - Type Value - Descriptipn
pname String {partition_name} partition name
p|d - - - Unpigned Integ-er 1-1-27 ------- p ;r.‘-[ition id -

Adding name and id
Chang| ng statusto active

action 473071474920390662 el ezl S W= & EHRIEEIEL) (e =5 information | pki.acme-cert
Remote Certificateistriggered

error_str String

Format module=$module %s: certName=$cert name:%s:. act=%$act:%s:
-"I-E;;mple - module=VPN certName=acme_cert act—reglstered callback -
‘sysoc | |
Format module $m0du|e %s: acme certificate $cert name:%es. $act:%s:
-“I-E;;mple - moduIeVPN acme certlflcame acme_cert reg|stered callback -
m\};r-iable - - - Type Value - - - D@criptipn
module String \S/;'_\l module
---p(.e;t-_name - - - Stri-ng - { ac-me_certifi cpte_name} ------ ac r.pe certifi catp name

registered callback

act String callback set to NULL action




deregistered callback
sendi ng certificate update notification

function_acme_entry_exist_error 473071474920390665 £ G £ E] A ST e Gl error pki.acme-cert
Remote for cert

Format funcName=$func %s: certName=$cert name:%es: msg—$err %s:
-“I-E;ample - - funcName:Ib acme regrster cert entry add certName=acme_cert msg—entry aIreedy exists
sysoc | |
Format $func %s: : ACME Certificate $cert_name:%s: $err %s:
-"I-E")rarnple - - - Ib_acme regrster cert entry add : ACME Certlfrcate acme_cert entry already exists
---\-;ar-iable - - - Type Value Deecriptien
func String {error_function_name} error function name
meert-_name - - - Stri-ng - {acrne certificate ame ec rne certrfrcate name
------------ Stnng - entry already exists - - - error mmge
Format funcName=$func %s: certName=$cert name:%s: msg—$err %s:
-"I-E;ample - - - funcName=Ib acme regrster trrgger cb certName=acme_cert msg—entry not found -
‘sysoc |
Format $func %s: : ACME Certificate $cert_name:%s: $err %s:
-“I-E.;rample - - - Ib_acme regrster trigger_ cb ACME Certrfrcate acme_cert entry not found
---\-;ar-iable - - - Type Value - D@criptien
func String {error_function_name} error function name
m(-:.er.t-_name - - - Stri-ng - { ac-me_certifi cate_name} ------ ac rne certificate name
err ----- Stri-ng - entry not founa ------ er rer meleage

Both L ocal and PKI ACME-Certificate

function_acme in_use error 473071474920390666 currently in use and delete pki.acme-cert

Remote failed




Format funcName:$func %s: certName=$cert name: %os: msg-$err %s:
-"I-E;arnple ------ funcName:Ib acme reglster cert entry del certName=acme_cert msg= currently in use. Delete falled ----------------
SYSLOG
Format $func %s: : ACME Certificate $cert_name:%s: $err %s:
'“I-E;a-mple ------ Ib_acme reglster cert entry del : ACME Certlflcate acme_cert currently in use. Delete faled
---\-;ar-iable ------ Type Value D@crlptldn ----------------
func String {error_functi on_name} error function name
cert_name ------ Stri-ng " {acme certificate name) ac rne certificate name
---------------- Strmg " currently in use. Deletefalled " " error message"
Format funcName=$func %s: msg—$err %s:
'“I-E;arnple ------ funcName:Ib acme chaIIenge token_ add msg= parse token or val uefal ---------------------
SYSLOG
Format $func %s: : $err %s:
-"I-E")tantple ------ Ib_acme challenge token -add parse wokenorvalvefal
'--\-;ar"iable ------ Type Value ------ Deecriptidn ----------------
func String {error_functi on_name} error function name
---------------- Strlng " parsetoken or valuefail " " " error message"
Format funcName=$func %s: msg—$err %s:
'“I-E;a-mple ------ funcName:Ib acme reglster cert entry add msg—MaX|mum number of ACME entries reached -----------------




Format $func %s: : $err %s:

Example Ib_acme regrster cert entry add : Maximum number of ACME entrresreached
---\-;eriable - - - Type Value - Deecriptien
func String {error function_name} error function name
------------ Strrng - Maximum number of ACME entries reached - error mmge
Format funcName:$func %s: msg—$err %s:
-"I-E;emple - - funcName=Ib acme regrster cert entry add msg—Memory allocatron error
‘sysoc -
Format $func %s: : $err %s:
-“I-E;emple - - - Ib_acme regrster cert entry add : Memory aIIocatr on error
---\-;e\.riable - - - Type Value - - Deecriptien
func String {error_functi on_name} error function name
------------ Strrng - Memory allocation error - - - error mmge
Format act=%act:%s: certName=$cert name:%s:
-"I-E")temple - act—created certName=acme_cert -
sYsLoG - | |
Format ACME register entry $act:%s: for certificate $Cert name:%es:
-“I-E;emple - - - ACME register entry created for certrfrcate acme_cert
---\-;eriable - - - Type Value - - - Deecriptien
act String gr::tt:j action

cert_name String {acme_ certrfrcate _name} acme certificate name




token_registration 473071474920390663 £1ei L@ £ Fil] ] S ENERIEE 5 information | pki.acme-cert
Remote created
CEF

Format act= $aCt %s: csl—$token %s: csllabel=ACME Challenge Token Name
.“I-E.kample - - - act= creaed csl=acme | token cleabel =ACME Challenge Token Name -
sysog | | |
Format ACME register entry $act:%s for challenge token $token:%s
-"I-E;ample - - - ACME register entry created for challenge token acme_token
.--\-;atiable - - - Type Value - - Descripticn
act String created action
token - - - Stri-ng - {acme challenge token name} ----- ac rhe challenge token name
Format module=$module %s: certName=$cert name: %6s: act—$act %s:
.--I-E.kample - - - module:VPN certName:cmp cert act= reglstered callback
‘sysog | |
Format module$module %s: cmp certificate $cert name:%s:. $act:%s:
-"I-E.kample - - - module VPN cmp certificate cmp_cert reg| istered callback
.--\-;atiable - - - Type Value - - - Descripticn
module String \S/Spl[\l module
mce.r.t-_name - - - Stri-ng - { crnp_oertifi cate_name} ------ c mp certificate name
-------------- reglstered calllcack - - -
act String callbacksetto NULL action

deregistered callback
sendi ng certificate update notification

function_cmp_entry_exist_error 473053882734346248 i eIl CMPentryalready NES error pki.cmp-cert
Remote for cert




Format funcName:$func %s: certName=$cert name:%s: msg-$err %s:

Example funcName=Ib cmp reglster cert entry add certName=cmp cert msg= entry already exists
SYSLOG
Format $func %s: : CMPCert|f|cate$cert name:%s:. $err:%s:
'“I-E.;r.e-rnmle ------ Ib cmp reglster cert entry add : CMPCertlflcate cmp cert entry already eiss
---\-;e:r-iable ------ Type Value [ Deecriptien ----------------
func String {error_function_name} error function name
cert_name ------ Stri-ng " {crnp_oertificate_name} --------- c mp certificate name
---------------- Strmg " entry already exists " " " error mee&age
Format funcName=$func %s: certName=$oert name:%s: msg—$err %s:
'“I-E;ernple ------ funcName:Ib cmp reglster trigger_ cb certName:cmp cert msg entry not found --------------------
SYSLOG
Format $func %s: : CMP Certificate $cert name:%os: $err %s:
-"I-E")rernple ------ Ib cmp reglster trigger_cb : CMP Certificate cmp cert entry motfound
'--\-;a.r"iable ------ Type Value " [ Deecriptien ----------------
func String {error_function_name} error function name
cert_name ------ Stri-ng " {cn-tp_certificate_name} --------- c mp certlflcate name
---------------- Strlng " entry not found " " " error masage
Format funcName:$func %s: certName:$cert name: %s; msg—$err %s:
-"I-E;entple ------ funcName=Ib cmp reglster cert entry del certName:cmp cert msg= currently inuse Deletefaled




Format $func %s:. : CMP Certificate $cert_name:%s: $err:%s:

Example Ib cmp reglster cert entry del : CMPCertrﬂcatecmp cert currently in use. Deletefa|led
---\-;er-iable ------ Type Value Deecrrptron ----------------
func String {error_functi on_name} error function name
cert_name ------ Stri-ng " {cmp certificete namey c mp certlflcate name
---------------- Strrng " currently in use. Deletefa|led " " error m%&age
Format funcName=$func %s: msg-$err %s:
'"I-E;emple ------ funcName:Ib cmp reglster cert entry add msg Maximum number of CMPentrres-reached ------------------
SYSLOG
Format $func %s: : $err %s:
-"I-E;emple ------ Ib cmp regrster cert entry add : Maximum number of CMPentrlesremhed --------------------
'--\-;er"iable ------ Type Value [ Descriptien ----------------
func String {error function_name} error function name
---------------- Strrng " Maximum number of CMPentries reached " error message
Format funcName=$func %s: msg—$err %s:
'"I-E")rernple ------ funcName:Ib cmp regrster cert entry add msg= Memory aIIocatlon orr
SYSLOG
Format $func %s: : $err %s:
-"I-E")remple ------ Ib cmp reglster cert entry add : Mernory allocat|on aor
'--\-;er-iable ------ Type | Deecriptien ----------------

func String {error_function_name} error function name




Strlng Memory dlocation error error mmge

Both L ocal and PKI CMP-Certificateentry is

Format act=$act:%s: certName=%cert_name:%s:
-"I-E;;mple - - - act-=created cer-tName=cm[-J_cert -
‘sysoc - | |
Format CMP register entry $act:%s: for certificate $cert_name:%s:
-“I-E;;mple - - - CMP register entry created for certlflcate cmp_cert
m\};iable - - - Type Value - - - Descripti(;n
act String grelez:z action
cert name - - - Strlng - {cmp_certlflcate amg c mp certlflcame name
Format —$modu|e %s: csllabel=Module 052—$scep cert_name:%s: cs2L abel=SCEP Certificate Name cs3=$action:%s: cs3Label=Action
-“I-E;;mple - - - csl=VPN cleabeI Module cs2= scep cert csZLabeI SCEP Certlflcate Name css—reglstered callback cs3LabeI =Action
‘sysoc | |
Format module $module:%s: scep certificate $scep_cert_name:%s: $action:%es:
-"I-E;;mple - - - mo;queVPN S(-:ep certifica;te scep_cert- registered cal Iback -
m\};fiable - - - Tybe - V;':due - - - - - Da:riptit;n
module String \S”;\l module
“;;p_cert_nam;e - - Stri-ng - { sc;ap_certifi ca-te_name} ------ sc ep certlflcate name
-------------- regi-stered callb-ack - - -
action String callb&,cksetto NULL action

deregistered callback
sendi ng certificate update notification




CEF

Format csl—$funct|0n name:%s: csllL abel=Function Name c52—$err0r _msg:%s: cs2Label=Error M&&age
'“I-E;emple - - - csl—scep reglster cert entry add cleabeI Function Name cs2=M aximum number of SCEP entries reeched csZLabeI Error Mes%\ge
sysog | |

Format $funct| on_name%s: : $error " msg:%s:
-"I-E;emple - - - soep reglster cert_entry_add : Maximum number of SCEP entries reached
'--\-;etriable - - - Type VaJue - Deecriptien

function_name String {error function_name} error function name
error msg - - - Stri-ng - Maximum number of SCEP entries reached - error massage -

Format —$funct|on name:%s: csl1L abel=Function Name c32—$err0r _msg:%s: cs2Label=Error Memge
'“I-E;emple - - - csl= scep reglster cert entry add cleabeI Function Name csZ—Memory aIIocatlon error cs2Label=Error Messege
‘sysog | |

Format $funct| on_name.%s: : $error " msg:%s:
-"I-E")remple - - - scep reglster cert_entry add : Memory allocation error
'--\-;eriable - - - Type Value - - - Deecriptien

function_name String {error_functi on_name} error function name
merr.c-)r_msg - - - Stri-ng - Memory dlocstionerror er rnr message -

function_scep_entry_exist_error 472895553059946502 Zeinlezl s P EOEPERTY ATEDY GIES error pki.scep-cert
Remote for cert
CEF

cs1=$function_name:%s: cs1L abel=Function Name cs2=$scep_cert_name:%s: cs2L abel=SCEP Certificate Name cs3=$error_msg:%s:
cs3Label=Error Message

csl=scep | reglster cert entry add csl1L abel=Function Name csZ—scep cert cs2L abel=SCEP Certificate Name csS—entry aready exists
cs3Label=Error Message




Format $funct|0n name:%s:. : SCEP Certlflcate$scep cert_name:%s: $error msg %s:
-"I-E");e-mple ------ soep reglster cert_entry add SCEP Certlflcatescep cert entry already eigs
'--\-;edable ------ Type Value [ Deecriptidn ----------------
function_name String {error function_name} error function name
';en_cert_name " " Stri-ng " {scep oertlflcate name} --------- sc ep certlflcate name
error T Strlng " entry already eiss er .r.o"r mmge

function_scep_entry_not_found_error | 472895553059946501 BOth Local E1e Cpg,: OIS G s el e pki.scep-cert

csl=$function_name:%s:. cs1L abel=Function Name cs2=$scep_cert_name:%s: cs2L abel=SCEP Certificate Name cs3=$error_msg:%s:

Format cs3Label=Error Meaage
'“I-E;;nple ------ csl=scep_| reglster trigger_ cb cleabeI Function Name csZ—scep cert csZLabeI SCEP Certlflcate Name csS—entry not found csSLabeI Eror
Message
SYSLOG
Format $funct|on name:%s:. : SCEP Certlflcate$scep cert_name:%es: $error msg %s:
'“I-E;enmle ------ scep register_ trlgger cb : SCEP Certlflcamescep cetentynotfond
---\-;el-'-iable ------ Type Value " [ Descriptidn ----------------
function_name String {error function_name} error function name

String {scep cert|f|cate > name} scep certlflcate name

Stnng entry not found error me&wge

Both Local and PKI SCEP- Certlflcate currently

cs1=$function_name:%s: cs1L abel=Function Name cs2=$scep_cert_name:%s: cs2L abel=SCEP Certificate Name cs3=$error_msg:%s:
cs3Label=Error Message

csl—scep reglster cert entry del cleabeI Function Name csZ—scep cert csZLabeI—SCEP Certlflcate Name csS-currentIy in use. Deletefa|led
cs3Label=Error Message




Format $funct|0n name:%s. : SCEP Cert|f|cate$scep cert_name:%s. $error msg %s:
-“I-E;;mple - - - scep reglster cert_entry_( deI SCEP Certificate scep_cert currently in use. Deletefalled
m\};iable - - - Type Value Descripti(;n
function_name String {error function_name} error function name
“;;p_cert_nam;a - - Stri-ng - {scep oert|f|cate e sc ep certlflcate name
error —msg - - - Stri-ng - currently in use. Deletefalled ----- er ;(-)r mamge
Format —$act|0n %s:. cslLabel=Action c52—$scep cert_name:%s: cs2L abel=SCEP Certificate Name
-“I-E;;mple - - - csl=created cleabeI—Act|on csZ—scep cert csZLabeI SCEP Cert|f|cate Name
sysoc | |
Format SCEP register entry $action:%s: for certificate $scep_cert_name:%s:
-"I-E");;mple - - - SCI-EP register éntry createc-i for certific-ate scep_ce-rt -
m\};r-iable - - - Tybe - V-alue - - - - - Deﬁcripti(;n
action String 3:;::3 action
scep cert_| nam;a - - Stri-ng - {scep cert|f|cate rame sc ep certlflcate name
SYSLOG
Format FPGA $id'%d' XAUI link status Ox$status:%s: ... restarting.
-"I-E");;mple - - - FPGA 1 XAUI I|nk status Oxffff rei-arting. -
---\-;z.a.r-iable - - - Type Value - - - - - Da:ripti(;n
id Integer {fpga id} fpogaid
";t;t-us - - - Stri-ng - {stamus code} ------ st ;us code

alloc-fail 716072340751908872 g‘;:okgca' e Unableto allocate plat-buff-stats



Format Unable to allocate $info:%s:

-"I-E");';\mple - - - Un.;:\ble to aIIoc-ate SNa_aIk-)c_ri ng

m\;;iable - - - Tybe - V;':tlue - - - - - D&cripti(-nn
info String {more_info} more info
SYSLOG
Format System is going to restart

Format FPGA $id:%d: Core CRC Error detected $count:%d: times.
-“I-E;;mple - - - FPéA 1 Core éRC Error detected 1 ti;neﬁ -
---\-;e’.:\.l-'iable - - - Typ-)e - V-alue - - - - - Descripti(;n
id Integer {fpoa_id} fpogaid
count - - - Intéger - {er}or_count} - - - - err(-)r count

Format verify_content: wrong csum $info:%s:

Example verify_content: wrong csum udp Pkt sum 0x010 Expected 0x022 TX b_idx 0x011

Variable Type Value Description

info String {more_info} more info

error 716072340751908866 gc;;‘o';gca' and FPGA error from backend plat-buff-stats
SYSLOG

Format $err:%s:




Example unknown error message

Variable Type Value Description

Strlng {complex error meseage} complex error meﬁege
foga-pkt-send-perf-failed 716072340751908876 B°th L°°a' el FPGA packet send perf failed plat-buff-stats
SYSLOG
Format Failed to send packet from FPGA at optr mal performance Failed to fill transmit chunk in queue $|d %d: for buffer index 0x$status%s .training.
Example Faled to send packet from FPGA at opt| mal performance Falled to fill transmit chunk in queue 1 for buffer |ndex Oxffff . training.
Variable Type Value Deecrrptron
id Integer {fpga id} fpgaid
status String {status code} status code
invalid-buf-index 716072340751908870 g‘;mo&gca' e buffer invalid index plat-buff-stats
SYSLOG
Format $info:%s: Invalid index: Ox$index:%s:
Example obtain buffer from FPGA Invalid index: Oxffff
Variable Type Value Description
info String {more_i nfo} more info
index Stri ng {i ndex} index
716072340751908871 BOth Local 21 Failed to map internal ring plat-buff-stats
SYSLOG
Format Failed to map internal ring $id:%d: memory to user space
Example Failed to map internal ring 1 memory to user space
Variable Type Value Description

| nteger {ri ng_| id} ri ng id




Format Exceed the rate limit, control packetsto linux dropped: $num:%d:

Example Exceed the rate limit, control packetsto linux dropped: 10000

Variable Type Value Description
Integer {dropped _pkt} dropped pkt

716072340751908865 gc;trt]tolggcal e Failed to fill transmit chunk plat-buff-stats

SYSLOG

Format FPGA $id'%d' XAUI link status Ox$status:%s: ...training.

Example FPGA 1 XAUI I|nk status Oxffff training.

Variable Type Value Description

id Integer {fpga id} fpgaid

status String {status code} status code

SYSLOG

Format Radius Role mismatch. Expected Role: $warn:%s:

Example Radlus Role mlsmatch Expected Role Admin

Variable Type Value Description
Strlng {roIe info} roleinfo

SYSLOG

Format Reboot wstem failure

SYSLOG

Format System is going to restart




SYSLOG

Format Timer thread failure

SYSLOG

Format Reload proc& Success

system-state 328762772798046209 e el e ACOS begin reload information | reload
Remote

SYSLOG

Format ACOSis begmnlng to reload now.

partld=$part_id:%u: dst=$info_str1:%s: csl=$info_str2:%s: csll abel=Bracket starts cs2=$info_str3:%s: cs2L abel=Description of the peer:eiinfo

Format about peer/NULL cs3=%info_str4:%s: cs3Label =bracket strlng ends act-$| nfo_str5:%s: rewn-$| nfo_str6:%s:

'--I-E;emple partld 1dst=1P(1.2.3.4) csl—( cleabeI Bracket starts cs2=info about peer csZLabeI Description of the peer:eiinfo about peer/NULL cs3=)
cs3L abel=bracket string ends act=Up reason=Peer change

svsLoG | | | | |

Format A_dj acency change of BGP neighbor partld=$part_id:%u: $info_strl:%s: $info_str2:%s: $info_str3:%s: $info_str4:%s: $info_str5:%s:
Sinfo_str6:%s:

"-I-E;emple - - - Adj-acency chaege of BGP- neighbor pertld=1 IP(i.2.3.4) ( infe about peer- ) Up Peer ehange

m\-};iable - - - Tyee - Velue - - - - - Descriptien

part_id Unsigned Integer 1-127 partition id

info_strl String LP(1'2'3'4) IP address of BGP neighbor

mi-e;c-)_strz - - - Stri-ng - ( - - - - - braeket string éarts

-"i-r-1¥(-)_str3 - - - Stri-ng - { Descri ption_ef_the _peer}- - - Description of the peer

info_str4 String ) bracket strmg ends




Up

info_str5 String Down Status

|nfo stré - - - Stri-ng - {reason for_status change} ----- r eason for status change
Format partld=$part_id:%u: msg=$info_str:%s:

-"I-E");alnple - - - parild=l msg=éGP log - -

‘sysoc | - |
Format partld=$part_id:%u: $info_str:%s..

-“I-E;ample - - - parildzl BGP I-og. -

---\-;ar-iable - - - Tyce - Value - - - - - Descriptien
part_id Unsigned Integer 1-127 partition id

|nfo str - - - Strlng - {BGP H'otocol Iog} ------ BGP Protocol Iog
Format csl=$prefix_type:%s: cslLabel=Prefix protocol type

-"I-E;ample - - - csl-=l Pv4 cleabeI=Prefix-pr0t0coI tyce -

sysoc | - | | |
Format Number of BGP preﬂxes of type $pref|x type:%s: have exceeded the maximum limit.

-“I-E;ample - - - Number of BGP preﬂx& of type IPv4 have exceeded the maximum I|m|t

---\-;ar-iable - - - Type Value - Descriptien
prefix_type String :gg Prefix protocol type

Format msg=$info_str:%s:




Example msg=BGP log

SYSLOG
Format $| nfo_str:%s..
"-I-E;a-mple ------ BGP Iog --------------------------------
---\-;a;iable ------ Type " Value ---------- D@criptidn ----------------
info_str Strmg {BGP Protocol Iog} BGP Protocol Iog
Remote active or passive
Format Ifname=$| nterface_name:%s: c32—$mode %s:. cs2Label=Interface mode
'“I-E;a-mple ------ Ifname:ethernet 1 cs2=active csZLabeI Interface mode ----------------------
SYSLOG
Format [ISI S] Interface $| nterface_name:%s: is changed to $mode:%s. mode.
-"I-E");a-mple ------ [ISI S] Interface ethernet 1 is changed wativemode.
'--\-;al:iable ------ Type Value ------ Descriptidn ----------------
interface_name String {Interface_name} Interface name
mode String Z(ag?/e Interface mode

— saesarorsssderont [ EHNLOA | ey Feu SateChange

csl=$num_var:%s: cslL abel=interface details cs2=$num_statel:%s: cs2L abel=previous state details outcome=$num_state2:%os:

Format cn1—$num tag %s: cnllabel=tag number cn2—$num level:%u: cn2L abel=level number
'-;;mple ------ csl=ethernet 1- aabb ccdd. eeff gghh cleabeI mterface detalls cs2=Nei ghbor Up csZLabeI =previous state detauls outcome:Up =123
cnll abel=tag number cn2=1 cn2L abel=level number
SYSLOG
Format [ISIS-ADJCHG]: $num_var:%s:. neighbor state transitioned from $num_statel:%s: to $num_state2:%s: with tag $num_tag:%s. and level

$num_level:%u:.

Example [ISISSADJCHG]: ethernet 1-aabb.ccdd.eeff.gghh neighbor state transitioned from Neighbor Up to Up with tag 123 and level 1.




Variable Type Value Description

num_var String {|nterfe\ce detalls} interface details
num_statel String { prevlous state detalls} previous state detal Is
. Up
num_state2 String current state
Down
num_tag Strlng {tag_number} tag number
num_level Unsgned Integer {IeveI number} level number
routes-exceeded-war ning 549544707655467010 BOth Local e NI G [ (e warning router.isis
exceeding the system limits
Format cnl=$prot_type:%u: cnll abel=IP protocol type cn2=$num_route:%u: cn2L abel=routes limit
Example cnl=4 cnllLabel=IP protocol type cn2=1000 cn2L abel=routes limit
SYSLOG
Format [ISIS] Number of IS-I1S IPv$pr0t type %u: routes have exceeded the limit of $num route:%u:, settmg the overload hit.
Example [ISI S] Number of IS-1S IPv4 routes have exceeded the limit of 1000, setti ng the overload hit.
Variable Type Value D@crlptlon
prot_type Unsigned Integer g’ IP protocol type
num_route UnSIgned Integer {routes Ilmlt} routes limit
intf-add-notif 549562299841511425 Sedn Lozl Eme NETEET Er [TIEr EESe i notification | router.lacp
Remote trunk
Format Ifname:$|fname %s: csl—$agg name:%s: cs1L abel —Aggregator name
Example Ifname=ethernet 1 csl—po 1 cslLabel —Aggregator name
SYSLOG
Format Interface(s) $|fname %s:. added to aggregator $agg name:%s:
Example Interface(s) ethernet 1 anlded to aggregator pol

Variable Type VaI ue Description




Stri ng { ifname} ifname

Strmg {agg name} agg_name

intf-del-notif 549562299841511426 | BOth Local and MetfiEEen s e notification | router lacp
Remote removal from trunk

Format Ifname=$|fname %s: csl—$agg_name %s: csllabel —Aggregator name
-“I-E;;mple Ifname:ethernet 1lcsl= po 1 cslLabel —Aggregator name
sYsL0G
Format Interface(s) $ifname:%s: removed from aggregator $agg_name: %s:
-"I-E");;mple Intérface(s) eth-ernet 1 rem;)ved from a;ggregator p-o 1 -
---\-;a.a.r-iable Tybe - V;':tlue - - - - - D&ecripti(-)n
ifname Stri ng { ifname} ifname
agg name Strlng - {agg name} - - - agg name

nfsm-state-change 549527115469422602 2l ezl e Q2 nelghbor el SERE information | router.ospf
Remote Change

csl=$varl:%s: csll abel=OSPF version vrid=$var2:%u: Ifname=3var3:%s: cs3=$num_state1:%s: cs3L abel=previous state

Format outcome=$num state2:%s:
-"I-E;;mple cs1=0SPF cleabeI OSPF version vrld 1234 Ifnamecethernet 1 csS—Loadlng csSLabeI prevlous state 0utoome=Load|ng
sYsLoG

Format Change in state for $varl:%s-NFSM VRI D[&/arZ:%u:][&/arS:%s] from $num_state1:%s' to $num_state?:%s..
-“I-E;;mple Change in state for OSPF-NFSM VRI D[1234] [ethernet 1] from Loadlng to Loading. - -
m\};r-iable Type Value Descriptién

varl String 8§$ 6 OSPF version
var2 Un-signed Inte(_:;er {VRI D} - - - - VRI D
var3 Stri-ng - {|nterfaoe detalls} - - - |nterfaoe detalls
--------- - - Loading -

num_statel String FULL previous state




DOWN

Loading

num_state? String FULL Current state
DOWN
Both Local and Maximum Number of OSPF

Format cnl=$num_var:%u: cnllL abel=IP protocol version cn2=$num_var2:%u: cn2L abel=OSPF routes limit

Example cnl=4 cnllLabel=IP protocol version cn2=1000 cn2L abel=OSPF routes limit

SYSLOG

Format Exceeded the maximum number of IPv$num var:%u: OSPF routes ($num var2:%u: )

Example Exceeded the maximum number of 1Pv4 OSPF routes (1000)

Variable Type Value Description

num_var Unsigned Integer g IP protocol version

num_var2 Unsi gned Integer {OSPF routes I|m|t} OSPF routes I|m|t

aflex-error 220764342671376385 el ezl S Sl S = T error rrd.slb-server
Remote partition

SYSLOG

Format Get aflex file namefailed in part|t|on $part name: %s:

Example Get afle)(nle namefalled in part|t|on shared

Variable Type Value Description

part_name String {part|t|on name} partition name

bw-error 220764342671376386 | SO Local and Failed to add theblack-white | o rrd.sb-server
Remote list

SYSLOG

Format Failed to add black white list $err'%5'

Example Fa|Ied to add bI ack white I|$ EACCESS

Variable Type Value Description




Strlng {error number} error number

import-error 220764342671376387 e eI EIe RN G DU FarEly error rrd.slb-server
Remote directory for import

SYSLOG
Format Failed to create temporary directory for |mp0rt
r egister -function 630591908762091521 | Both Local and e ellestiomEmery error scaleout.cluster
Remote register callback function
Format
SYSLOG
Format Failed to allocate memory for scaleout reglster function
Format csl-$status %s: csll abel=Status
Example csl—aarted cleabeI =Status
SYSLOG
Format Cluster server $status:%es:
Example Cluster server started
Variable Type Value Description
started
. stopped
status String connected status
disconnected
vserver -traffic-map 630591908762091522 BOth Local e Scaleout eI =AY information | scaleout.cluster
traffic map
Format —$servrce type %s: csllabel= Servrcetype csZ—Wserver name:%s:. cs2Label=Virtual server name cn1—$vport %u: cnllabel=Virtual port
Example csl=service type virtual server csll abel=Service type csZ—V|pl csZLabeI =Virtual server name cn1=0 cnllL abel —V|rtuaI port




Format Updated vserver traffic map: $service_type:%s: $vserver_name:%s: $vport:%u:

Example Updated vserver traffic map: service type : virtual server vipl 0

Variable Type Value Description
service type : virtual server
service type : virtual port

service type String service type : VRID type
service type : PARTITION
service type : unknown

vserver_name String {name} name

vport Unsigned I nteger 0-65534 name

Format csl=$device id:%u: csllLabel=Device |d cs2=$status:%s: cs2L abel=status

H-I-E;e;\mple csl-:l cleabei =Device Id- €s2=j0i ned-CSZLabeI :étamus - -

SYSLOG | | | | |
Format Device $device_id:%u: $status.%s:. scaleout

-"I-E");;mple De\-/ioe ljoi nea scaleout - -

m\};r-iable Tybe - V-alue - Da:ripti(;n
device_id Unsigned Integer 1-8 deviceid
status String J;g]i?ed status

Format cs1=$num_devices.%u: csllLabel=Num of Devices
-"I-E");;\mple csl-=1 cleabeI- =Num of 5wic&s - -
sYsLOG | | |

Format

Election in progress among $num_devices:%u: nodes




Example Electionin progress among 1 nodes

Variable Type Value Description

num_devices Unsgned Integer num of devices
630592458517905410 BOth Local e Re-election has been triggered scaleout.cluster.cluster -devices
Format
SYSLOG
Format Master node is calling for re-election
630502458517905412 B°th L°°a' and ?Q.gli flodestatuS of alocal scaleout.cluster .cluster -devices
Format cn1—$Status%s cnill abel=status
Example cnl—entered cnlLabeI =status
SYSLOG
Format Device $status.%s: single node mode
Example Device entered s ngle node mode
Variable Type Value Description
. entered
status String exited status
disabled 630592183639998466 gg;‘otgca' e L ocal device being disabled scaleout.cluster Jocal-device
Format
SYSLOG
Format Local deviceis now disabled

630592183639998465 BOth Local i L ocal device mode scaleout.cluster.local-device




Format cs1=$mode:%s: cslL abel=mode

Example - - - csl=Service cs-lLabeI:mo;ie

‘sysoc | - | |
Format Device is now a $mode:%s. node

.--I-E;;mple - De\-/ice is now -aService n(;de

m\-};iable - Ty[-)e - V-alue - - - - - D@criptic;n
mode String Service mode

Master

Distributing traffic map on

Both L ocal and

630627093134180353 Remote changein active nodesin information | scaleout.traffic-map
scaleout
CEF
Format
sYsL0G
Format Traffic Map has been distributed to all nodes in scal eout
CEF
Format csl=$tmap_type:%os: cslLabel=Traffic Map type
Exampl e - - - csl-=Acti ve csiLabeI :Traﬁi ¢ Map typ;a -
‘sysoc | - | | |
Format $tmap_type:%s. TMap has been updated
.--I-E-;z;\mple - - - A&ive TMap Has been updated -
m\-};r-iable - - - Typ-)e - V-alue - - - - - Descriptic;n
tmap_type String gt(:r?(;ﬁy tmap type

[ — soseorsecooorisisy | BANLOGaad | oo it s

SYSLOG




Format License BW limit (unit of Kbps) is set, limit = $I|m|t %l:

Example - - License BW limit (unit of Kbps) is set, limit = 1000000
.--\-;a}iable - - - Type Value - - - Descriptian
limit Long {max limit} max limit
SYSLOG
Format License BW is unlimited.
SYSLOG
Format License Port/Connectivity limit is set, limit = $limit:%l:
."I-E;ample - - - Licalwse Port/Cannectivity iimit is set, -Iimit =96 -
---\-;ar-iable - - - Tyae - Value - - - - - D@criptic;n
limit Long {max limit} max limit
unlimited
SYSLOG
Format License Port/Connectlwty is unlimited.
to license core limit is set
SYSLOG
Format S\/stem Rel oaded/Rebooted due to license core limit is set, limit = $I|m|t %il:
-"I-E");arnple - - - System Rel oaded/Rebooted due to license core limit is set, limit = 96
.--\-;ar-iable - - - Type Value - - Dacriptian
limit Long {max_limit} max limit

license-cor e-unlimit 409827566090715145 ol @ e i S)/sFem Reloadad/Repoated Bz notification | scm
Remote to license coreis unlimited

SYSLOG



Format System Reloaded/Rebooted due to license core is unlimited.

license-memory-limit 409827566090715139 | Both Local and SEEREITE I CVEBIEED | cormesen || cam
Remote memory limit is set

SYSLOG

Format System Rebooted due to license memory (unit of MB) limit is set, limit = $limit:%l:

Example System Rebooted due to license memory (unit of MB) limit is set, limit = 1000000

Variable Type Value Description
limit Long {max_limit} max limit
SYSLOG

Format System Rebooted due to license memory is unlimited.

R sossorseeoooristss | BANLOGA a0 | e oo it s
SYSLOG

Format License PPS limit (unit of 100000) is set, limit = $limit:%l:

Example License PPS limit (unit of 100000) is set, limit = 100000

Variable Type Value Description
limit Long {max_limit} max limit

Format License PPSis unlimited.

creation-info 747597538143502341 Zeinleel and Info_rmatlon re_lated {OSSrVICE information | service-partition
Remote partition creation

CEF

Format partName=%pname:%s:. partld=$pid:%u:

Example partName=shared partld=1




Format Service Partition $pname:%s: (id $pid:%u:) created.
-"I-E")remple - - - Ser-vi ce Partitien shared (ici 1) created.- -

---\-;eriable - - - Tyee - Velue - - - - - D&criptien
pname Stri ng {parti ti on_name} partition name
------------ Uns gned Integer 1-127 - - - partltl onid -

partition
Format partName=$pname:%s:. partld=$pid:%u:
-“I-E;emple - - - parrName:shared partld:i -
syso | - | |
Format Service Partition $pname:%s: (id $pid:%u:) creation failed
-"I-E")remple - - - Ser-vi ce Partitien shared (ici 1) creation-failed -

---\-;eriable - - - Tyee - Velue - - - - - Deﬁcriptien
pname Stri ng {partition_name} partition name
------------ Uns gned Integer 1-127 - - - ';;r{mon id -

Format partName=$pname:%s:. partld=$pid:%u:
-“I-E;emple - - - par'rNamezsrrared partld::r -
‘sysoc | - | |
Format Service Partition $pname %s: (id $pid:%ou:) removed from running conflg
-"I-E")r.emple - - - Service Partition shared (|d 1) removed from runni ng conflg
---\-;er-iable - - - Type Value - - Deﬁcriptien

pname String {partition_name} partition name




Uns gned Integer 1-127 partition id

deletion_error 747597538143502339 e eI EIe Errgr.on CEEHIE AT error service-partition
Remote partition

Format partName=$pname:%s:. partld=$pid:%u:
-"I-E;emple - - - partName=sI1ared partld=t -
‘sysoc | - | |
Format Service Partition $pname:%s (id $pid:%u:) deletion failed
-“I-E;emple - - - Service Partition shared (|d 1) deletion failed -
---\-;eriable - - - Type Value - - - - Descriptien
pname Stri ng {parti ti on_name} partition name
------------ Unsrgned Integer 1-127 - - - .“r).er.tltlon id
Remote partition
Format partName=$pname %s: partld—$p|d %u: reason—$error str:%s:
---I-E.;rernple - - - partName=shared partld=1 reason—change part|t|on status
‘sysoc | |
Format Service Partition $pname:%s (id $pid:%u:) deletion failed. Failed to $error_str:%s
-“I-E;emple - - - Service Partition shared (|d 1) deletion failed. Falled to change part|t|on status -
m\rer—iable - - - Type Value - D@criptien
pname Stri ng {partition_name} partition name
pld - - - Unsrgned Integer vz p ertmon id
merrer_str - - - String change part|t| onsas d eIet| on error -

mapping_file_error 747597538143502338 Zedulezl Sl Mapplng flleerror on creating error service-partition
Remote service partition

CEF

Format partName=$pname:%s:. partld=$pid:%u: reason=%error_str:%s:




Example partName=shared partld=1 reason=Adding name and id

SYSLOG

Format Service Partition $pname:%s: (id $pid:%u:) creation failed. Mapping file failure: $error_str:%s:
-"I-E;emple - - - Ser-vice Partitien shared (ie 1) creation-failed. Mappi ng file fai-lure: Addi ng name and-id -
.--\-;enable - - - Type - Velue - - - - - Descriptien

pname Stri ng {partition_name} partition name
p|d - - - Uns gned Integer 1- 1-27 ------- p artl tionid -

error_str String Adding name and id mapping error

Changi ng status to active

SYSLOG
Format $not|ce %s:. Setting prod ID to $prod id:%u:
."I-E;emple - - - error Setting prod IDto4
---\-;e.r-iable - - - Type Value - - - - - Deecriptien
notice Stri ng {notice_i nfo} notice info
prod id - - - Unsi gned Integer product |d} ------- p roduct id
SYSLOG
Format $name %s::$info:%s:
-"I-E");emple - - - aFIeX namel: ThIS is aFIeX log output
.--\-;e.r-iable - - - Type Value - - - - Deecriptien
name String {aFIeX name} aFleX name
|nfo - - - Stri-ng - {aFIeX _loggi ng_strlng} ------ aF IeX logging strlng

gat-invalid-vf-count 486406351942057985 Erein ezl e U7 € QAT VP EmEEs war ning slb.common
Remote arelessthan Polling CPUs

SYSLOG




Number of QAT VF instances are less than Palling CPUs, Total SSL Polling CPUs:$total_polling_cpu:%u: Total VF Intances allocated=total -

Format devices muItlplled by $tota| _vf_instances:%u:

"E;éme --------- Number of QAT VF instances are Ie.sthan Polllng CPUs, Total SSL PoII|ng CPUs:255 Tota VF Intances aIIocated—totaI devices multlplled by2 -----
'--\-;er-iable --------- Type Value Deecrlptlon -----------
total_polling_¢ cpu Unsigned Integer 255 total_polling_ cpu

total finstences Unsrgned Integer total _vf_instances

Format cnl—$I|ne len:%u: cnllabel=Line Length cn2—$l|ne len_2:%u: cn2Label=Line Length 2 csl—$request %s: csllabel= Requeﬁ

'“I-E;e-mple --------- cn1=1000 cnlLabeI Line Length cn2=2000 cn2LabeI Line Length 2 csl—ftp www.alOnetworks.com cleabeI Request --------------
SYSLOG
Format Thelineistoo Iong $I|ne len:%u: $I|ne len_2:%u: $request %s:

-"I-E;ernple --------- The lineistoo Iong 1000 2000 ftp www. alOnetworks om
'--\-;er-iable --------- Type Value --------- Deecriptien --------------------
line_len Unsigned I nteger {FTP_Line_Length} FTPLine Length

Ilne_I o2 Unei gned Integer { I—‘-I-'-P_Li ne_Lengch} ------------ FTP Line Length2

reques --------- Stnng {FTP Requeet} ------------ FTP Requei

Format cn1—$queue %d: cnllLabel=buffer queue too small

"E;};Iane --------- cn1=0 cnlLabeI buffer queue wosmal
SYSLOG
Format For aFlex to work, max buff queue limit hasto be increased. Current queue limit: $queue %d:

'“I-E;e-mple --------- For aFIexto work max buff queuellmlt has to be mcrmd Current queuellmlt o
---\-;er-iable --------- Type VaIue Deecriptien --------------------

queue Integer 0-1000 max queue depth




buff_queue too_small_v4 487198000314056744 gzmolzgcal e Buffer queue too small slb.http-proxy
CEF

Format cn1—$queue %d: cnllabel=buffer queue too small cs1=$direction:%s: cslLabel=Direction src=$|p %s: spt= $p0rt %u: dsI—$|p %s: dpt—$port %uU:
Example cn1=0 cnlLabeI buffer queue too small csl—Forward cleabeI Direction src=1.1.1.1 spt 80 dst=1.1.1.1 dpt—80
SYSLOG

For aFlex to work, max buff queue limit has to be increased. Current queue limit: $queue:%d: $direction:%s: src=$ip:%s:. port $port:%u:

Format dst= $|p %s: port $port:%ou:

'“I-E;a-mple --------- For aFIex to work, max buff queue Irmrt hasto be mcreased Current queue Irmrt 0 Forward src=1.1.1.1 port 80d¢=1111port80
---\-;ar-iable --------- Type Val ue D@crrptron -----------
queue Integer 0-1000 max queue depth

drrectr on Stri ng { Directiony Drrectr on

|p ------------- IPV4 Address {rpv4 addrees} ------------ i pv4 address

port ---------- unsi gned | nteger { Port} -------------------

buff_queue too_small_v6 487198000314056745 BOth Local eIy Buffer queue too small slb.http-proxy

cnl=$queue:%d: cnllabel=buffer queue too small csl=$direction:%s: cslL abel=Direction c6a2=$src_v6:%s. c6a2l abel=Source |Pv6 Address

Format spt $port %uU: c6a3—$deﬂ v6:%s: c6a3Label=Destination |Pv6 Address dpt—$port %u:
Example cnl=0 cnlLabeI buffer queue too small csl= Forward cleabeI Direction c6a2=1::1 06a2LabeI Source |Pv6 Addr&s spt 80 c6a3=1::1
P c6a3L abel=Destination IPv6 Address dpt=80
SYSLOG
For aFlex to work, max buff queue limit has to be increased. Current queue limit: $queue:%d: $direction:%s: src=$ip:%s: port $port:%ou:
Format
dst= $|p %s: port $port:%ou:
Example For aFlex to work, max buff queue limit hasto be increased. Current queue limit: O Forward src=1::1 port 80 dst=1::1 port 80
Variable Type Value Deecrrptron
gueue Integer 0-1000 max queue depth
direction Stri ng {Di rectron} Direction

ip IP V6 Address { |pv6 addreﬁ} ipv6 address




port Unsigned Integer { Port} Port

src_v6 IP V6 Address {|pv6 address} ipv6 address

dest_v6 IPV6 Addl’8$ {|pv6 addre&e} ipv6 address

487198000314056732 BOth Local e HTTP ES debug event debugging | slb.http-proxy

cs1=%hdr:%s:. csllL abel=log hdr cs2=$time:%s: cs2L abel=time cs3=$type:%s:. cs3Label=type cnl=$severity:%d: cnll abel=severity cs4=$msg:%s:

Format csAL abel= m&wage

-“I-E;;ﬂple csl=HTTP header cleabeI log hdr cs2=Jun 10 2019 19:19:39 csZLabeI =time cs3=1 cs3LabeI type cnl=1 cnlLabeI severlty cs4—Extended ----------
Service Debug csAL abel=message

svsLoG " " ]

Format $hdr:%s; [$time:%s: |$type:%s |$Severity:%d: |msg="$msg:%s:“

-“I-E;;mple " " " HTTP heajer|JJn 102019 19:19: 39|1|1|msg— Extended Service Debug ----------

---\-;E.!.r"iable " " " Type Value " [ Descripti(;n ----------

hdr String {Header} Header

e sing  {Tmet Time

type String {Type} Type

";;;;my """ e fsweiy Severity

Stri ng {M %sage} Message

487198000314056731 BO”‘ "°°a' S HTTP ES event dlb.http-proxy

cs1=$hdr:%s: cslLabel=log hdr cs2=$time:%s: cs2L abel=time cs3=$type:%s: cs3Label=type cnl=$severity:%d: cnll abel=severity cs4=$msg:%s:

Format csAL abel= message
¢cs1=HTTP header cleabeI log hdr cs2=Jun 10 2019 19:19:39 csZLabeI =time cs3=1 csSLabeI —type cnl=1 cnlLabeI —severlty cs4—Extended
Example
Service Event csAL abel=message
SYSLOG
Format $hdr %s: |$t|me %s: |$type %s: |$sever|ty %d: |msg— $msg %s:"

Example HTTP header|.]un 102019 19:19: 39|l|1|msg—"Extended Service Event"




Variable Type Value Description

hdr String {Header} Header
time | | g (Timg | | | Time

type String {Type} Type
;}émy - - - I nteger - { Severity} - - - - méer/-erity

msg String {Message} Message

Both L ocal and HTTP ESv4 request rate limit

487198000314056729 reached. Check server template | warning sb.http-proxy

Remote o
conn-rate-limit

Format —$name %s: csll abel=server name csz—$|p %s: cs2L abel=ip v4 cn1—$port %u: cnllabel= port
-"I-E")tarnple - - - csl-AlONetworks com cleabeI =server namecs2=1.1.1.1 csZLabeI |p v4 cnl=1344 cnlLabeI port
‘sysoc | -

Format SLB Server $name Y%s: ($|p %s:) port $port %u: Requ%t rate limit reached
-"I-E;arnple - - - SLB Server AlONetworkscom (1.2.1. 1) port 1344 Request rate limit reached
---\-;ariable - - - Type Value - Deecription

name Strrng {Server Name} Server Name
|p - - - IPV4 Address {|pv4 addrels} - - - |pv4 address -
port | |  Unsgnedinteger {Port) | | | por |

HTTP ESv6 request rate limit

es rate v6 487198000314056730 gzt:olggcal and reached. Check server template | warning slb.http-proxy
conn-rate-limit
CEF
Format csl—$name %s: csllL abel=server name c32-$|p %s:. cs2L abel=ip v6 cn1—$p0rt %u: cnllabel= port
-"I-E")tample - - - csl—AlONetworkscom cleabeI =server namecs2=1::1 csZLabeI =ip v6 cn1=1344 cnlLabeI port
‘sysoc | |
Format SLB Server $name %s: ($|p %s:) port $port %u: Request rate limit reached

Example SLB Server A10Networksoom (2::2) port 1344 Requeﬂ rate I|m|t reached




Variable Type Value Description

name Strmg {Server Name} Server Name
ip IPV6 Addreﬁ {|pv6 addre&} ipv6 address
port Uns gned | nteger { Port}

487198000314056727 B°th Loca' e HTTP ESv4 timeout dlb.http-proxy

csl=$name:%s: cslL abel=server name cs2=$ip:%s: cs2L abel=ip v4 cn1=$port:%u: cnll abel=port cs3=%cip:%s: cs3Label=client ip

Format cn2—$dstport %u: cn2L abel=destination port

---I-E;a-mple csl-AlONetworks com cleabeI =server namecs2=1.1.1.1 csZLabeI =ip v4 cn1=1344 cnlLabeI port cs3=2.2.2.2 cs3LabeI dientipcn2=80
cn2L abel=destination port

SYSLOG " " S

Format SLB Server $name %s: ($|p %s:) port $port %u: Request Tlme-out[$C|p %s][$dstport %u:]

-"I-E")rarnple " " " SLB Server A10Netw0rkscom (2.2.1. 1) port 1344 Requeﬂ Tlmeout[z 2.2. 2][80] ----------

---\-;ar-iable " " " Type Value [ Deecriptiop ----------

name Strlng {Server Name} Server Name

|p ---------- IPV4 Addre$ {|pv4 address} --------- i pv4 address

port ------- Unsi gned | nteger { Port} --------- Port

Clp -------- IP V4 Address {Or|g| nal v4} --------- O r|g| nal v4

mc-i.et.port ------ Unsrgned Integer {Orlglnal deﬂlnanon J)Oft} ------- O rrolnal deﬂl nation port "

samosoncsnosaros | EHNLOGA A | 1o 6 6 i p—

csl=$name:%s: csllL abel=server name cs2=$ip:%s: cs2L abel=ip v6 cnl=$port:%u: cnll abel=port cs3=$cip:%s:. cs3Label=client ip

Format cn2—$dstport %u: cn2L abel=destination port

csl—AlONetworkscom cleabeI =server namecs2=1::1 csZLabeI =ip v6 cn1=1344 cnlLabeI port cs3=2::2 cQLabel cllent ip cn2=80
Example

cn2L abel=destination port
SYSLOG

Format SLB Server $name:%s: ($ip:%s:) port $port:%u: Request Time-out[$cip:%s:][$dstport:%ou:]




Example SLB Server A10Networks.com (1::1) port 1344 Request Time-out[2::2][80]

Variable Type Value Description

name Strlng {Server Name} Server Name
|p ------ IPV6 Address {|pv6 addreﬁ} ------ i pv6 address -
port - - - Unsi gned | nteger { Port} ------ Port
Clp - - - IP V6 Address {Orlgl nal v6} ------ O r|g| na v6
mc-i;oort - - - Unsi gned Integer {Orlglnal d&stlnatl on J)Oft} ----- O rrolnal deﬂ| nation port -
Format -$Iog %s: cslLabel=HTTP log
-"I-E")remple - - - csl=source nat pooI cleabeI HTTP Iog
‘sysoc | |
Format $Iog:%s;
-“I-E.;remple - - - source nat pool-
---\-;e.riable - - Type Velue - - - - - Deecription
Stri ng { Log}
Format cnl—$count %d: cnllL abel=headers count
-“I-E.;remple - - - cnl=10 cnlLabeI heeders count
sysoc | |
Format Headers (total is $count:%d:):
-"I-E")remple - - - Heeders (total i-s 10): -
---\-;eriable - - - Tyoe - Velue - - - - - Deecription

count Integer {Header_Count} Header Count




header_count_ip 487198000314056754 Both Local and t—|TTP header at location count warning .
Remote istoo long
CEF

sre=$src_ipv4:%s: c6a2=%src_ipv6:%s:. c6a2l abel=Source |Pv6 Address spt=$port:%u: dst=$ip:%s: c6a3=$dst_ipv6:%es: c6a3L abel=Destination

Format IPv6 Address dpt—$port %u: csl—$V|p %s: csllabel=vip cn1—$vport %d: cn1lL abel —vport cn2—$count %d: cn2L abel=headers count
'--I-E;e-mple src=1.1.1.1 c6a2=1::1 cGaZLabeI =Source IPv6 Addr%s spt=80 dst=1.1.1.1 c6a3=1::1 c6a3L abel=Destination | Pv6 Address dpt=80 csl—wp ----------
csllabel=vip cn1=0 cnllL abel=vport cn2=10 cn2L abel=headers count
SYsLOG " " " " " S
Format sre=$src_ipv4:%s: src=$src_ipv6:%s: port $port:%u: dst=$dst_ipv4:%s: dst=$dst_ipv6:%s: port $port:%ou: $vip:%s: $vport:%d: Headers (parsed =
$count %d:):
-"I-E");eﬁple " " " src=1.1.1.1 src=1::1 port 80 dst—l 111 dst—l 1 port 80vip 0 Headers (parsed 10) ----------
'--\-;et-iable " " " Type Value D&criptioo ----------
src_ipv4d IP V4 Address {ipv4_address} ipv4 address
src_| o IPV6 Addr&s {ip\-tG_address} ----------- i pv6 address
port ------- Uns gned | nteger { Port} ----------- Port
dst_| o IP V4 Address {|pv4 addre&s} ---------- i pv4 address
dst_| o IP \}6 Addressu {|pv6 addre&s} ---------- i pv6 address
V|p -------- Stri-ttg " {V|rtual Server Name} " " " V|rtuaI Server Name
ot meger oo " " © Virua Por
count ------ Integer " {HeMer Count} --------- Heeder Count
---------------- IPV4 Address {ipv4_address} " " " |pv4 address

Both Local and HTTP header detail when
header_detail 487198000314056723 - SRRt sionlong slb.http-proxy

cnl=$header:%d: cnll abel=header cn2=$key len:%d: cn2L abel=key len cn3=%length:%d: cn3L abel=header length cs1=%key:%s:

Format cs1L abel=header key
Example cn1=0 cnllL abel=header cn2=10 cn2L abel=key len cn3=20 cn3L abel=header length csl=Host cslL abel=header key
SYSLOG

Format Header $header:%d: (name=$key_len:%d:, total=$length:%d:): $key:%s:




Example Header 0 (name=10, total=20): Host

Variable Tyee  vaue Desripton
header Integer { Header} Header

key_len Inteder {Hewer key | Ien} Hewer key len

Iength | nteger { Header_l ength} Header Iength

---------- Stri ng {Header_value} Header value

Both L ocal and HTTP header detail when
header_detail_ip 487198000314056755 - TR et slb.http-proxy

sre=3src_ipv4:%s: c6a2=$src_ipv6:%s: c6a2l abel=Source |Pv6 Address spt=$port:%u: dst=$ip:%s. c6a3=$dst_ipv6:%es: c6a3L abel=Destination

Format IPv6 Address dpt=$port:%u: cs1=$vip:%s: csllabel=vip cnl=$vport:%d: cnll abel=vport cn2=$header:%d: cn2Label=header cn3=$key_len:%d:
cn3Label= key len cnd=3$I ength 9%d: cn4Label=header length 032—$key %s: cs2L abel=header key
---------- src=1.1.1.1 c6a2=1::1 c6a2L abel=Source IPv6 Address spt=80 dst=1.1.1.1 c6a3=1::1 cGaGLabeI Destination |Pv6 Addr&s dpt=80 csl—vrp
Example csll abel=vip cn1=0 cnll abel=vport cn2=0 cn2L abel=header cn3=10 cn3L abel=key len cn4=20 cn4L abel=header length cs2=Host
cs2Label=header key
sYsL0G S
Format src=$src_ipv4:%s: src=$src_ipv6:%s: port $port:%ou: dst=$dst_ipv4:%s: dst=$dst_ipv6:%s: port $port:%ou: $vip:%s: $vport:%d: Header
$header %d: (name=$key len:%od:, total—$|ength %d) $key %s:
'“I.E.;rarnple src=1.1.1.1 src=1::1 port 80 dst 1.1.1.1dst=1::1 port 80 vrp 0 Header 0 (name:10 total =0y Hot
m\}ar-iable Type Value Deecrrptlon -----------
src_ipv4d IP V4 Address {ipv4_address} ipv4 address
src "i pv6 IPV6 Address { id\-rG_addreﬁ-}" |pv6 address
port Undgredineger (PO Fort
dsx_r pv4 IP V4 Address { |pv4 addreﬁ} - |pv4 address
dst_r pv6 IPV6 Address { |pv6 addr%s} - |pv6 address
vrp Strrng {Vrrtual Server Name} V|rtual Server Name
vport Integer 0-65534 Virtual Por
header | nteder { Header} Header
key_len {Header key | Ien} Header key len

Integer




length | nteger {Header_length} Header Iength

key Strrng { Header_val ue} Header value
---------------- IPV4 Addl’8$ - {|pv4 addre&e} " " " |pv4 address "
Format cn1—$|en %d: cnllabel= key csl—$key %s: csllLabel=invalid key
-"I-E.kernple ------ cn1=20 cnlLabeI key csl—Accept Encodlng unknown csll abel= |nvaI|d key --------------------
SYSLOG
Format Invalid HTTP header (Ien—$|en %d:) $key %s:
'“I-E.kernple ------ Invalrd HTTP header (Ien—20) Accept -Encodi ng unknown -----------------------
---\-;z.rr-iable ------ Type | Description ----------------
len Integer { HeMer_I ength} Header Iength
---------------- Strrng " {Header} " " "

header_invalid_ip 487198000314056752 BOth I;:cal £ HTTP header isinvalid slb.http-proxy

src=$src_ipv4:%s: c6a2=%src_ipv6:%s: c6a2l abel=Source IPv6 Address spt=$port:%u: dst=$ip:%s: c6a3=$dst_ipv6:%os: c6a3L abel=Destination
Format IPv6 Address dpt=$port:%u: cs1=$vip:%s: cslLabel=vip cn1=$vport:%d: cnll abel=vport cn2=$len:%d: cn2L abel=key cs2=$key:%s:
cs2L abel=invalid key

src=1.1.1.1 c6a2=1::1 06a2LabeI Source IPv6 Addre$ spt=80 dst—l 1.1.1 c6a3=1:1 cGaSLabeI Destination IPv6 Address dpt=80 CSl—VIp

Example cslLabel=vip cn1=0 cnlLabel=vport cn2=20 cn2L abel=key cs2=Accept-Encoding::::unknown cs2Label=invalid key
SYSLOG
F src=$src_ipv4:%s: sre=$src_ipv6:%s: port $port:%u: dst=$dst_ipv4:%s: dst=$dst_ipv6:%s: port $port:%u: $vip:%es: $vport:%d: Invalid HTTP
ormat
header (Ien—$|en %d:) $key %s:
Example src=1.1.1.1 src=1::1 port 80 dst=1.1.1.1 dst—1 A port 80vip0 Invalrd HTTP header (Ien—20) Accept Encodr ng unknown
Variable Type Value Description
src_ipv4 IP V4 Address {ipv4_address} ipv4 address

src_ipv6 IPV6 Address {ipv6_address} ipv6 address




port Unsigned Integer { Port} Port
dst_r pv4 - - - IP \-/4 Addr&s- {|pv4 eddress} |pv4 address
dst_| pv6 - - - IP \-/6 Addreﬁ- {ipv6_address} |pv6 address
vrp - - - Stri-ng - {Vi-rtuaI_Serve-r_Name} V|rtual Server Name
ot |  integer o6s34 Virtual Por
Ien - - - - I nteger { Header_l engtn} Header Iength
key | | ~ suing (Hoode) Header
--------- - - - IPV4 Address- {|pv4 address} |pv4 address

header _name_long 487198000314056733 BOth Local e HTTP header name too long slb.http-proxy

cnl=$len:%u: cnll abel=Header Name Length src=$src_ip:%s: c6al=$src_ipv6:%es: c6all abel=Source |Pv6 Address cn2=$src_port:%u:

Format cn2L abel=Source Port dst—$dst _ip:%s: c6a2—$dst _ipv6:%s: c6a2L abel=Destination IPv6 Address cn3=$dst _port %u: cn3Label=Destination Port

---I-E;e\mple cnl1=1024 cnlLabeI Header Name Length src=1.1.1.1 c6al=1::1 cGalLabeI Source IPv6 Addro& ¢cn2=80 cn2L abel=Source Port dst 2222
c6a2=2::2 c6a2l abel=Destination |Pv6 Address cn3=80 cn3Label=Destination Port

SYSLOG | | | | | | | |

Format HTTP header name too long (len:$len:%u:) $src_ip:%s:) $src_ipv6:%s..$src_port:%u: to $dst_ip:%s: to $dst_ipv6:%es:.$dst_port:%ou:

-"I-E")remple - - - HT-TP header name too Iong (Ien:1024t) 1111 1:-:1.80 to 2.2:2.2 to 2::2.5-30 - - - - -

m\reriable - - - Tyne - Velue - - - - Deecriptien

len Unsi gned I nteger {Header_length} Header length

src_rp - - - IP V4 Address { Seurce_i pv4_eddre£s} l“éenrce ipv4 addr%s

src_l pv6 - - - IPV6 Addrees { Seurce_i pv6_eddreﬂs} .“;c.)trrce ipv6 address

mer.e"_port - - - Unsi gned Integer {Source_port} l“éenrce port

dst_l p - - - IP V4 Address {Destination |pv4 addreee} Destl nation |pv4 address

dst_r pv6 - - - IP \-/6 Address- {Destination |pv6 address} Deﬁr nation |pv6 address

dstJ)ort - - - Unsi gned Integer {Destination J)Oft} Deﬂl nation port

header_too_long 487198000314056719 BOth Local e HTTP header istoo long slb.http-proxy




Format cn1—$I|ne %(d: cnll abel=header Iength toolong csl—$header %s: cslLabel=header content too Iong
"-I.E;arnple cn1=63000 cnlLabeI header Iength too Iong csl—header cleabeI header content too Iong -----------
SYSLOG
Format HTTP header (Ien—$llne %d:) "$header %s:" istoo Iong
'--I.E;arnple HTTP header (Ien—63000) header istoolong
m\.;ar-iable Type Value Deecriptioh -----------
line Integer 63000 Maximum header Iength
---------- Stnng {Header} "

header_too_long_ip 487198000314056751 BOth Local £ HTTP header istoo long slb.http-proxy

src=$src_ipva:%s: c6a2=$src_ipv6:%s. c6a2l abel=Source IPv6 Address spt=3$port:%u: dst=$ip:%s. c6a3=%$dst_ipv6:%s. c6a3l abel=Destination

Format IPv6 Address dpt=$port:%u: cs1=$vip:%s: cslLabel=vip cnl=$vport:%d: cnll abel=vport cn2=$line:%d: cn2L abel=header length too long
—$header %s:. cs2L abel=header content too Iong
MI.E;arane src=1.1.1.1 c6a2=1::1 06a2LabeI Source IPv6 Address spt=80 da 1.1.1.1c6a3=1::1 cGaGLabeI Destination IPv6 Addreﬂs dpt=80 c:sl-vrp -----------
csllabel=vip cn1=0 cnllL abel=vport cn2=63000 cn2L abel=header length too long cs2=header cs2L abel=header content too long
SYSLOG T
Format src=$src_ipv4: %s src=$src ip\_/e :%s:. port $port:%ou: dst=$dst_ipv4:%s: dst=$dst_ipv6:%s:. port $port:%ou: $vip:%s: $vport:%d: HTTP header
(Ien—$||ne %d: ) $header %s:" istoo Iong
'--I.E;arnple src=1.1.1.1 src=1::1 port 80 dst 1111 dst=1::1 port 80 vrp OHTTP header (Ien—63000) header istoo Iong -----------
iu\;ar"iable Type Value D@crlptlon -----------
src_ipv4d IP V4 Address {ipv4_address} ipv4 address
src "i pv6 IPV6 Address {ip\-rG_addre&s}" |pv6 address
port Unsrgned Integer { Port} Port
dst_| pv4 IP V4 Address {|pv4 addreﬁ}- |pv4 address
“-(.ZI"S.t:ipVG IPV6 Address {|pv6 address}- |pv6 address
V|p Strlng {V|rtual Server Name} V|rtual Server Name
vport " C vin

Integer 0-65534 Virtual Port




line Integer 63000 Maximum header Iength

header Stri ng { Header} Header

IP V4 Address {|pv4 addre&s} ipv4 address

http1x_request_event 487198000314056735 HTTPrequest event sb.http-proxy

sre=3src:%s: rt=$rt:%s: request=$request:%s: cnl=$payload len:%u: cnll abel=payload |en requestContext=$requestContext:%s:

Format requestCIrentAppI|cat|on—$requeﬂCI|entAppI|cat| on:%s: csl—$V|p %s: csllabel=vserver cn2—$vp0rt %d: cn2LabeI—vport
-“I-E;;mple --------- src=1.1.1.1 rt=Fri Jun 14 20:32:05 2019 request=GET ¢cn1=1000 cn1L abel= payl oad_len requestContext=- requestChentAplecanon curl csl—v-t-t; -------
csll abel=vserver cn2=0 cn2L abel=vport

SYSLOG
Format HTTP requ%t $src %s: $rt %s: $request %s: $pay| oad_len:%u: $reque5tContext %s: $reque£tCI|entAppI|cat|on %s: &np %s: &/port %d:
-"I-E")rentple --------- HTTP request 1111 Fi ln 14203205 2019 GET 1000- curl vipo
'--\-;z.a-r"iable --------- Type Value ------ Deecriptien --------------------
src String {Source_Address} Source Address
PO sig  (tmesang)  mesap
reques g (ReuesMetod Request Method

mr-).et}l-l-oad e Unsrgned Integer {Payload Length} ------------ I;e}rtoad Length

mr-eg-nestContext ------ String {Request Context} ------------ Request Context

mregnestCIlentAppllcatl on Str-i-ng {Requmt Client Appllcatl on} --------- Requmt Cllent Appllcatlon

V|p ------- Str-i-ng {V|rtual Server Name} V|rtual Server Name
ot meger omest Virtua Port

Format cn1—$l|ne len:%d: cnllLabel=linelen csl—$content %s: cslLabel=content

'“I-E")re-mple --------- cnl=64 cnlLabeI line Ien csl=content cslLebdl=content
SYSLOG

Format HTTP line too long (len=3$line_len:%d:), content=$content:%s:




Example HTTP line too Iong (len= 64) content=content

Variable Type Value Description
line_len Integer 64 Maximum header name len
content Stri ng { Header}

http_line_too_long_ip 487198000314056757 BOth Local e HTTP line too long sb.http-proxy

src=$src_ipv4:%s: c6a2=%src_ipv6:%s: c6a2l abel=Source |Pv6 Address spt=$port:%u: dst=$ip:%s: c6a3=$dst_ipv6:%os: c6a3L abel=Destination
Format IPv6 Address dpt=$port:%u: cs1=$vip:%s: cslLabel=vip cn1=$vport:%d: cnll abel=vport cn2=$line_len:%d: cn2L abel=line len cs2=$content:%s:
cs2L abel=content

src=1.1.1.1 c6a2=1::1 c6a2L abel=Source |Pv6 Address spt=80 dst=1.1.1.1 c6a3=1::1 c6a3L abel=Destination |Pv6 Address dpt=80 csl=vip

Example cslLabel=vip cn1=0 cnlL abel=vport cn2=64 cn2L abel=line len cs2=content cs2L abel=content
SYSLOG
Format sre=$src_ipv4:%s: sre=$src_ipv6:%s: port $port:%u: dst=$dst_ipv4:%s: dst=$dst_ipv6:%s: port $port:%u: $vip:%s: $vport:%d: HTTP line too
Iong (parsed Ien—$I|ne len:%d:), content—$content %s:
-"I-E.;rarnple --------- src=1.1.1.1 sre=1::1 port 80 dst 1.1.1.1dst=1::1 port 80 V|p OHTTP Ilne too long (parsed Ien-64) content=content
'--\-;ar-iable --------- Type Value Description
src_ipv4 IP V4 Address {ipv4_address} ipv4 address
src_l o6 IPV6 Addr&s {ip\-rG_addressj -------------- i pv6 address
port ---------- uns gned | nteger { Pert} --------------- Port
dst_l ova IP V4 Address {ip\-r4_addrees-} -------------- |pv4 address
dst_l o IPV6 Addreﬁ {|pv6 addreﬁ} ------------- |pv6 address
V|p ----------- Strmg {V|rtual Server Name} ------------ V .rr-t-ual Server Name
ot meger  0-65534 " © Vim Port
ml-i.rt-e-_len --------- In'éger o Itrta;rlmum header name Ien-
ontet sing  (Hee) Header

IPV4 Addrees { |pv4 address} ipv4 address




CEF

src=$src:%s: rt=$rt:%s: requestM ethod=$requestM ethod:%s: request=$request:%s: csl=$version:%s:. csllL abel=version cnl=$payload len:%u:
Format cnll abel=payload_len requestContext=$requestContext:%os: requestClientA pplication=$requestClientApplication:%s. cs2=$vip:%s:
cs2L abel=vserver cn2—$/port %d: cn2L abel —vport

src=1.1.1.1 rt=Fri Jun 14 20:32:05 2019 requestM ethod=GET request-/lOOO txt csl= HTTP/1 1 cleabeI =version cn1=1000 cnlLabeI payload_len

Example requestContext=- requestClientApplication=curl cs2=vip cs2L abel=vserver cn2=0 cn2L abel=vport
SYSLOG s
Format HTTP request: $src:%s: $rt:%s. $requestM ethod:%s: $request:%os: $version:%os: $payload len:%ou: $requestContext:%s:
$requestCI|entAppI|cat|on %s: Wlp %s: &/port %d:
"-I.E;e-tnple HTTP requeﬂ 1.1.1.1 Fri Jun 14 20:32:05 2019 GET /1000 txt HTTP/1 11000 - curI veo
m\;ett-iable Type Value Deecrlptien -----------
src Stri ng {Source Addre&s} Source Address
rt ----- Stri ng {ti mestamp} t| mestamp
requ&tM ethod Stri ng { Request M ethod} Request M ethod
request Stri ng { Request} Request
mv"er-eion Strlng {HTTP Verson} HTTP Version
m;.).etg-/-l-oad_len Unsi gned Integer {Payload_Length} Payload Length
mr.et]-neﬂContext Stri ng {Request Context} Request Context
mtet.q-nestCIlentApphcanon " Stnng {Request Client Appllcatlon} Request CI|ent Appllcat|on
V|p " Strmg {V|rtual Server Name} V|rtual Server Name
vport Integer 0-65534 " Vlrtual Port
Format cn1—$I|ne len:%d: cnllabel=linelen csl-$content %s: cslLabel=content
-"I.E");e-mple --------- cnl=64 cnlLabeI line Ien csl=content cslLabdl=content
SYSLOG
Format Request (len=$line_len:%d:), content=$content: %s:

Example Request (len=64), content=content




Variable Type Value Description

line_len Integer 64 Maximum header name len

content Stri ng { Header}

R ——_ asissonnsuaoserss | BN Locd and Y

src=$src_ipv4:%s. c6a2=%$src_ipv6:%os: c6a2l abel=Source |Pv6 Address spt=$port:%u: dst=3ip:%s. c6a3=%dst_ipv6:%s: c6a3L abel=Destination
Format IPv6 Address dpt=$port:%u: csl=$vip:%s: cslLabel=vip cn1=$vport:%d: cnll abel=vport cn2=$line_len:%d: cn2L abel=line len cs2=$content:%s:
cs2Label=content

src=1.1.1.1 c6a2=1::1 c6a2L abel=Source IPv6 Address spt=80 dst=1.1.1.1 c6a3=1::1 c6a3L abel=Destination IPv6 Address dpt=80 csl—V|p

Example csllabel=vip cn1=0 cnll abel=vport cn2=64 cn2L abel=line len cs2=content cs2L abel=content
SYSLOG " " " " " " " " ]
Format src=$src_ipv4:%s:. src=$src_ipv6:%s:. port $port:%u: dst=$dst_ipv4:%s:. dst=$dst_ipv6:%s. port $port:%ou: $vip:%s: $vport:%d: Request
(Ien $line_len:%d:), content—$content %s:
'--I-E.;z-a-mple " " " src=1.1.1.1 src=1::1 port 80 dst=1.1.1.1 dst=1::1 port 80vip0 Requeﬂ (Ien—64) content=content
-“\-;z.a.l-'-iable " " " Type Value Descrlptlon ----------
src_ipv4d IP V4 Address {ipv4_address} ipv4 address
src_| o IP V6 Address {ip\;G_addras} ----------- i pv6 address "
port " " " Uns gned I nteger { Port} " " " " Port
dst_l o IP V4 Address {|pv4 addreﬁ} ---------- |pv4 address
dst_l pv6 " " " P \-}6 Addrass" { |pv6 address} - " " " |pv6 address
V|p -------- Stri-pg " {V|rtual Server Name} " " " V|rtual Server Name
ot "  lmegr  0-65534 " " Vi Pon
-“I-i.p;_len ------ Inté;ger " o l-\./.I;)-(lmum header name Ien-
content " Stri ng " { Header} " Header

IP V4 Address { |pv4 addreﬁ} ipv4 address

http_resp_not_beg_hdr 487198000314056748 BOth Local Zel E;gePrresponse Aot begmnmg 6 slb.http-proxy
CEF




Format cn1—$I|ne len:%d: cnllLabel=line len csl—$content %s: cslL abel=content

Example cnl=64 cnlLabeI line Ien csl=content cs1L abel=content

SYSLOG
Format HTTP response not beginni ng of header (Ien—$I|ne len: %d) content—$content %s:

-"I.E")re-mple --------- HTTP response not beginni ng of header (Ien-64) content=content

m\}er-iable --------- Type Value ------ Descriptierr --------------------
line_len Integer 64 Maximum header name len

et sig e} e

http_resp_not_beg_hdr_ip 487198000314056758 BO”‘ "°°a' S E;;;mponse (S I ) sib.http-proxy

sre=3src_ipv4:%s: c6a2=$src_ipv6:%s: c6a2l abel=Source |Pv6 Address spt=$port:%ou: dst=$ip:%s: c6a3=$dst_ipv6:%es. c6a3L abel=Destination
Format IPv6 Address dpt=$port:%u: cs1=$vip:%s: cslLabel=vip cnl=$vport:%d: cnllabel=vport cn2=%line_len:%d: cn2L abel=line |en cs2=$content:%s:
cs2L abel=content

src=1.1.1.1 c6a2=1::1 c6a2L abel=Source IPv6 Address spt=80 dst=1.1.1.1 c6a3=1::1 c6a3L abel=Destination |Pv6 Address dpt=80 csl=vip

Example csll abel=vip cn1=0 cnllL abel=vport cn2=64 cn2L abel=line len cs2=content cs2L abel=content

SYSLOG

Format sre=3src_ipv4:%s: sre=$src_ipv6:%s: port $port:%u: dst=$dst_ipv4:%s: dst=3dst_ipv6:%s: port $port:%eu: $vip:%s: $vport:%d: HTTP response not
begmnmg of header (Ien—$I|ne len: %d) content—$content %s:

-"I.E")rernple --------- src=1.1.1.1 src=1::1 port 80 dst=1.1.1.1 dst=1::1 port 80 V|p OHTTP response not begl nning of header (Ien—64) content=content

m\rer-iable --------- Type Value Deecrlptlon --------------

src_ipv4 IP V4 Address {ipv4_address} ipv4 address

wcips PVeAdtes (e ipv6 address

ot Unsgred tege (Pt | Port

dst_| oa IP V4 Address {|pv4 address} ------------- |pv4 address

dst_l o IPV6 Address" {|pv6 addreﬁ} ------------- |pv6 address

V|p ----------- Strmg " {Vlrtual Server Name} V|rtual Server Name

ot Ineger  oess4 Virtual Port

line_len Integer 64 Maximum header name Ien




content Stri ng { Header} Header

IPV4 Address {|pv4 address} ipv4 address

o )
header nameistoo long

Format cn1—$log_|d %I: cnllabel= Iogld cn2—$I|ne len:%d: cn2Label=line len csl—$content %s:. csllLabel=content

'“I-E;a-mple --------- cn1=487198000314056721 cnllL abel= Iog id cn2=64 cn2LabeI line len csl=content cleabeI ontent

SYSLOG

Format HTTPIogImeld $log_id:%l:, Iength—$I|ne len:%d:, content—$content %s:

-"I-E");a-mple --------- HTTPIogllneld 487198000314056721, Iength 64, content=content

'--\-;ar"iable --------- Type Value ------ Descriptiea --------------------

log_id Long 487198000314056721 logid

ml-i"r;-e-_len --------- Int-e-ger & l-\./ia-)-(lmum heeder name Ien-

content --------- Stri ng { Header} ----------------------

log_line ip 487198000314056753 BOth L°°a' and r'?;g; hnﬁfglggc‘)"’lg%”ﬁp sib.http-proxy

src=$src_ipv4:%s. c6a2=%src_ipv6:%os: c6a2l abel=Source |Pv6 Address spt=$port:%u: dst=$ip:%s: c6a3=3dst_ipv6:%s: c6a3L abel=Destination
Format IPv6 Address dpt=$port:%u: csl=$vip:%s: cslLabel=vip cn1=$vport:%d: cnllabel=vport cn2=$log_id:%l: cn2Label=log id cn3=$line_len:%d:
cn3Label=linelen 052—$content %s: cs2L abel=content

src=1.1.1.1 c6a2=1::1 c6a2L abel=Source IPv6 Address spt=80 dst=1.1.1.1 c6a3=1::1 c6a3L abel=Destination IPv6 Address dpt=80 csl—V|p

Example csllabel=vip cn1=0 cnll abel=vport cn2=487198000314056753 cn2L abel=log id cn3=64 cn3Label=line len cs2=content cs2L abel=content
SYSLOG
Format src=$src_ipv4:%s:. src=$src_ipv6:%s:. port $port:%u: dst=$dst_ipv4:%s. dst=$dst_ipv6:%s. port $port:%ou: $vip:%s: $vport:%d: HTTP log line
id= $I og_id:9%0l:, Iength—$I|ne len:%d:, content—$content %s:
'--I-E;a-mple --------- src=1.1.1.1 src=1::1 port 80 dst=1.1.1.1 dst=1::1 port 80 V|p OHTTP Iog Ime id=487198000314056753, Iength 6, content=content
---\-;aj-'-iable --------- Type Value Deecrlptlon -----------
src_ipv4 IP V4 Address {ipv4_address} ipv4 address

src_ipv6 IP V6 Address {ipv6_address} ipv6 address




port Unsigned Integer { Port} Port
dst_l pv4 IP y4 Address- {|pv4 address} |pv4 address
dst_| pv6 IP y6 Addreﬁ- {ipv6_address} |pv6 address
V|p Stri-ng - {Vi-rtuaI_Serve-r_Name} V|rtual Server Name
vport nteger 06 Virtual Port
Iog_r d Lopg - 487-198000314-056753 ml-od-id
-“I-i"rro_lm Intoger - 64 - - ."l-\./ra-)qmum header name Ien
mo.or.rtent Stri-ng - { Header} Header
--------- IPV4 Address- {|pv4 addre&} |pv4 address

lwnode _rport_add_error 487198000314056713 BOth Local e Lwnoderport add error slb.http-proxy

Format csl—$error %s: csllabel= rport add error

-"I-E")rample csl—Fa|Ied to add rport to lwnode dummy service group cleabeI rport add error

sYsLOG
Format $error'%5'

-“I-E;ample Fa|Ied to add rport to Iwnode dummy service group

---\-;ariable Type Val ue Description
error Stri ng Failed to add rport to lwnode dummy service group err msg

Format cnl=$ret:%d: cnll abel=rport create error
Exampl e cn:r:123456 cdlLabeI :rport create err-or
'sYsLOG | | | |

Format Failed to create lwnode dummy rport ret $ret:%d:

Fa|led to create Iwnode dummy rport ret 123456




Variable Type Value Description

| nteger {Failure code} Failure code
Iwnode_rport_find_error 487198000314056710 Eg:olzgcal Eie Lwnoderport find error slb.http-proxy
Format csl—$err0r %s:. csllabel= rport find error
Example csl—Falled to flnd Iwnode dummy rportI cleabeI rport f|nd error
SYSLOG
Format $error:%s:
Example Failed to find Iwnode dummy rport!
Variable Type Value Description
error Stri ng Failed to find Iwnode dummy rport! error mmge
Format cn1—$ret %d: cnllabel=rserver create error
Example cn1=123456 cnlLabeI rserver create error
SYSLOG
Format Failed to create lwnode dummy rserver, ret $ret:%d:
Example Falled to create Iwnode dummy rserver, ret 123456
Variable Type Value Description

| nteger {Failure code} Failure code
Format —$error %s:. csllabel=service create error
Example csl=Failed to create dummy Iwnode service group cleabeI =service create error




Format $error:%os:

-"I-E;;\mple Fai I-ed to creaté dummy Iw-node servic;a group

m\;;iable Ty[-)e - V-alue - - Descripti(;n
error error msgy

String Failed to create dummy lwnode service group

Format csl=%error:%s:. cslLabel=service find error
-"I-E");;mple csl-=FaiIed to f-i nd lwnode -dummy ser\-/ice group c;leabeI=se-rvice find er-ror
'sYsLoG | | | | | | |
Format $error:%s:
.--I-E.;z-ample Fai I-ed to find I\-Nnode dum-my service éroup
m\};r-iable Typ-)e - V-alue - D@criptic;n
String Failed to find Iwnode dummy service group error msg
487198000314056706 gz::otgca' and E nT k}iv?no?lg: ?ng?:f&;aa;e key |warning | sib.http-proxy
isgiven
Format csl=$message:%s:. csll abel=message
-"I-E;;\mple csl-:cookie_ke;/ cleabeI:-meswge -
sYsL0G | | |
Format $message: %s:
."I-E;z-ample coo-kie_key -
---\-;z.:\.l-'iable Typ-)e - V-alue D&ecriptic;n
message String {Message} Message




Format cn1—$q_9<ceed %d: cnll abel —queue exceeded

Example ¢n1=1000 cnlL abel= queue exceeded
SYSLOG
Format Conn proxy queue depth exceeds limit ($q_exceed:%d:)
-"I-E.xernple ------ Corrn proxy queue depth @Zceeds Iimit"(1000) --------------------------
'--\-;er-iable ------ Type " Velue ---------- Deecriptiorr ----------------
q_exceed | nteger Queue limit
Format cn1—$q_excwd %d: cnll abel=queue exceeded csl—$d|rect| on:%s: cslLabel=Direction src—$|p %s: spt—$port %u: dst= $|p %s: dpt—$port %u:
-"I-E.xernple ------ ¢n1=1000 cnlL abel —queue exceeded csl—Forward cleabeI Direction src=1.1.1.1 spt =80 dst=1.1.1.1 dpt o
SYSLOG
Format Conn proxy queue depth exceeds limit ($q_exceed:%d:) $direction:%s: src=$ip:%s port $port:%u: dst=$ip:%s: port $port:%u:
'“I-E.xe-mple ------ Conn proxy queue depth exceeds I|m|t (1000) Forward src=1.1.1.1 port 80 dst=1.1.1.1 port ©
---\-;er-iable ------ Type Value Descrlptlon ----------------
q_exceed | nteger 1000 Queue limit
dlrectl on Stri ng " (Directiony D|rect| on
|p ---------- IPV4 Address {|pv4 addre&s} --------- i pv4 address "
port ------- Uns gned | nteger { Port} ---------------- "

proxy_queue_depth_exceeds v6 487198000314056738 BOth Local E1E HTTP queue depth exceeded slb.http-proxy

cn1=$q_exceed:%d: cnll abel=queue exceeded csl=$direction:%s: cslLabel=Direction c6a2=$src_v6:%s:. c6a2l abel=Source |Pv6 Address
spt—$port %u: 06a3—$deﬂ v6:%s. c6a3L abel=Destination IPv6 Address dpt—$port %u:

cn1=1000 cnlLabeI =queue exceeded csl= Forward cleabeI Direction c6a2=1::1 c6a2LabeI Source |Pv6 Address spt 80 c6a3=1::1
c6a3L abel=Destination IPv6 Address dpt=80




Format Conn proxy queue depth exceeds limit ($q_exceed %d:) $d|rect| on:%s: src—$|p %s: port $port:%ou: dst—$|p %s: port $port %u:

Example Conn proxy queue depth exceeds I|m|t (1000) Forward sre=1::1 port 80 dst=1::1 port 80

---\-;e:r-iable ------ Type Val ue Deecriptiorr ----------------
q_exceed | nteger 1000 Queue limit

d|rect| on Stri ng " (Directiony D|rect| on

|p ---------- IPV6 Address {|pv6 addre&s} --------- i pv6 address "

port ------- Uns gned | nteger { Port} --------- Port "

src_v6 ------ IP V6 Address {|pv6 addre&s} --------- i pv6 address "

dest w IPV6 Address {|pv6 addre&s} --------- i pv6 address "
Format csl=$queue full:%s: cslL abel=queue full

-"I-E")rernple ------ cs1;1ooo cle-ebeI =queue tull ----------------------------

SYSLOG
Format $queue full:%s:

-“I-E;e-mple ------ 000

m\-}er"iable ------ Type " Velue ---------- Deecriptiort ----------------
queue_full Strlng Queue limit
Format csl—$queue full:%s: cslLabel= queuefull 032—$d| rection:%s: cs2L abel=Direction src—$|p %s: spt—$port %ou: dst—$lp %s: dpt—$p0rt %uU:

-“I-E;e-mple ------ ¢s1=1000 cleabeI queuefull cs2=Forward cs2LabeI Direction src=1.1.1.1 spt—80 dst=1.1.1.1 dpt o

SYSLOG
Format $queue full:%s: $d| rection:%es: src—$|p %s: port $port %u: dst—$|p %s: port $port:%u:

Example 1000 Forward src=1.1.1.1 port 80dst=1.1.1.1 port 80




Variable Type Value Description
queue_full Stri ng 1000 Queue limit
d|rect| on - - - Stri ng - {Direction} - - - - Dlrectl on
|p - - - IPV4 Addr%s {|pv4 address} - - - |pv4 address
port - - - Unsi gned Integer { Port} - - P

proxy_queue full_v6 487198000314056739 BOth Local e HTTP queue full slb.http-proxy

csl=$queue full:%s: cslLabel=queue full cs2=$direction:%s:. cs2L abel=Direction c6a2=%src_v6:%s: c6a2L abel=Source |IPv6 Address

Format spt =$port:%ou: 06a3—$dei v6:%s: c6a3L abel=Destination |Pv6 Address dpt—$port %u:
.“I-E.;a-mple ¢s1=1000 cleabeI =queue fuII csZ—Forward csZLabeI Direction c6a2=1::1 c6a2LabeI Source IPv6 Addres spt=80 c6a3=1::1
c6a3L abel=Destination IPv6 Address dpt=80
sYsLoG | | | |
Format $queue full:%s: $direction:%s: src—$|p %s: port $port %u: dst—$lp %s: port $port:%ou:
H-I-E;omple - - - 1000 Forward src=1::1 port 80 dst=1::1 port 80
m\-};riable - - - Type Value - - - - D@cription
queue_full Stri ng 1000 Queue limit
dlrectl on - - - Stri ng - {Di rect|on} - - - - .“I-D"i"roction
|p - - - IPV6 Address {|pv6 addr&ss} - - - |pv6 address
port | |  Unsgredinege (Porg) | | | Fort
src_v6 - - - IP V6 Address { ip\-/6_address}- - - - |pv6 address -
dest v6 - - - IPV6 Addras {|pv6 address} - - - |pv6 address -
Format cnl=%$queue:%d: cnll abel=queue depth exceed

Example cn1=0 cnlL abel=queue depth exceed




Format Conn proxy queue depth exceeds limit ($queue:%d:)

Example Conn proxy queue depth exceeds limit (0)
---\-;ar-iable --------- Ty-pe V-alue --------------- Descriptioh --------------------
queue Integer 0-2147483647 total exceeds
Format cn1—$queue %d: cnllabel -queue depth exceed Csl—$d| rection:%s: cs1L abel=Direction src—$|p %s: spt= $port %u: dst—$|p %s: dpt—$p0rt %u:
'“I-E;a-mple --------- cn1=0 cnlLabeI queue depth exceed csl—Forward cleabeI Direction src=1.1.1.1 spt 80 dst=1.1.1.1 dpt—80 -----------
SYSLOG
Format Conn proxy queue depth exceeds limit ($queue %d:) $d|rect| on:%s: src—$|p %s: port $port %u: dst—$|p %s: port $port %u:
-"I-E;arnple --------- Conn proxy queue depth @«:eeds I|m|t (O) Forward src=1.1.1.1 port 80dst=1.1.1.1 port o
'--\-;ar-iable --------- Type Value Deecriptioh --------------------
gueue Integer 0-2147483647 total exceeds
dlrectl on Stri ng { Directiony I-:.).rr-ectlon "
|p ------------- IPV4 Address {|pv4 addre&s} ------------ i pv4 address
port ---------- Unsi gned | nteger { Port} -------------------

gqueue_depth_exceed_v6 487198000314056742 BOth Local e Queue depth exceed slb.http-proxy

cnl=$queue:%d: cnll abel=queue depth exceed cs1=%direction:%s:. cslLabel=Direction c6a2=$src_v6:%s: c6a2L abel=Source |Pv6 Address

Format spt—$port %u: c6a3—$dest v6:%s: c6a3Label=Destination |Pv6 Address dpt—$p0rt %u:

---I-E;a-mple --------- cn1=0 cnlLabeI =queue depth exceed csl= Forward cleabeI Direction c6a2=1::1 06a2LabeI Source IPv6 Address spt —80c6a3=11
c6a3L abel=Destination IPv6 Address dpt=80

SYSLOG

Format Conn proxy queue depth exceeds limit ($queue %d:) $direction:%s: src—$|p %s: port $port %u: dst—$|p %s: port $port %u:

-"I-E")tarnple --------- Conn proxy queue depth exceedsllm|t (O) Forward src=1::1 port 0ds=l:ipotso

Variable Type Val ue Deﬁcription




queue Integer 0-2147483647 total exceeds

direction Strmg {Direction} Direction
|p ---------- IPV6 Addreﬁ - {|pv6 addre&} ---------- i pv6 address
port ------- Unsi gned Integer { Port} ---------- Port
src_v6 ------ IP V6 Address {|pv6 addre&s} ---------- i pv6 address
d&t w IPV6 Address {|pv6 addrees} ---------- i pv6 address "
Format cnl—$co||ect 9%d: cnllabel=collect so far cn2—$@<ceeded %d: cn2L abel=collect exceeded
-“I-E.;rentple " " " cnl=1 cnlLabeI =collect so far cn2=0 cn2LabeI coIIect exoeeded ----------
‘syslog " S
Format Proxy queue full. collected $collect:%d: bytes exiting HTTP::collect... ($exceeded:%d:)
-"I-E")rernple " " " Pro-)-<y queuefu-l-l. coIIectedul bytes exm ng HTTP: :-oollect... (OI- " S
Variable " CTyee vawe " " " Desripton
collect | nteger 1-64000 Collect
exceeded ------ Integer ------------- en eple exceed Iog

queue full_v4 487198000314056741 BOth Loca' e Queue full slb.http-proxy

cnl=3$collect:%d: cnllabel=collect so far cn2=$exceeded:%d: cn2L abel=collect exceeded cs1=%direction:%s: csll abel=Direction src=$ip:%s:

Format spt—$port %u: dst=$ip:%s: dpt—$port %u:
-"I-E")rernple " " " cnl=1 cnlLabeI—coIIect so far cn2=0 cn2LabeI—coIIect exceeded csl—FonNard cleabeI Direction src=1.1.1.1 spt=80 dst 1111 dpt 0
‘sysog " S
Format Proxy queue full. collected $collect:%d: bytes exiting HTTP::collect... ($exceeded:%d:) $direction:%s: src=$ip:%s: port $port:%ou: dst=%$ip:%s:

port $port:%ou:
-"I-E")rernple " " " Proxy queuefull coIIected 1 bytes exiti ng HTTP: coIIect (O) Forward src=1.1.1.1 port 80 dst—l 111 port o

Variable Type VaI ue Deecrlptlon




collect Integer 1-64000 Collect

exceeded | nteger 0-1 enable exceed Iog
drrectr on - - - Stri ng - { Dr-rectr o Drrectr on

|p ------ IPV4 Addr&s {|pv4 address} ------ i pv4 address
port - - - Uns gned | nteger { Port} ------------

queue full_vé 487198000314056743 B"th L°°a' e Queue full dlb.http-proxy

cnl=%$collect:%d: cnll abel=collect so far cn2=$exceeded:%d: cn2L abel=collect exceeded csl=$direction:%s; cslL abel=Direction

Format c6a2—$src v6:%s. c6a2label=Source |Pv6 Address spt—$port %u: 06a3—$deﬂ v6:%s. c6a3L abel=Destination IPv6 Address dpt—$port %u:
---I-E;emple cnl=1 cn1LabeI =collect so far cn2=0 cn2LabeI coIIect exceeded csl—Fon/vard cleabeI Direction c6a2=1::1 06a2LabeI Source |Pv6 Address
spt=80 c6a3=1::1 c6a3L abel=Destination |Pv6 Address dpt=80
sYsLoG | | | | | |
Format Proxy queue full. collected $collect:%d: bytes exiting HTTP::collect... ($exceeded:%d:) $direction:%s: src=$ip:%s: port $port:%6u: dst=$ip:%s:
port $port:%ou:
-"I-E;emple - - - Proxy queue fuII coIIected 1 bytes exrtrng HTTP: coIIect (O) Forward src=1::1 port 80dst=1::1 port 80
---\-;e.riable - - - Type Value Da:rrptron
collect Integer 1-64000 Collect
exceeded - - - | nteger - o en ebl e exceed Iog
drrectr on - - - Stri ng - {Di rectron} ------- I-D"rr-ectlon
|p ------ IPV6 Address { |pv6 address} ------ |pv6 address
port - - - Unsi gned Integer o Port
src_v6 - - - IP V6 Address { ipy6_addre£s} ------- |pv6 address
dest_v6 - - - IPV6 Addreee { |pv6 addross} ------ |pv6 address
CEF

Format cn1—$hemer %d: cnllabel=too many header

Example cnl1=0 cnlLabeI =too many header




Format HTTP request contains more than $header %d: headers
'“I-E.;r.etrnple ------ HTTP requeﬂ contains more than 0 heeders ------------------------
---\-;e:r-iable ------ Type Val I | D@criptioh ----------------
Integer header number

too_many_headers ip 487198000314056749 BOth Local e Too many headersin request slb.http-proxy

sre=$src_ipv4:%s: c6a2=$src_ipv6:%s: c6a2l abel=Source |Pv6 Address spt=$port:%ou: dst=$ip:%s. c6a3=$dst_ipv6:%es. c6a3L abel=Destination

Format IPv6 Address dpt—$port %u: csl—$vrp %s: cleabeI-vrp cn1—$/port %(d: cnllL abel —vport cn2—$heeder %(d: cn2L abel=too many header
-“I-E;;mple ------ src=1.1.1.1 c6a2=1::1 c6a2L abel=Source |Pv6 Address spt=80 dst=1.1.1.1 c6a3=1::1 c6a3L abel=Destination IPv6 Address dpt=80 csl—vrp ----------
cslLabel=vip cn1=0 cnlLabel=vport cn2=0 cn2L abel=too many header
SYSLOG
Format src=$src_ipv4:%s:. src=$src_ipv6:%s: port $port:%u: dst=$dst_ipv4:%s. dst=$dst_ipv6:%s. port $port:%ou: $vip:%s: $vport:%d: HTTP request
contains more than $header %(d: headers
'“I-E.;z-arnple ------ src=1.1.1.1 src=1::1 port 80 dst=1.1.1.1 dst 1:1 port 80vrp OHTTP request contains more than 0 heeders ----------------
---\-;er-iable ------ Type Value Descrrptlon ----------------
src_ipv4d IP V4 Address {ipv4_address} ipv4 address
src_| o IP V6 Address {iptre_addrels} ----------- i pv6 address "
port ------- Unsi gned | nteger { Port} ----------- Port
dst_| o IP V4 Address {|pv4 addre&s} ---------- i pv4 address
dst_r o IP \)6 Addrees" {|pv6 address} ---------- |pv6 address
vrp -------- Stri-hg " {V|rtual Server Name} " " " V|rtual Server Name
ot meger oeest Virtua Port
header ------ Integer " o0 header number"

IPV4 Address { |pv4 addr&s} ipv4 address

too_many_response_header 487198000314056718 BOth LocaJ e Too many response header slb.http-proxy




Format cn1-$header %d: cnllabel=too many response header

Example cn1=0 cnlLabeI =too many responee header
SYSLOG
Format HTTP response contains more than $header %d: headers
-"I.E;ample --------- HTTP r&ponse contains more than 0 headers --------------------------------
m\r.ar-iable --------- Type Value ------------ Dw:riptioh --------------------
Integer header number

too_many_response_header_ip 487198000314056750 Botholzgcal e Too many response header slb.http-proxy

sre=$src_ipv4:%s: c6a2=$src_ipv6:%s. c6a2l abel=Source |Pv6 Address spt=$port:%u; dst=$ip:%s: c6a3=$dst_ipv6:%os: c6a3L abel=Destination

Format IPv6 Address dpt-$p0rt %uU: csl-$/|p %s: csllabel=vip cnl-SWport %d: cnllLabel —vport cn2-$header %d: cn2Label=too many response header
'-;;mple --------- src=1.1.1.1 c6a2=1::1 cGa2LabeI Source |Pv6 Addr%s spt=80 dst=1.1.1.1 c6a3=1::1 c6a3L abel=Destination | Pv6 Address dpt=80csl=vip
cslLabel=vip cn1=0 cnlL abel=vport cn2=0 cn2L abel=too many response header
SYSLOG
Format sre=$src_ipv4:%s: sre=$src_ipv6:%s: port $port:%ou: dst=$dst_ipv4:%s: dst=$dst_ipv6:%s: port $port:%ou: Svip:%s: $vport:%d: HTTP response
contains more than $header %d: headers
-"I.E;ample --------- src=1.1.1.1 sre=1::1 port 80 dst=1.1.1.1 dst 1:1 port 80 V|p OHTTP response contains morethan Ohesdes
m\.;ar-iable --------- Type Value Deecrlptlon --------------------
src_ipv4 IP V4 Address {ipv4_address} ipv4 address
src_l o IPV6 Addrees {ipy6_addreG§ -------------- i pv6 address
port ---------- Unsi gned | nteger { Port} --------------- Port
dst_r oa IP V4 Address {|pv4 address} ------------- i pv4 address
dst_| o IPV6 Addr&s" {|pv6 addre&} ------------- |pv6 address
vrp ----------- Stnng " {V|rtual Server Name} ------------ V .rr-t-ual Server Name
ot mee oo © Vim Port
header --------- Integer 090 --------------- header number

ip IPV4 Addras {ipv4_address} ipv4 address




unknown_cookie 487198000314056705 | B0t Local and AU E CE8 TR (TES warning | sb.http-proxy
Remote unknown format
CEF

cnl=$cookie:%d: cn1l abel=unknown cookie length cs1=$direction:%s: csllL abel=Direction src=$src_ipv4:%s. c6a2=$src_ipv6:%s:

Format c6a2L abel=Source |Pv6 Address spt= $port %u: dst—$|p %s: 0666—$dst |pv6 %s: c6a3Label=Destination IPv6 Address dpt—$port %u:
---I-E;ornple ------ cn1=1000 cnlLapeI unknown cookie length cs1=Forward cleabeI Direction src=1.1.1.1 c6a2=1::1 06a2LabeI Source IPv6 Addreﬂs =80
dst=1.1.1.1 c6a3=1::1 c6a3Label=Destination |Pv6 Address dpt=80
SYSLOG
Format HTTP Cookie header has unknown format (Ien = $cookie:%d:, $direction:%s: src=$src_ipv4:%s: src=$src_ipv6:%s. port $port:%ou:
dst= $d§ - ipv4:%s: dst—$dst _ipv6:%s: port $port %u: )
-“I-E.;rornple ------ HTTP Cookie header has unknown format (len = 1000, Forward src=1.1.1.1 src=1::1 port 80 dst 1111 dst 1::1 port 80) ------------
'--\-;o:r-iable ------ Type Val ue Descrlptlon ------------
cookie | nteger {Cookie_length} Cookie Iength
d|rect| on Stri ng " {Directiony Dlrectl on
src_l o IPV4 Addrss - {|pv4 addreﬁ} ---------- i pv4 address
src_| o IPV6 Addre$ {|pv6_addre$} ---------- i pv6 address "
ot Unsgredimeger (PO} Port
dst_| ova IP V4 Address {|pv4 addr&&s} ---------- i pv4 address
dst_r we IPV6 Address { |pv6_addras} ---------- |pv6 address
---------------- IPV4 Address { |pv4 addreﬂs} - " " " |pv4 address
Format csl=$vsname:%s: csllabel=vserver name cnl=$port:%d: cnll abel=vport number
Exampl e csl;vi rtual_serr/er_narne oolLabeI =vsorver name on1=80 cnlL abel =vporr- wmber
SYSLOG
Format HTTP Retry on virtual server &/sname %s:. service port $port %d:.
'“I-E.;ro—mple ------ HTTP Retry on virtua server virtual_server_name service port o,

Variable Type Val ue Description




vsname String {Vlrtuei Server_Name} Virtual Server Name

port Integer {V|rtual _port_| number} virtual port number
486986894081523717 gzt:olggcal iy Decompression length error slb.hw-compress

Format cn1—$len %d: cnllabel decompr ion length

Example cn1=1000 cnlLabeI decompron Iength

SYSLOG

Format decompr onlen= $Ien:%d:

Example decompr ion Ien 1000

Variable Type Value Description

Integer {Compr Telg| Iength} Compression Iength

486986894081523716 gg::olggcal Ene Deflate string length error slb.hw-compress

Format cs1=%str:%s: cslL abel=deflate error

Example csl=Length check fails cslLabel=deflate error

SYSLOG

Format $str %s:

Example Length check fails

Variable Type Value Description

str String {Compression_string} Compression stri ng
486986894081523714 ggt;tolggcal el Unknown decompression error slb.hw-compress

CEF

Format —$error %s: csllabel decompron error

Example csl= Deeompr ion error cs1L abel decompr jon error




SYSLOG
Format $error:%s
-"I-E");;mple - - - Decompr or; error
m\};iable - Type V;':tlue - - - - - D&cripti(;n
error String {Compron strlng} Compression stri ng
Format cn1—$len %d: cn1label=total len cn2—$|n|t%d cn2Label= |n|tcn3—$f|n %d: cn3Label=fin
-"I-E;;mple - - - ¢cn1=1000 cnlLabeI =total Ien cn2=1 cn2LabeI init cn3=1 cn3LabeI =fin
‘sysoc | | |
Format compron len = $len:%d:, |n|t—$|n|t %d:, f|n—$f|n %d:
-“I-E;;mple - - compr&wonlen 1000, init =1, fin=1
---\-;e.x.r-iable - - - Type Value - - - - Descripti(;n
len Integer {Compression_length} Compression Iength
|n|t - - - Intéger {Cc->mpr on_-i nit} - - Compr ion init
--------- - - Integer {Compron f|n|sh} - - “E(.).r-npron finish
Format cnl—$|en %d: cnlLabeI—comprmon Iength
-“I-E;;mple - - - ¢n1=1000 cnlL abel= compr&won Iength
sysoc | |
Format compression len = $len:%d:
-"I-E");z;rnple - - - corﬁpr on Ie-n = 1000 -
m\};r-iable - - Tybe - V-alue - - - - - Deﬁcripti(;n

len Integer {Compression_length} Compression Iength




proxy_line_long 487285961244278785 zgzotgcal e IMAP linetoo long slb.imap-proxy
CEF

Format cn1—$len 1:%u: cnllabel=len cn2—$|en 2:%u: cn2Label=len - 2 csl—$request %s: csllabel= request line
-"I-E;emple - - - ¢cn1=1000 cnlLabeI len cn2=2000 cn2LabeI Ien 2 csl—lmap reques csll abel= reques line -
‘sysoc | |

Format IMAP line too Iong len $Ien 1:%u:, len $len_2:%u: request_line $request %s:

-“I-E;e-\mple - - - IMAP line too Iong len 1000, len 2000 request I|ne |map request
---\-;er-iable - - - Type Value - - Descriptien

len 1 Unsigned Integer {Length_l} Length 1
Ien_2 - - - Unei gned Inteéa {Length 2 Length 2
request - - - Stri-ng - {IMAP requeﬂ} ------ IMAP requeﬂ

Format —$SerV| ce:%s:. csllabel=Service name
-“I-E;emple - - - csl=servicel cleabeI =Service name
‘sysoc | |

Format Service $serV|ce %s: contains no class-list or asa- pollcy for authentication
-"I-E");emple - - Service servicel contains no class-list or aaa- p0I|cy for authenucatlon
---\-;e}iable - - Type Value - - chriptien

service Stri ng {serw ce name} service name

Format csl=%file:%s: csll abel=source file name cn1—$I|ne %d: cnllabel=line number in source file

Example csl=filel cleabeI =source f|Ie name cn1=1110 cnlLabeI I|ne number in source f|Ie




Format Server connection failure at $file:%s: : $Iine:%d:

Example Server connection faJIureatfllel 1110
m\;;-iable " " " Type Value " " " "D@criptic-)-n ----------
file String {flle name} file name
Ilne ------- Intt-a-ger " {Ilne number} ---------- li | ;;number
N e e o N
Remote
Format -$I 0g:%s: csllabel= Iog message
-"I-E;;mple " " " csl=test123 csllLabel=log message S
sysoc " S
Format $log:%s:
Example " w13
---\-;z.a.r"iable " " " Typ-)-e " V;Jue " " " " "Descriptic-)-n ----------
Strmg {Iog me;%ge} log message
Format —$error str:%s: cslLabel=error strlng cn1—$msg type:%d: cnllabel= Mamge type cn2—$msg length:%d: cn2Label= Ma&agelength
"-I-E;;mple " " " csl=Ib mssql _process_server _prelogln response; ERROR: notaprelogmr%ponse message. cslL abel=error strlng cnl= 1cn1Labe| Message type
cn2=0 cn2L abel=Message length
sYsL0G " " ]
Format $error Str:%s: $msg type:%d: $msg_| Iength %d:
"-I-E;z-a-mple " " " Ib mssql _process server _prelogln response ERROR: notapreloglnresponse messge 10
-“\};'-iable " " " Type Value D@crlptic-)-n ----------
Ib_mssgl_process server_prelogin_response: ERROR: not
a prelogin response message.
error_str String Inl: ggzgl. _process_client_prelogin: ERROR: not a prelogin arror message

Ib_mssgl_process client_login: ERROR: not alogin



message.

1
4
Integer 16 message type
24
18

| nteger 0-65536 length

Format cn1—$daddr %x: cnllabel=Destination address

-"I-E;emple cn1=0x1 cnlLabeI Destination address

sYsLoG
Format can not found route daddr $daddr %X:

-“I-E;emple can not found route daddr Ox1

---\-;et-'iable Type Value - - - - - Dacriptien
daddr Hexadecimal Integer {deﬁ addr} dest addr

Format —$Server name:%s: cslL abel=server name 032—$err0r str:%s: cs2L abel=error strlng
-“I-E;emple csl=sdl templ atel cleabeI =server name csz—faled to create SSL CTX csZLabeI =error string
sYsL0G

Format Server SSL template $server name:%s:. $error_str:%s:

-"I-E");emple Server SSL templ ate sl templ atel falled to create SSL CTX
---\-;e.r-iable Type Value - - Deecriptien
server_name

String {templ ae name} template name

failed to create SSL CTX
private key passphrase error
failed to open certificatefile
certificate parsing failed




failed to open private key file
key parsing failed
error_str String failed to check cert/key error message
another SSL. Module have been enabled in the system
failed to create SSL Engine
failed to check matching CRL/CA
failed to load CRL, file format error
Context creation failed as maximum number of SSL
contexts limit is reached

Format cnl=$token_type:%x: cnllabel=Token type

Example ¢cn1=0x0 cnllL abel=Token type

SYSLOG

Format Ib_mssgl_process _server_login_reply: received unknown token $token_type:%x:

Example Ib_mssgl_process _server_login_reply: received unknown token 0x0

Variable Type Value Description
0x0
Ox1
0x2

token_type Hexadecimal Integer  Ox3 token type
Ox4
0x5
Oxff

Format cn1=%i:%d: cnlL abel=authentication error
-“I-E;;mple - - - cnizl cnlLabéI :authentic;'amion error -
‘sysoc | - | | |

Format Client password authentication failure ($i:%d:)

Example Client password authentication failure (1)

Variable Type Value Description




| nteger shaindex

Format csl—$| 00:%s: cslLabel= Iog message

-"I-E;;mple - - - csl=test123 cleabeI log ma@age -

‘sysoc | |
Format $log:%s:

Example | ez

-“\};iable - - - Ty[-)e - V-alue - - - - - Dacripti(;n

Strlng {Iog m&wge} log message

Format csl=$username:%s:. csll abel=user name

-“I-E;;mple - - - csl-:testuser12-3 csllabel :-user name -

sysoc | - | | |
Format Ib mysql send_login | request to_server: ERROR, user $username %s: not found in DB

-"I-E;;mple - - Ib mysql send Iog|n requeﬂ to_server: ERROR, user testuser123 not foundln DB

m\};r-iable - - - Type Value Da:riptic-)n
username Stri ng { username} username
Format csl=$username:%s:. csllabel=user name

-"I-E;;mple - - - csl-=user1 cleabeI =user r-1ame -

‘sysoc | - | |

Format couldn't find a password for user $username:%s:




Example couldn't find a password for user userl

Variable Type Value Description

username Stri ng { username} username
487057262825701380 gz::olggcal e password length error sb.mysql

Format cnl=$passlen:%x: cnll abel=password length

Example cn1=0 cnlL abel=password length

SYSLOG

Format Ib_mysgl_process login_request ERROR: password length is $passlen:%x:

Example Ib_mysgl_process_login_request ERROR: password length is O

Variable Type Value Description

Hexadecimal Integer 0-20 password Iength
ssl_error 487057262825701379 Sl HeEl Sl SSL server error error slb.mysqgl
Remote

Format —$sname %s: cslLabel=server name csz—$error %s:. cs2Label=error strmg

Example csl=sd templ atel csll abel=server name cs2=failed to create SSL CTX cs2L abel=error string

SYSLOG

Format Server SSL templ ate $sname Ys: $error %s:

Example Server SSL template sl templ atel falled to create SSL CTX

Variable Type Value Description

sname String {templ ae name} template name

failed to create SSL CTX
private key passphrase error
failed to open certificatefile
certificate parsing failed
failed to open private key file
key parsing failed
error String failed to check cert/key error message




another SSL. Module have been enabled in the system
failed to create SSL Engine

failed to check matching CRL/CA

failed to load CRL, file format error

Context creation failed as maximum number of SSL
contexts limit is reached

csl=%resource_name:%s: cslL abel=Resource Name cnl=$resource count:%d: cnllL abel=Resource Count cn2=$threshold_percent:%d:

Format on2L abel=Threshold Percent cn3=Sireshold value:96c: cndl abel=Threshold Value

'--I-E;etnple --------- csl—real -server-count cleabeI Resource Name cn1=8192 cnlLabeI Resource Count cn2=75 cn2LabeI Threshold Percent cn3=10000
cn3Label=Threshold Vaue

SYSLOG

Format SLB Resource $resource_name:%s: ($resource_count:%d:) is now above threshold percentage ($threshold_percent:%d:%) of maximum allowed
($thr@hold value:%d:)

-“I-E;emple --------- SLB Resource real -server-count (8192) is now abovethreehold percentage (75%) of maximum allowed (10000) -----------------

'--\-;e:r-iable --------- Type Val ue Descrlptlon -----------------

resource_name Stri ng {Resource name} Resource name

-“r-;)-urce count -------- Integer {Resource count} ------------ t;eeeurce count

threehol d _percent ------ Integer {threshol d _peroent} threshold percent

threshol dvae | nteger {threehol d va ue} threehol dvalue

csl=$resource_name:%s: csllabel=Resource Name cnl=$resource_count:%d: cnllLabel=Resource Count cn2=$threshold_percent:%d:

Format o2l abel=Threshold Percent cn3=Sthreshold_value:9d: cndL abel=Threshold Value
---I-E;ernple --------- csl= real -server-count cleabeI Resource Name cn1=8192 cnlLabeI Resource Count cn2=75 cn2LabeI Thrwhold Percent cn3=10000
cn3Label=Threshold Vaue
SYSLOG
Format SLB Resource $resource_name:%s: ($resource_count:%d:) is now below threshold limit ($threshold_percent:%d: %) of maximum allowed

($thr@ho|d value:%d:)

Example SLB Resource real -server-count (8192) is now bel ow threehold limit (75 %) of maximum aIIowed (10000)




Variable Type

Value Description

resource_name String {Resource name} Resource name
mr-;ource count- " Inteoer {Resource count} .“I-?eoource count
threshol d J)ercent " " Inteoer {thr&ehol d J)eroent} thr&ehold percent
threshold value " " | nteoer {threﬁhol d_val ue} threehol dvalue

secure_gaming_crc_drop 488007240872099841 BOth Local ene Secure Gaming Packet Drop slb.secure-gaming

sre=3src_ip:%s: spt=$src_port:%d: dst=3dst_ip:%es: dpt=$dst_port:%d: cn1=$pkt_fwd:%u: cnll abel=Secure Gaming Forward cn2=$pkt_drop:%ou:

Format cn2L abel=Secure Gaming Drop
-"I-E")rarnple src=1.2.34 spt—O dst=1.2.34 dpt 0 cn1=1234 cnlLabeI =Secure Gammg FonNard cn2=1234 cn2LabeI Secure Gammg Drop ----------
SYSLOG
Format Secure gaming Drop: Source IP=$src_ip:%s:, Source Port=$src_port:%d:, Dest IP=$dst_ip:%s:., Dest Port=$dst_port:%d:, Forward
count=PARAM ::pkt_fwd:%u: aIIowed{ Forward count:e: 1234} Drop count=PARAM: pkt drop %u: aIIowed{ Drop count:e:1234} :
---I-E;arnple Secure gaming Drop Source |P=1.2.3.4, Source Port=0, Dest 1P=1.2.3.4, Dest Port=0, Forward count=PARAM::pkt_{ fwd %u: aIIowed{ Foward
count:e:1234} :, Drop count=PARAM: pkt drop %u; aIIowed{ Drop count:e: 1234}
---\-;ar-iable : : : Type Value "Deecription ----------
src_ip IP V4 Address {source_i pv4_address} source ipv4 address
merr:;)ort " " " Integer 0-65534 " source port
dst_rp " " " IPV4 Address {deﬂ ipv4d_: address} d%t ipvd address
mc-Iet;Jort " " " Integer 0-65534 dest port
pkt_fwd " " " Unsi gned Integer {Forward count} Forward count
mo.l;t"drop Unsi gned Integer { Drop oount} Drop count

Format csl=%rserver_name:%s: cslL abel=Server Name cs2=$action:%s: cs2L abel=Action

csl=rea_server_name csllL abel=Server Name cs2=created cs2L abel=Action




Format Server $rserver_name:%s is $action:%s:
-"I-E");a-mple " " " Server real_server_nameis created e
"Val-iable " " Type Value " " " " [ D&criptiep ----------
rserver_name String {Server name} Server name
action String gﬁgz action type
became negative
Format csl=$rserver_name:%s:. cslL abel=Server Name
-"I-E");alnple " " " csl;real_serve-r-_name csll:abel =Server Neme
sysoc " - " " JE
Format Real Server $rserver name:%s: reservation count has fallen below 0
-“I-E;a-mple " " Real Server real _server_name reservation count hasfallen below o
"V.al-'-iable " " " Type Value " [ Descriptipp ----------
rserver_name String {Server_name} Server name

Both L ocal and Static/Dynamic (for a different
duplicate_dynamic_server 486758195662946311 hostname) SLB server with the | warning slb.server
Remote .
same | P already exists

csl=%rserver_name:%s; cslL abel=Server Name cs2=$ip:%s:. cs2L abel=IP Address cs3=$dynamic_rserver_name:%s:. cs3Label=Dynamic Server

Name
-“I-E;a-mple csl= real _server_name cleabel =Server Name cs2=1.2.3.4 cszLabel IP Addr&s cs3=-DRS-1.1.2.3. example com csSLabel Dynamlc Server Name
SYSLOG
Format Hostname server $rserver name:%s: failed to create a dynamm server with |P $ip:%s: (dupllcate IPas $dynamm rserver_name: %s)
-"I-E");a-mple " " Hostname server real _server_name falled to create adynamm server W|th IP1234 (dupllcate IPasDRS-1.1.2.3. example om
"Va.r"iable " " Type " Value - - DeSCI’Ip'[IOI’l ----------

rserver_name String {Server_name} Server name




ip String {ipv4_or_v6_ajdress} ipv4 or v6 address

dynamic_rserver_name String {exrstrng_dynamm server name} existing dynamrc server name

Limit or Conn Rate Limit

Format —$rserver name:%s:. csll abel=Server Name c32—$re®n %s:. cs2L abel=Reason cn1—$I|m|t %u: cnllabel=Limit
-"I-E")remple - - - csl=real_server_name csllL abel=Server Name cs2=connection limit cs2L abel=Reason cn1=1 cnllL abel=Limit
‘sysoc | |

Format Server $rserver name: %s: $reason %s: $limit:%u: exceeded
.“I-E.;z-ample - - Server real_server_name connectronlrmrt 1exceeded -
---\-;er—iable - - - Type Value - - - D@criptien

rserver_name String {Server_name} Server name

. n String connection limit ; n
connection rate limit %50

limit Unsrgned Integer 1-64000000 limit
unavailable
Format —$remn %s: csllabel=Reason
-"I-E")remple - - - csl=no rserver mac entry available cslL abel=Reason
‘sysoc |
Format $remn %s:
.--I-E;emple - - no rserver mac entry avalable
---\-;e.r-iable - - - Type Value - - - - - Deecriptien
reason String no rserver mac entry available reason

Both Local and Informatron about GSLB




Format Csl—$reason %s: cslL abel=Reason

Example cs1=Number of GSLB serviceips exceedsthe wstem or L3v I|m|t cleabeI Reason
SYSLOG
Format $reeson'%s
-"I-E")reﬁple ------ Number of GSLB service |ps exceedsthe wstem or L3v I|m|t ----------------------
'--\-;er-iable ------ Type e Deﬁcriptierr ----------------
reason String II?IrLTJ]rirtrber of GSLB service ips exceeds the system or L3v reason
Format csl=%rserver_name:%s:. cslL abel=Server Name
ExampI e csl;real_serve-r-_name csll:abel :Server Neme
SYSLOG
Format Resume accepting connections on server $rserver_name:%s:
-"I-E;ernple ------ Reeeme acceptr eg connectr ens on server real_ser\rer_narne ------------------------
'--\-;er-iable ------ Tyee " Velue ---------- Deecriptierr ----------------
rserver_name Strlng {Server name} Server name
Format —$rserver name:%s:. cslLabel=Server Name cn1—$port %u: cnllabel=Port c52—$fa|Iure reason:%s: cs2L abel=Failure Reason
-"I-E;e-mple ------ csl—real _server_name cleabeI Server Name cn1=0 cnlLabeI Port 032—@<ceeded reaI _server_connection_| I|m|t csZLabeI Fallure Reason
SYSLOG
Format Server $rserver name: %s(port $port:%u:) selection fa|lure($fallure reason: %s)
'“I-E;e-mple ------ Server real_server name(port 0) selectlon faulure(exceeded real_server_connection I|m|t) ------------------
---\-;er-iable ------ Type Value Descriptiee ----------------

rserver_name String {Server_name} Server name




Unsigned Integer 0-65534 Server port

String {farlure reason} failure reason

csl=$rserver_type:%s: csll abel=Server Type cs2=%rserver_name:%s: cs2L abel=Server Name cs3=$rserver_hostname:%s: cs3L abel=Server

Format Hosthame cs4—$state %s: csALabel=Server State

---I-E;emple cs1=SLB server csll abel=Server Type cs2=real_server_name cs2L abel=Server Name cs3=1.2.3.4 cs3L abel=Server Hostname cs4=disabled
csAlL abel=Server State

SYSLOG | |

Format $rserver _type:%s: $rserver name: %s: ($rserver hostname: %s) is $state %s:

-"I-E")remple SLB server real _server_name (1.2.3. 4) is dlsabled

'--\-;er-iable Type Value - - - Descriptien

rserver_type String {server_type} server type

mr-ee.r-ver_name Stri-ng {Server name} - Server name

rserver hostname Stri-ng - {|pv4 or_v6 addre&s} - - - |pv4 or v6 address

sate ' | | | e

String {new_health_status} new health status

status send_err

Both Local and SLB Server error in sending

486758195662946315 health status update from information | slb.server

R
Smote Master to Blade

csl=%rserver_type:%s:. cslL abel=Server Type cs2=%rserver_name:%s. cs2L abel=Server Name cs3=%$rserver_hostname:%s:. cs3L abel=Server

Format Hostname cs4—$state %s: csALabel=Server State
'“I-E;emple cs1=SLB server cleabeI Server Type cs2=real_server_name csZLabeI Server Name ¢s3=1.2.3.4 csSLabeI Server Hostname csA—drsabled
csAL abel=Server State
sYsL0G | |
Format $rserver_type:°/os $rserver_name:%s: ($rserver_hostname:%s) is $state:%os:
'“I-E;emple SLB server rea_server_name (1.2.3. 4) is disabled - -
---\-;eriable Type Value - - - Deecriptic;n
rserver_type String {server_type} server type




rserver_name String {Server name} Server name

rserver_| hostname String {|pv4 or_v6 addrees} ipv4 or v6 addrees

Strlng {neN health sIatus} new health status

Both Local and SLB server ES excwded its

csl=$rserver_name:%s: csll abel=Server Name cs2=$reason:%s:. cs2L abel=Reason cn1=$limit:%u: cnlLabel=Limit cs3=$threshold:%s:

Format cs3Label=Threshold Variable cn2=$resume:%u: cn2L abel=Resume Threshold
'-;;mple ------ csl;real_serve-r-_name cs_ll:abel :Server Name csz--:connecti or1- limit cszL-ebeI :Reaso-r-1 cnl=1 cni-L abeI:Lim-i-t c§:connecti on counr -----------
cs3Label=Threshold Variable cn2=1 cn2L abel=Resume Threshold
SYSLOG
Format Server $rserver_name:%s: $reason:%s: $limit:%u: exceeded, decline new connections until $threshold:%s: falls below resume threshold of
$rasume 9%U:
-"I-E")re-mple ------ Server real_server_name connection limit 1 exceeded, decline new connections until connection count falls below resume threshold of 1~
'--\-;er-iable ------ Type Value Deecrlptlon ----------
rserver_name String {Server_name} Server name

" n Strin connection limit r n
€20 9 bandwidth rate limit a0

limit Unsigned Integer 1-64000000 limit
threshold String (r:;)tr;nectlon count type of threshold
resume Uns gned I nteger 1-16777216 resume thr&shol d

action 486758470540853250 BOth Local I SLIE) SERET (RO (I ETER IR B information | slb.server.port
deleted successfully.

cnl=$port:%u: cnll abel=Port cs1=%type:%s: cslLabel=Type cs2=$rserver_name:%os: cs2Label=Server Name cs3=$action:%s: cs3L abel=Real

Format Server Port Action
Example cnl=0 cnlLabeI Port cs1=TCP cleabeI TypecsZ SLB server csZLabeI Server Name csS—creaIed cs’BLabeI Real Server Port Action
SYSLOG

Format Port $port:%u: type $type:%s:. on server $rserver_name:%s: is $action:%s:




Example Port O type TCP on server SLB server is created

Variable Type Value Description

port Unsigned Integer 0-65534 Server port
. TCP
type String UDP port type
rserver_name String {server_type} server type
. . created .
action String deleted action type
conn_resv 486758470540853256 eI lezl End S8 SERET (271 FEEYETET warning sib.server.port
Remote count became negative
Format -$rserver name:%s:. cslLabel=Server Name cn1-$port %u: cnllabel=Port
Example csl=real_server_name cleabeI Server Name cn1=0 cnlLabeI Port
SYSLOG
Format Real Server $rserver name:%s: service port $p0rt %u: reservation count has fallen below 0
Example Real Server real _server_name service port 0 reservation count hasfallen below 0
Variable Type Value Description
rserver_name Stri ng {Server_name} Server name
port Unsi gned Integer 0-65534 Server port

Could not find the

Both Local and

critical 486758470540853249 authentication server associated | critical slb.server.port

RSOt with this sib server.
CEF
Format csl=%reason:%s: csll abel=Reason
-"I-E;emple - - - csl-=FaiIed to f-ind authmti-cation server for this reel port cle-abeI=Reaso-n
sysoc | - | | | | | |
Format $reason:%s:
'"I-E");z;\mple - Fail-ed to find euthenticati en server for- thisrea pert

Variable Type Value Description




String Failed to find authentication server for this real port aam server failure

dampening

Both Local and SL B Real Server Port down due

486758470540853260 Remote to dampening. Flaps exceeded information | slib.server.port

max flapsin configured period.

csl=$server_type:%s: csllabel=Server Type cs2=$rserver_name:%s: cs2L abel=Server Name cn1=%port:%u: cn1lL abel=Port

Format cn2=$down_time:%u: cn2L abel=Port down time

'"I-E")remple csl-=SLB server cslL abel =-Server Type 052=reai_eerver_name cs2L abel =éaver Name cnl=0 cniLabeI=Porr cn2=1 cn2LabeI=Port oown time -
'sYsL0G | | | | | | | | | | | | |
Format $Server _type:%s: $rserver_name:%s: port $port:%u:is down due to dampenl ng. Port will come back upin $down time:%u: seconds.

-“I-E;emple SLB server reel _server nameport Ois down due to dampenmg Port will come back up inl mnds

"-\-;e.riable Type Value Dacrlptlon

server_type String {server_type} server type

mree.rver_name Stri ng - {server_name}- - - - server name

port Uns gned | nteger 0- 65534 - - server port

mc-i.ovvn_tl me - - - - oo

Unsigned Integer 1-4095 Configured Dampen| ng Time

Back Server was disabled from

486758470540853252 | Both Local and selection for new connections. | 1« avion | slb.server.port
Remote Connectionswill resume for

primary server(s)

Format —$rserver name:%s: csllabel=Server Name cn1—$port %u: cnllabel=Port
-"I-E")remple csl—real _server_name cleabeI Server Name cn1=0 cnlLabeI Port
sYsLoG
Format Disabled new connections on backup server(s), resume primary server $rserver_name:%s port $p0rt:%u:
mI-E;empIe Dmbled new connections on backup server(s) resume prlmary server real_server_name port 0
---\-;e.riable Type - Value Deecrlptlon
rserver_name Stri ng {Server_name} Server name
port Unsi gned Integer 0-6-5534 - - - - Server port




Both Local and SLB Server Port selection failed

486758470540853253 Remote due to exceeding conn limit or warning slb.server.port

conn rate limit on the port

csl=%rserver_name:%s:. csllabel=Server Name cnl=$port:%u: cnll abel=Port cs2=$reason:%s. cs2L abel=Reason cn2=3$limit:%u:

Format cn2L abel=Limit

-"I-E;emple - - - csl—real _server_name cleabeI =Server Name cn1=0 cnlLabeI Port cs2=connection I|m|t csZLabeI Reason cn2=1 cn2LabeI Limit
‘sysoc | |

Format Server $rserver name:%s. service port $port:%ou: $reeeon %s: $limit:%u: exceeded

'“I-E;emple - Server real_server_name service port 0 connection limit 1 exceeded -

---\-;e:riable - - - Type Value - - Description

rserver_name Strmg {Server name} Server name

port - - - Uns gned Integer o-ess4 Serv er port

reason String connection limit limit reason
connection rate limit

limit Uns gned | nteger 1-64000000 limit value
Format cn1—$port %u: cnllabel=Port cn2—$I|m|t %u: cn2L abel=Rate Limit cn3—$l ockup JJenod %u: cn3Label= Lockup Period
'--I-E;emple - - - cnl=0 cn1LabeI Port cn2=1 cn2Label=Rate Limit cn3=1 cn3LabeI Lockup Period
syslog | | |
Format Port $port %u: ICMP packet rate limit $limit:%u: exceeded. Drop ICMP packets to thisinterface for next $Iockup _perlod %u: seconds
-"I-E")temple - - - Port 0 ICMP pa:ket rate limit 1 exceeded Drop ICMP packets to thisinterface for next 1 %conds
'--\-;er-iable - - - Type Value Deecrrptron
port Unsigned Integer 0-65535 rserver port number
I|m|t - - - Unei gned | nteder 1-6-5535 ------- i cmp v4 max rate limit
-“I-ocl-<up J)erlod - - Unsigned Integer 1-1-6383 ------- |cmp v4 Iockup period

| lsiicaaw Jsssevepouowee [ [




CEF

Format cn1—$p0rt %u: cnll abel=Port cn2—$I|m|t %u: cn2L abel=Rate Limit cn3—$| ockup J)erlod %u: cn3Label= Lockup Period
'--I-E.;rarnple " " " cnl=0 cnlLabeI Port cn2=1 cn2LabeI Rate Limit cn3=1 cn3LabeI Lockup Peiod
‘sysog " S
Format Port $port %u: ICMPV6 packet rate limit $limit:%u: exceeded. Drop ICMPV6 packets to thisinterface for next $lockup _perlod %u: seconds
-"I-E;arnple " " " Port 0 ICMPV6 packet rate limit 1 exceeded. Drop ICMPV6 packets tothisinterface for next 1 seconds
m\rar-iable " " " Type Value Descrlptlon ----------
port Unsigned Integer 0-65535 rserver port number
I|m|t ------ Unei gned Integ"er 1-6-5535 ----------- i cmp v6 max rate limit
Iockup J)erlod " " Uns gned Integer 1—1t3383 ----------- i cmp v6 Iockup period

node_state 486758470540853251 Sed Loz En S AL R c T information | slb.server.port
Remote change

csl=%server_type:%s:. csllabel=Type cs2=%$rserver_name:%s. cs2L abel=Server Name cs3=%rserver_hostname:%s:. cs3L abel=Server Hostname

Format cn1—$p0rt %u: cnllabel=Port cs4—$92atus %s: csAL abel=Status
'“I-E;arnple cs1=SLB server cleabeI Type csZ—reaI _server_name csZLabeI Server Name cs3=1.2.3.4 csSLabeI Server Hostname cn1=0 cnlLabeI Pt
cs4=disabled cs4L abel=Status
sYsLoG " " ]
Format $server type:%s: $rserver name:%es: ($rserver hostname: %s) port $p0rt %u: is $status%s
'--I-E;arnple " SLB server real _server_name (1.2.3. 4) port Ois dlsabled ----------
m\-;ar-iable " " " Type Value " " [ Descriptipn ----------
server_type String {server_type} server type
rserver ame Stri-ng " {Server name} --------- Ser yer name
rserver hostname " " Strlng " {|pv4 or_v6 address} --------- |pv4 or v6 addr&ss
port ----- Unsigned Integer oessa Ser yer port
status ------ Strlng {new health status} --------- new heslth status

| [swowaw Jssreswerogoena] [ ]




CEF

Format cn1—$p0rt %u: cnll abel=Port cn2—3>\llan %u: cn2Label=VLAN cn3—$srcmac %s: cn3Label=Src MAC cn4—$d51mac %s:. cn4label=Dst MAC
'--I-E;.e;mple - - - cnl=5 cnlLabeI Port cn2=1 cn2Label=VLAN cn3—aaaabbbb ccee cnSLaoeI Src MAC cnd=aaaa:bbbb:cccc cn4LabeI Dst MAC
‘sysoc | |

Format Potential Ioop detected on Port $port %u: VLAN $/Ian %u: Src MAC $srcmac %s. Dst MAC $dstmac %s:

-"I-E;;\mple - - - Potential Ioop detected on Port 5 VLAN 1 Src MAC aaaa:bbbb:cccec Dst MAC aaaa:bbbb:ccce -
m\;;iable - - - Type Value Descrlptlc-)n

port Unsigned Integer {interface_number} interface number
vian | |  Unsgredinegs 140 | | | Vanid
srcmac - - - Stri-ng - {src mac addreﬂs} ------ sr <.:"mac address
dstmac - - - Stri-ng - {dst mac azldress} ------ d st -mac address

resume 486758470540853255 22}2052(:& and tsc|>_ F&Zarn:leer afcoegtil:g SRS information | slb.server.port

connections.

CEF

Format —$rserver name:%s:. cslL abel=Server Name cn1—$port %u: cnll abel=Port
-"I-E");:;\mple - - - csl=real_server_name csllL abel=Server Name cn1=0 cnllL abel=Port
‘sysoc | |

Format Resume accepting connections on server $rserver_name:%s:. port $port:%u:

'--I-E;z-ample Réume accept-i ng connecti- onson serv-er real_serv-er_name po-rt 0 -
---\-;z;\.l-'iable - - - Typ-)e - V-alue - - - - - D&ecriptic;n
rserver_name Stri ng {Server_name} Server name

port Unsi gned Integer 0-65534 Server port

Both Local and SLB server port stateerror in

status send_err 486758470540853261 sending health status update information | slb.server.port

Remote from Master to Blade

CEF




csl=$server_type:%s:. csllabel=Type cs2=%rserver_name:%s. cs2L abel=Server Name cs3=%rserver_hostname:%s: cs3L abel=Server Hostname

Format cn1—$port %u: cnll abel=Port cs4—$status %s: csAL abel=Status
---I.E;ernple cs1=SL B server cleabeI Type csZ—reaI _server_name csZLabeI Server Name ¢s3=1.2.3.4 cs3LabeI Server Hostname cn1=0 cnlLabeI Port
cs4=disabled csAL abel=Status
SYSLOG S
Format $server "~ type:%s: $rserver name: %s: ($rserver hostname: %s) port $port %u: is $sta¢us%s
-"I.E")rernple SLB server real _server_name (1.2.3. 4) port Ois draabled -----------
m\}er-iable Type Value Da:riptien -----------
server_type Strrng {server type} server type
rserver name Strrng {Server name} - Server name
rserver hostname Strrng {|pv4 or_v6 addre&e} |pv4 or v6 addre&
port Unsigned Integer 0-65534 Server port
satus  new

Strrng {new health status} new health status

SLB server port has exceeded

Both L ocal and

threshold 486758470540853254 R itsconn limit or bandwidth rate | information | slb.server.port
emote S
limit threshold.
CEF
csl=%rserver_name:%s. cslL abel=Server Name cnl=$port:%u: cnllabel=Service Port cs2=$reason:%s: cs2L abel=Reason
Format cn2=%$exceed_threshold:%u: cn2L abel=Exceed Threshold cs3=$threshold_variable:%s: cs3Label=Threshold Variable cn3=$resume_threshold:%ou:
cn3L abel=Resume Threshold
Examole csl= real _server_name cleabeI =Server Name cn1=0 cnlLabeI =Service Port cs2=connection I|m|t csZLabeI Reason cn2=1 cn2LabeI Exceed
P Threshold cs3=connection count cs3Label=Threshold Variable cn3=1 cn3L abel=Resume Threshold
SYSLOG
Format Server $rserver_name:%s: service port $port:%u: $reason:%s: $limit:%u: exceeded, decline new connections until $threshold_variable:%s: falls
below resume threshold of $threehold %ur.
Example Server real_server_name service port O connection I|m|t 1 exceeded decllne new connections unt|| connection count falls below resume threshold
of 1.
Variable Type Value Description
rserver_name Strrng {Server name} Server name
port Unsi gned Integer 0-65534 Server port
. connection limit
reason String reason




bandwidth rate limit

exceed { threehold Unei gned Integé 1-@%0% - - - - limit
threshold_variable String S:t:necti on count type of threshold
resume thr%hol d Unei gned | nteéa 1- 16777216 resume thr%hol d
it |  Undgnedimeger 164000000 | | | it
threshol d - - - Unsi gned | nteger 1- 16777216 - - - - r%ume threshol d

action 486758745418760194 St ezl Al SLE S ST O R e information | slb.server.service
Remote or deleted successfully.

cnl=$port:%u: cnll abel=Port csl=$type:%s: csllabel=Type cs2=$service_|abel:%s: cs2L abel=Service Label cs3=$rserver_name:%s:

Format cs3Label=Server Name cs4—$act| on:%s:; csAL abel=Real Server Port Action
---I-E;emple cnl=0 cnlLabeI Port cs1=TCP cleabeI Type cs2=service | Iabel csZLabeI Service Label €s3=SLB server cs3LabeI Server Name cs4—cremed
csAL abel=Real Server Port Action
sYsLoG | | |
Format Port $port %u: type $type %s: service $Servme label:%s: on server $rserver name:%s: is $act|on %s:
-“I-E.;remple - - - Port 0 type TCP service service _|abel on server SLB server is cremed
---\-;e.riable - - - Type Value - - Deecriptien
port Unsigned Integer 0-65534 Server port
type String -Lrjg:) port type
-meer\-/ice_label - - - Stri-ng {Serwce Iabel} .“éer-vicelabel
mreer\/er_name - - - Stri-ng {server type} server type
action String gﬁzz action type

csl=$server_type:%s: csllabel=Type cs2=$rserver_name:%s. cs2L abel=Server Name cs3=$rserver_hostname:%s:. cs3L abel=Server Hostname
cnl=$port:%u: cnll abel=Port csA=%service |abel:%s:. csAL abel=Service Label csb=$status.%s. cs5L abel=Status




cs1=SL B server csllabel=Type cs2=real_server_name cs2L abel=Server Name cs3=1.2.3.4 cs3L abel=Server Hostname cn1=0 cnl1L abel=Port

Example cs4=service label csAl abel=Service Label cs5=disabled cs5Label=Status

SYSLOG
Format $server "~ type:%s: $rserver name:%s: ($rserver hostname: %s) port $port %u: service $servroe label:%s: is $status %s:

-"I-E")tample ------ SLB server real _server_name (1.2.3. 4) port 0 service service_|abel is d|§abled --------------
'--\-;ar-iable ------ Type Value [ D&cription ----------------
server_type String {server type} server type

rserver eme Stri-ng " {Server name} --------- Serv er name

rserver hostname " " Strlng " {|pv4 or_v6 addre&e} --------- i pv4 or v6 addroﬁ

port ----- Unsigned Integer oessa Serv er port

“?ser.\-/-ice_ld)el ------ Strlng {Serwce Iabel} --------- Ser Irice label

status ------ Stri-ng " {new health status} --------- n ew heslth status

cs1=%$sg_name:%s: cslL abel=Service Group Name cs2=$rserver_name:%s: cs2L abel=Server Name cn1=$port:%u: cnll abel=Port

Format cn2—$down time:%u: cn2Label=Port down time

-"I-E")tarnple ------ csl—sg cleabeI Service Group Name cs2=rs csZLabeI Server Name cn1=0 cnlLabeI Port cn2=1 cn2LabeI Port down ime

SYSLOG

Format Service Group $sg_name:%s: server $rserver_name:%s:. port $port:%u: is down due to dampening. Service group member will come back up in
$down time:%u: seconds.

-"I-E")tarnple ------ Service Group sg server rs port Ois down dueto dampenlng Service group member WI|| come back upinl %conds --------------

'--\-;ar"iable ------ Type Value Deﬁcrrptron --------------

sg_name Stri ng {Servi ce_group_name} Service group name

mreer-\-/er_name ------ Stri ng " { Real _server name} --------- Real server name

port ------- Uns gned Integer oess4 Port

'"(-Jliown_ti me Unsi gned Integer va05 Down time

Both Local and Disabled new connectionson
486775787848990722 Remote backup server(s) on group, information | slb.service-group

disable_using_backup_sg_node




Y N L1 N
CEF

Format csl—$sg name:%s: cslL abel=Service Group Name 032—$rserver name:%s: cs2L abel=Server Name cnl—$port %u: cnllabel=Port
-“I-E;emple - - - csl—sg cleabeI =Service Group Name cs2=rs csZLabeI Server Name cn1=0 cnlLabeI Port
‘syslo | |

Format Disabled new connections on backup server(s) on group $sg name:%s:, resume prrmary server $rserver name:%s: port $port %u:
-"I-E")remple - - D&bled new connections on backup server(s) on group sg, resume prlmary server rs port O
---\-;eriable - - Type Value D&crrption

sg_name String {Service_group_name} Service group name
mr-;e.r-ver_name - - - Stri-ng - {Real_server_rtame} ------ Real server name
port - - - Uns gned Integer o554 " o -

enable_stateful 486775787848990731 SJoiin LEE i =Rl e |scurrently warning slb.service-group
Remote enabled for service group

csl=$sg_name:%s: cslL abel=service group name cs2=$stateless type:%os: cs2L abel=Statel ess type cnl=$display:%u: cnllabel=Display Rate or

Usage
-“I-E.;remple - - - csl-:sg cleabeI =service group name oSZ:rate csZtabeI :Stateleﬁ type cr11:5 cnlLapeI:DispIay Rate or Usege
sysoc | - | | | | | | | | |
Format Service group $sg |_group:%os: switch to stateful method, $state|ess type %s:. = $d|splay %u:
-"I-E")remple - - - Service group sg switch to stateful method rae =5
---\-;er—iable - - - Type Value - - - Deﬁcription
sg_group String {Service_group} Service group
stateless_type String rate Stateless type
ugage
dlspl ay - - - Unei gned | nteger {Di spI 8 Drspl ay
megmname - - - Strlng - {Serwce _group} ------ Ser ylce group -

enable stateless 486775787848990730 sled Loz Ene SIEE EES ENE |scurrently warning slb.service-group
Remote enabled for service group



csl=$sg_name:%s:. cslL abel=service group name cs2=$stateless type:%os: cs2L abel=Stateless type cnl=$display:%u: cnllabel=Display Rate or

Format Usage
-“I-E;emple - - - csl-:sg cleabel =service group name oSZ:rate cs2tabel :Stateless type crt1:5 cnlLal)el :Diqolay Rate or Usege
sysog | - | | | | | | | | |
Format Service group $sg_group %s: switch to stateless method, $statele&s type %s: = $di splay %u:
-"I-E;emple - - - Service group sg switch to statelas method rale=5
---\-;eriable - - - Type Value - - - - Deecription
Sg_group String {Service_group} Service group
stateless type String rate Stateless type
u&age
dlspl ay - - - Unei gned | nteger {Di spl 8 D|spl ay
megmname - - - Strmg - {Serwce group} ------ Ser y|ce group -
Format —$rserver name:%s:. cslLabel=Server Name cn1—$port %u: cnllabel=Port cs2—$sg name:%s:. cs2L abel=Service Group Name
-"I-E")remple - - - csl=rs cleabel Server Name cn1=0 cnlLabel Port csZ—sg csZLabel Service Group Name
‘sysoc | |
Format Enabled new connections on server $rserver name:%s: port $port %u: in $sg name:%s: group
-“I-E;emple - - Enabled new connections on server rs port Oinsg group
---\-;eriable - - - Type Value - - - Deecription
rserver_name Strlng {Real_server_name} Real server name
port - - - Unsigned Integer o-ess4 Port
sg_name - - - Strmg {Serw ce _group name} ------ Ser ylce group rtame

Both L ocal and Reason for state change from

ip_host_reason 486775787848990727 server port without virtual- information | slb.service-group

Remote .
server configured

CEF




csl=$svr_type str:%s:. csllabel=Server Type cs2=3server_name:%s:. cs2L abel=Server Name cs3=$ip_hostname:%os: cs3Label=IP Or Hostname
Format csA=$proto:%s:. csAL abel=Protocol cnl=$port:%u: cnll abel=port cs5=$sg_name:%s:. cs5L abel=Service group name csb=$status:%s:
cs6L abel=status cs7=$reason:%s: cs7Label=Reason
cs1=SLB server csllabel=Server Type cs2=rs cs2L abel=Server Name cs3=www.hostname.com cs3Label=IP Or Hosthame cs4=TCP
csAL abel=Protocol cn1=0 cnllLabel=port cs5=sg cs5L abel=Service group name csb=down cs6L abel=status cs7=disable cs7L abel=Reason

Variable Type Value Description

SLB server
FWLB node
GSLB server
svr_type_str String CGNV6 server Server type
AAM auth server
FW server
Server

down
maintenance
up
disabled
status String down (real port disabled) Status
down (server disabled)
down (server down)
down (real port down)
down (server down)

disable
enable
. health-check
reason String M aintenance Reason
disabled-with-health-check

unknown reason




min_active_member_state 486775787848990724 i Lozl e vice group minimum active warning slb.service-group
Remote member state
CEF

Format csl—$sg_name %s: csllabel=Service Group Name 052—$state %s:. cs2Label=State cn1—$act|ve-members%u cnllabel=Active Member Number
-"I-E;emple - - - csl—sg cleabeI =Service Group Name csZ—up csZLabeI State cn1=5 cn1LabeI—Act|ve Member Number
‘sysoc | |

Format Service group $sg name:%s. $state:%s. by min-active-member, with active-members. $active-members.%ou:
-“I-E.kemple - - Servrcegroup sg up by min- actrve-member with actrve-members 5 - - - -
---\-;eriable - - - Type Value - - Description

sg_name String {Service_group_name} Service group name

state String ggwn State
m;:trvemembere - - Unsrgned Integer {Actrve member count} - - - "Xotrve member count

rate limit exceeded.

Format cnl=$rate limit:%u: cnllabel=Rate limit
-"I-E.kemple - - - cnt=1 cnlLabeI=Rate Iimit -

‘sysoc | - | |
Format Reset-unknown-conn packet rate limit $rate_limit:%u: exceeded.

-“I-E.kemple - - - Reset- unknown -conn packet rate I|m|t 1 exceeded

---\-;eriable - - - Type Value - - - Description
rate_limit Unsrgned Integer 1-1048575 Rate limit

Format —$eerver name:%s: csllabel=Real Server Name cnl—$port %u: cnllabel=Port c52—$sg_name %s:. cs2L abel=Service group name

Example csl=rs cleabeI Real Server Name cn1=0 cnlLabeI Port csz—sg cs2LabeI =Service group name




Format Enabled new connections on server $server name:%s: port $port %u: in $sg name:%s. group
-"I-E")ra-mple Enabled New connections on server rs port Oinsg group ----------
'--\-;ar-iable Type Value - D&cription ----------
server_name Strlng {Real server name} Real server name
port Unsigned Integer 0-65534 Port "
sgname Stnng {Servrce _group name} .“Ger-\-/lce group name

Format —$sg name:%s: cslL abel=Service Group Name csZ-$state %s: cs2Label=Service Group State
-"I-E")rarnple csl—sg cleabel Service Group Name csZ—up csZLabel Service Group Sete
SYSLOG
Format Service-group $sg_name:%s. is $state:%s..
'“I-E;anlple Serlrice-group sg isup. " e
---\-;ar-iable Type : Value [ Description ----------
sg_name String {Service_group_name} Service group name
state String ggwn State

486775787848990726 BOth Local S Changein service group status slb.service-group

csl=$svr_type str:%s:. csll abel=Server Type cs2=%server_name:%s: cs2L abel=Server Name cs3=$ip_hostname:%s: cs3L abel=IP or Hosthame

Format cs4—$sg name:%s. csAL abel=Service Group Name csS—$sta¢us%s csbLabel=Status
---I-E;anlple cs1=SL B server cleabel Server Type cs2=rs csZLabel Server Name cs3=www. hostname com csSLabel IP or Hostname cs4—eg .
csAL abel=Service Group Name csb=down cs5L abel=Status
sYsL0G " " " " [
Format $S/r _type_str:%s: $server_name:%s: ($|p hostname: %s:) of group$sg name:%s: is $status%s

SLB server rs (www hostname com) of group sg is down




Variable

Type Value Description

svr_type str

SLB server
FWLB node
GSLB server
String CGNV6 server Server type
AAM auth server
FW server
Server

String {Real_server_name} Real server nam

String {IP_Hostname} IP Hostname

String {Service_group_name} Service group name

down
String mai ntenance Status
up

status_send_err

Both L ocal and SLB Service Group error in
486775787848990735 sending health status update information | slb.service-group

REmote from Master to Blade
CEF
Format csl=$svr_type str:%s:. csllabel=Server Type cs2=%server_name:%s: cs2L abel=Server Name cs3=$ip_hostname: %s: cs3L abel=IP or Hosthame
csA=$sg_name:%s:. csAL abel=Service Group Name csb=$status:%s:. cs5L abel=Status
Example cs1=SLB server csllabel=Server Type cs2=rs cs2L abel=Server Name cs3=www.hostname.com cs3Label=IP or Hosthame cs4=sg
P csAL abel=Service Group Name csb=down cs5L abel=Status
SYSLOG
Format $svr_type_str:%s:. $server_name:%s: ($ip_hostname:%s:) of group $sg_name:%s: is $status:%s..
Example SLB server rs (www.hostname.com) of group sg is down.
Variable Type Value Description
SLB server
FWLB node
GSLB server
svr_type_str String CGNV6 server Server type
AAM auth server
FW server
Server
server_name String {Real_server_name} Real server name
ip_hostname String {IP_Hostname} IP Hosthame




sg_name String {Service_group_name} Service group name

down
status String mai ntenance Status
486775787848990733 BOth Loca] Bl Log top serversin service-group slb.service-group

Format -$msg_type %s: csllabel=Service Group message type c52-$sg_name %s: cs2L abel=Service Group Name
Example csl=fastest cs1L abel=Service Group meswge type €s2=gg cs2L abel=Service Group Name
SYSLOG
Format top-$msg_type:%s:: Top servers for service group $sg_name:%s:
Example top-fastest: Top servers for service group sg
Variable Type Value Description

. fastest
msg_type String dowest Top Type
sg_name Strmg {Servrce Group Name} Service Group Name

group by response-time

cs1=$msg_type:%s: csll abel=Service Group message type cnl=$index:%d: cnllLabel=Index cs2=$rserver_name:%s: cs2L abel=Server Name

Format cn2—$rsp time:%d: cn2Label= Rasponse time in 10usec units
---I-E;omple csl=fastest cs1L abel=Service Group message type cn1=1 cnllLabel=Index cs2=rs cs2L abel=Server Name cn2=4 cn2L abel= Response timein
10usec units
SYSLOG |
Format top—$msg type %s: $|ndex %d:: $rserver name:%s:, $rsp_time:%d: (10usec)
-"I-E");omple - - - top -fastest 1: rs, 4 (10u%c)
m\};riable - - - Type Value - - - - - Description
msg_type String fastest Top Type

slowest
index Integer 1-10 Placein top 10




rserver_name

String {Real_Server_Name} Real Server Nam

Integer {Response_Time} Response Time

Both Local and Reason for state change from

486775787848990728 Remote server port with virtual -server information | slb.service-group

configured

cs1=%svr_type str:%s:. cslLabel=Server Type cs2=$server_name:%s:. cs2L abel=Server Name cs3=$ip_hostname:%s: cs3L abel=IP Or Hosthame

Format csA=%proto:%s: csAL abel=Protocol cn1=$port:%u: cnll abel=Port cs5=$sg_name:%s: cs5L abel=Service group name cs6=$vs_name:%s:
cs6Label=Virtual Server Name cs7=%status.%s: cs7L abel=Status cs8=$reason:%s. cs8L abel=reason
cs1=SLB server csllabel=Server Type cs2=rs cs2L abel=Server Name cs3=www.hostname.com cs3L abel=IP Or Hostname cs4=TCP
Example csAL abel=Protocol cn1=0 cnllLabel=Port csb=sg cs5L abel=Service group name cs6=vs cs6Label=Virtual Server Name cs7=down cs7L abel=Status
cs8=disable cs8L abel=reason
SYSLOG
Format $svr_type_str:%s: $server_name:%s: ($ip_hostname:%s:) $proto:%s: port $port:%u: of group $sg_name:%s: VIP $vs_name:%s: is $status: %os:
($reason:%s:)
Example SLB server rs (www.hostname.com) TCP port 0 of group sg VIP vsis down (disable)
Variable Type Value Description
SLB server
FWLB node
GSLB server
svr_type str String CGNV6 server Server type
AAM auth server
FW server
Server
server_name String {Real_server_name} Real server name
ip_hostname String {IP_Hostname} IP Hostname
. TCP
proto String UDP Protocol
port Unsigned Integer 0-65534 Port
sg_name String {Service_group_name} Service group name
VS _name String {Virtual_server} Virtual server
down
maintenance
up

disabled




status String down (real port disabled) Status
down (server disabled)

down (server down)

down (real port down)

down (server down)

disable
enable
. health-check
reason String Maintenance Reason
disabl ed-with-health-check

unknown reason

Format

Example

SYSLOG

Format Failed to get slb switch info from $blade:%s:

Example Failed to get slb switch info from blade

Variable Type Value Description

blade String {blade_name} blade name
wrsontasenessret7 | BUNLOA I | oo o o oy ab switch

CEF

Format

SYSLOG

Format Ran out of memory

log-sd-alert 486706518616440845 gg:okgca' e SSL Alert Log db templateclient-ss

CEF

Format csl=$message:%s: cslL abel=message

Example cs1=SSL AlLert Log cslLabel=message




Format $mes%|ge %s:
-“I-E;;mple " " " SSL ALert Log ----------
'--\-;;iable " " " Type Velue " " " " [ D&criptian ----------
message Strlng SSL ALert Log Message
Format msg—$msg %s:
-"I-E;e;nple " " " msg—Falled to create thread for upl oadlng cert- pln feedack Ilst ----------
sysoc " S
Format Cert Pinning Feedback Error, $msg:%s:
'“I-E;e-mple " " " Cert Pinning F%dback Error, Failed to create thread for uploadlng cert- pm feedack Ilst ----------
---\-;er"iable : : : Type Value Descriptie-n ----------

Failed to create thread for uploading cert-pin-feedack-list
Failed to upload the cert-pin-feedback-list to Central
msg String Service Error Message
Failed to generate the cert-pin-feedback-list
Failed to remove the cert- p|n -feedback-list file

log-ssl-cert-pinning-notify 486706518616440859 FBQZ:EOI;:C&‘I e Cert Pinning Notify sb.template.client-sdl

Format src—$src %s: spt-$spt %u:: dst—$dst %s: dpt—$dpt %ou: dhost—$dhost %s: msg $msg %s:
'“I-E;e-mple " " " src=1.1.1.1 spt—O dst=5.5.5.5 dpt=0 dhost google com msg Cllent RST--Cert-pinni ng candldate ----------
syslog " S
Format Cert P|nn|ng Notlfy, src—$src %s: src _port $spt %u: dst= $dst %s: dst _port—$dpt %u: destination_host= $dhost %s: msg—$msg %s:
-"I-E");e;nple " " " Cert Pinning Notlfy, src=1.1.1.1 src J)OI’T—O dst=5.5.5.5 dst JJOFt =0 destination host—google com msg—Cllent RST--Cert- p| nning candl dte
'--\-;e.r"iable " " " Type Value Deecrlptlon ----------

src String {Source_IP} Source IP




spt Unsigned Integer 0-65535 Source Port

dst Strmg {Destination_I P} Destination IP
dpt Unsigned Integer 0-65535 Destination Port
dhost Strmg {Server Name} Server Name

Client RST--Cert-pinning candl date

Client FIN--Cert-pinning candidate

Client Bad Cert Alert--Cert-pinning candidate
Client Close Notlfy Alert--Cert-pinni ng candidate

msg String

log-sd-crit-SVM Failed 486706518616440857 | Both Local and FEIER D GER e e db templateclient-ss
Remote group

Format —$mSg %s:. csllabel= message csZ-$proto %s: cs2L abel= protocol

Example csl=Failed to create inet service group csllabel= messege csz—tcp cszLabeI protocol

SYSLOG

Format $msg %s:., protocol is $proto %s:

Example Failed to create inet service group, protocol is tcp

Variable Type Value Description

msg String Failed to create inet service group Message

. tep

proto String U dp Protocol
ssorocsontouaoesy | BN Lo | g pe o ab template et

Format csl=$message:%s:. csll abel=message

Example ¢s1=SSL Error Log cslL abel=message

SYSLOG

Format $me&%age:%s

Example SSL Error Log

Variable Type Value Description




String SSL Error Log

log-ss-info 486706518616440837 22;‘0';2""’" E1e SSL Information Log sib.template.client-ss
CEF

Format csl=$message:%s: cslLabel=message

-"I-E");;mple csl=SSL Inforr-nation Log-cleabeI=rr-leﬁ®ge

sYsLOG | | | |
Format $message: %s:

-“I-E;;mple SSL Informati(-)n Log

m\};iable Ty[-Je - V-alue - Descripti(;n
message Message

String SSL Information Log

log-ss-info-Alert 486706518616440849 ﬁg;‘otgca' Ene SSL Alert Message db templateclient-ss

CEF
Format csl=$src:%s: csll abel=src cs2=$src J)ort:%u_: cs2L abel=src_port cs3=$dst:%s: cs3Label=dst cs4=$dst_port:%u: csAL abel=dst_port
cs5=$level:%s: cs5Label=level cst=%alert_string:%s: cs6Label=alert_string
-“I-E;f;\mple csl-=1.1.l.l csiLakid =src (;§2=0 csZLa-beI =sr0J:)0r-t CS3=5.5.5.-5 cs3Label =-dst c4=0 C-S4Label =d§-J30rt 055=f-atal csSLab-eI=Ia/eI CSé=SSL Alert-
Message cs6Label=alert_string
'svsL0G | | |
Format Alert $src:%s:($src_port:%u:) to $dst:%s:($dst_port:%u:) $level:%s: $alert_string:%s:
-“I-E;;mple Alért 1.1.1.1(05 to 5.5.5.5(6) fatal SSL-AIert Meﬁ%ge - - -
m\};r-iable Ty;:')e - V-alue - - - D&ecriptit;n
src String {Source_IP} Source IP
---;s.r.é;port Unéi gned Integér 0-65535 Source Port
dst - Stri-ng - { D<-5ti nation_| I-D} D&etl nation IP -
m(-j"s.t;port Unéi gned Integér 0-65535 - l“I-Dme;tination Po;
level String I/\;ata?lning Level
---;;I.(;r-t_string Stri-ng - SSL Alert M&éage Alert Mes&age-




log-sd-info-Cert 486706518616440850 ig::okgca] e SSL Certificate Information slb.template.client-ssl
CEF

Format csl—$mee$age %s:. csllabel= message c52—$subject %s: cs2Label subject
-"I-E;a-mple csl—sgned W|th alternate sgnmg key csll abel= m&aage CS2=WWW. google com csZLabeI subject -----------
sysoe S
Format $mes&age %s: for Certificate $SUb]eCt %s:
'“I-E;a-mple sgned with alternate sgnlng key for Certlflcamewww google om
---\-;a;iable Type Value Deecriptiea -----------
messge suing Saf-sgne eirecng o waring e Messege
sbjet s (s  subjea

log-ssl-info-I nter ceptFailed 486706518616440846 BOth Local e SSL Intercept Failed sb.template.client-sdl

csl=$message:%s:. cslL abel=message cs2=%server_name:%s:. cs2L abel=server_name cs3=$message:%s. cs3Label=ip_port cs4=%reason:%s:
csAL abel=reason csS—$act|on %s: cs5Label=action csG—$subject dn:%s: cs6Label subject dn cs7—$ser|al _num:%s: cs7Label=serial_num

cs1=SSL Intercept Failed cleabeI =message cs2=www.google.com csZLabeI =server_name cs3=8.8.8.8 cs3LabeI =ip J)Of'[ csA=Cert Fetch SSL
Example Fatal Alert csAL abel=reason csb=bypassed cs5L abel=action csb=google.com csbL abel=subject_dn cs7=0ed5d5591f09c5d6050000000087bcOb
cs7Label=serial_num

SYSLOG
Format $message:%s:, server ($server_name:%s:) (ip $ip_port:%s:) reason: $reason:%s: - $action:%s:, subject_dn: $subject_dn:%s: serial_num:
$ser|al _num:%s:

Example SSL Intercept Falled server (WWW google com) (|p 8.8.8. 8) reason: Cert Fetch SSL Fatal Alert - bypassed subject dn: google com senal _num:
P 0ed5d5591f09c5d6050000000087bcOb

Variable Type Value Description

message Strmg SSL Intercept Failed Message

server_name Strlng {Server Name} Server Name

ip_port Stri ng {l P} IP

Cert Fetch,SSL Fatal Alert




Cert Fetch, TCP FIN/RST
Cert Fetch, Validation Error
Client SSL, SSL Fatal Alert
Client SSL, TCP FIN/RST
SSL Session, TCP FIN/RST
Server SSL, SSL Fatal Alert
Server SSL, TCP FIN/RST
Client SSL, Internal error
reason String Client SSL, Unknown error Reason
Server SSL, Internal error
Server SSL, Unknown error
SSL, Crypto Error
OCSP Stapling
OCSP Revoked
Cannot sign Cert
Unsupported SSL version
Aflex
Unknown

action Stri ng bypaeeed Action

subject_dn Strmg {Subject Dlstlngwshed Name} Subject Dlstmgwshed Name

serial_num Strlng {Senal Number} Serial Number

log-ssl-info-M axSNI Limit 486706518616440841 ggt:;gcal £ SSL Max SNI Limit slb.template.client-ssl
CEF

csl=%message:%s:. cslL abel=message cs2=%$queue_length:%u: cs2L abel=queue_length cs3=$server_name:%s:. cs3L abel=server_name

Format cs4—$src %s: csAL abel=src cs5=$src J)Ol"t %u: csSLabel=src J)Oft c36—$dst %s: cs6L abel=dst cs7—$dst J’)Ol’t %u: cs7Label=dst J)Ol’t

Example cs1=SSL MAX SNI Limit cleabeI =message ¢s2=4000 cs2L abel=queue | Iength CS3=www. google com cssLabeI =server_name cs4=1.1.1.1
P csAL abel=src ¢s5=0 csbLabel=src_port cs6=2.2.2.2 cs6L abel=dst cs7=0 cs7Label=dst_port

SYSLOG

Format $message:%s:, $queue_length:%u:, active dynamic ssl contexts, failed to create context for servername:$server_name:%s:, Client | P:$src:%s:,

Client Port: $src _port %u:, Virtual Server |P$dst %s:, Virtual Port:$dst _port %u:

Example SSL MAX SNI Limit, 4000, active dynammssl contexts, faledto create context for servername:www. google com, Cllent IP:1.1.1.1, Cllent Port:0,
P Virtual Server IP:2.2.2.2, Virtua Port:0

Variable Type Value Description

message Strmg SSL MAX SNI Limit Message

gueue_length Unsi gned Integer {Queue_L ength} Queue Length

server_name String {Server_Name} Server Name




src Strlng {Source_IP} Source IP

src_port Unsigned Integer 0-65535 Source Port
dst - - - - Stnng {Vi-rtuaI_Serve-r_I P} - - - V|rtuaI Server IP
---e;;port - - - Uns gned Integer 0-65535 ------- I-D"eetlnanon Port
Format —$mewage %s: csllabel= memage c32—$vserver %s: cs2L abel=vserver
-"I-E;e\mple - - - cs1=SSL Retrieve Sub]ect Farled csllabel= messege cS2=vi p1 cs2L abel=vserver
sysoc | |
Format $ma&ge %s: $/server %s:
-"I-E;emple - - - SSL Retrieve Subject Falled vipl
---\-;eriable - - - Type Value - - - - - Da:riptien
message String SSL Retrieve Subject Failed Message
vserver - - - Stri-ng - {V|rtual Server} - - V|rtua| Server
Format 1—$mmge %s: csllabel= maeage 032—$VServer %s: cs2L abel=vserver
-"I-E")remple - - - csl=Failed to retrieve UPN when SSL client cleabeI m&%ge CS2=vi pl cs2L abel=vserver
‘sysoc | |
Format $mes&ge %s: $vserver %s:
-"I-E")remple - - - Failed to retrieve UPN when SSL cllent V|p1
-“\}e.riable - - - Type Value - - - - Deecriptien
message String Failed to retrieve UPN when SSL client Message
vserver - - - Stri-ng - {Vi-rtual Server} - - - V|rtua| Server

log-ss-info-RetrieveFailedUPNTWo | 486706518616440844 E‘;:O&gca' e ?Zﬁeﬁa”e"eup'\' Subjet db.template.dient-ss




Format cs1—$me&mge %s: csllabel= mewage 052—$Subject dn:%s: cs2L abel subject dn cs3—$/server %s: cs3Label=vserver

'“I.E;e-mple csl=Failed to retrieve UPN when SSL client cs1L abel=message cs2=www.google.com csZLabeI subj ect_ dn CcS3=www. google com .

cs3Label=vserver

'SYsLOG S
Format $mes&age %s: $subject dn:%s: accesses $vserver %s:

'“I.E;e-mple Failed to retrieve UPN when SSL cllent WWW. google com accesses wwvv"google con-1- S

'-ver"iable Type Value Dacriptiou -----------
message String Failed to retrieve UPN when SSL client Message

*Sbject_dn suing (sujct) Suject

vserver Strmg {Vlrtual Server} Vlrtual Server

log-ss-info-SNI FailedCreation 486706518616440838 gg;‘okgca' ak ﬁiﬁ j\“ CEmiET EnEEeT) slb.template.dlient-ss

csl=$message:%s:. cslL abel=message cs2=$server_name:%s. cs2L abel=server_name cs3=$src:%s: cs3Label=src cs4=%src_port:%ou:

Format csAL abel=source _port c55-$dst %s: csbLabel=dst c36—$dst _port %u: csbLabel=dst _port
'--I.E;ernple cs1=SSL SNI Context Creetlon Failed cslLabel= me:mge CS2=WWW. google com cs2L sbel=server namecs3=1111clebd=srccsd=0
csAL abel=source_port cs5=2.2.2.2 cs5L abel=dst cs6=0 cs6L abel=dst_port
SYSLOG S
Format $message:%s: for servername: $server_name:%s., Client |P:$src:%s:, Client Port:$src_port:%u:, Virtual Server |P.$dst:%s:, Virtual
Port: $dst J)Ol’t %uU:
'“I.E;ernple SSL SNI Context Creation Falled for servername: Www. google com, Cllent IP:1.1.1.1, Clrent Port:0, V|rtua| Server IP:2.2.2.2, V|rtual Port0
m\.;er-iable Type Value D@crlptlon -----------
message Strmg SSL SNI Context Creation Failed Message
“?ser-ver_name Strlng {Server Name} Server Name
src " Strlng {Source IP} Source IP
merc;oort Unsigned Integer 0-65535 Source Port
dst Strlng {V-i-rtuaI_Serve-r-_I P} V|rtua| Server IP
'“ciiie.t-_"port Unsigned Integer 0-SS535 Desn nation Port




486706518616440848 edyjHe sl kA Sty information | slb.template.client-ssl
Remote Failed

Format csl—$message %s: csllabel= mee&age c52—$server name:%s:. cs2L abel=server_name cs’3—$dst %s: cs3Label=dst

-"I-E;a;ﬂple ------ cs1=SSL Server CA Verification Failed cslLabel= meaage CS2=WWW. google com c<2Lsbel=server namecs3=5555c3Labal=dst

SYSLOG
Format $mewage %s: with host name:$server_name:%s: and Destination | P:$dst: %s:

'“I-E;a-mple ------ SSL Server CA Verlflcatlon Failed W|th host name:www. google com and DesintionIPS555

---\-;a;iable ------ Type Value Deecrlptlon ----------------
message String SSL Server CA Verification Failed Message

mae.r.v"er_name ------ Stri-ag " {Server Name} ------- Serv er Name

---------------- Strmg " {Destmatlon IP} " " " l“I-D";s-tmatlon IP

log-ssl-sni-bypass 486706518616440860 gg::oligcal e SNI bypassed sb.template.client-sdl

reason=$reason:%s: dhost=%sni:%s. src=$src_v4:%s: c6a2=%src_v6:%s: c6a2l abel=Source |Pv6 Address spt=$sport:%u: dst=$dest v4:%s:

Format ca3=Sdest_v6:9%s: c6aBL abel=Desitnation IPV6 Adcress dpt=$dport:96u

Example reason=missing cert\ dhost=www. google com src=1.1.1.1 ¢6a2=1111::1111 c6a2l abel=Source |Pv6 Address spt—O dst=2.2.2.2 c6a3=2222::2222
P c6a3L abel=Desitnation IPv6 Address dpt=0

SYSLOG

Format [SSL SNI bypassed] reason: $reason:%s:, sni: $sni:%s:, srcip: $src_v4:%s., srcip: $src_v6:%s:, src port: $sport:%u:, dest ip: $dest_v4:%s:, dest ip:

$dest v6:%0s:, dest port: $dport %uU:

Examole [SSL SNI bypassed] reason:; missing cert\ sni: wwwgooglecom srcip: 1.1.1.1, srcip: 1111::1111, sre port 0, deetlp 2222, destlp 2222::2222,
P dest port: O

Variable Type Value Description

missing cert/key
reason String certificate expired reason
matched explicit bypass list

sni Strlng {SNI} SNI

src_v4 IP V4 Address {'source_IPv4 addre&s} source | Pv4 address




src_v6 IPV6 Address {'source_|Pv6_address} source |Pv6 addrees

sport Uns gned Integer 0-65535 source port
dest_v4 - - - IP V4 Address {deﬂi nation_| I$v4_address-} ----- d esu nation |Pv4 ajdrees -
dest_v6 - - - IP\-/6 Address- {destl nation_IPv6 address} ----- d estl nation IPv6 address -
dport - - - Uns gned Integer oesss d est| nation port -
Format -$mesaage %s: cslLabel= mewage
'“I-E.;remple - - - cs1=SSL Warnlng Log cleabeI message
‘sysoc | |
Format $message: %s:
-"I-E")remple - - - SSL Warning I;og
'--\-;eriable - - - Tyt)e - Velue - - - - - Descriptidn
message String SSL Warning Log Message
Format cs1=$ip:%s: csll abel=ip cs2=%cert_error:%s: cs2L abel=cert_error
-"I-E")remple - - - csl-=1.1.1.1 csltabel =ip ce2=SSL Certificate Errdr cs2L abel =-cert_error -
‘sysoc | - | | | | | |
Format Detect a certification error of server ($|p %s:): $cert error:%s..
'"I-E")temple - - - Detect acertlflcatlon error of server (1 1.1.1):SSL Cert|f|cate Error.
---\-;z.a.riable - - - Type Value - - Deecriptidn
ip String {IP} IP
cert error - - - Stri-ng - SSL Certlflcate eror C ert Error

log-ssl-warn-ClassListFailed 486706518616440852 EZ::oltgcal CLE Failed to L oad Multi-Class-list slb.template.client-ssl




CEF
Format cs1—$msg %s: csllabel= me&age 032—$Cl|st %s: cs2L abel=class list_name
-“I-E;e-mple ------ csl=Failed to Ioad multi-class-list cleabel messagecs2—t$t cs2L abel class i name
SYSLOG
Format Failed to load multi-class-list $clist:%s:
-"I-E");e-mple ------ Falled to load mult| cla&s—hsttest --------------------------
---\-;el-iable ------ Type Value ---------- D&criptiep ----------------
clist String {CIa&-Llst} Class-List
---------------- Strmg " Failed to load multl class-llst " " M&%ge
Format —$m&mge %s: csllabel= meeage 032—$/al ue:%u: cs2L abel=value
-“I-E;e-mple ------ cs1=SSL Queue Depth cleabel messege cs2=1 csZLabel—vaIue ----------------------
SYSLOG
Format $mes%ge %s: (&/al ue:%ou: )
-"I-E");elnple ------ SSL Queue Depth o
---\-;el;-iable ------ Type Velue ---------- Da:riptiep ----------------
message Strmg SSL Queue Depth Message
value ------ Uns gned Integer {Val ue} " " " Value
Format csl—$|p %s: csllabel=ip c52—$port %u: cs2Label=port csS—$msg %s: cs3Label= memge
'“I-E;elnple ------ csl=1.1.1.1 cleabel =ip cs2=443 csZLabel port csB—Request Time-Out csBLabel mes%ge ------------------
SYSLOG

Format $ip:%s: port $port:%u: Request Time-out




Example 1.1.1.1 port 443 Request Time-out
'--\-;z.atriable - - - Type - Velue - - - - - Description
ip IP V4 Address {IP\/4} IPV4
";;I;}'t | |  Unsgedinegs (P | | | por
------------ Strlng - Requeﬂ Time-Out - - - Ma&age
Format —$|p %s:. csllabel=ip c32—$port %u: cs2Label= port cs3—$msg %s:. cs3Label= m&sspge
-"I-E")remple - - - cs1=2001:DB8:85A3::8A2E:370:7334 cslLabel= |p €s2=443 cs2label= port csB—Requeﬂ Time-Out cs3Label= mewage
sysoc | |
Format $|p %s: port $p0rt %u: Request Time-out
'--I-E;z-ample - - - 2001:DB8:85A3::8A2E:370:7334 port 443 Request Time-out
---\-;eriable - - - Type Value - - Deecription
ip IP V6 Address {IPVG} IPV6
port - - - Uns gned Integer { Port} ------- Port
--------- - - - Strrng Request Time-Out - - - Mes%tge
Format 1—$msg %s: csllabel= mes&age csZ—$proto %s: cs2L abel= protocol
'“I-E;emple - - - cs1=SSL SVM Farled csllabel= messpge csZ—tcp cszLabeI protocol
‘sysog | |
Format $msg:%s, protocol is $proto:%s
-"I-E;e\mple - - - SSL SVM Failed, protocol istcp
'--\-;er-iable - - - Type Val ue - - - - - Deecription

msg String SSL SVM Failed Message




tcp

U dp Protocol

proto String

log-ssl-warn-failure 486706518616440853 2(2:;]0&306“ e SSL Failure Warning slb.template.client-ssl

Format Csl—$msg %s: csllabel= meﬁﬁge 052—$reason %s: cs2L abel=reason cs3—$url %s: cs3Label=url

Example cs1=0CSP Fallure cslL abel=message csZ—Nop csZLabeI reason cs3=www. google com csSLabeI url

Format $msg %s: $reeson %s: [$ur| %s:]

Example OCSP Failure Nop [www. google com]

Variable Type Value Description

OCSP Failure M e
CRL Failure J

msg String

Nop
TCP data event
DNS resolved
TCP fin event
TCP error
TCP timeout
UDP timeout
DNS timeout
reason String Connection reset Reason
Connection deleted
Create connection failed
Port not found
IP not found
DNS server fail
Cannot obtain NAT address
Invalid session
Unknown error

Strmg {URI}

sdli-bypass 486706518616440834 i‘;;‘otgca' ek SSL Inspection Bypassed sb.templateclient-ss

sre=3src:%s: dst=$dst:%s: spt=$spt:%u: dpt=$dpt:%u: act=Fact:%s: dhost=dhost:%s: cs1=$cs1:%s:. cslL abel=VIP name cs2=$cs2:%s:
cs2Label=VIP protocol cs3=$cs3:%s: cs3Label=SSL version cs4=$cs4:%s:. csAl abel=Cipher suite cs5=%$cs5:%s: cs5L abel=Web Category

Format Ccs6=$cs6:96s: csBLabel=Certificate Validity status cs7=$cs7:%s: cs7L abel=Web Reputation Score cs8=$cs8:%s: cs8Label=Matched IP class-list




ceﬂ—$c§3 %s: csOL abel=IP bypa$ type cn1—$Cnl %u: cnllabel=VIP port cn2—$cn2 %u: cn2Label=Log ID suser—$suser %s: reason—$reason %s:

sc=1.1.1.1 dst 5.5.5.5 spt 0 dpt=0 act= bypassed dhost—www google.com csl=vip_1 cleabeI =VIP name csz—http csZLabeI =VIP protocol
€s3=TLS1.3 cs3Label=SSL version csA=TLS1 DHE_RSA_AES 256 SHA csAL abel=Cipher suite csb=sports cs5L abel=Web Category

Example csb=expired csbLabel=Certificate Validity status cs7=trustworthy(81) cs7Label=Web Reputation Score cs8=clist1 cs8L abel=Matched IP class-list
cs9=server-ip cs9L abel=IP bypass type cn1=0 cnll abel=VIP port cn2=1 cn2Label=Log ID suser=adal23 reason=Pinned certificate
Variable Tyoe  vaue Desription -
src String {Source 1P} Source IP
dst Strrng {Deﬂrnatron IP} l“I.:.)"e;trnatron IP
spt Unsigned Integer 0-65535 Source Port
dpt Unsrgned Integer 0-65535 l--l.:.)eetmatron Port
act Strrng bypassed "Xot—i—on
dhost Strrng {Dectrnatron Host} l--lg;eetrnatron Host
csl String {Vrrtual Server} V|rtual Server
csz Str-i-rrg http Vrrtual Port Type
cs3 Str-i-rrg {Versr on} Versr on
cs4 Strrng {Cr pher Name} Crpher Name
csS Strrng {Web Category} Web Category
csG Strrng {Cert Valrdrty Status} Cert Vahdrty Status
cs? String {Reputati on_Score} .“I.:{"ep-utatr on Score
csB Str-i-rrg {Cl-ess_list_Ner-ne} Class list Name
csg Stri ng { II-;’;bypaS_ty-pe} IPbypass type
cnl Unsrgned Integer 0-6-3-5535 V| r-t-ual Port
cn2 Unsigned I nteger { Log} Log
suser Str-i-rrg { username} username
reason Stri ng { Reeeon} Reason

486706518616440835 E:':Tr:olzgcal e SSL Inspection Failed sib.template.client-ssl




sre=$src:%os: dst=$dst:%s: spt=$spt:%u: dpt=$dpt:%u: act=Fact:%s: dhost=Sdhost:%s: cs1=$cs1:%s: cslLabel=VIP name cs2=$cs2:%s:
cs2Label=VIP protocol cs3=$cs3:%s: cs3Label=SSL version cs4=%$cs4:%s: csAL abel=Cipher suite cs5=$cs5:%s:. csbLabel=Web Category

Format cs6=$cs6:%s: csbLabel=Certificate Validity status cs7=$cs7:%s: cs7Label=Error type cs8=$cs8:%os: cs8L abel=Reason for internal error
€s9=%cs9:%s:. cs9L abel=Web Reputation Score cn1=$cnl:%u: cnllabel=VIP port cn2=$cn2:%u: cn2Label=Log ID cn3=%$cn3:%u:
cn3Label=Reason for SSL fatal alert suser=$suser:%s: cs10=$subject_dn:%s:. cs10L abel=subject_dn csll=$serial_num:%s: cs11l abel=serial_num

""""""""""""""""""""" SC=1.1.1.1 dt=55.5.5 t=0 dpt=0 act=failed chost=www.google.com csl=vip_1 csLLebel=VIP name cs2=http cs2L abel=VIP protocol
€s3=TLS1.3 cs3Label=SSL version csA=TLS1 DHE_RSA_AES 256 _SHA csAL abel=Cipher suite csb=sports cs5L abel=Web Category

Example csb=expired cs6Label=Certificate Validity status cs7=Warning cs7L abel=Error type cs8=Reason for internal Error cs8Label=Reason for internal
error cs9=trustworthy(81) csOL abel=Web Reputation Score cn1=0 cnllLabel=VIP port cn2=1 cn2L abel=L og ID cn3=0 cn3L abel=Reason for SSL
fatal alert suser=adal23 cs10=google.com cs10L abel=subject_dn cs11=0ed5d5591f09c5d6050000000087bcOb cs11L abel=seria_num

Varible  Tye vave Descripton
src ) String {S&Jrce_l P} - Source IP
P sing {Desiraion ? Desiraiontp
o Unsigned Integer 06555 sucePot
o Unsigned Integer 06835 DesiraionPot
o sing fled  Adon
et sing {Desiration Hox} DesinaionHot
- sing (Vita_Sevey  ViwdSeve
PR sing o vitua PotType
- sing vesog veson
- sing (Cipher Neme}) CipherName
- sing {Web Caegoryy WebCategoy
P sing {Cetvaidty Savy Cetvaidty Saus
P sing tod oo
c58 -------------------------------- St rlng ------- Reason for mternal Eror mes&age ----------------------------
~ sing (Reputation o} Reputationscore
o Unsigned Integer 065835 vin Pt
w2 Unsigned Integer  {Logy | g~~~
w Unsgned Integer 020 mesege
.. sing (wername serame




subject_dn String {Subj ect_Distingui shed_Name} Subject Drstrngurshed Name

serial_num Strrng {Serral Number} Serial Number

486706518616440836 gg;‘o'ggca' E7e SSL Inspection Start db.templateclient-ss

sre=3src:%s: dst=$dst:%s: spt=$spt:%u: dpt=$dpt:%u: act=Fact:%s: dhost=Sdhost:%s: cs1=$cs1:%s: cslL abel=VIP name cs2=$cs2:%s:
cs2L abel=VIP protocol cs3=$cs3:%s: cs3Label=SSL version csA=%$cs4:%s: csAL abel=Cipher suite cs5=$cs5:%s: csbLabel=Web Category

Format €s6=$cs6:%s: csbLabel =Certificate Validity status cs7=$cs7:%s: cs7Label=Web Reputation Score cnl=$cn1:%u: cnllabel=VIP port
cn2—$cn2 %u: cn2Label= Log ID suser—$suser %s:

------------------- sc=1.1.1.1 dst—5 5.5.5 spt=0 dpt=0 act—lnspected dhost—www google.com csl—vrpl cleabeI =VIP name cs2= http csZLabeI =VIP protocol

Example csS-TL$1 .3 cs3Label= SSL_v_ersr on cs_A_—TLSl_DHE_RSA_AES_256_SHA csALabel=Ci pher_ suite csb=sports csbL abel=Web Category
csb=expired cs6Label=Certificate Validity status cs7=trustworthy(81) cs7Label=Web Reputation Score cn1=0 cnllLabel=VIP port cn2=1
cn2L abel= Log 1D suser=adal23

m\;e:r-iable --------- Type Value --------------- D@criptiorr --------------------

src Strrng {Source 1P} Source IP

dsI ------------ Strrng {Deetrnanon IP} ------------ Igeetrnat|on IP

spt ------------ Unsi gned Integer oesss So trrce Port -

dpt ----------- Unsigned Integer o5 I.D.;trnanon Port

act ------------ Str-i-rrg mspected Actron

dhost --------- Str-i-rrg {Deetrnanon Host} ------------ Iseetrnat|on Host

csl ----------- Strrng {VrrtuaI_Server} Vrrtual Server

csZ ----------- Strrng http V|rtual Port Type

csS ----------- Strrng vesony V ersr on

cs4 ----------- String {Ci pher_Name}: ------------ C rorrer Name "

csS ----------- Str-i-rtg {Web Category} ------------ W eb Category-

096 ----------- Str-i-rrg {Cert Val|d|ty Status} ------------ C ert Valrdrty Status

cs? ----------- Strrng {Reputatr on Score} ------------ I;eoutar on Score

cnl ---------- Unsgned Integer o655 V | r-t-ual Port

cn2 ---------- Unsigned Integer { Iog} --------------- Iog

suser String { username} username




ssli-sni-cert-match-fail 486706518616440858 FB{‘;:]‘O%;’C"’“ e SNI and cert not matched sib.template.client-ss
CEF

dhost=%sni:%s: act=$act:%s: suser=$suser:%s. src=$src_v4:%s: c6a2=3src_v6:%s. c6a2L abel=Source IPv6 Address spt=$sport:%ou:

Format dst=Sdest_v4:96s: c6aB=$dest v6:96s: c6aBLabel=Desitnation IPV6 Address dpt=Sdport:o6u

'-;;mple dhost-www google com act= mspected suser= ada123 src=1.1.1.1 c6a2=1111::1111 c6a2l abel=Source |Pv6 Address spt—O a=2222

€6a3=2222::2222 c6a3L abel=Desitnation |Pv6 Address dpt=0

'sYsLOG " " " " " S
Format [SSLr SNI cert matchmg farled] sni $sn| %s: act $act %s: user $user:%s:. src $src:%s: dest $dest:%s:

'“I-E;ernple [SSLr SNI cert matchlng farled] Sni Www. googlecom act mspected user ada123 scl1.11:1 dest 22222 S

---\-;e:r-iable Type Value D@crrptlon ]
Sni String {SNI} SNI
act String L{r:zp;c;ded Action

suser Stri ng - {username} username

";é:vzt IPV4 Address {Source 1Pv4 addr&s} Source IPv4 address

src_v6 IPV6 Addras {Source IPv6 address} Source IPv6 address

sport Unsi gned | nteger 0-65535 Source port

dest_v4 IP V4 Address {Destination_IPv4 addr&} Destl nation 1Pv4 addras

deﬂ_vﬁ IPV6 Address {Destination_IPv6 addrees} Destr nation IPv6 addrees

dport Unsi gned Integer 0-65535 Destl nation port

user String { username} username

src " Stri-r\g " {Source IP_ addreﬁ and J)Ol’t} Source IP address and port

---------- Strrng " {Destr nation_|P address and _port} Destr nation IP address and port

486706518616440833 FBaoe;t:OIEgcaJ g SSL Inspection Successful sib.template.client-ssl

Format

sre=$src:%os: dst=$dst:%s: spt=$spt:%u: dpt=$dpt:%u: act=Fact:%s: dhost=Sdhost:%s: cs1=$csl:%s: cslLabel=VIP name cs2=$cs2:%s:
cs2L abel=VIP protocol cs3=$cs3:%s: cs3Label=SSL version csA=%$cs4:%s: csAL abel=Cipher suite cs5=$cs5:%s: cs5Label=Web Category
€s6=%cs6:%s:. csbL abel=Certificate Validity status cs7=$cs7:%s. cs7Label=Web Reputation Score cn1=%$cn1:%u: cnllLabel=VIP port




cn2=%$cn2:%u: cn2L abel=FWD Packets cn3=$cn3:%u: cn3Label=REV Packets cnd=$cn4:%u: cndlL abel=Duration seconds cn5=$cn5:%u:
cn5Label=Log ID cn6=%$cn6:%u: cn6Label=FWD Bytes Transferred cn7=$cn7:%u: cn7Label=REV Bytes Transferred suser=$suser:%es:
src=1.1.1.1 dst=5.5.5.5 spt=0 dpt=0 act=inspected dhost=www.google.com csl=vip_1 cslL abel=VIP name cs2=http cs2L abel=VIP protocol
€s3=TLS1.3 cs3Label=SSL version csA=TLS1 DHE_RSA_AES 256 SHA csAL abel=Cipher suite cs5=shopping csbL abel=Web Category

Example cs6=expired cs6L abel =Certificate Vaidity status cs7=trustworthy(81) cs7Label=Web Reputation Score cn1=0 cnllLabel=VIP port cn2=1000
cn2L abel=FWD Packets cn3=1000 cn3Label=REV Packets cn4=10 cn4L abel=Duration seconds cn5=1 cn5Label=Log ID cn6=1024
cn6Label=FWD Bytes Transferred cn7=1024 cn7Label=REV Bytes Transferred suser=adal23

Variable Type Value Description

src ) String { So"urce_l P} Source IP

- sing (Desiration_® Desiration’®
o Unsigned Integer  0-655%5 sucePot
- Unsigned Integer 065535 | DesirationPot
o sing nspected  Adon
st sing {Desination_Hos} DesinationHost
P sing (Viru_Seve} vitua sever
R sing M Vimdpottype
- sing veso veson
- sing (Cipher_Namef Ciper Name
P sing {Web Caegoy) Web Category
- sing (Cetvaidty Savs Cetvaidty Sas
P sing {Reputation Scorgf ReputionScore
o Unsigned Integer 065535 vitud PortNumber
w2 Unsgned Integer  {Forward_Packet_Couny FowadPacket Count
- Unsigned Integer  {Reverse Packet_County | ReversePacket Cout
o Unsgned Integer  {Duraion} puaion
- Unsigned Integer  {Logg g~~~
ws Unsgned Integer  {Forward Byte Tranferred) FowadByte Trandlerred
o Unsigned Integer  {Reverse Byte Transterred) | ReverseByte Tranferred




port-termination

Both Local and Real port empty when
486707068372254721 terminating persistent TCP warning slb.template.connection-reuse

Remote .
connection

Format csl=$warn:%s: cslL abel=Empty real port in termination
-"I-E;;mple csl;ReaI port -é-mpty whe|;|"terminati ng persistent -'-I-'CP conne;:-';i on cleaB;eI=Empty real port in t;rminati on S
'sYsL0G s
Format $warn:%s:
'"I-E;;nple Real port empty when terr-r-1-i nating pergistent TCP";:onnectionm -----------
Variable Tyee  vaue Deripton
warn String Real port empty when terminating persistent TCP reason

connection

proto=$proto:%s: src=$src:%s: spt=Sspt:%d: dst=$dst:%s: dpt=$dpt:%d: cs1=$type:%s: cslLabel=Query cn1=$queryid:%d: cnllabel=Query ID
cs2=%opcode:%s: cs2L abel=Opcode cs3=$header_flag:%s: cs3Label=Header Flag cn2=%qdcount:%d: cn2Label=Question Count

Format cn3=%ancount:%d: cn3Label=Answer Record Count cn4=$NSCount:%d: cn4L abel=Authority Record Count cn5=%arcount:%d:
cn5Label=Additional Record Count dhost=$dhost:%s: cs4=%qr_type:%s. csAL abel=Query Type csb=$qr_class.%s: cs5Label=Query Class
reason=$reason:%s:
proto=tcp src=1.2.3.4 spt=1 dst=4.5.6.7 dpt=1 csl=query cslLabel=Query cn1=1345 cnllL abel=Query ID cs2=QUERY cs2L abel=Opcode cs3=RD

Example cs3Label=Header Flag cn2=0 cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0

P cn5Label=Additional Record Count dhost=server.example.com cs4=A csAL abel=Query Type cs5=IN cs5Label=Query Class reason=FQDN label
count Filter Drop

SYSLOG
$proto:%es: $src:%os: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: Queryld=$queryid:%d: Opcode=$opcode:%os: HeaderFlag=$header_flag:%s:

Format QDCount=$qgdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=$arcount:%d: dhost=$dhost:%s: QueryType=$qr_type:%s:
QueryClass=$qr_class.%s: $reason:%s:

Example tcp 1.2.3.4 1 4.5.6.7 1 Type=query Queryld=1345 Opcode=QUERY HeaderFlag=RD QDCount=0 ANCount=0 NSCount=0 ARCount=0

P dhost=server.example.com QueryType=A QueryClass=IN FQDN label count Filter Drop

Variable Type Value Description

proto String tep Protocol

udp




src IP V4 Address { Source_l P} Source IP
ot e vessm © SourcePor
ds.t IPV4 Address" {DeStI nation IP} DeStI nation IP
dpt Integer " 1-65535 l"I.D"e;trnatlon Port
type Strlng query Type of DNS message
queryrd Integer {Query id} Query id
~opeode sig  QUERY © Opeode
heeder_flag Str-i-ng { Heeder} Heeder
qdcount Inteoa {Quesu on Count} Quesu on Count
ancount Integer {Ansrver Record_Count} Ansrver Record Count
mI\IéCount Integer {Authonty Record Count} ""A..ut-honty Record Count
mercount Integer {Addrtl ona Record Count} “dertl ona Record Count -
dhost String { Hostname} .“I-I.oe-tname "
ar_type String {Quew_Type} Query Type
qrclass Str-i-ng {Query Clas} Query Class
reason Str-i-ng {FQDN label_count_| F|Iter _Drop} FQDN label count Filter Drop
mnecount Intecjer {Authorlty Record Count} .“;A"utnonty Record Count

fgdn_label_count_filter_drop_log_v6 486707618128068614 IlzggDIID\Il\fibglu;t):n?ch:lFt:r slb.template.dns

Format

proto=$proto:%s. c6a2=$src:%s: c6a2l abel=Source |Pv6 Address spt=$spt:%d: c6a3=$dst:%s: c6a3Label=Destination |Pv6 Address
dpt=S$dpt:%d: csl=$type:%s: csllL abel=Query cn1=$queryid:%d: cnllL abel=Query ID cs2=$opcode:%s. cs2L abel=Opcode cs3=$header flag:%s:
cs3Label=Header Flag cn2=$qgdcount:%d: cn2L abel=Question Count cn3=%$ancount:%d: cn3L abel=Answer Record Count cn4=$NSCount:%d:
cn4label=Authority Record Count cn5=$arcount:%d: cn5Label=Additional Record Count dhost=$dhost:%s. cs4=$qr_type:%os: csAL abel=Query
Type c§—$qr class:%s: cs5Label= Query Classreason-$reeson %s:

proto=tcp c6a2=2001:ABCD::7 c6a2L abel=Source IPv6 Address spt=1 c6a3=2001:ABCD::7 c6a3LabeI Destination IPv6 Addre&s dpt—
csl=query csllL abel=Query cn1=1345 cnll abel=Query ID cs2=QUERY cs2L abel=Opcode cs3=RD cs3L abel=Header Flag cn2=0

cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record
Count dhost=server.example.com cs4=A csAL abel=Query Type cs5=IN cs5L abel=Query Class reason=FQDN label count Filter Drop




$proto:%es: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: Queryld=$queryid:%d: Opcode=$opcode:%s. HeaderFlag=$header_flag:%s:

Format QDCount=$qgdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=$arcount:%d: dhost=%dhost:%s. QueryType=$qr_type:%s:
QueryCIa$=$qr class:%s: $reason %s:
"-I.E;ernple tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type:query Queryld 1345 Opcode:QU ERY HeederFIag RD QDCount 0 ANCOUNt=0 NSCount=0
ARCount=0 dhost=server. example com QueryType=A QueryCIa$=IN FQDN label count Filter Drop

m\.;er-iable Type Value Deecrrptron -----------
proto String L?p Protocol

src IP V6 Addressm { Source | Pv6} Source IPv6

Spt Integer 1-65535 Source Port

dsI IPV6 Address" { Destination IP\/6} .“I.D"e-strnatron IPv6

dpt Integer " 1-65535 .“I.Z.)eetlnatlon Port

type Strrng query Type of DNS message

queryld Integer {Query id} Query id

opcode String QU ERY .“Qpcode

mneeder_fl ag Str-i-ng { Header} Header

qdcount Integer {Questr on Count} Questr on Count

menc-ount Integer {AnSNer Record_Count} AnSNer Record Count

mI\ICCount Integer {Authorlty Record Count} ""A..utnorlty Record Count

mer.count Integer {Addrtronal Record Count} “dertronal Record Count

dhost String { HosIname} ."I-I.oetname
ar_type String {Quew_Type} Query Type

qrclass Str-i-ng {Query Cl a&} Query Class

reason Str-i-ng {FQDN label_count_| F|Iter _Drop} FQDN label count Filter Drop

mn.s.count Integer {Authorrty Record Count} .“I.A"utnorrty Record Count

fgdn_length_filter_drop_log 486707618128068611 tggDDN’\fib(glulzn)gt?trlgﬁtf: slb.template.dns

proto=$proto:%s: src=$src:%s: spt=$spt:%d: dst=3dst:%s. dpt=$dpt:%d: csl=$type:%s:. cslLabel=Query cn1=%queryid:%d: cnllabel=Query ID




cs2=%opcode:%s: cs2L abel=Opcode cs3=$header_flag:%s:. cs3Label=Header Flag cn2=$qdcount:%d: cn2Label=Question Count
Format cn3=%ancount:%d: cn3Label=Answer Record Count cnd=$NSCount:%d: cn4lL abel=Authority Record Count cn5=$arcount:%d:
cn5Label=Additional Record Count dhost=$dhost:%s. cs4=3qr_type:%s. csAL abel=Query Type cs5=$qr_class.%s: cs5Label=Query Class
reason=$reason: %s:
proto=tcp src=1.2.3.4 spt=1 dst=4.5.6.7 dpt=1 csl=query cslL abel=Query cn1=1345 cnllL abel=Query ID cs2=QUERY cs2L abel=Opcode cs3=RD
cs3Label=Header Flag cn2=0 cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0
cn5Label=Additional Record Count dhost=server.example.com cs4=A csAL abel=Query Type cs5=IN cs5L abel=Query Class reason=FQDN label
length Filter Drop

$proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: Queryld=$queryid:%d: Opcode=$opcode:%s. HeaderFlag=$header flag:%s:
Format QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=$arcount:%d: dhost=$dhost:%s: QueryType=$qr_type:%s:
QueryClass=%qr_class.%s: $reason:%s:

tcp 1.2.3.414.5.6.7 1 Type=query Queryld=1345 Opcode=QUERY HeaderFlag=RD QDCount=0 ANCount=0 NSCount=0 ARCount=0

Example dhost=server.example.com QueryType=A QueryClass=IN FQDN label length Filter Drop

varible  Type vave Desripton
proto String LcoFljp Protocol

« PV4Addess  {sowcel sucetp
o nteger ressss suceot
@ PV4Address  {Desinaion P} Desiraiontp
o nteger vessss Desiraionfot
e sing ey Typeof DNSmessge
queyid nteger fQuenyid Queyid
opoe sing QUERY Opode
header flag sing (Heade) Heder
qeont nteger {Quesion Coun) QuesionCont
acont nteger {Answer Record Court) AnswerRecord Count
‘Nscowt nteger {Authority Record County Auhority Record Count
acomt integer {Addtiond_Record County . Addtiona Record Count
ot sing {Hosnameg Hosrame




gr_class String {Query Cl a$} Query Class

reason String {FQDN label Iength Fllter ~ Drop} FQDN label Iength Filter Drop

nscount Integer {Authorlty Record Count} Authority Record Count

fgdn_length_filter_drop_log_v6 486707618128068612 IlzggDDN’\::b(glulzq);grrlgﬁtf:rr slb.template.dns

proto=$proto:%s: c6a2=%src:%s: c6a2L abel=Source |Pv6 Address spt=$spt:%d: c6a3=$dst:%s. c6a3L abel=Destination IPv6 Address
dpt=%dpt:%d: csl=$type:%s:. csll abel=Query cn1=$queryid:%d: cnl1L abel=Query ID cs2=$opcode:%s: cs2L abel=Opcode cs3=$header_flag:%s:

Format cs3Label=Header Flag cn2=$qdcount:%d: cn2Label=Question Count cn3=$ancount:%d: cn3Label=Answer Record Count cn4=$NSCount:%d:
cn4L abel=Authority Record Count cn5=$arcount:%d: cn5L abel=Additional Record Count dhost=$dhost:%s. cs4=$qr_type:%s: cs4L abel=Query
Type c§5—$qr class:%s: cs5Label Query Class reeson—$reason %s:

proto=tcp c6a2=2001:ABCD::7 c6a2L abel=Source |Pv6 Addre&e spt—l €6a3=2001:ABCD::7 CSaSLabeI Destination IPv6 Addreﬂs dpt-
csl=query csll abel=Query cn1=1345 cnllabel=Query ID cs2=QUERY cs2L abel=Opcode cs3=RD cs3L abel=Header Flag cn2=0

cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record
Count dhost=server.example.com cs4=A cs4L abel=Query Type cs5=IN cs5L abel=Query Class reason=FQDN label length Filter Drop

$proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: Queryld=$queryid:%d: Opcode=$opcode:%s. HeaderFlag=$header flag:%s:
Format QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=$arcount:%d: dhost=$dhost:%s: QueryType=$qr_type:%s:
QueryCI ass:$qr class:%s: $reason %s:

tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type=query Queryld 1345 OpcodezQU ERY HeaderFI ag—RD QDCount 0 ANCount=0 NSCount=0

Example ARCount=0 dhost=server.example.com QueryType=A QueryClass=IN FQDN label length Filter Drop

Varlable Ty-r-)-e Value D@criptierr -----------
proto String Li?p Protocol

src ----------- IPV6 Address {Source | Pv6} ------------ So urce IPv6

spt ------------ Integer Lessss So urce Port

dst ------------ IPV6 Addrese" { Destination IP\/6} ------------ Destl nation |Pv6

dpt ----------- Int-e-ger Lessss I.D.;tlnanon Port

type --------- Str-i-ug wey T ype of DNS messege

queyid e fowydd Query id

opoe sig  QuERy Opcode

header_flag Stri ng {Header} Header




gdcount Integer {Questlon Count} Question Count

ancount Integer {AI”ISNeI‘ Record Count} Answer Record Count
mli\.lgCount --------- Inteoer {Authonty Record Count} "Xut-honty Record Count
mercount --------- Integer {Addltlonal Record Count} “deltlonal Record Count "
dhost --------- Stri ng { Hostname} --------- R.oetname
qr_type --------- Stri ng {Query_Type} ------------ Q uery Type
qr_class --------- Strlng {Query Cla$} ------------ Q uery Class
reason --------- Str-i-ng {FQDN label Iength F|Iter oroph FQDN label Iength Filter Drop
nsoount --------- Inteoer {Authorlty Record Count} ""A.\.utnorlty Record Count

tid_filter_drop_log 486707618128068609 ILzl‘l’?erDNS Query Dropfor TLD sb.template.dns

proto=%proto:%s; src=$src:%s: spt=3spt:%d: dst=3dst:%s: dpt=3dpt:%d: cs1=3type:%s: cslL abel=Query cnl=$queryid:%d: cnll abel=Query ID
cs2=%opcode:%s: cs2L abel=Opcode cs3=$header_flag:%s: cs3Label=Header Flag cn2=$qdcount:%d: cn2L abel=Question Count
Format cn3=%ancount:%d: cn3Label=Answer Record Count cnd=$NSCount:%d: cn4l abel=Authority Record Count cn5=$arcount:%d:
cn5Label=Additional Record Count dhost=$dhost:%s: cs4=%qr_type:%s: csAL abel=Query Type cs5=$qr_class.%s:. cs5Label=Query Class
reeson:$reason'%s
proto—tcp sc=1.2.34 spt 1 dst 4.5.6.7 dpt 1 csl—query cleabel Query cnl1=1345 cnlLabeI Query ID csZ—QU ERY csZLabeI Opcode cs3=RD
cs3Label=Header Flag cn2=0 cn2L abel =Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0
cn5Label=Additional Record Count dhost=server.example.com cs4=A csAL abel=Query Type cs5=IN csbLabel=Query Class reason=TLD Filter
Drop

$proto:%s. $src:%s. $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s. Queryld=$queryid:%d: Opcode=$opcode:%s. HeaderFlag=$header_flag:%s:
Format QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=$arcount:%d: dhost=$dhost:%s: QueryType=$qr_type:%s:
QueryCI ass:$qr class:%s: $reason %s:

tcp 1.2.3.41456.71 Type=query Queryld 1345 OpoodecQUERY HeaderFIag RD QDCount—O ANCount=0 NSCount=0 ARCount=0

Example dhost=server.example.com QueryType=A QueryClass=IN TLD Filter Drop

Variable Type Value Description
. tep

proto String U dp Protocol

src IPVA4 Address { Source_| P} Source IP

Spt Integer 1-65535 Source Port




dst IP V4 Address { Destination IP} Destination IP

dpt Integer 1-65535 Destination Port
type --------- Str-i-ng wey T ype of DNS meﬁege
qeyia e (i Query id
opcode --------- Strlng QU Y O poode
mneeder_fl c Stri ng { Hewer} --------------- Hewer
qdcount --------- Integer {Quesu on Count} ------------ Q ueeu on Count
ancount --------- Inteda {AnSNer Record Count} " AnsNer Record Count
ml.\.léCount --------- Inteoa {Authorlty Record Count} ""A.\.utnorlty Reoord Count
mercount --------- Integer {Add|t| onal Record Count} “deltl onal Record Count "
dhost --------- Stri ng { Hostname} --------- I.-.|.oetname
ar_type Stri ng {QUGW_TVDG} Query Type
qr_class --------- Stnng {Query_CI a$} ------------ Q uery Class
reason --------- Str-i-ng {TLD Filter Drop} ------------ T LD Filter Drop
mnecount --------- Inéger {Authorlty Record Count} --------- A utnonty Record Count

tld_filter_drop_log_v6 486707618128068610 :;ﬁ?erDNS Q=Y (Blnel U slb.template.dns

proto=$proto:%s. c6a2=$src:%s: c6a2l abel=Source |Pv6 Address spt=$spt:%d: c6a3=$dst:%s: c6a3Label=Destination |Pv6 Address
dpt=S$dpt:%d: cs1=$type:%s. cslL abel=Query cn1=$queryid:%d: cnllL abel=Query ID cs2=$opcode:%s. cs2L abel=Opcode cs3=$header flag:%s:
Format cs3Label=Header Flag cn2=$qgdcount:%d: cn2L abel=Question Count cn3=%$ancount:%d: cn3Label=Answer Record Count cnd=$NSCount:%d:
cn4label=Authority Record Count cn5=$arcount:%d: cn5Label=Additional Record Count dhost=$dhost:%s. cs4=%qr_type:%os: csAL abel=Query
Type c35-$qr class:%s: cs5L abel= Query Class reason—$reeson %s:
proto=tcp c6a2=2001:ABCD::7 c6a2L abel=Source IPv6 Address spt=1 c6a3=2001:ABCD::7 c6a3LabeI Destination IPv6 Addroes dpt—
csl=query csllL abel=Query cn1=1345 cnll abel=Query ID cs2=QUERY cs2L abel=Opcode cs3=RD cs3L abel=Header Flag cn2=0
cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record
Count dhost=server.example.com cs4=A csAL abel=Query Type cs5=IN cs5Label=Query Class reason=TLD Filter Drop

$proto:%s. $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: Queryld=$queryid:%d: Opcode=$opcode:%s. HeaderFlag=$header_flag:%s:
Format QDCount=$gdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=%arcount:%d: dhost=$dhost:%s: QueryType=$qr_type:%s:
QueryClass=3$qr_class.%s: $reason:%os:




tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type=query Queryld=1345 Opcode=QUERY HeaderFlag=RD QDCount=0 ANCount=0 NSCount=0

Example ARCount=0 dhost=server. example com QueryType:A QueryCIass:IN TLD Filter Drop

m\.;ar-iable Type Value Deecription -----------
proto String L(dpp Protocol

s PVeAGies (souce IPve} *Source 1Pv6

spt Integer 1-65535 Source Port

dsi IPV6 Address" { Destination IPv6} l“I.D";trnatIon IPv6

dpt Integer " 1-65535 .“I.D.;tlnanon Port

type Stnng query Type of DNS message
queryrd Integer {Query id} Query id

opcode Swring QUERY Opeode
mneader_fl ag Str-i-ng { Header} Header
qdcount Integer {Questr on Count} Questl on Count
mancount Integer {Answer Record Count} " Answer Record Count
mI\ICCount Integer {Authonty Record Count} “Xut"honty Record Count
ma.r.count Integer {Addltronal Record Count} ."A"ddltronal Record Count
dhost Str-i-ng { Hostname} .“I.—I.o;c-tname
arype suing (Quey_Type Query Type
qrclass Stri ng {Query_CI ass} Query Class
reason Stri ng {TLD Filter Drop} TLD Filter Drop
mn.s.count Integer {Authonty Record Count} “Xut-nonty Record Count

request_header Iog 486715314709463041 DNSIoggrng for traffic sIbtempIatedns—Iogglng

proto=3$proto:%s: src=%src:%os: spt=3spt:%d: dst=$dst:%s: dpt=3$dpt:%d: csl=$type:%s:. csll abel=Query cnl=$queryid:%d: cnll abel=Query ID

cs2=%opcode:%s: cs2L abel=Opcode cs3=$header_flag:%s. cs3Label=Header Flag cn2=$qdcount:%d: cn2L abel=Question Count
cn3=$ancount:%d: cn3Label=Answer Record Count cn4=$NSCount:%d: cn4Label=Authority Record Count cn5=$arcount:%d:
cn5Label=Additional Record Count

proto-tcp src=1.2.3.4 spt 1 dst—4 5.6.7 dpt 1 csl—query cleabeI Query cn1=1345 cnlLabeI Query ID cs2= QU ERY csZLabeI Opcode €s3=RD




Example cs3Label=Header Flag cn2=0 cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0
cn5Label=Additional Record Count

SYSLOG e

Format $proto:%s. $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s. Queryld=$queryid:%d: Opcode=$opcode:%s. HeaderFlag=$header_flag:%s:
QDCount—$qdcount %d: ANCount—$ancount %d: NSCount= $necount %.d: ARCount—$arcount %d:

'"I.E;ernple tcp 1234145671 Type:query Queryld 1345 OpcodecQU ERY HeaderFIag RD QDCount 0 ANCount=0 NSCount=0 ARCount=0

m\.;er-i-able Type Value Deecrlptlon -----------
proto String ch)p Protocol

src IPV4 Addr%sm {Source IP} Source IP

spt Integer 1-65535 Source Port

dst IPV4 Addressm { Destination IP} Destl nation IP

dpt Integer 1-65535 Deetl nation Port

type String query Type of DNS messege

queryid e (Quey i) Queryid

*opcode suing QUERY Opeode

mnee-der_fl ag Stri ng { Header} Header

qdcount Integer {Questl on Count} Questl on Count

ancount Integer {Answer Record Count} Answer Record Count

mI\ICCount Intecja {Authorlty Record Count} “Xut"nonty Record Count

arcount Inteda {Additi onaI_Record_Count} Add|t| onad Record Count

nscount Inteoa {A-ut-hority Record Count}" “Xut"nonty Record Count

request_header Iog v6 486715314709463048 DNSIogglng for traffic slbtemplatedns-loggmg

proto=$proto:%s. src=%src:%s. spt=$spt:%od: dst=$dst:%s: dpt=3dpt:%d: csl=$type:%s: csll abel=Query cn1=$queryid:%d: cnlL abel=Query ID
cs2=%opcode:%s: cs2L abel=Opcode cs3=$header_flag:%s: cs3Label=Header Flag cn2=$qdcount:%d: cn2L abel=Question Count
cn3=$ancount:%d: cn3Label=Answer Record Count cn4=$NSCount:%d: cn4L abel=Authority Record Count cn5=$arcount:%d:
cn5Label=Additional Record Count
proto—tcp src=2001:ABCD::7 spt=1 dst—2001 ABCD::7 dpt 1 csl=query cleabeI Query cn1=1345 cnlLabeI Query ID cs2= QU ERY
Example cs2L abel=Opcode cs3=RD cs3L abel=Header Flag cn2=0 cn2L abel=Question Count cn3=0 cn3L abel=Answer Record Count cn4=0




cn4lL abel=Authority Record Count cn5=0 cn5L abel=Additional Record Count

SYSLOG
Format $proto:%es: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: Queryld=$queryid:%d: Opcode=$opcode:%s: HeaderFlag=$header_flag:%s:
QDCount—$qdoount %d: ANCount—$anoount %d: NSCount—$nscount %d: ARCount—$arcount %.d:

Example tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type=query Queryld=1345 Opcode=QUERY HeaderFIag—RD QDCount 0 ANCount=0 NSCount=0
P ARCount=0

Variable Type Value Description

proto String L?p Protocol

src IPV6 Address {Source | P} Source IP

spt Integer 1-65535 Source Port

dst IP V6 Address { Destination IP} Destination IP

dpt Integer 1-65535 Destination Port

type String query Type of DNS meswge

queryid | nteger { Query_i d} Query id

opcode Strrng QU ERY Opcode

header_flag Stri ng { Header} Header

gdcount Integer {Questr on Count} Question Count

ancount Integer {Answer Record Count} Answer Record Count

NSCount Integer {Authorlty Record Count} Authority Record Count

arcount Integer {Additi onaI_Record_Count} Additiona Record Count

nscount Integer {Authority Record Count} Authority Record Count

request_header_question_log 486715314709463043 gﬂgt‘fjm““ AE2iE el db.template.dns-logging

proto=$proto:%s. src=$src:%s: spt=Fspt:%d: dst=$dst:%s: dpt=$dpt:%d: cs1=$type:%s: cslL abel=Query cnl=$queryid:%d: cnllabel=Query ID

cs2=%opcode:%s:; cs2L abel=Opcode cs3=$header_flag:%s: cs3Label=Header Flag cn2=%$qdcount:%d: cn2L abel=Question Count
cn3=%ancount:%d: cn3Label=Answer Record Count cn4=$NSCount:%(d: cn4L abel=Authority Record Count cn5=%arcount:%d:
cn5Label=Additional Record Count dhost—$dhost %s: cs4-$qr type:%s: csAL abel Query Type c35—$qr class.%s: cs5Label= Query Class

proto-tcp src=1.2.34 spt =1 dst—4 5.6.7 dpt=1 csl—query csll abel= Query cn1=1345 cnll abel=Query ID cs2= QU ERY csZLabeI Opcode €s3=RD




Example cs3Label=Header Flag cn2=0 cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0
cn5Label=Additional Record Count dhost=server.example.com cs4=A csAL abel=Query Type cs5=IN csbLabel=Query Class

$proto:%s. $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s. Queryld=$queryid:%d: Opcode=$opcode:%s. HeaderFlag=$header_flag:%s:
Format QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=$arcount:%d: dhost=$dhost:%s: QueryType=$qr_type:%s:
QueryCIa$:$qr class:%s:

tcp 1.2.341456.71 Type=query Queryld—1345 OpcodezQU ERY HeaderFI ag—RD QDCount 0 ANCount=0 NSCount=0 ARCount=0

Example dhost=server.example.com QueryType=A QueryClass=IN

m\;er-iable --------- Ty-oe V-eIue --------------- Deecription --------------------
proto String L?p Protocol

src IP-\}4 Addressm {Source IP} Source IP

spt Integer 1-65535 Source Port

dsI IPV4 Address" { Destination IP} Destr nation IP

dpt Integer " 1-65535 .“I.D"e-stlnanon Port

type Strmg query Type of DNS messege
queryrd Integer {Query id} Query id
opcode Sring QUERY Opeode
mneeder_fl ag Str-i-ng { Header} Header
qdcount Integer {Questr on Count} Questr on Count
";}{ééunt Integer {Answer Record Count} " Answer Record Count
mI\ICCount Integer {Authorlty Record Count} “Xut-horlty Record Count
mercount Integer {Addrtronal Record Count} ."A"ddrtronal Record Count
dhost Str-i-ng { Hostname} .“I.—I.o;c-tname
arype String (Quey_Type Query Type
qrclass Str-i-ng {Query Cl ass} Query Class
mnecount Inteoer {Authorrty Record Count} .“;A"utnonty Record Count

request_header_question_log_v6 486715314709463050 gzggl::sRmued AlEEsEr e slb.template.dns-logging




proto=$proto:%s: src=%src:%os: spt=3spt:%d: dst=$dst:%s: dpt=3dpt:%d: cs1=$type:%s:. cslL abel=Query cnl=$queryid:%d: cnll abel=Query ID
cs2=%opcode:%s: cs2L abel=Opcode cs3=$header_flag:%s:. cs3L abel=Header Flag cn2=$qdcount:%d: cn2L abel=Question Count

Format cn3=$ancount:%d: cn3Label=Answer Record Count cn4=$NSCount:%d: cn4Label=Authority Record Count cn5=$arcount:%od:
cn5Label=Additional Record Count dhost=$dhost:%s: cs4=3qr_type:%s. csAL abel=Query Type cs5=$qr_class.%s: cs5Label=Query Class
proto=tcp src=2001:ABCD::7 spt=1 dst=2001:ABCD::7 dpt=1 csl=query cslL abel=Query cn1=1345 cnllLabel=Query ID cs2=QUERY

Example cs2L abel=0Opcode cs3=RD cs3L abel=Header Flag cn2=0 cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0

P cn4L abel=Authority Record Count cn5=0 cn5Label=Additional Record Count dhost=server.example.com cs4=A csAL abel=Query Type cs5=IN
cs5Label=Query Class

SYSLOG
$proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s. Queryld=$queryid:%d: Opcode=$opcode:%s: HeaderFlag=$header_flag:%es:

Format QDCount=$qgdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=$arcount:%d: dhost=$dhost:%s. QueryType=$qr_type:%s:
QueryClass=$qr_class:%s:

Example tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type=query Queryld=1345 Opcode=QUERY HeaderFlag=RD QDCount=0 ANCount=0 NSCount=0

P ARCount=0 dhost=server.example.com QueryType=A QueryClass=IN
Variable Type Value Description
. tep

proto String udp Protocol

src IP V6 Address {Source_IP} Source IP

spt Integer 1-65535 Source Port

dst IP V6 Address {Destination_IP} Destination IP

dpt Integer 1-65535 Destination Port

type String query Type of DNS message

queryid Integer {Query_id} Query id

opcode String QUERY Opcode

header_flag String {Header} Header

gdcount Integer {Question_Count} Question Count

ancount Integer {Answer_Record_Count} Answer Record Count

NSCount Integer {Authority_Record_Count} Authority Record Count

arcount Integer {Additional_Record_Count} Additional Record Count

dhost String {Hostname} Hosthame




qr_type String {Query_Type} Query Type
qr_class String {Query Class} Query Class
nscount Integer {Authonty Reoord Count} Authority Record Count

request_question_log 486715314709463042 Log DNS Requeet Questlon sIbtempIatedns—Iogglng

proto=$proto:%s: src=$src:%s: spt=Sspt:%d: dst=$dst:%s: dpt=$dpt:%d: cs1=$type:%s: cslLabel=Query cn1=$queryid:%d: cnllabel=Query ID

Format dhost—$dhost %s: cs2—$qr type %s: cs2L abel= Query Type cs3—$qr class:%s: cs3Label=Query Class

---I.E;e-mple proto—tcp src=1.2.3.4 spt=1 dst=4.5.6.7 dpt—l csl=query csll abel= Query cnl1=1345 cnlLabeI —Query ID dhost—server example come2=A
cs2Label=Query Type cs3=IN cs3Label=Query Class

svsL0G S

Format $proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: Queryld=$queryid:%d: dhost=$dhost:%s: Query Type=$qr_type:%os:
QueryCI a&s=$qr class.%s:

'“I.E;e-mple tcp 1234145671 Type:query Queryld 1345 dhost server. example com QueryType:A QueryCIass:I N G

m\;er-iable Type Value esften

proto String Sg)p Protocol

src " IPV4 Address" {Source | P} Source IP

Spt Integer " 1-65535 Source Port

dst IPV4 Address" { Destination IP} Destl nation IP

dpt Integer " 1-65535 Deetl nation Port

type Strlng query Type of DNS messege

queryid e (Quey i) Queryid

dhost Stri ng { Hostname} .“I.—I.oetname

ar_type Stri ng {QUEW_TYPE} Query Type

qrclass Strlng {Query Class} Query Class

request_question_log_v6 486715314709463049 Log DNS Requeﬂ Questlon slbtemplatedns—logglng

proto=$proto:%s. src=%src:%s. spt=$spt:%d: dst=$dst:%s: dpt=3dpt:%d: csl=$type:%s: csllabel=Query cnl=$queryid:%d: cnllL abel=Query ID
dhost=$dhost:%s: cs2=$qr_type:%s: cs2L abel=Query Type cs3=$qr_class:%s: cs3Label=Query Class




proto=tcp src=2001:ABCD::7 spt=1 dst=2001:ABCD::7 dpt=1 csl=query cslLabel=Query cn1=1345 cnllLabel=Query ID

Example dhost=server.example.com cs2=A cs2L abel=Query Type cs3=IN cs3Label=Query Class
svsLoG -
Format $proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s. Queryld=Squeryid:%d: dhost=$dhost:%s. QueryType=3qr_type:%s:
QueryCI as;$qr class:%s:
"-I.E.;rernple tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type:query Queryld 1345 dhost Server. example com QueryType:A QueryCIaaFl NG
m\}er-iable Type VaJue sesiie
proto String L‘;pp Protocol
src ----------- IP V6 Addreﬂe" { Source_| P} --------------- So rr-rce IP
. e wessw Source Port
dsI ------------ IPV6 Addras" { Destination IP} ------------ I.D";tlnanon IP
dpt ----------- Integer " Lessss E);tmatlon Port
type --------- String query --------------- T ype of DNS ma@age
queyid e (ueyid Query id
dhost --------- Str-i-eg { Hostname} --------------- I.-.|.<.)-;tname
ar_type Strlng {Query Type} Query Type
qrclass --------- Strlng {Query Cla$} ------------ Q uery Class

response_both_log 486715314709463045 Ia‘mog f:;lerNS ResponseHeader slb.template.dns-logging

proto=$proto:%s. src=%src:%s: spt=$spt:%od: dst=$dst:%s: dpt=%dpt:%d: csl=$type:%s: csllL abel=Response cs2=$datasource:%s:
cs2L abel=Response Source cnl=$queryid:%d: cnll abel=Query I1D cs3=$opcode:%s: cs3Label=Opcode cs4=$header_flag:%s: cs4L abel=Header

Format Flag cn2=%$qdcount:%d: cn2L abel=Question Count cn3=%ancount:%d: cn3Label=Answer Record Count cn4=$NSCount:%(d: cn4lL abel=Authority
Record Count cn5—$aroount %(d: cn5Label=Additional Record Count csS—$response content:%s; cs5Label= response content
proto-tcp src=1.2.34 spt—l dst=4.5.6.7 dpt 1 csl=response cleabeI Response cs2= backend csZLabeI Response Source cn1=1345
Example cnllabel=Query ID cs3=QUERY cs3Label=Opcode cs4=RD csAL abel=Header Flag cn2=0 cn2L abel=Question Count cn3=0 cn3L abel=Answer
P Record Count cn4=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record Count cs5=answer section [google.com 11 84
172.217.27.142;] addition sectio [] cs5Label=response content
SYSLOG

$proto:%s. $src:%s: Sspt:%d: $dst:%s: $dpt:%d: Type=$type:%s: source=$datasource:%s: Queryld=$queryid:%d: Opcode=$opcode:%os:




Format HeaderFlag=$header_flag:%s: QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=$arcount:%od:
response=$ans_typel:%s:
Example tcp 1.2.3.4 1 4.5.6.7 1 Type=response source=backend Queryld=1345 Opcode=QUERY HeaderFlag=RD QDCount=0 ANCount=0 NSCount=0
P ARCount=0 response=answer section [google.com 1 1 84 172.217.27.142;] addition sectio []
Variable Type Value Description
. tep
proto String udp Protocol
src IP V4 Address {Source_IP} Source IP
spt Integer 1-65535 Source Port
dst IP V4 Address {Destination_IP} Destination IP
dpt Integer 1-65535 Destination Port
. response
type String query Type of DNS message
backend
datasource Strin gslb Source of DNS response
9 cache
rpz
queryid Integer {Query_id} Query id
QUERY
IQUERY
. STATUS
opcode String R od Opcode
NOTIFY
UPDATE
header_flag String {Header} Header
gdcount Integer {Question_Count} Question Count
ancount Integer {Answer_Record_Count} Answer Record Count
NSCount Integer {Authority_Record_Count} Authority Record Count
arcount Integer {Additional_Record_Count} Additional Record Count
response_content String {response_content} response content
nscount Integer {Authority_Record_Count} Authority Record Count
ans_typel String {response_content_type} response content type




response_both_log_rcode 486715314709463052 ;:3 EX;NZNV?I;?S: dssHeader slb.template.dns-logging

CEF

proto=$proto:%s: src=$src:%s: spt=%spt:%d: dst=$dst:%s: dpt=$dpt:%d: csl=$type:%s: cslL abel=Response cs2=$datasource:%s:

cs2L abel=Response Source cnl=$queryid:%d: cnll abel=Query ID cs3=$opcode:%s. cs3Label=Opcode csA=$header_flag:%s: cs4l abel=Header
Format Flag cs5=$rcode:%s: cs5Label =RCODE cn2=$qdcount:%d: cn2L abel=Question Count cn3=$ancount:%d: cn3Label=Answer Record Count
cn4=$NSCount:%d: cn4Label=Authority Record Count cn5=%arcount:%d: cn5L abel=Additional Record Count cs6=$response_content:%os:
cs6L abel=response content

proto=tcp src=1.2.3.4 spt=1 dst=4.5.6.7 dpt=1 csl=response cslL abel=Response cs2=backend cs2L abel=Response Source cn1=1345
cnllabel=Query ID cs3=QUERY cs3Label=Opcode cs4=RD csAL abel=Header Flag cs5=00 cs5L abel=RCODE cn2=0 cn2L abel=Question Count
cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record Count csb=answer section
[google.com 1 1 84 172.217.27.142;] addition sectio [] cs6Label=response content

$proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s. source=$datasource:%s: Queryld=$queryid:%d: Opcode=$opcode: %os:
Format HeaderFlag=$header_flag:%s. RCODE=%rcode:%s. QD Count=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d:
ARCount=$arcount:%(d: response=$ans_typel:%s:

tcp 1.2.3.4 1 4.5.6.7 1 Type=response source=backend Queryld=1345 Opcode=QUERY HeaderFlag=RD RCODE=00 QDCount=0 ANCount=0

Example NSCount=0 ARCount=0 response=answer section [google.com 1 1 84 172.217.27.142:] addition sectio []
Vanable Ty-p-J-e Value D&ecripti-c-)-n -----------
proto String Lcdpp Protocol
s  IPVaAddies  {Source P}  somcelp
ot  imeger 165535 © SourcePor
o  IPVaAddes  {Desinaion P} © Destination P
.  imeger 165535 © Destination Port
type String ;ei)r(;nse Type of DNS message
""""" backend
datasource String g:ctr:e Source of DNS response
rpz
queyid e {Queyid)  Queyid
---------- QUERY
IQUERY
opcode String STATUS Opcode

Reserved




NOTIFY

UPDATE
mneeder_fl ag Str-i-ng { Header} Header
reode Swing (RooDE) 'RCODE
qdcount Integer {Queetron Count} m(ugideetron Count
ancount Integer {Answer Record_Count} AnsNer Record Count
"-I.\.I.ééount Integer {Authorlty Record Count} .-Xtrtnorlty Record Count
mercount Integer {Addrtronal Record Count} “dertronal Record Count
mreeoonee content String {responee content} mreeoonee content
nscount Integer {Authorrty Record Count} “thnorrty Record Count
ans -typel Strrng {responee content_type} mreeoonee content type

response_both_log v6 486715314709463047 Lodgfnl:/vers ResponseHeader slb.template.dns-logging

proto=$proto:%s. src=%src:%s: spt=$spt:%od: dst=$dst:%s: dpt=%dpt:%d: csl=$type:%s: csll abel=Response cs2=$datasource:%s:
cs2L abel=Response Source cnl=$queryid:%d: cnllabel=Query I1D cs3=$opcode:%s: cs3Label=Opcode cs4=$header_flag:%s: cs4L abel=Header

Format Flag cn2=%$qdcount:%d: cn2L abel=Question Count cn3=%$ancount:%d: cn3Label=Answer Record Count cn4=$NSCount:%(d: cn4lL abel=Authority
Record Count cn5—$aroount %(d: cn5Label=Additional Record Count csS—$reeponse content:%s; cs5Label= reeponse content
proto-tcp src=2001:ABCD::7 spt=1 dst 2001:ABCD::7 dpt 1 csl—response cleabeI Response cs2= backend csZLabeI Response Source
Example cn1=1345 cnll abel=Query ID cs3=QUERY cs3Label=0Opcode cs4=RD csAL abel=Header Flag cn2=0 cn2L abel=Question Count cn3=0
P cn3Label=Answer Record Count cnd=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record Count csb=answer section
[google.com 1 1 84 172.217.27.142;] addition sectio [] csbL abel=response content
SYSLOG

$proto:%es: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: source=$datasource:%s: Queryld=Squeryid:%d: Opcode=$opcode:%bs:
Format HeaderFlag=$header_flag:%s: QDCount=%$qdcount:%d: ANCount=$ancount:%d: NSCount=%$nscount:%d: ARCount=$arcount:%d:
response=$ans typel %s:

tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type:response sourcecbackend Queryld 1345 Opcode:QU ERY HeederFIag RD QDCount 0

Example ANCount=0 NSCount=0 ARCount=0 response=answer section [google.com 1 1 84 172.217.27.142;] addition sectio []
Variable Type Value Description

. tep
proto String udp Protocol

src IP V6 Address {Source_IP} Source |IP




spt Integer 1-65535 Source Port

dst IPV6 Addr%s {Deﬂmatron IP} Destination IP
dpt Integer 1-65535 .“I.D"eetrnatron Port
type String ;efgo/nse Type of DNS message
""""" beckend
datasource String g:lct;]e Source of DNS response
rpz
queyid e {Queyid)  Queyid
---------- QUERY
IQUERY
opcode String ggvﬁ Opcode
NOTIFY
UPDATE
header_flag Stnng {Header} Header
qdcount Integer {Quectron Count} Quectron Count
me.\.ncount Integer {Answer Record Count} " Answer Record Count
'"I.\I.CCount Integer {Authonty Record Count} “Xutnonty Record Count
mercount Integer {Addltronai_Record_Count} .-"A..ddltronal Record Count "
mr;qoonse content Str-i-ng {reeponse content} mreeoonse content -
mnecount Integer {Authonty Record Count} ""A..utnonty Record Count
me.ne"typel Strrng {response content_type} l“re.s-oonse content type

response_both_log v6 rcode 486715314709463054 ;rc\)c? X):SNZNVSVIthI?é)Sds:Header slb.template.dns-logging

proto=$proto:%s: src=$src:%s. spt=$spt:%d: dst=$dst:%s: dpt=$dpt:%d: csl=$type:%s: cslLabel=Response cs2=$datasource:%s:

cs2L abel=Response Source cnl=$queryid:%d: cnlLabel=Query ID cs3=$opcode:%s:. cs3Label=Opcode cs4=$header_flag:%s: csAL abel=Header
Format Flag csb=%rcode:%s:. cs5Label=RCODE cn2=$qdcount:%d: cn2L abel=Question Count cn3=%ancount:%d: cn3L abel=Answer Record Count

cn4=3NSCount:%(d: cndlL abel=Authority Record Count cn5=$arcount:%d: cn5Label=Additional Record Count cs6=$response_content:%os:

cs6L abel= response content

proto-tcp src=2001:ABCD::7 spt=1 dst—2001 ABCD::7 dpt 1 csl=response cleabeI Response cs2= backend cszLabeI Response Source
cn1=1345 cnll abel=Query ID cs3=QUERY cs3L abel=Opcode cs4=RD csAL abel=Header Flag cs5=00 cs5Label=RCODE cn2=0




cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record
Count csb=answer section [google.com 1 1 84 172.217.27.142;] addition sectio [] cs6L abel=response content

SYSLOG
$proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s. source=$datasource:%s: Queryld=3$queryid:%d: Opcode=$opcode: %os:
Format HeaderFlag=$header_flag:%s: RCODE=$rcode:%s. QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d:
ARCount=$arcount:%d: response=$ans_typel:%s:
Example tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type=response source=backend Queryld=1345 Opcode=QUERY HeaderFlag=RD RCODE=00
P QDCount=0 ANCount=0 NSCount=0 ARCount=0 response=answer section [google.com 1 1 84 172.217.27.142;] addition sectio []
Variable Type Value Description
. tep
proto String udp Protocol
src IP V6 Address {Source_IP} Source IP
spt Integer 1-65535 Source Port
dst IP V6 Address {Destination_I P} Destination IP
dpt Integer 1-65535 Destination Port
. response
type String query Type of DNS message
backend
. gslb
datasource String cache Source of DNS response
rpz
queryid Integer {Query_id} Query id
QUERY
IQUERY
. STATUS
opcode String Reserved Opcode
NOTIFY
UPDATE
header_flag String {Header} Header
rcode String {RCODE} RCODE
gdcount Integer {Question_Count} Question Count
ancount Integer {Answer_Record_Count} Answer Record Count
NSCount Integer {Authority_Record_Count} Authority Record Count




arcount Integer {Addltronal Record Count} Additional Record Count

response_content String {response content} response content
nscount Integer {Authonty_Record Count} Authority Record Count
ans_typel Stnng {response content_type} response content type

response_header_log 486715314709463044 Log ipv4 DNS Reeponse Header slbtemplatedns-logglng

proto=$proto:%s:. src=$src:%s: spt=%spt:%d: dst=$dst:%s: dpt=$dpt:%d: csl=$type:%s: cslL abel=Response cs2=$datasource:%s:
¢s2L abel =Response Source cn1=%$queryid:%d: cnll abel=Query ID cs3=$opcode:%s: cs3L abel=Opcode cs4=$header flag:%s: cs4L abel=Header
Flag cn2=$qdcount:%d: cn2L abel=Question Count cn3=$ancount:%d: cn3Label=Answer Record Count cn4=$NSCount:%d: cn4Label=Authority
Record Count cn5—$arcount %d: cn5Label=Additional Record Count
proto—tcp src=1.2.3.4 spt=1 dst=4.5.6.7 dpt 1 csl—response csllabel= Response cs2=backend cs2L abel= Raponse Source cn1=1345
Example cnllabel=Query ID cs3=QUERY cs3Label=Opcode cs4=RD csAL abel=Header Flag cn2=0 cn2L abel=Question Count cn3=0 cn3Label=Answer
Record Count cn4=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record Count

SYSLOG
Format $proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: source=$datasource:%s: Queryld=$queryid:%d: Opcode=$opcode:%s:
HeaderFl ag—$header flag %s: QDCount—$qdcount %d: ANCount—$ancount %d: NSCount= $nscount %d: ARCount—$arcount %d:
;;ane ------------ tcp 1234145671 Typecresponse source=backend Queryld 1345 Opcode:QU ERY HeaderFIag RD QDCount 0 ANCount=0 NSCount= 0 ---------
ARCount=0
m\.;er"i-able ------------ Type V"r;lue -------------------- Deocription -----------------------
proto String L?p Protocol
src --------------- IPV4 Addressm { Source | P} ------------------ So nrce IP
spt ---------------- Integer lesss So nrce Port
dst ---------------- IPV4 Addressm { Destination_| P} --------------- Deetr nation IP
dpt --------------- Integer vesss Destl nation Port
type String (rqmnse Type of DNS message
------------------------------- backend
datasource String 2:0?18 Source of DNS response
rpz

queryid Integer {Query_id} Query id




QUERY

IQUERY
opcode String g;rvlg Opcode

NOTIFY

UPDATE
mneeder_fl ag Str-i-ng { Header} Header
qdcount Integer {Questron Count} .“C.u-estron Count
ancount Integer {Answer Record Count} " Answer Record Count
'"I.\ISCount Integer {Authorrty Record Count} “Xutnorrty Record Count
mr;rcount Integer {Addrtronal Reoord Count} "dertronal Record Count
nscount Integer {Authorrty Record Count} “Xut-horrty Record Count

response_header_log_rcode 486715314709463051 \I/_v?t?tllg\(/:‘clj dDeNS ReﬁponseHeader slb.template.dns-logging

proto=$proto:%s:. src=3src:%s: spt=Sspt:%d: dst=$dst:%s: dpt=$dpt:%d: cs1=$type:%s: cslL abel=Response cs2=$datasource:%s:

cs2L abel =Response Source cnl=$queryid:%d: cnllabel=Query ID cs3=$opcode:%s: cs3Label=Opcode csA=$header_flag:%s: csAL abel=Header
Flag csb=%rcode:%s:. cs5Label=RCODE cn2=$qdcount:%d: cn2L abel=Question Count cn3=%ancount:%d: cn3L abel=Answer Record Count
cn4—$NSCount %(d: cn4Label —Authonty Record Count cn5—$arcount %d: cn5Label=Additional Record Count

proto—tcp src=1.2.34 spt =1 dst 4.5.6.7 dpt=1 csl—reﬁponse cleabeI Reeponse cs2= backend csZLabeI Response Source cn1=1345
Example cnllabel=Query ID cs3=QUERY cs3L abel=Opcode cs4=RD csAL abel=Header Flag cs5=00 cs5L abel=RCODE cn2=0 cn2L abel=Question Count
cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record Count

$proto:%es: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s: source=$datasource:%s: Queryld=Squeryid:%d: Opcode=$opcode:%bs:
Format HeaderFlag=$header_flag:%s: RCODE=%rcode:%s: QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%od:
A RCount—$arcount %d:

tcp 1.2.3.41456.71 Type:response source:backend Queryld 1345 Opcode:QU ERY HeederFIag RD RCODE=00 QDCount—O ANCount=0

Example NSCount=0 ARCount=0

Variable ©Tye  vale Desripion
proto String L?p Protocol

Src IPV4 Addre$" {Source IP} Source IP

spt Integer " 1-65535 Source Port

dst IPV4 Addreﬁ" {Deetlnatron IP} MI.DU;tlnatron IP




dpt Intet;er 1-6-3-5535 Destination Port
type String ;efgo/nse Type of DNS message
.......... backend
datasource String 2:(;6 Source of DNS response
rpz
queryl d | nteoer { Q-u-ery_i d} Query id
""""" QUERY
IQUERY
opcode String gz\e:—vﬁ Opcode
NOTIFY
UPDATE
mneeder_fl ag Str-i-ng { Heeder} Heeder
roode swing (RooDE) 'RCODE
qdcount Integer {Quectl on Count} Quecn on Count
me.\.ncount Integer {Answer Record Count} " Answer Record Count
MI\ICCount Integer {Authorlty Record Count} “Xutnorlty Record Count
me.rcount --------- Integer {Addltlonal Record Count} .-deltlonal Record Count
nscount Inteoer {Authorlty Record Count} Authorlty Record Count

response_header_log_v6 486715314709463046 Log ipvé DNS Rsponse Header slbtemplate dns—logglng

proto=$proto:%s. src=$src:%s: spt=$spt:%od: dst=$dst:%s: dpt=%dpt:%d: csl=$type:%s: csllL abel=Response cs2=$datasource: %s:

cs2L abel=Response Source cnl=$queryid:%d: cnllabel=Query I1D cs3=$opcode:%s: cs3Label=Opcode cs4=$header_flag:%s: cs4L abel=Header
Flag cn2=$qdcount:%d: cn2Label=Question Count cn3=%$ancount:%(d: cn3Label=Answer Record Count cn4=$NSCount:%d: cn4Label=Authority
Record Count cn5=$arcount:%(d: cn5Label=Additional Record Count

proto=tcp src=2001:ABCD::7 spt=1 dst=2001: ABCD::7 dpt=1 csl=response cslL abel=Response cs2=backend cs2L abel=Response Source
Example cn1=1345 cnll abel=Query ID cs3=QUERY cs3L abel=Opcode cs4=RD csAL abel=Header Flag cn2=0 cn2L abel=Question Count cn3=0
cn3Label=Answer Record Count cnd=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record Count

$proto:%s. $src:%s: Sspt:%d: $dst:%s: $dpt:%d: Type=$type:%s. source=$datasource:%s: Queryld=$queryid:%d: Opcode=$opcode:%os:
HeaderFlag=%header_flag:%s. QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d: ARCount=%arcount:%d:




tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type=response source=backend Queryld=1345 Opcode=QUERY HeaderFlag=RD QDCount=0

Example ANCount=0 NSCount=0 ARCount=0
m\}er-iable Type Value [ Deecription -----------
proto String L?p Protocol
s | PVeAdres  (sowcelP) source P
spt Integer 1-65535 Source Port
dst IPV6 Addre$" {DeStInatIOI"I IP} l--lsue;tlnatlon IP
dpt Integer " 1-65535 .“I-D"e-stmatlon Port
type String ;ei)r(;nse Type of DNS message
---------- backend
datasource String g:lct;]e Source of DNS response
rpz
queyid  Integer {Query_ic) Queryid
---------- QUERY
IQUERY
opcode String ?gvlij Opcode
NOTIFY
UPDATE
mneeder_flag Str-i-ng { Header} Header
qdcount Integer {Questi on_Count} Questl on Count
mencount Integer {Answer Record_Count} Answer Record Count
ml-\.I.éCount Integer {Authorlty Record Count} “Xut"horlty Record Count
mercount Integer {Addmonal Record Count} .",-A"ddltmnal Record Count
mn.s.count Integer {Authonty Record Count} “Xut"horlty Record Count

response_header_log_v6_rcode 486715314709463053 \I/_v?tghllg\(/:gd[eNs Response Azl slb.template.dns-logging

proto=$proto:%s: src=$src:%s. spt=$spt:%d: dst=$dst:%s: dpt=$dpt:%d: csl=$type:%s: cslLabel=Response cs2=$datasource:%s:

cs2L abel=Response Source cnl=$queryid:%d: cnlLabel=Query ID cs3=$opcode:%s:. cs3Label=Opcode cs4=$header_flag:%s: csAL abel=Header




Flag csb=%rcode:%s: csbLabel=RCODE cn2=$qdcount:%d: cn2L abel=Question Count cn3=%$ancount:%d: cn3L abel=Answer Record Count
cn4=$NSCount:%d: cn4Label=Authority Record Count cn5=$arcount:%(d: cn5Label=Additional Record Count

proto=tcp src=2001:ABCD::7 spt=1 dst=2001:ABCD::7 dpt=1 csl=response cslL abel=Response cs2=backend cs2L abel=Response Source
cn1=1345 cnllL abel=Query ID cs3=QUERY cs3L abel=Opcode cs4=RD csAL abel=Header Flag cs5=00 cs5L abel=RCODE cn2=0

Example cn2L abel=Question Count cn3=0 cn3Label=Answer Record Count cn4=0 cn4L abel=Authority Record Count cn5=0 cn5L abel=Additional Record
Count
SYSLOG
$proto:%s: $src:%s: $spt:%d: $dst:%s: $dpt:%d: Type=$type:%s. source=$datasource:%s: Queryld=3$queryid:%d: Opcode=$opcode: %s:
Format HeaderFlag=$header_flag:%s: RCODE=$rcode:%s. QDCount=$qdcount:%d: ANCount=$ancount:%d: NSCount=$nscount:%d:
ARCount=$arcount:%d:
Example tcp 2001:ABCD::7 1 2001:ABCD::7 1 Type=response source=backend Queryld=1345 Opcode=QUERY HeaderFlag=RD RCODE=00
P QDCount=0 ANCount=0 NSCount=0 ARCount=0
Variable Type Value Description
. tep
proto String udp Protocol
src IP V6 Address {Source_IP} Source IP
spt Integer 1-65535 Source Port
dst IP V6 Address {Destination_I P} Destination IP
dpt Integer 1-65535 Destination Port
. response
type String query Type of DNS message
backend
. gslb
datasource String cache Source of DNS response
rpz
queryid Integer {Query_id} Query id
QUERY
IQUERY
. STATUS
opcode String Reserved Opcode
NOTIFY
UPDATE
header_flag String {Header} Header
rcode String {RCODE} RCODE




gdcount Integer {Question_Count} Question Count
ancount Intéger {Ar-15\Ner_Reco-rd_Count} - AnSNer Record Count
ml-\.lgCount Intéger {ALIthority_Re;)ord_Counti "X&horlty Record Count
mz-a.r.;:;)unt Intéger {Addltlonal Record Count} “Xé(-jltlonal Record Count
nscount Intéger {Authorlty Reoord Count} ";\;horlty Record Count

486715327594364929 Custom DNSrequ&et Iog slbtemplatedns-loggmg custom- Iog

Format —$h| nt:%s: csll abel=custom log"

-“I-E;;mple csl=custom Iog cleabeI =custom Iog

sYsLOG
Format custom log

-"I-E");;mple cus-tom log

m\};r-iable Tybe V-alue Deﬁcripti(;n
hint Stri ng { Opcode} Opcode

486715327594364930 Custom DNSresponseIog slbtemplatedns-loggmg custom- Iog

Format csl—$h|nt %s: cslLabel=custom log"

-“I-E;;mple csl=custom Iog cleabeI =custom Iog

'sYsL0G
Format custom log

-"I-E");z;rnple cus-tom log

m\};r-iable Tybe V-alue D&cripti(;n
hint Stri ng { Opcode} Opcode

486715327594364931 Custom DNS timeout Iog slbtemplatedns—logglng custom- Iog

cs1=$hint:%s: cs1L abel=custom log"




csl=custom log cslL abel=custom log"

SYSLOG
Format custom log

-“I-E;emple cudom log

---\-;e}iable Tyee - Velue - - - - - Descriptidn
hint

String {Opcode} Opcode

exceed_rate

This sour ce address and
Both L ocal and hosthame combination has . o
486707639602905089 Remote exceeded the filter-rate and will warning sih.template.dns.response-rate-limiting

berate-limited

Format src—$src %s: requeet—$requeet %s: reason—$reason %s: act= $act %s:
-"I-E;emple src=1.1.1.1 requeﬂ-www alOnetworkscom reason= Response Rate act—Allowed
SYSLOG
Format $src %s: $request %s: $reason %s:. has exceeded rate and will be rate-limited. $act:%s:
-"I-E;emple 1.1.1.1 www.alOnetworks.com Reeponse Rate has exceeded rate and WI|| be ratellmlted AIIowed
---\-;el;iable Type Value Deecrlptlon
src String {l Pv4,| Pv6_source_addrem} IPv4,1Pv6 source address
request Stri-ng - {Requeﬂed hostname} - - - mlgedueﬁed hostname
reason Stri-ng - {Rate exceeded} - - - Rate @<ceeded
--------- Strmg - {Act| on taken} - - - Actl on taken

Both L ocal and This DNS reply hit therulein
policy_executed 486707665506926593 Response Policy Zone slb.template.dns.rpz.logging

cs1=$policy_zone:%s: csll abel=RPZ cs2=$trigger_type:%s: cs2Label=TRIGGER TY PE cs3=$trigger_reason:%s:. cs3Label=TRIGGER
REASON cs4—$act|on type %s: csALabel=ACTION TYPE cn1—$act|on detail:%s: cnlLabel=ACTION DETAIL

Csl—rpz CSlLabel RPZ cs2=type CSZLabeI =TRIGGER TY PE cs3=reason CSSLabeI—TRIGGER REASON CS4—type CS4Labe| =ACTION TYPE
cnl=detail cn1Label=ACTION DETAIL




Policy Zone=$policy_zone:%s:, Trigger Type=$trigger_type:%s:, Trigger Reason=$trigger_reason:%s:, Action Type=$action_type:%s:, Action

Format Detail=$action_detail:%s:

-"I-E.xeh1ple " " " Pollcy Zone=rpz Trigger T-ype=type, Tr|gger Reason=reason, Action Type=type Action Detail= detall ----------
'--\-;et-iable " " " Type Value Deecrlptlon ----------
policy_zone String rpz policy_zone

rigger_type " sing type " " " © tiggertype

trigger_reason "  sing oresn " " © trigger_reason

meeti-en_type " " " Stri-hg type " meetl-en_type -

actlon detail " " " Strmg " deteil " " " " actlon detail

Format cn1—$exod cnt:%u: cnllabel=Exceeds Limit Count cn2—$depth %u: cn2Label= Queue Depth Size

-"I-E.xe-mple " " " cn1=1001 cnlLabeI Exceeds Limit Count cn2=1000 cn2L abel= Queue Depth S
sysog " S
Format conn proxy queue depth exceeds limit $excd cnt:%u: times, depth—$depth %u:

'“I-E.xe-mple " " " conn proxy queue depth exceeds limit 1001 times, depth 00
---\-;e.t-iable " " " Type Value " [ Deecriptidn ----------
excd_cnt Unsigned | nteger { Exceeded_l i mit} Exceeded limit

depth " " " Unsgned Integer " " " Depth

proxy_queue depth_v4 486705693982720003 BOth Local E1E SXI;ZSJOXY queuel|m|t slb.template.http

cnl=$excd_cnt:%u: cnllabel=Exceeds Limit Count cn2=$depth:%u: cn2L abel=Queue Depth Size cs1=$direction:%s: cslLabel=Direction

Format src-$|p Ys: spt—$p0rt %ou: dst—$|p %s: dpt—$port %uU:

cn1=1001 cnllL abel= Exoeeds Limit Count cn2=1000 cn2LabeI Queue Depth Size csl—Forward cleabeI Direction src=1.1.1.1 spt—80
Example

dst=1.1.1.1 dpt=80
SYSLOG

conn proxy queue depth exceeds limit $excd_cnt:%u: times, depth=%depth:%u: $direction:%s: src=$ip:%s. port $port:%u: dst=$ip:%s: port



$port %uU:

Example " " " conn proxy queue depth exceedslrmlt 1001 trmee depth 1000 Forward src=1.1.1.1 port 80dst=1.1.1.1 port 80

---\-;e:r-iable " " " Type Value Descrlptlon ----------
excd_cnt Unsigned Integer {Exceeded_limit} Exceeded limit

et Unsgredmeger 2000 Depth

drrectr on Stri ng " (Directiony Drrectr on

|p ---------- IPV4 Address {|pv4 addre&s} --------- i pv4 address "

port ------- Unsi gned Integer { Port} ---------------- "

Both Local and HTTP proxy queue limit
proxy_queue depth_v6 486705693982720004 war ning sb.template.http

cnl=$excd_cnt:%u: cnllabel=Exceeds Limit Count cn2=$depth:%u: cn2L abel=Queue Depth Size csl=$direction:%s: cslLabel=Direction

Format 06a2—$src v6:%s: c6a2l abel=Source IPv6 Address spt—$port %u: c6a’3—$dest v6:%s:. c6a3L abel=Destination |Pv6 Address dpt—$port %u:
---I-E;ernple cn1=1001 cnlLabeI Exoeeds Limit Count cn2=1000 cn2LabeI Queue Depth Size csl—Forward cleabeI Direction c6a2=1::1 c6a2l abel —Source
IPv6 Address spt=80 c6a3=1::1 c6a3Label=Destination |Pv6 Address dpt=80
sYsL0G " " " " " " S
Format conn proxy queue depth exceeds limit $excd_cnt:%u: times, depth=$depth:%u: $direction:%s: src=$ip:%s; port $port:%ou: dst=$ip:%s: port
$p0rt %u:
-“I-E;ernple " " " conn proxy queue depth exceeds I|m|t 1001 times, depth 1000 Forward sre=1::1 port 80 dst=1::1 port ©
---\-;e.r-iable " " " Type Value Deecrlptlon ----------
excd_cnt Unsigned Integer {Exceeded_limit} Exceeded limit
et Usgredmege 000 Depth
dlrectr on Stri ng " {Di rectlon} ----------- I-Dui.r-ection
src_v6 ------ IPV6 Addre&s {|pv6 addreﬁ} --------- |pv6 address "
port ------- Unsi gned Integer { Port} --------- Port
dest_vs ------ IP V6 Address { |pv6 addreﬁ} --------- |pv6 address
---------------- IPV6 Address { |pv6 addr&s} " " " |pv6 address

486705693982720002 BO”‘ Locaj Sl Server SSL Context Failed db.templatehttp




CEF
Format cs1—$name %s: cslLabel=Server Name 052—$error %s: cs2Label=Error Code
'“I-E;e-mple " " " csl—real _server_name cleabeI =Server Name csz—pnvate key passphrase error cszLabeI Error Code ----------
sysog " S
Format Server SSL context falled—$name %s: error—$error %s:
-"I-E;e-mple " " " Server SSL context failed=real_server_name error= pnvate key passphrase oror
'--\-;ett-iable " Type " Value [ Descriptien ----------
name String {server name} server name
error " Stnng " {error msg} " error msg
Format cn1—$I|ne len:%u: cnllabel=Line Length cn2—$l|ne len_2:%u: cn2Label=Line Length 2 csl—$request %s: csllabel= Request
"-I-E;e-mple " " " cnl=5 cnlLabeI Line Length cn2=3 cn2Label=Line Length 2 cs1=CAPA cleabeI Request ----------
sysog " S
Format Thelineistoo Iong. $Iine_|en:%u: $line_len_2:%u: $request:%s:
-"I-E")tenmle " " " Thellnelstoolong 53 CAPA " " e
'--\-;et-iable " " " Type Value " " " " [ Descriptien ----------
line_len Unsigned Integer {Line_Length} Line Length
linelen2 "  Unsgrediegs  {Linelewgh 2 " © LineLength-2
request ------ Strlng " {Request Llne} --------- Request Line
Format csl—$name %s: csllabel=Server Name csZ—$error %s: cs2Label=Error Code

Example csl=real_server_name csll abel=Server Name cs2=Link has exceeded bandwidth for interval cs2L abel=Error Code




Format Link Cost node exceeded bandwidth=$name:%s: error=%error:%s:
'"I.E;e-reple --------------- L|nk Cost noee-exceeded"t-)endwidth;eal_server:r;ame erro;I-_ink has exceeded beeewidth for"i-e-terval ---------------------------
variable Tyoe vave Descripton
name String {server_name} server name
wor sing feomsg ermg

http 486709001107537921 | Remote only RESMRAE B LAy U1 information | slb.template.policy.forward-policy
reguest and response
CEF

outcome=$outcome:%os: cs5=$cs5:%s: csbLabel=client IP cn6=$cn6:%u: cnbLabel=client port cs7=$cs7:%s: cs7Label=server |P cn8=%$cn8:%ou:
cn8Label=server port sourceTranslatedAddress=$sourceTranslatedAddr:%s: sourceTranslatedPort=$sourceTranslatedPort:%u: dhost=$dhost:%s:
requestM ethod=$requestM ethod: %s: request=$request:%s: cn1=$cn1:%u: cnll abel=response code cnd=%cn4:%u: cndl abel=bytes

Format suser=$suser:%s. act=Sact:%s: msg=$msg:%s: csl=$cs1:%s:. cslL abel=policy name cs2=$cs2:%s: cs2L abel=source rule name cn2=$cn2:%u:
cn2L abel=destination rule priority cs3=$cs3:%s: cs3Label=web-category cs4=$cs4:%s: csAL abel=web-reputation cs9=$cs9:%s: csOL abel=virtual -
server cn9=$cn9:%u: cn9L abel=virtual -server-port requestClientApplication=$requestClientApplication:%s:. requestContext=$requestContext: %s:
app=$app:%es. cs6=$csB:%s. cs6L abel =sni
outcome=SUCCESS cs5=1.1.1.1 cs5L abel=client |P cn6=0 cn6L abel=client port cs7=2.2.2.2 cs7Label=server |P cn8=0 cn8L abel=server port
sourceTranslatedAddress=3.3.3.3 sourceTrand atedPort=0 dhost=www.google.com requestMethod=CLIENT HELLO

Example request=http://www.google.com cn1=100 cnlL abel=response code cn4=0 cn4L abel=bytes suser=alice act=Drop-Error msg=Internal error

P csl=palicy cslLabel=policy name cs2=source cs2L abel=source rule name cn2=1 cn2L abel=destination rule priority cs3=travel cs3L abel=web-
category csA=trustworthy(81) csAL abel=web-reputation cs9=vs csOL abel=virtual -server cn9=0 cn9L abel=virtual -server-port
requestClientApplication=Mozilla/5.0 requestContext=www.google.com app=HTTP/1.1 cs6=www.google.com cs6L abel=sni

SYSLOG
result=%outcome: %s:, client-ip=%$cip:%os:, client-port=$cport:%u:, server-ip=%sip:%s:, server-port=3sport:%u:, snat-ip=$snat-ip:%s:, snat-
port=$snat-port:%u:, host=$host:%s:, request-method=$requestM ethod:%s:, request=$request:%s:, response-code=$respCode:%u:,

Format bytes=$bytes:%u:, user=%user:%s:, action=$act:%s:, msg=$msg:%s:, policy=%$policy:%s:., source-rule=$srcrule:%s:, destination-
priority=$dstrule:%u:, web-category=$wcate: %s:, web-reputation=3wrep:%s:, virtual -server=$vsrvr:%s:, virtual -server-port=$vport:%u:, user-
agent=3usrAgt:%s., referrer=%refer:%s:, http-version=$httpvsn:%s:, sni=$sni:%s:
result=SUCCESS, client-ip=1.1.1.1, client-port=0, server-ip=2.2.2.2, server-port=0, snat-ip=3.3.3.3, snat-port=0, host=www.google.com, request-

Example method=CLIENT HELL O, request=http://www.google.com, response-code=100, bytes=0, user=alice, action=Drop-Error, msg=Internal error,

P policy=policy, source-rule=source, destination-priority=1, web-category=travel, web-reputation=trustworthy(81), virtual -server=vs, virtual -server-
port=0, user-agent=Mozilla/5.0, referrer=www.google.com, http-version=HTTP/1.1, sni=www.google.com

Variable Type Value Description

outcome Strin SUCCESS outcome

g ERROR

cs String {client_ip} clientip

cn6 Unsigned Integer 0-65535 client port




requestM ethod

{server_ip}

String

CLIENT HELLO
GET
BIND
CONNECT
COPY
DELETE
HEAD
LABEL
LOCK
MERGE
MKCOL
MOVE
OPTIONS
PATCH
POST

PRI
PROPFIND
PROPPATCH
PUT
REBIND
TRACE
UNBIND
UNLINK
UNLOCK
UPDATE
PURGE
TRACK

Drop-Error

Drop

To Internet

To Fallback Service-group
To Service-group

HTTP request method




act

msg

String To Proxy forward proxy action

From Internet

From Fallback Service-group

From Service-group

From Proxy

Internal error

No memory

DNS request failed

SNAT failed

Found no forward-proxy

Found no forward-policy
Strin Found no source rule arror m o

9 Found no destination rule g

Found no action

Found no destination host

Found no destination port

Found no SNI

Found no SAN

Certificate verify failed
String {policy_name} policy name
String {'source_rule_name} source rule name
Unsigned Integer 1-1024 destination rule priority
String {web-category} web-category
String {web-reputation} web-reputation
String {virtual-server_name} virtual-server name
Unsigned Integer 0-65534 virtual -server-port
String {User_Agent} User Agent
String {Referrer} Referrer
String {HTTP_version} HTTP version
String {SNI} SNI
String {client_ip} clientip
Unsigned Integer 0-65535 client port
String {server_ip} server ip
Unsigned Integer 0-65534 server port




snat-ip Stri ng {source_nat_i p} source nat ip
msnat-port Unsigned Integer 0-65534 source nat port
host Strlng {HTTP request host} HTTP requea host
mr.;loCode Unsigned Integer 100-599 HTTP reqoonse code
bytes Unsgned Integer O—A:é94967295- " HTTP request total Iength
user Str-i-ng {username} username
pol|cy Str-i-ng {pollcy name} pollcy name
srcrule Strlng {source rule name} source rule name
dstrule Unsrgned Integer 1-1024 destl nation ruIe prlorlty
wcate Strlng {web category} web category
wrep Strlng {web reputatlon} web reputat|on
vsrvr Stnng {vrrtual server name} vrrtuaI -server name
vport " Unsrgned Integer 0-65534 VI rtual -server- port
musr-,;tgt String {User Agent} User Agent
refer ~ sing (Refere) Referrer
httpvsn Stri ng {HTTP_vers on} HTTP version
---------- Strlng {SNI}
work with httpsssli connections
Format csl-&rsname %s: cslLabel=Virtua Server Name csZ-$portno %u: cs2L abel=Virtual Port Number
-"I.E").(arnple csl=vs cleabeI V|rtual Server Name ¢s2=0 csZLabeI =Virtual Port Number -----------
sysog S
Format no-client-conn-reuse conflg will not take effect for HTTPs connections gO| ng through SSL |ntercept vserver-$\/sname %s: vport—$portno %u:
'--I.E")t-ample no;clrent -conn-reuse confrg will not take effect for HTTPs connections gor ng through SSL mtercept VSErvVer=vs vport o
-“\.;ar"iable Type Value Description
vsname String {Virtua_Server_Name} Virtual Server Name




portno Uns gned Integer 0-65534 Virtual Port Number

486710366907138055 gz::otgca] el SIP request header table exists slh.template.sip

Format cn1—$count %u: cnllabel=SIP headers count
-"I-E")remple - - - cnl=1 cnllL abel=SIP headers count
‘sysoc | |
Format SIP Headers count $count %ou:
'“I-E.;remple - - - SIP Headers count 1
---\-;z.ariable - - - Type VeIue - - - - - Descriptien
count Unsrgned Integer {requeet header_table count} request header table count
Format cn1—$data len:%u: cnll abel=Header content Iength csl—$header %s: cslLabel=Header name cn2—$total _len:%u: cn2L abel=Header total Iength
"I—E.;remple - - - cnl=1 cnlLabeI Header content Iength csl=xx csll abel= Header name cn2=3 anLabeI Heeder total Iength
‘sysog | |
Format Invalid Header. $data_|en:%u: $header:%s: $total_len:%u:
-"I-E")remple - - - Invelid Header: 1xx3 - - -
'--\-;er-iable - - - Tyr)e - Velue - - - - - Descriptien
data len Unsi gned Integer {length_of _the request_line} length of the request line
header - - - Stri ng - { regu&st_l e r equeﬁ line -
total _len - - - Unsi gned Integer {total header Iength} - - - total header Iength

header _long 486710366907138051 ggt;wolggcal 2 SIP template header istoo long slb.template.sip

cnl=%data_len:%u: cnll abel=Header name data length cs1=$header:%s:. cslL abel=Header name cn2=%total_len:%u: cn2L abel=Header name total
length




Example cn1=1 cnll abel=Header name data length csl=www.alOnetworks.com cs1l abel=Header name cn2=3 cn2L abel=Header name total length

SYSLOG

Format Header name istoo long. $data_|en:%u: $header:°/os $total_len:%u:
-“I-E;arnple - - - Header nameis too long. 1 www.alOnetworks.com 3 -
---\-;ariable - - - Type Value - - - - Dacriptien

data len Unsigned Integer {Aho-Corasi ck_+_space_-_2} Aho-Corasick + space 2
header - - - Strlng - {header line} - - - header line
total _len - - - Unsrgned Integer {Aho Corasrck + space} - - Aho Corasrck + space

Format cnl—$tota| _len:%u: cnllabel=Linetotal length Cn2—$data len:%u: cn2L abel=Line content Iength csl—$request %s: csllabel= Request
H-I-E;ample - - - cnl=3 cn1LabeI Line totaJ Iength cn2=1 cn2LabeI Line content Iength csl=www. alOnetworkscom cslLabel= Request
‘syslo | |

Format Thelineistoo Iong $tota| _len:%u: $da¢a len:%u: $request %s:
-"I-E")rample - - - The lineistoo Iong 31 www. alOnetworkscom
---\-;ar-iable - - - Type Value - - - - - Da:riptidn

total_len Unsigned Integer {Ilne len} linelen
mdat.a_len - - Uneigned Inteder {Ime len - 2} ImeIen 2

String {request} request

SIP template has more headers
than the capacity of header
table

Both Local and
Remote

486710366907138050 war ning slb.template.sip

Format cnl=$count:%u: cnll abel=Header count
Example cnl=15 cnllL abel=Header count
SYSLOG

Format SIP request contains more than $count:%u: headers




Example SIP reguest contains more than 15 headers

Variable Type Value Description

count Uns gned Integer 15-60 table size

Format —$unknown |_req:%s: cslLabel=Unknown SIP requ%t

Example csl=Unknown SIP requ&st cslLabel=Unknown SIP request

SYSLOG

Format $unknown_req:%s:

Example Unknown SIP request

Variable Type Value Description

unknown req String {unknown req} unknown req

486710366907138054 BOth Local &l SIP template unknown version db.template.sip

Format cs1=$unknown_ver:%s: csllL abel=Unknown SIP version

Example csl=Unknown SIP version cslLabel=Unknown SIP version

SYSLOG

Format $unknown ver:%s:

Example Unknown SIP version

Variable Type Value Description

unknown_ver String {unknown req} unknown req

header _count 486710641785044995 Sedn Loz En S P Mz NS nTeET war ning slb.template.smtp
Remote headers

Format cn1—$count %u: cnllabel=SMTP headers count

Example cn1=30 cnl1L abel=SM TP headers count




Format SMTP Headers count $count:%u:

'“I-E.;re-mple --------- SMTP Headere-count S

variable Tyee  vawe Description
count Uns gned Integer {header table count} header table count

N o e T
Format cn1-$total _len:%u: cnllLabel=Linetotal Iength cn2—$data len:%u: cn2Label=Line content Iength csl-$request %s: csllabel= Requeet

'“I-E;ernple --------- cnl=3 cnlLabeI Line total Iength cn2=1 cn2LabeI Line content Iength csl=www. alOnetworks com cslLabel= Requeet -----------

SYSLOG
Format Thelineistoo Iong $tota| _len:%u: $data len:%ou: $requeet %s:

-"I-E;e-mple --------- The lineistoo Iong 31 www. alOnetworkscom -----------------------------

'--\-;er-iable --------- Type Value ------------ Deecription --------------------
total_len Unsigned Integer {request_line_len} request linelen

uoet-e_len --------- Unei gned Inteoer {reoueﬂ_line_-l-en_-_Z} ------------ r equest line Ien 2

request --------- Stri ng { request} --------------- r equest

_ 486710641785044996 gz::olzgcal i SMTP mail transaction slb.template.smtp

app=%app:%es. src=$src:%s: dst=$dst:%s. suser=$suser:%s. duser=$duser:%s:. in=$in:%u: out=Sout:%u: msg=$msg:%s:. cs1=$csl:%s:
cslLabel=VIP name cs2=$cs2:%s:. cs2L abel =SM TP template cs3=$cs3:%s: cs3L abel=Domain cs4=$cs4:%s: csAL abel=Action cn1=$cnl:%u:
cnll abel=Index cn2=$cn2:%u: cn2Label=Start Time cn3=%$cn3:%u: cn3Label=Latency cn4=%$cn4:%u: cn4lL abel=Reply Code cn5=$cn5:%u:
cn5Label=VIP port

app—smtp sc=1.1.1.1 dst—l 1.1.1 suser= adm|n duser admln in=1 out=1 msg=setup farled csl-wpl cleabeI =VIP name cs2=xx csZLabeI SMTP
Example template cs3=www.alOnetworks.com cs3L abel=Domain csA=Forward cs4L abel=Action cn1=10 cnllLabel=Index cn2=1000 cn2Label=Start Time
¢n3=100 cn3Label= Latency cn4=250 cn4lLabel= Reply Code cn5=10 cn5Label=VIP port

Variable Type Value Description

app String smtp protocol




src String {IPv4,IPv6_source_address} IPv4,1Pv6 source address
dst - Stri-ng {1 F;v4,l F\/6_de-ct_ajdress} - IPv4I Pv6 dest -address -
suser Stri-ng { so-urce_user} - - .“;L.J-rce user -
duser string (dest_user} dest user
|n U n;qi gned | nteda {i n-_byt&s} .“|-;-byt&s
out Unéi gned Integér {ou-t_bytes} out_bytes
msg Stri-ng - { re-ason} reason
csl Stri-ng {vsérver_namé} lmv.;t.e-rver_name
052 Stri-ng { ter-npl ate_nam-e} templ ate_name
csS Stri-ng { do-mai n} - doma| n -
cs4 Stri-ng FoMard m;:.t.i-on
cnl u n-si gned | nteéer {i n;iex} mdex
cn2 Un-si gned Integér {stért_ti me} .“;z.a.r-t_ti me
cn3 Un-si gned Inteéa {I&mw} Iatency
cn4 Un-si gned | ntegér { rebly_code} - mlzé;iy_code
cn5 Unéi gned | nteéa {vi p _port} - wp_port

486710641785044994

Both L ocal and
Remote

SMTP request has more headers
than the capacity of header

warning slb.template.smtp

Unsigned Integer

{header_table_count}

table
CEF
Format csl=%count:%u: cslL abel=Header count
-"I-E.;(.a-\mple csl-:31 cled)éI:Heada <;ount -
sYSLOG | | |
Format SMTP request contains more than $count:%u: headers
'--I-E;;mple SM-TP request -contai ns mc;re than 31 Heeders -
---\-;z;r-iable Ty;-)e - V-al ue - D&ecriptién
count header table count




half-close-deprecate 486711191540858881 e e EIe e trleeto LesliElipe el warning sih.template.tcp-proxy
Remote time option
CEF

Format csl—$reeson %s: csll abel=Reason

Example csl—The half- cI oseldletl me option is deprecated please use f| n-timeout for this feature cleabeI Reason

SYSLOG

Format $reason'%s;

Example The half-cl ose~|dle-t| me optl onis deprecafced please use fin-timeout for th|s feature.

Variable Type Value Description

reason Stri ng { remn} reason

Format csl—$VS name:%s: csllabel=Virtual Server 082—$act|0n %s: cs2Label=Virtual Server Action

Example csl=vs cleabeI =Virtua Server csZ—created csZLabeI —V|rtuaI Server Action

SYSLOG

Format Virtual server $vs_name:%os: is $action:%os:

Example Virtual server vsis created

Variable Type Value Description

VS _name String {Virtual_Server_Name} Virtual Server Name
' . created .

action String deleted Action

conn_limit 486793380035035143 elneel e SISV 2 S0 CAESTET warning sib.virtual -server

Remote limit exceeded
Format —Ws name:%s: cslLabel=Virtua Server cn1—$conn limit:%u: cnllabel=Connection Limit
Example csl=vs cleabeI =Virtual Server cn1=1 cnlLabeI Connection Limit




Format Virtual server :’WS name:%s. connection limit $conn limit:%u: exceeded

Example V|rtual server vs connection I|m|t 1 excwded
---\-;e}-iable ------ Type Value -------- Descriptiee ----------------
VS_name Strlng {Virtual_Server_Name} Virtual Server Name
conn ime Unsgned Integer 1—6-Z-LOOOOOO ----------- C c.).r-l-necuon Limit
rate limit exceeded
Format —Ws name:%s: csllabel=Virtual Server cn1—$conn rate_limit:%u: cnllabel=Connection Rate Limit
-"I-E;e-mple ------ csl=vs cleabeI =Virtual Server cn1=1 cnlLabeI —Comnection RateLimt
SYSLOG
Format Virtual server &/s name:%s: connection rate limit $conn rate limit:%u: exceeded
'“I-E;e-mple ------ V|rtuaI server vs connection rate I|m|t 1 exc%ded --------------------
--;).e.}-iable ------ Type Value ------- Descripticln ----------------
VS_name Strlng {Virtual_Server_Name} Virtual Server Name
conn rate | I|m|t " " Unsgned Integer 1—1648575 ----------- C eened|on Rate Limit
s
Format —Ws name:%s: csllabel=Virtual Server csZ—S/port name:%s: cs2L abel=Virtual Port Name cnl—i’&/port J)Oft %u: cnllabel=Port
-"I-E");e-mple ------ csl=vs cleabeI =Virtual Server csZ—tcp cs2L abel=Virtual Port Name cn1=0 cnlLabeI ot
SYSLOG
Format Virtual Server st_name:%s vport $vport_name:%s $vport_port:%u: causing infinite loop
"-I-E;;rrlple ------ Vlrtual Server vs vport tcp 0 causi ng infinite Ioop ------------------------
m\};'-iable ------ Type Value ------ Deecriptian ----------------
VS _name String {Vlrtual Server_Name} Virtual Server Name

vport_name String {V|rtual Port Name} Virtua Port Name




vport_port Unsgned Integer 0-65534 Virtual Port Number

Format csl—$reason %s: cslLabel=Reason c52—$/server name:%s. cs2L abel=Virtual Server Name cn1—$I|m|t %u: cnllabel=Limit
-"I-E");emple - - - csl=connection I|m|t cleabeI Reason cs2=vs csZLabeI V|rtual Server Name cn1=64000000 cnlLabeI Limit
‘sysoc | |
Format Virtual Server $vserver name:%s: $reason %s: $I|m|t %u: exceeded
-“I-E;emple - - V|rtual Server vs connection limit 64000000 exceeded
m\};iable - - - Type Value - - - Descriptidn

connection limit

reason String connection rate limit Limit Type Exceeded
vserver_name Strlng {Virtua_Server_Name} Virtual Server Name
limit Unsi gned | nteger {Limit_Exceeded} Limit Exceeded

SLB Virtual Server ICMP
Both Local and packet rate limit exceeded, drop

il AB0(SSSE00SS0SoLAL Remote all ICMP packetsto thisvirtual

information | slb.virtual-server

server for lockup period

Format —&/server name:%s: cslLabel=Virtual Server cn1—$I|m|t %u: cnll abel=Rate Limit cn2=%| ockup _perlod %u: cn2L abel= Lockup Period
-"I-E");emple - - - csl=vs cleabeI =Virtual Server cn1=1 cnlLabeI Rate Limit cn2=1 cn2LabeI Lockup Period
‘sysoc | |

Format Virtual server $vserver_name:%s: ICMP packet rate limit $limit:%u: exceeded. Drop ICMP packetsto this virtual server for next

$Iockup _perlod %u: seconds

-"I-E");emple - - - Virtual server vs ICMP packet rate I|m|t 1 @<ceeded Drop ICMP packets to thisvi rtual server for next 1 seconds
m\}er-iable - - - Type Value Deecrlptlon

vserver_name Stnng {Virtual_Server_Name} Virtual Server Name
I|m|t - - Unsigned Integer 1-65535 - - - - ICM P Rate Limit
-“I-ecl-mp J)eriod- - - Unsgned Integer 1—1-6383 - - - - Lockup Perlod




icmpv6_exceed

486793380035035142

SLB Virtual Server ICMPv6
Both L ocal and packet rate limit exceeded, drop

Remote all ICMPv6 packetsto this e MU= || € VI FearEs

virtual server for lockup period

Format csl—Wserver name:%s:. csllabel=Virtua Server cn1—$I|m|t %u: cnllabel=Rate Limit cn2=%| ockup _perlod %u: cn2Label= Lockup Period
-"I-E;emple csl=vs cleabeI =Virtual Server cnl=1 cnlLabeI Rate Limit cn2=1 cn2LabeI Lockup Period
'SYsLOG

Format Virtual server $vserver_name:%s: ICMPv6 packet rate limit $limit:%u: exceeded. Drop ICMPv6 packets to this virtual server for next

$l ockup _perlod %u; seconds

-"I-E;emple Virtual server vs ICMPv6 packet rate I|m|t 1 exceeded Drop ICMPv6 packets to thls virtual server for next 1 seconds -
m\};iable Type Value Deecrlptlon -

vserver_name Strlng {Virtual_Server_Name} Virtual Server Name
I|m|t Unsigned | nteger 1-6-5535 - - - - ICM P v6 Rate Limit
Iockup J)erlod Unsgned Integer 1—16383 - - - - ."I-_"c.).(-:kup Penod

Format —Ws name:%s: csllabel=Virtual Server 052-$state %s: cs2Label=Virtual Server State
-"I-E");emple csl=vs cleabeI =Virtual Server csZ-up cs2L abel=Virtual Server State
'sYsLoG
Format Virtual server :’Ws_name:%s: is $state:%s:
-“I-E;emple V|rtuaI server vsis up - -
---\-;dl-'iable Type Velue - - - Descriptidn
VS _name String {Virtua_Server_Name} Virtual Server Name
state String UP Virtual Server State




csl=$stype:%s:. cslL abel=service type cs2=$vsname:%s. cs2L abel=virtual server name cnl=$port:%u: cnll abel=port cs4=%action:%s:

Format csAL abel=action
-"I-E;omple - - - csl—tcp cleabeI =service type cs2=vs csZLabeI—vmuaI server name cn1=80 cnlLabeI =port cs4—created cs4LabeI action
‘sysoc | |
Format Service $stype:%s: on virtual server $vsname:%s: port $port:%u: is $action:%s:
.--I-E;omple - - - Sert/i cetcpon r/i rtual servor Vs port 86 is created - - -
---\-;o:riable - Type - Volue - - - - - Description
stype String {port type} port type
vsname - - - Strlng - {Vlrtual Server Name} - - - V|rtual Server Name
port - - - Uns gned | nteger {Port} - - - Port
action String created action

deleted

Both L ocal and SLB Virtual Server port

486793654912942087 exceeded configured connection | warning sb.virtual-server.port

REmote limit and logging enabled

Format —Ws name:%s: csllabel=Virtua Server Name cn1—$port %u: cnllabel=Virtual Port cn2—$conn limit:%u: cn2Label=Connection Limit
-"I-E")tomple - - - csl=vs cleabeI =Virtual Server Name cn1=80 cnlLabeI =Virtual Port cn2=1 cn2LabeI =Connection Limit
‘sysoc | |
Format Virtual server $Ns name:%s: service port $port:%u: connection limit $conn_limit:%u: exceeded
.“I-E;z-ample Vrrtual server vs service port 80 connection I|m|t 1 excwded - - -
m\};riable Type Value - - - D&ocription
VS _name Strrng {Virtua_Server_Name} Virtual Server Name
port - - - Unsi gned | nteger { Port} - - - - Port
conn_I imit - - - Unsigned Integer 1-6-4000000 - - - - confr gured limit

SLB Virtual Server port
Both Local and exceeded configured connection
Remote rate limit on vport template and
logging enabled

warning slb.virtual-server.port

conn_rate limit 486793654912942088




csl=$vs name:%s: csllabel=Virtual Server Name cnl=$port:%u: cnll abel=Service Port cn2=$conn_rate limit:%u: cn2Label=Connection Rate

Format Limit
-“I-E;emple - - - csl-:vs cleabeI =Virtual éerver Name cn1=80 cniLabeI :Serr/ice Port cnézl cn2LapeI:Connect-i on Rate Lirnit
sysoc | - | | | | | | | | |
Format Virtual server E’WS name:%s: service port $port:%u: connection rate limit $conn_rate_limit:%u: exceeded
-"I-E")temple - - - V|rtual server vs service port 80 connection rate I|m|t 1 exoeeded - -
---\-;eriable - Type Value - - - - D&cription

VS _name Strrng {Virtual_Server_Name} Virtual Server Name
port - - - Unsigned Integer { Port} ------- Port
conn rate | Iimit - - Unsrgned Integer 1—1648575 ------- c orrfrgured Irmrt

exceeded 486793654912942086 BOth Local 21 SIS VAT ST (e warning sib.virtual -server .port
exceeded limit

csl=$reason:%s: csll abel=Reason cs2=$vserver_name:%s:. cs2L abel=Virtual Server Name cnl1=$port:%u: cnllabel=Port cn2=$limit:%u:

Format cn2L abel=Limit

-“I-E;emple - - - csl=connection Irmrt cleabeI Reason cs2=vs cs2LabeI Vrrtual Server Name cn1=80 cnlLabeI Port cn2=140000 cn2LabeI Limit
sysoc | |

Format Server Wserver name:%s:. service port $port:%u: $reason %s: $limit:%u: exceeded

-"I-E;emple - - - Server vs service port 80 connection limit 140000 exceeded - -

---\-;eriable - - - Type Value - - - D&cription

reason String £:2$:22 lr;tnzﬁ imit Limit Type Exceeded

m\-/.e.e-rver_name - - - Strrng - {Vi-rtuaI_Serve-r_Name} - - - Vrrtual Server Name

port - - - Unsigned | nteger { Port} ------- Port

limit Unsrgned Integer {Confrgured errt} Configured Limit

Both Local and SLB Virtual Server Port failure

486793654912942083 at server selection during aflex | warning slb.virtual-server.port

Remote
Iw port command




Format csl—$reason %s: csll abel=Reason

-"I-E;emple csl—vport unavallable cleabeI Reason

sYsLOG
Format Got lwnode port command, but $reason %s:

-“I-E;e-\mple Got Iwnode port command but vport unavaulable

---\-;e:riable Type Value - - - - Dacription
reason String vport unavailable failure reason

NAT pool unavailable

Both L ocal and SLB Virtual Server port QPS

486793654912942098 touch configured high threshold | warning slb.virtual -server .port

Remote
on vport template

csl=$vs name:%s:. csllabel=Virtua Server Name cnl=$port:%u: cnll abel=Service Port proto=$stype:%s: current=$curr_QPS:%u:

Format threshold=3QPS.ighi%u:

-"I-E;emple csl=vs csll abel=Virtual Server Name cn1=80 cnlLabeI Service Port proto—tcp current=0 threshold 1
sYsLoG

Format Virtual server $vs name:%s. service port $port:%u: type $Stype %s: QPS $eurr QPS %u: is above high threshold $QPS 5_high:%u:
-“I-E;emple V|rtual Server vs service port 80 type tcp QPSO0is above hi gh threshold 1

m\-};riable Type Value - Description

VS _name String {Virtua_Server_Name} Virtual Server Name
port Unsgned imeger (Port | | | Port

stype Strlng - {port type} - - - - port type
curr_QPS Unsgned Integer 0-640000000 - - - Current QPS -
-“-QUI;S_high Unsigned Integer 1-64000000 - - - m(-:.onflgured threshold

guery-rate-low

CEF

Both L ocal and SLB Virtual Server port QPS
486793654912942099 Remote touch configured low threshold | warning slb.virtual-server .port
on vport template




Format csl=$vs name:%s:. csllabel=Virtua Server Name cnl=$port:%u: cnll abel=Service Port proto=$stype:%s: current=$curr_QPS:%u:
threshold= $QPS low:%u:
-"I-E")remple - - - csl=vs csllabel=Virtual Server Name cn1=80 cnlLabeI Service Port proto—tcp current=0 thr%hold 1
‘sysoc | |
Format Virtual server $/s name:%s. service port $port:%u: type $Stype %s: QPS $eurr QPS %u: is below low threshold $QPS low:%u:
-“I-E;e-\mple - - - V|rtual Server vs service port 80 type tcp QPSO0is beIow low threshold 1
---\-;eriable - - - Type Value - Description
VS _name Strmg {Virtua_Server_Name} Virtual Server Name
port | |  Unsgrediegs (P | | | Fort
stype - - - Strmg {port type} - - - - port type
curr_QPS - - - Unsigned Integer 0-640000000 - - - Current QPS -
QPS low - - - Unsrgned Integer 1-63999999 - - - mc-:.onflgured threshold
Format —SNS name:%s: csllabel=Virtual Server Name cn1—$p0rt %u: cnll abel=Service Port proto—$stype %s: current= $Curr _QPS:%u:
mI-E;empIe - - - csl=vs cleabeI =Virtual Server Name cn1=80 cnlLabeI Service Port proto—tcp current=0
syso | -
Format Virtual server &/s name:%s; service port $port:%u: type $stype %s: QPS $curr QPS %u: back to normal
-"I-E")remple - - - V|rtual server vs service port 80 type tcp QPSSO back to normal
'--\-;er-iable - - - Type Value - - Deecription
VS _name Strlng {Virtua_Server_Name} Virtua Server Name
port | |  Undgredimeger (P} | | | por
stype - - - Stri ng { port_type} - - - - port type
curr_QPS - - - Unsi gned Integer O-lt)48575 - - - - Current QPS -

Both L ocal and Failed to create SSL context for

486793654912942085 SNI configuration in client-ssl information | slb.virtual-server.port

Remote
template under vport




csl=$err_str:%s: cslLabel=Error String cs2=$sni_cert_name:%s: cs2Label=SNI Certificate Name cs3=$sni_key name:%s: cs3Label=SNI key

Format name

'“I-E;arnple ------ csl;key parsi no failed csll;abel:Error"String csZ:"certl csZLabeI:SNI Certificate Narne cs3:key1 cs3Label ;SNI key name ------------

SYSLOG
Format Failed to create SNI, reason: $err str:%s:, cert $sn| _cert_name:%s. and key $ani key name: %os:

-"I-E")ra-mple ------ Falled to create SNI, reason: key parsi ng failed, cert certl and key i

'--\-;ar-iable ------ Type Value " [ Depcriptiorr ----------------
err_str String {failure_reason} failure reason

'-ep.i:cert_name ------ Stri-rtg " { certifi cate_narrte} --------- c ert| ficate name

smkey neme Strmg " {key e k ey -name
Format —$status %s: csll abel=Service status c52—$vsname %s: cs2L abel=virtual server name cn1—$port %u: cnll abel=Port

-"I-E")tarnple ------ csl—enabled cleabel Service status cs2=vs csZLabel =vi rtual server name cn1=80 cnlLabel ot

SYSLOG
Format Service $status %s: on virtual server $vsname %s: port $port %uU:

'“I-E;arnple ------ Service enabled onvi rtual server vs port o

---\-;ar-iable ------ Type Value -------- Descriptiorl ----------------
status String :;bgsd gslb service status

vsname ------ Strmg " {Vi-rtuaI_Serve-r-_Name} " " " V|rtual Server Name

port ------- Uns gned | nteger { Port} ----------------

type_state 486793654912942084 Sl ee Ele =l VI Sl e e B information | slb.virtual-server.port
Remote changed

csl=%vport_type:%s:. csllabel=VPort Type cs2=$vserver_name:%s. cs2Label=Virtua Server cnl=%vport:%u: cnllabel=Virtual Port
cs3=%state:%s. cs3Label=State




Example csl=tcp cslLabel=VPort Type cs2=vs cs2L abel=Virtua Server cn1=80 cnllLabel=Virtua Port cs3=up cs3Label=State

SYSLOG
Format Service $vport_type:%s: on virtual server $vserver_name:%s. port $vport:%ou: is $state:%s..
-"I-E;.r;\mple - - - Ser-vicetcp on \-/i rtua servér Vs port 86 isup. - - - -
.--\-;;iable - Ty;-)e - V;ellue - - - - - Da:ripti(;n
vport_type String {port_type} port type
m\-/.;é-rver_name - - - Stri-ng - {Vi-rtuaI_Serve-r_Name} - - - V|rtual Server Narne
pot |  Unsgnedinteger  {Por} | | | “por |
state String up current state
down

Format The snmpd is restarted.

status 216172782113783809 ggmolzgcal ek ssh login gracetime ssh-login-grace-time

SYSLOG

Format The ssh login grace time is set to $status: %s:

Example The ssh login gracetime is set to Imin

Variable Type Value Description

status String {time} time
Remote

SYSLOG

Format sshd $action:%s: key $status: %6s:

Example sshd wipe key failed

Variable Type Value Description

wipe
regernerate




action String action

generate
load
status String falled status
Format csl—$platf0rm type %s: cslLabel=Platform type CSZ—$00nf|g status:%s: cs2L abel=Global SYN cookie conf|gurat|on status
Example cs1=TH4430S cleabeI Platform type cs2=Hardware SYN cookie is enabled csZLabeI Global SYN cookie conflguratl on status
SYSLOG
Format $p|atform type %s. SYN cookie $conf|g status. %os:
Example TH4430S SYN cookie Hardware SYN cookieis enabled
Variable Type Value Description
platform type String {pl atform_type} platform type
config_status String {conflguratlon satus} configuration satus
AAA-rm-fail 175640385467449566 Both Local and Disk isfull and remove old AAA warning system
Remote logs automatically
SYSLOG
Format Disk isfull and remove old AAA Iogs automatical Iy
Compression-report-error 175640385467449479 22::0';:%“ g board report error
SYSLOG
Format Compr ion board$va| ue:%u: reported error.
Example Compr ion boardl reported error.
Variable Type Value Description
value Unsrgned Integer {|nval|d opt|on} invalid option

SYSLOG




Format The thread create Heartbeat Connect apl failed

Hear tBeat-api-connection-failed 175640385467449459 Eztgolzgcal e create thread failed

SYSLOG

Format Heartbeat Connection thread could not be created.

Hear tBeat-api-cr eate-failed 175640385467449457 BOth Local gl create thread failed
SYSLOG

Format The thread create HeartBeat a0| failed

SYSLOG

Format Initial transmit environment failed.

SYSLOG

Format alOStat $state %s..

Example al0Stat lost connection to ALB.

Variable Type Value Description

lost connectionto ALB
detected problem in ALB threads
detected problem in FPGA hardware
state String detected problem in SSL hardware error message
detected problemin L2/L3 ASIC hardware
detected problem in hardware
detected unexpected error

atotat ki r7ssdoaasisTascezs | BANLOA a0 | ioq e process

SYSLOG

Format al0Stat killed process $name:%s..

Example al0Stat killed process alOlb.




Variable Type Value Description

name Strmg process name} process name
Remote
SYSLOG
Format A10LB: failed $va|ue %u: timesin arow, $State %s:
-"I-E;emple - - - A10LB: failed 1 timesin arow, lost connection to ALB
---\-;e\.l-'iable - - - Type Value - - - Descriptien

value Unsigned Integer {invaid_option} invalid option

lost connectionto ALB
detected problem in ALB threads
detected problem in FPGA hardware
state String detected problem in SSL hardware error message
detected problemin L2/L3 ASIC hardware
detected problem in hardware
detected unexpected error

alOmonitor -restart-failed 175640385467449452 BOth Local I alOmonitor restart failed

SYSLOG

Format alOmonitor restart FAILED

SYSLOG

Format RESTART of al the procm isin alOmonitor usi ng SIGHUP

SYSLOG

Format Process $process:%s. seems to be hung. Trying to restart it...

Example Process al0lb seems to be hung. Trying to restart it...

Variable Type Value Description

process String {process_name} process name




alOstat-allocate-mem-error 175640385467449470 Egsolzgcal e allocate memory failed

SYSLOG
Format Fail allocating memory for interface error Stats
alOstat-thread-create-error 175640385467449471 FBQZ::;;gca] Ee thread create failed
SYSLOG
Format The a10Stat intf monitor thread creation failed
atOtmer-pic-fl i7ssaosasdsraassze | BXNLOH S | G crorimer pig aure
SYSLOG
Format Get alOtimer pid failure
—— i7ssdosaseTacaet | BANLOA I | \Gos o
SYSLOG
Format ACOS reboot failed
acos-r eboot -ready 175640385467449403 22::0&3%" e ACOS isready to reboot
SYSLOG
Format ACOS s ready to reboot at $time:%s:. Reason: $reason:%s..
Example ACOS s ready to reboot at 02:00:00. Reason: Upgrade.
Variable Type Value Description
time String {time} time
Upgrade
Scheduled Reboot
reason String System-Reset reason
VCS image synchronization
None

SYSLOG




Format ACOS s rebooting at $time:%s..

Example ACOS s rebooting at 02:00:00.
Variable Type Value Description
time String {vaue} value

Format ACOS shutdown failed
SYSLOG
Format ACOS s ready to shutdown at $time:%s:.. Reason: $reason:%s..
-"I-E");;mple - - - AC£OS is ready- to shutdow-n a 02:00:60. Reason: -Upgrade. -
---\-;a.a.r-iable - - - Tybe - V;':due - - - - - Da:riptic-)n
time String {time} time
--------- - - - Up(;;rade - -
Scheduled Reboot
reason String System-Reset reason
V CS image synchronization
None
SYSLOG
Format ACOS s shutting down at $time:%s..
-“I-E;;mple - - - ACbS is shutti-ng down at -02:00:00. -
---\-};iable - - - Typ-)e - V-alue - - - - - D&ecriptitsn
time String {value} value

SYSLOG




Format Get aflex file namefailed in partltlon $9:ate %s:

Example Get aerxflle namefauled in partltlon shared
Variable Type Value Description
Strmg {part|t| on name} partltl on name
SYSLOG
Format asm ap| conflg_l nterface_cache spooflng
audit-log-get 175640385467449407 BOth Local el audit log get failure
SYSLOG
Format audit Iog_get failed
auth-filed rscssagrassson| BN L | p iy
SYSLOG
Format Authentication falled(user $name: %s) Dupllcated user Iog|n has been denied.
Example Authentlcatlon falled(user a10|b) Dupllcated user Iogln has been denled
Variable Type Value Description
name String {user name} user name
SYSLOG
Format Blade Went to Operanonal Phase
SYSLOG
Format Cannot open $name:%s file

Example Cannot open al b status flle

Variable Type Value Description




name String {flle name} file name

SYSLOG

Format Open FpgaTemperamure pi pe failed

cannot-set-sighup 175640385467449366 | BON Local and CEei =t eAltlE ha”d"”g critical system
Remote function

SYSLOG

Format Cannot set SIGHUP handllng function

cannot-set-sigint 175640385467449368 e eI EIe ittt (el handllng critical system
Remote function

SYSLOG

Format Cannot set SIGINT handllng function

cannot-set-sigpipe 175640385467449370 Ei9i7 e £ Sl fee Al IS handllng critical system
Remote function

SYSLOG

Format Cannot set SIGPIPE handllng function

cannot-set-sigquit 175640385467449369 e el Ee e SIGQUlT handllng critical system
Remote function

SYSLOG

Format Cannot set S| GQUIT handling function

SYSLOG

Format Cannot set SIGTERM handlmg function

SYSLOG

Format Cannot set SIGUSR1 handling function




cannot -set-sigusr 2 175640385467449372 | BOth Local and CEME Rt EJOLERAMEMEINE] | ey system
Remote function

SYSLOG
Format Cannot set SIGUSR2 handllng function
SYSLOG
Format Failed to obtain state of Port $p0rt %d:.
Example Falled to obtaln state of Port 1.
Variable Type Value Description
port Integer {port number} port number
change-ser-port-fail 175640385467449532 Both Local Ene Change service port failed.
SYSLOG
Format Change service port failed.
SYSLOG
Format Clear core dump files failure
clear-dumpthread-failure 175640385467449410 FB;;:OI;;JcaI Ny clear dumpthread failed
SYSLOG
Format Clear dumpthread files failure
Remote
SYSLOG
Format cli: No space left on device.

copy-interface-mapping-failure 175640385467449413 gz::otgcaj S copy ipi filefailed

SYSLOG




Format Copy temp ipi interface mapping file failure

core 175640385467449349 | BOth Local and L) G el information | system
Remote changed

SYSLOG

Format System Core Configuration changed. Core index $index:%s: is added to $info:%s: list

Example System Core Configuration changed. Core index 3 is added to active list

Variable Type Value Description

index String {core_index} core index

. : active :

info String black port lists

core-ht 175640385467449350 | BOth Local and System core hyper-threading | ;¢ mation | system
Remote Configuration changed

SYSLOG

Format System Core HT Configuration changed. HyperThreading is $info:%s:

Example System Core HT Configuration changed. HyperThreading is enabled

Variable Type Value Description

. . enabled .

info String disabled action

SYSLOG

Format Could not find the host.

cpu-temperature-failed 175640385467449521 SEIEeE S o temperaturesw State warning system
Remote changefailed

SYSLOG

Format CPU temperature sw state change failed

SYSLOG




Format The CPU has been used $cpu %U:%

Example The CPU has been used 10%
Variable Type Value Description
Uns gned Integer {cpu _percmtage} cpu percentage
SYSLOG
Format gzi p cpulimit pI’OCGSS start error
create-file-fail 175640385467449517 BOth Local G Cannot create Intf data file
SYSLOG
Format Cannot creste $name %s: file
Example Cannot create Intf dataﬂle
Variable Type Value Description
name String {file name} file name
crypto-boar d-access-error 175640385467449430 BOth Local B board is unaccessible
SYSLOG
Format Crypto board$va| ue:%u: is unaccessible.
Example Crypto boardl is unaccessi ble
Variable Type Value Description
value Unsrgned Integer {|nval|d opt|on} invalid option
SYSLOG
Format get_CtrlCpulnit mmap error: $state:%s:.

Example get_CtrlCpulnit mmap error: Out of memory.

Variable Type Value Description




Strrng {errno error me&age from mmap} errno error meﬁage from mmap

data-port 175640385467449348 e eI EIe S\/stem LB P Confrguratlon information | system
Remote changed

SYSLOG

Format a/stem data port Confrguratr on changed Port index $index:%s: is added to $info:%s: list

Example S\/stem data port Confrguratr on changed Port |ndex 3is added to active Irst

Variable Type Value Description

index String {port_index} port index

. : active :

info String black port lists

data-port-change 175640385467449352 BOth Local e System data port index changed
SYSLOG

Format System data port Configuration changed. Port index $index:%s: is changed to $info:%d:.

Example System data port Configuration changed. Port index 3 is changed to 4.

Variable Type Value Description

index String {port index} port index

info Integer {new _port_i mdex} new port mdex

db-initfailure rrssiosssaeradssrs | BN LA | o o e
SYSLOG

Format Init DB module failure

db-module-failure 175640385467449462 BOth Local C1E module exit failure
SYSLOG

Format Exit DB modulefailure

db-version-error 175640385467449518 BOth Local e WSRAINER PIENEE ) 8 war ning system
unmatched

SYSLOG




Format WARNING: DB version is unmatched

SYSLOG
Format Unable to open or processfllefor gettl ng debug status

. Both L ocal and Wsiem will not support the
disable-2x40 175640385467449580 2%40g mode when rebooted notification | system
SYSLOG
Format S\/stem will not support the 2x40g mode when rebooted

. Both L ocal and S\/stem will not support the
disable-4x10 175640385467449578 - Ax10qmodewhen rebocted notification | system
SYSLOG
Format &/stem will not support the 4x10g mode when rebooted

Both L ocal and System will not support the
disable-jumbo 175640385467449582 - jumbo packets when rebooted. notification | system
SYSLOG
Format S\/stem will not support the jumbo packets when rebooted.
SYSLOG
Format The disk has been used $disk:%u:%
Example The disk has been used 90%
Variable Type Value Description
Uns gned | nteger { usage J:)ercentage} usage percentage

SYSLOG
Format DNS Watch: failed to reload NTP configurations

dns-watch-thr ead-failed 175640385467449383 | BOth Local and FalisslgE LAt L critical system
Remote thread



SYSLOG
Format Failed to get time sync conf
SYSLOG
Format DNS Watch: failed to update resolution results for NTP
Both Local and Enabled round robin on packets .
SYSLOG
Format Enabled round robin on packets to data CPU $cpu %u: due to usage over threshold and high packets-per -second
Example Enabled round robln on packets to data CPU 1 due to usage over threshold and high packets-per -second
Variable Type Value Deecnptlon
Unsgned Integer {cpu id} cpu id
. Both Local and Pkt drop dueto Egress PPS
SYSLOG
Format Pkt drop dueto Egreﬁs PPS limit = $Iimit:%|:
Example Pkt drop dueto Egress PPS I|m|t = 10000
Variable Type Value Description
limit Long {max limit} max limit
enable-2x40 175640385467449579 BOth Local el &/stem e 2x409 notification | system
mode when rebooted
SYSLOG
Format System will support the 2x40g mode when rebooted
enable-4x10 175640385467449577 B°th "°°a' g Swem il EN g the‘b‘log notification | system
mode when rebooted
SYSLOG

Format System will support the 4x10g mode when rebooted




; Both L ocal and System will support the jumbo L
enable-jumbo 175640385467449581 packetswhen rebooted. notification | system

SYSLOG
Format S/stem will support the jumbo packets when rebooted.
Remote
SYSLOG
Format epr tool failed
SYSLOG
Format Error for ethernet$/al ue:%u: has exceeded $limit:%ou:
Example Error for ethernetl has exceeded 1000
Variable Type Value Description
value Unsigned | nteger {port_number} port number
limit Unsrgned Integer {Iimit} limit
ethernet-exceed-ing-drop 175640385467449596 Both Local N Ingress-Q exceed limit
SYSLOG
Format Ingrms—Q for ethernet$va| ue:%u: has exceeded $limit:%u:
Example Ingress Qfor ethernetl has exceeded 100000
Variable Type Value Description
value Unsigned Integer {port_number} port number
limit Unsrgned Integer {Iimit} limit
fail-getting-swo-buff 175640385467449586 22:20&;’06“ g Fail gettng swo_buff.
SYSLOG

Format Thread $threed %d: fail gettlng swo_buff.

Example Threaj 10fall gettr ng swo_buff.




Variable Type Value Description

thread | nteger { thread} thread
Remote
SYSLOG
Format FailSafe $state %s..
-"I-E;ample - - - FatISafe lost connection to ALB.
.--\-;atiable - - - Type Value - - - - - Da:riptidn

lost connectionto ALB
detected problem in ALB threads
detected problem in FPGA hardware
state String detected problem in SSL hardware error message
detected problemin L2/L3 ASIC hardware
detected problem in hardware
detected unexpected error

failsafe-ha-err 175640385467449511 | BOth Local and Fail Safe HA Force S Standby warning | system
Remote Statusis Invalid.

SYSLOG

Format Fail Safe HA Force Self Standby Statusis Invalid.

SYSLOG

Format Fail Safe action timeout.

failsafe-timestamp 175640385467449504 S eel Sl print info error system
Remote

SYSLOG

Format FaISafetlmestamp $t|me1 %s:., last update time $t|me2 %s:

Example FailSafe tlmeetamp 0000, Iaa update time 0001

Variable Type Value Description

timel String {timel} timel

time2 String {time2} time2




. Both L ocal and Fail Safe VRRP-A For ce Self .

SYSLOG
Format Fail Safe VRRP-A Force Self Standby Statusis Invalid.
SYSLOG
Format Fast agrng is disabled
SYSLOG
Format Fast agrng is enabled, half open threshold is reached. Total half open: $total _half open %u: Total session allocated: $tota| Sessions. %u:
-“I-E-;remple - - - Fast aging is enabled half open threehold is reached Total half open:1000 Total session aIIocated 200000
---\-;eriable - - - Type Value Dacrrptron
total_half open Uns gned Integer 1000 total_half_open
total _sessions - - Uns gned Integer 20(IOOO - - - - totel sessions -
SYSLOG
Format Fast aging is enabled, memory constraint is reached. MemAvailable $proc_mem_avail:%u: + Pool Unused $pool_unused:%u: = Total Usable
Memory $total_usable memory %u: KB, Fast Agrng Threshold $fast agrng thr:%u: KB
;;mpre Fast aging is enabled memory constraint is reached. MemAvarIabIeSOOOOOO + Pool Unused 3000000 = Total Usable Memory 3000000 KB, Fast
Aging Threshold 3000000 KB
---\-;er-iable - - - Type - VeIue - - - - - Deecription
proc_mem_avail Unsigned Integer 3000000 proc mem_avail
pooI unused - - Unei gned Integer 3060000 pool unused
total _usable memory - - Unei gned Integer 3060000 - - - - total_usabl e_rnemory
fast _aging_thr - - Unsrgned Integer 3060000 - - - - fast _aging_| thr-

R prr—— i e g 31




SYSLOG
Format Fast aging is enabled, syn check on threshold reached. Total half open:$total_half_open:%u: syn cookie enable
threshold: $fpga syn_cookie_enable_threah:%u:
-"I-E")remple - - - Fast aging is enabled, syn check on threehold reached Total half open:1000 syn cook|e enable threehold 2000
---\-;eriable - - - Type Value Deecrlptlon
total_half open Unsigned Integer 1000 total_half open
fpga syn_cookie_enable | threah - Unsrgned Integer ------- FPGA syn cookie enablethreshold
SYSLOG
Format Fast aging is enabled, total free conn below threshold. Total free conn:$total_free_conn:%u: total session allocated:$total_sess allocated:%u: total
allowed session left: $aesson memory left:%u:
'"I-E;emple - - - Fast aging is enabled total free conn below threshold Total free conn:1000 total session allocated 200000 total allowed session Ieft 200000:
---\-;eriable - - - Type Value D@crlptlon
total_free_conn Unsigned I nteger 1000 total_free_conn
tota_sess dlocated  Undgnedimeger 200000 | | | total_sess allocated
sem on memory left - - Unsi gned Integer ZOCIOOO' ------- m on memory left
SYSLOG
Format Service [port=$port:%s:, if=$eth:%s:] access: unknown fatal error occurs
-"I-E")remple - - Seryice[port=port 1, if=1]-acce|e unk-nown fatal error occure -
m\-re.riable - - Type - Velue - - - - - Deecription
port Stri ng { port_name} port name

Stnng {port name} port name

SYSLOG




Format Zeroization command hit.

SYSLOG

Format fork failed: $state %s:

Example fork failed: Out of memory

Variable Type Value Description

state String {errno_error_message from_fork} errno error message from fork

get-license-bad-code 175640385467449417 gz::olggcal gl error code when getting license
SYSLOG

Format Unable to get license information due to bad return code.

get-license-send-failure 175640385467449415 BOth Local e send license message failed
SYSLOG

Format Unable to get license information due to send failure.

get-license-wr ong-msg-length 175640385467449416 BOth Local 2l license msg length isincorrect
SYSLOG

Format Unable to get license information due to wrong msg length.

greater-than-threshold 175640385467449387 2‘;’:0&3%' e System is greater than threshold
SYSLOG

Format sensor: $name:%s. is greater than $line:%s:

Example sensor: templ is greater than 100

Variable Type Value Description

name String {sensor name} Sensor name

line String {threshol d} threshold




hdd-stor age-limit 175640385467449385 | Both Local and TS IPIVEITE NEVENCEEREE | ooarpry system
Remote its storage limit

SYSLOG

Format Hard Drive may have reached its storege limit

SYSLOG

Format Thread $thread %d: Rx: io_chan $iochan:%d:, health err count $errcount %d:.

Example Thread 10Rx: io_chan 1, health err count 100.

Variable Type Value Description
thread Integer {thread} thread
iochan Integer {io_chan} io_chan
errcount Integer {err count} err_count
SYSLOG

Format Thread $thread %d: Rx: io_chan $iochan:%d:, health rx count $rxcount %d:.

Example Thread 10 Rx: io_chan 1, health rx count 100.

Variable Type Value Description
thread Integer {thread} thread
iochan Integer {io_chan} io_chan
rxcount Integer {rx_count} rx_count
Pesth-tx-court rrssiosssaeradssa? | BUNLOA S |16 Guia et TX Count
SYSLOG

Format Thread $thread %d: Tx: io_chan $iochan:%d:, health tx count $txcount %d:.

Example Thread 10 Tx: io_chan 1, health tx count 100.

Variable Type Value Description




thread Integer {thread} thread

iochan Integer { io_chan} io_chan
txcount Integer {tx count} tx_count
SYSLOG

Format There is a HeartBeat timeout and system will be rebooted.

SYSLOG

Format $proceﬁ%s failed $value:%d: timesin the last $m| nute:%d: minutes, $state %s..

Example alOlb failed 1 timesin the Iast 1 mmutee lost connection to ALB.

Variable Type Value Description
process String {process_name} process name
value Integer {failed_ti mes} failed times

minute Integer {mi nutes} minutes

Iost connectionto ALB
detected problem in ALB threads
detected problem in FPGA hardware
state String detected problem in SSL hardware error message
detected problemin L2/L3 ASIC hardware
detected problem in hardware

detected unexpected error
SYSLOG
Format Failed in thread $state:%s:
Example Fa|led in thread 0x01
Variable Type Value Description
state String {thread status} thread status

| lsatiommi |sonwiomwwiue | |




SYSLOG
Format S\/stem will $name %s: Deep HRXQ when rebooted/rel oaded
Example system will enable Deep HRXQ when rebooted/rel oaded
Variable Type Value Description
. enable .
name String disable action
Remote
SYSLOG
Format IDT switch is reset and PCI-E config space is not restored
ingress-pps-dr op-limit 175640385467449597 2ei Lesl end 2l EED ez IngressPPS warning system
Remote limit
SYSLOG
Format Pkt drop dueto Ingress PPS limit = $I|m|t %l:
Example Pkt drop dueto Ingress PPS limit = 10000
Variable Type Value Description
limit Long {max limit} max limit
init-cli-config-failure 175640385467449378 FB;;:oIEgcal ene Init CLI config failure
SYSLOG
Format Init CLI oonflg failure
init-dns-failure 175640385467449377 sled Loz End Iif lPlsies sysutll mERLE critical system
Remote failure
SYSLOG
Format Init DNS of wsutn module failure

init-inter face-failure 175640385467449365 | BOth Local and Il T EEEE WS““' module | jiical system
Remote failure.

SYSLOG




Format Init interface of sysutll module failure.

init-mgmt-config-failure 175640385467449376 i Lozl Ene Ll mgmtn BT €] SN critical system
Remote module failure

SYSLOG
Format Init mgmt conflg of WS,IIH module failure
init-monitor -config-failure 175640385467449380 gg]lolzgcal ene Init monitor config failure
SYSLOG
Format Init monitor conflg failure
init-netutil-config-failure 175640385467449379 gg:&gcal e Init Netutil config failure
SYSLOG
Format Init Netutil oonflg failure
init-raid-config-failure 175640385467449375 Eiein e £ Ui e c_onflg G RN critical system

Remote module failure
SYSLOG
Format Init raid config of wsutil module failure
init-task-table-failure 175640385467449381 BOth Loca' and Init task tablefailure
SYSLOG
Format Init task table failure
init-time-config-failure 175640385467449374 Both Local Eae Ifid 103 conflg el WSU'[H critical system

module failure

SYSLOG
Format Init raid conf|g of wsutll module failure
SYSLOG

Format Thread $thread:%d: Rx: invalid io_chan $iochan:%d:.




Example Thread 10 Rx: invalid io_chan 1.

Variable Type Value Description

thread Integer {thread} thread
|ochan - - - I ntéger - { io-_chan} - - - - io_-chan

SYSLOG

Format Invalid number of arguments $num:%d: for msg_type $type:%od:

-“I-E;;mple - - - Inv;alid numb& of argumeﬁts 2for msé_type 2006 -

---\-};iable - - - Typ-)e - V-alue - - - - - D@criptic;n
num Integer {argument_num} argument num
type Integer {msg_type} msg type
SYSLOG
Format invalid option ($value:%u:)

-"I-E");a-mple - - - inv;alid option (-1) -

m\-};r-iable - - - Tybe - V-alue - - - - - Dacriptién
value Unsigned Integer {invalid_option} invalid option
SYSLOG
Format Invaid username length

Format System 10 Core Configuration changed. 10 Core is set to $num:%od:

Example System 10 Core Configuration changed. 10 Core is set to 4




Variable Type Value Description

Integer io core number
SYSLOG
Format A lease IP of $sl%s is gotten from DHCP server$52%s
-“I-E-;remple - - - A Ie@ IPof 1.1.1.1is gotten from DHCP server a.com
---\-;:.;\.r—iable - - - Type Value - - - D@criptien
sl String {ip_adress} ip adress
--------- - - - Stnng - {server} - - - - server
SYSLOG
Format A lease IP of $sl %s: is renewed from DHCP server$52%$
-"I-E;emple - - - A IeaseIPof 1111|srenewedfrom DHCP server 1.1.1.1.
---\-;eriable - - - Type Value - - - Da:riptien
sl String {ip_adreﬁ} ip adress
--------- - - - Strlng - {|p adress} - - - - ip edress

Remote Rebooting AX.

SYSLOG
Format LB proceﬁs not respondlng Rebooti ng AX.
SYSLOG
Format Link $s1:%s: startup-config to profile $s2:%s:
'"I-E")remple - - - Lin-k primary a-artup—confi-g to profile-my-config -

Variable Type Value Description




sl String {file name} file name

Strmg {flle name} flle name

Remote space

SYSLOG
Format Fail to rotate Iogs to save disk space
E— srsosmerssoss | LI [ o g
SYSLOG
Format Sensor: $name %s: is lesser than $line:%s:
Example sensor: templ islesser than 10
Variable Type Value Description
name String {'sensor_name} sensor name
line Stri ng {threshold} threshold
SYSLOG
Format $name:%s Cannot malloc $err:%d:
Example MonEnv Cannot malloc 1024
Variable Type Value Description
name Stri ng { proc&s_name} process name

| nteger {s ze}
SYSLOG
Format Too many ports were specmed

many-pr oxy-ports 175640385467449542 SRR e 100 many r_adlus proxy ports information | system
Remote wer e specified.

SYSLOG




Format Too many radius proxy ports were specmed

many-serv-ports 175640385467449544 | BOt Local and Too many service portswere | .« mation | system
Remote specified.

SYSLOG
Format Too many service ports were specmed
master -oper ation 175640385467449549 £ G| £ MEEE RN Operatlonal information | system
Remote Phase
SYSLOG
Format Master Went to Operat|onal Phase
SYSLOG
Format The memory has been used $mem:%u:%
Example The memory has been u%d 85%
Variable Type Value Description
Uns gned Integer {vaI ue} value
Both Local and Broadcast packets on mgmt port
SYSLOG
Format Broadcast packets on mgmt port exceeded the rate limit. The total packets dropped is $num:%l:
Example Broadcast packets on mgmt port exceeded the rate limit. The total packets dropped is 2000
Variable Type Value Description
Long {drop numy drop num
Both Local and System management port
SYSLOG

Format S/stem management port Conflguratl on changed New management port $attr| bute:%s: is $info:%s:

Example System management port Conflguran on changed New management port pCI address is2




Variable Type Value Description

pci-address
attribute String mac-address management port attribute
index
|nfo - - - Stri-ng - {new attrrbute} - - - nevr/ atribute -
SYSLOG
Format The counter of dropped broadcast packets on mgmt was reset. The newly dropped packets is $num %l:.
-"I-E-karnple - - - The counter of dropped broadcast packets on mgmt was reset. The newly dropped packets is 2000.
---\-;ar—iable - - - Type Value Doecrrptron
Long {drop numy drop num
SYSLOG
Format The counter of dropped broadcast packets on mgmt was reset. New valueis 0.
SYSLOG
Format FPGA channel $channe| %d: missed $packets%d health packets in $Seconds%| seconds.
-"I-E-kample - - - FPGA channel 10 mlssed 100 hedlth packetsm 1000 seconds.
m\-;ariable - - - Type Value - - D@cription
channel Integer {channel} channel
mpackets - - - | nteger - { pa:kets} - - - - pa:-kets
meeconds - - - L ong - { seconds} - - - - seconds
SYSLOG

Format $name:%s: mmap file Errno $err:%d:




Example MonlntfStats mmap file Errno -1

Variable Type Value Description

name Stri ng {file_name} file name
--------- - - | nteger - {error number} - - error number
SYSLOG
Format $name:%s; $Status:%s. Current valueis $Val :%d:.
ExampI e - - - FAN1 not tested Current vaI ueis 85. -
m\-};riable - - - Type Value - - - - - D@criptien
name String {name} name
--------- - - - - - not-tested - - -
OK -
suing e heehold i
out of the 7% volate range
unexpected error
--------- | nteger - {val ue} - - - val ne
SYSLOG
Format $name:%s: $status:%s.. Current valueis $val:%d:.
'"I-E");emple - - - POWERl OK.-Current va ne is2. - -
---\-;er-iable - - - Tyne - Velue - - - - - Deecriptien
name String {name} name
......... i i i OK. i i
over threshold limit
status String under threshold limit name

out of the 7% volate range
unexpected error

| nteger { name} name




SYSLOG
Format $name %s: $91atus %s:. Current valueis &/al %d:.
Example POWERL OK. Current vaI ueisb.
Variable Type Value Description
name String {name} name
OK
over threshold limit
status String under threshold limit name
out of the 7% volate range
unexpected error
Integer {val ue} value
Remote Range
SYSLOG
Format $name %s: $status %s:. Current value &/al %d:, allowed range [$min:%od:, $max %d: ]
Example FANL1 not t&ted Current vaI ue8s, a Iowed range [5 50]
Variable Type Value Description
name String {name} name
not tested
OK
. over threshold limit
status String under threshold limit status
out of the 7% volate range
unexpected error
val Integer {val ue} value

min Integer {vaI uet value

Integer {val ue} val ue

R — S — | (e———————

SYSLOG




Format $name %s: $Status %s:.. Current valueis $Na| %d:.

Example FAN1 not tested Current vaI ueis 85.
---\-;ezl-'iable - - - Type Value Dacriptien
name String {name} name
--------- - - - not-tested
OK
status String 3\r:jertrt]:§lﬂ>?o:i|rinr:it status
out of the 7% volate range
unexpected error
--------- | nteger - {vd ue} value
o
SYSLOG
Format System monitor process $s1:%6s..
'"I-E");emple - - - Sys-tem monito-r process sxerted.
---\-;e.r-iable - - - Tyee - Velue - Deecriptien
sl String :ig;.:d action

mon_hw_mon_threshold 175640385467449392 gg::olzgca] e SYSTEM Monitoring Treshold

SYSLOG
Format $name %s: $Status%s Current valueis $Val %d:.
Example FAN1 not tsted Current val ueis 85.
Variable Type Value Description
name String {name} name
not tested
OK
. over threshold limit
status String under threshold limit status
out of the 7% volate range
unexpected error
va Integer {value} value




SYSLOG
Format No IP address
SYSLOG
Format Do not $s1:%s: self ($d1:%d:)
Example Do not reboot sdlf (1)
Variable Type Value Description
sl String {file name} file name

Integer {flle name} flle name
no-serv-ports 175640385467449545 el ee S NEISETE=RIE AR information | system

Remote specified.
SYSLOG
Format None of service ports were specrfred
Remote

SYSLOG
Format NTP server $State %s: is not reachable
Example NTP server example com is not reachable
Variable Type Value Description

Strlng {server name} server name
ntp-polling 175640385467449559 gg:olzgcal e NTP server isin polling state
SYSLOG

Format NTP server $sl %s: isin pollmg state

Example NTPserver 1.1.1.1isin polllngstate




Variable Type Value Description

Strmg {|p adress} |p adress
— rscsoasagrasssa| BN LA | oo
SYSLOG
Format NTP server $sl %s: is reachable
Example NTP server 1.1.1.1is remhable
Variable Type Value Description
Strlng {|p adress} |p adress
SYSLOG
Format NTP server $server:%s: isin sync with system
Example NTPserver 1.1.1.1isin synCW|th system
Variable Type Value Description

server String {ntp_server} ntp server

No NTP server defined. Setting

Both Local and

175640385467449556 time sour ce to hardware infor mation
Remote
calendar
SYSLOG

Format No NTP server defined. Setting time source to hardware calendar

Both L ocal and No NTP server defined. Failed

175640385467449557 to set time source to hardware infor mation
Remote

calendar

Format No NTP server defined. Failed to set time source to hardware calendar

SYSLOG

Format NTP server $state:%s: status is unknown



Example NTP server example com statusis unknown

Variable Type Value Description

Stnng {server name} server name
SYSLOG
Format Cannot open more than $Iimit:%u: sessions.
Example Cannot open more than 1 sessions.
Variable Type Value Description
limit Unsrgned Integer {sesion Iimit} session limit
SYSLOG
Format Open file $state:%s failure
Example Open file unknown failure
Variable Type Value Description
Stnng {frle name} file name
pct-drop-imi T [T T R P ——
SYSLOG
Format Pkt drop due to bandwidth limit = $limit:%l:
Example Pkt drop due to bandwidth limit = 10000
Variable Type Value Description
limit Long {max limit} max limit

poll-mode 175640385467449347 ZeinlLezl e Syste_m management pell ueie information | system
Remote Configuration changed

SYSLOG

Format System poll mode Configuration changed. Shared poll mode is $action:%s:




Example System poll mode Configuration changed. Shared poll mode is enabled
Variable Type Value Description
. . enabled .
action String disabled action
power -invalid-status 175640385467449599 e Ele System LELEE [N supplles warning system
Remote arenot in valid status
SYSLOG
Format S\/stem detected power supplleﬁ arenot in valid status.
power -r ecover 175640385467449563 20 L@l & system MEETETE I [FETET information | system
Remote supplies.
SYSLOG
Format S\/stem recovered and now has $d1:%d: power suppllee
Example S/stem recovered and now has 2 power supplles
Variable Type Value Description
Integer {power supply_} power supply
SYSLOG
Format Detected procas death of $name %s: . Try to restart it
Example Detected process death of alOIb Try to restart it
Variable Type Value Description
name Stri ng { process name} process name
process-dsiable 175640385467449565 BOth Loca] ek Processis disabled and stop it
SYSLOG
Format Process $sl:%s: is disabled and stop it

Example Process alOlb is disabled and stop it

Variable Type Value Description




Stri ng { proceﬂs name} proceﬂs name

SYSLOG
Format Process $$Iate %s: is dead, but restart failed

-"I-E");ample - - - Process alOlbis dead, but restart falled

"V.ar-iable - - - Type Value - - - - Deecriptien

Stri ng { proce& name} pl’OCE$ name

SYSLOG
Format send signal $signal:%d: to $name:%s: failure

-"I-E");arnple - - - %nd signal 6 te alolb failure -

"V.ar-iable - - - Tyne - Value - - - - - Deecriptien
signa Integer {signal_number} signal number

name - - Stri ng - proc&s name} - proc&s name -
SYSLOG
Format The processes of module $sl'%s' $82'%s

-“I-E;ample - - - The procem of module alOI b started

"V.ar-iable - - - Type Value - - - - Deecriptien
sl String {process_name } process name
s2 String :g[;s:d action

— srsouastcrssouts | BN Lo and | ooy

SYSLOG

Format PROD_OEM file missing



prof-link-failed 17564038546744935g | BOth Local and el prOf"e“’ Startup- | oritical system
Remote config

SYSLOG
Format Failed to link profrle $file:%s: to startup config
-"I-E")remple - - - Farled to link proflle prof1 to startup- conflg
---\-;eriable - - - Type Value - - - - D&cription
file Stnng proflle name} proflle name
SYSLOG
Format Parse error in profile $name:%s: $line:%s:
-"I-E-kemple - - Pa'ee error in profile profi 100 -
---\-;er-iable - - - Type - Velue - - - - - Da:ription
name String {profile_name} proflle name
Irne - - Stri-ng - {profile line number} - - profrle line number
SYSLOG
Format Public key size too small, |gnore The comment is $state:%s:
-“I-E-kemple - - Publ|c key size too small, |gnore The comment |sth|s isan $h publrc key
---\-;e.r-iable - - - Type Value - Deecription
Strrng {your ~_public | key comment} your public key comment
SYSLOG
Format $d|sk %s: is mounted READ ONLY
-“I-E-kemple - - - Hard Driveis mounted READ ONLY

Variable Type Value Description




Hard Drive

disk String Ramdisk filesystem name

—— irssiosssaenassas | BANLO 0| o ey
SYSLOG

Format Reboot of $b| ade:%s: failed.

Example Reboot of blade failed.

Variable Type Value Description

blade Stri ng {blade name} blade name

reboot -count-file-access-error 175640385467449453 22::052(331 1t access file failed
SYSLOG

Format Error occured while accesi ng the file for reboot count.

SYSLOG

Format Error with the file size for reboot count.

SYSLOG

Format Error with the reboot-file openl ng.

reboot-fork-failure 175640385467449467 B°th "°°a' 1 fork failed
SYSLOG

Format Fork error when doing system reboot jObS

reboot-shutdown-failure 175640385467449483 BOth Local 18 system failure
SYSLOG

Format $action:%s: system failure




Example reboot system failure

Variable Type Value Description

action String ;?Jtog(t)wn action

Format reloaded from call chm_api_reload executed
reload-configure-error 175640385467449465 gg:olggcal e reload failed
SYSLOG
Format Reload confugrations error.
reload-schedule erro irssdosasasaasnes | BEN LA |y ey
SYSLOG
Format Get system reload schedule info error.
reload-succed 175640385467449538 eI ez e AGOSITES ez information | system
Remote successfully.
SYSLOG
Format ACOS has reloaded successfully.

Format Failed to remove file $filename:%s:

-"I-E;:;\mple - - - Fail-ed to rem0\-/efiletest -

m\-};iable - - - Tybe - V-alue - - - - - Descriptién
filename String {file_name} file name

SYSLOG



Format Remove temp |p| interface mappl ng file failure

SYSLOG
Format Renamefile $state:%s failure
Example Renamefile unknown fai I ure
Variable Type Value Description
Stnng {flle name} file name
SYSLOG
Format Restore $state:%s: conflg failure
Example Restore banner config fai I ure
Variable Type Value Description
Stnng {flle name} file name
save-config-failed 175640385467449494 gz::olggcal e save filefailed
SYSLOG
Format Save $state %s: config failure
Example Save unknown oonflg fallure
Variable Type Value Description
String {flle name} file name
save-interface-mapping-failure 175640385467449412 BOth Local E1E save inteface mapping failed
SYSLOG
Format Save interface mappl ng file error

save-sys-file-failure 175640385467449411 gz::olzgca] e save timezone file failed



Format Failed to save the $name:%s: file

-"I-E");';\mple Fail-ed to save t-he pasworéi file

m\};iable Tybe - V;':tlue - - - - - D&cripti(;n
name String {file_name} file name

Format Unable to open file for getting info if single board is $status:%s..
Example Unable to open file for getting info if single board is forced.
Variable Type Value Description
. forced .
status String fallback single board status

Format Unable to processfile for getting info if single board is $status:%s..
Example Unable to processfile for getting info if single board is forced.
Variable Type Value Description
. forced .
status String fallback single board status

Format Scheduled $s1:%s: .

Example Scheduled reboot .

Variable Type Value Description
sl String r t action




schedule-reboot-cancel 175640385467449537 Egzolzgcal i ACOS schedule cancelled.

SYSLOG

Format ACOS $s1:%s: schedule cancelled.

Example ACOS reboot schedule cancelled

Variable Type Value Description
. reboot .

sl String shutdown action

SYSLOG

Format Scp $s1:%s: from $s2:%s: by $s3:%s: succasfully.

Example Scp atxt from 1.1.1.1 by admin successlully

Variable Type Value Description

sl String {file_name} file name

2 String {url} url

s3 String {user_name} user name

Both L ocal and Cannot set session limit to which

sess-limit-fail 175640385467449554 Remote islessthan the number of active | information

Sessions.

Format Cannot set session limit to $d1 %d: which is less than the number of active sessions $d2 %d: .
'"I-E")remple - - - Cannot set session limit to 90 which is Ie& than the number of active sessions 100 .
---\-;er—iable - - Type Value - Deecriptien

d1 Integer {se.sion_number} session humber
--------- - Integer - {mon number} - session number

SYSLOG




Format Session timed out

set-boot-image 175640385467449539 | BOth Local and =SSR E e information | system
Remote image

SYSLOG
Format Set next $s1:%s: boot from $52 %s: |mage
-"I-E")remple - - - Set next HD boot from pri mary |mage
---\-;eriable - - - Type Value - - - - D&criptien
sl String 2::3 boot type
2 String S;rgr?;yary from
SYSLOG
Format Set time source to $state:%s: failure
-“I-E-;remple - - Set time source to unknown failure
---\-;eriable - - - Type Value - - - - - D@criptien
Stri ng {source name} source name
SYSLOG
Format Received $Sl:%s' signal from proceﬁ$d1:%d: by user $d2:°/od: . Signal code: $d3:%d: value: $d4:%d:
-“I-E-;remple - - - Recerved SIGHUP signd from proceﬁ 90 by user 11.. Srgnal code 90va| ue: 90 - -
---\-;er-iable - - - Type Value - Deecriptien
sl String {sgnal} sgnal
d1 - - - Integer - {seqsron number} - - - session number
d2 - Integer {user id} user |d

d3 Integer {s gnal code} S gnal code

da Integer {s&sron_number} session number




single-board-enable 175640385467449547 Fng:(;gcal Ene Single Board Mode Enabled

SYSLOG
Format S ngle Board Mode Enabled
smime-send-failed 175640385467449363 gg:otgcal e Faild to send smime mail.
SYSLOG
Format Failed to send smime mail.
SYSLOG
Format SN_OEM file missing
SYSLOG
Format socket failed: $state %s:
Example socket failed: Invahd argument
Variable Type Value Description
Stnng {errno error meﬁege from_socket_creation } €errno error meﬁege from socket creation
Both Local and S\/stem will run the SPE profile
SYSLOG
Format S/stem will run the $name %s. SPE proflle when rebooted/rel oaded
Example S\/stem will run the spe SPE profile when rebooted/rel oaded
Variable Type Value Description
name Stnng proflle name} proflle name

SYSLOG




Format Setting up SPE profile for $name:%s:

Example Settlng up SPE proflle for spe

Variable Type Value Description

name Stri ng {proflle name} profile name

SYSLOG

Format set SSH_AUTH_SOCK

stat-insufficient-disk 175640385467449405 gg:zolggcal e Insufficient disk space

SYSLOG

Format Statistics: Insufficient disk space($space %u:M B)

Example Statistics: Insuff|C| ent dISk space(lOOOM B)

Variable Type Value Description
Unsgned Integer {dISk size} disk size

Both Local and Stopped round robin on packets

SYSLOG

Format Stopped round robin on packets to data CPU $cpu:%u:

Example Stopped round robin on packets to data CPU 1

Variable Type Value Description
Unsgned Integer {cpu id} cpu id

Remote

SYSLOG

Format su_SCPFilefailed $State'%s

Example Su_. SCPFlIefauled Out of memory

Variable Type Value Description




Strin errno_error_m e _from_fork €rrno error m e from fork
g es&ag %%\g

SYSLOG
Format su_SFTPFilefailed $funct|on %s., $9:ate %s:
Example su_SFT PF|Iefa|Ied fork(), Out of memory
Variable Type Value Description
function String {functlon anme} function anme
Strlng {errno error ma&\ge from_fork} €errno error ma&agefrom fork

. Both Local and System temperaturesw state
SYSLOG
Format S\/stem temperamure Sw state change failed
system-rchootfales rsoiasteraisasz | AL [
SYSLOG
Format S\/stem reboot failed
system-reboot-failure 175640385467449401 gz::olggcal 18 System reboot failure
SYSLOG
Format S\/stem reboot failure
N rsoicastcrassoso| EENLOANS | i e
SYSLOG
Format System shutdown failed
system-shutdown-failure 175640385467449384 BOth Local gl System shutdown failure
SYSLOG
Format System shutdown failure




sysutil-inter face-failed 175640385467449460 EZ;:OIIS%‘I e module exit failure

SYSLOG

Format Exit interface of sysutll module failure

oystil-sesion-fild srsosmtcrassin | FONLEA DS | e
SYSLOG

Format Exit session management of sysutil module failure

SYSLOG

Format tar: tar returned error status &/ei ue:%d:

Example tar: tar returned error status -2

Variable Type Value Description

value Integer {error_code} error code

System recover ed and now
within acceptable temperature warning system

Both L ocal and
Remote

temp-recover 175640385467449564

range.
SYSLOG
Format System recovered and now within acceptabletemperature range
SYSLOG
Format $sl %s: $s2:%s:.. Current valueis $d1 %.d:
."I-E;ample - - - 11111111 Currentvalue|590
---\-;ariable - - - Type Value - - - - - Deecriptien
sl String {ip_adress} ip adress
52 - - - Stri-ng - {ip-_adrws} - - - - ip adrels
d1 - - - Integer - {session_numt;er} - - - seseion number




time-sync-conf-failed 175640385467449382 Egsolzgcal el Failed to get time sync conf

SYSLOG
Format Failed to get time sync conf
time-sync-thread-failed 175640385467449595 FBQZ:LIOIEgca] Ene Failed to start time sync thread
SYSLOG
Format Failed to start time sync thread
SYSLOG
Format update if_err_stats: Invalid portnum failed $value:%u:
Example update if err_dtats: Invalld portnum fa|led 1
Variable Type Value Description
value Uns gned Integer {port number} port number
upgrade-no-space-error 175640385467449444 BOth Local e disk space calculate error
SYSLOG
Format upgrade failed to get alOdata free disk space
User -session-opened 175640385467449406 | BOth Local and A\ SSSSIONNORUSSENES besn notification | system
Remote opened
SYSLOG
Format A $type %s: session for user "$user:%s:" from $|p %s:. has been opened Session ID assrgned |s$|d %u:.
Example A aXAPI session for user "userl" from 1.1.1.1 has been opened Session ID assrgned is 10.
Variable Type Value Description
axXAPI
type String web session type
cli
user String {user_name} user name

ip String {ntp_server} ntp server




Unsgned Integer {semon id} session id

SYSLOG
Format VRRP-A send_adv timer oninvalid parid $parid:%d: vrid $vrid:%d:
Example VRRP-A send_adv timer oninvalid pand lvrid1
Variable Type Value Description
parid Integer {parid} parid
vrid | nteger {vr| d} vrid
web-server -restart 175640385467449546 | BOt L ocal and Web server isrestarted dueto | ;co mavion | system

Remote http port changes
SYSLOG
Format Web server is restarted due to http port chang%
SYSLOG
Format erteflle$sta¢e %s: failure
Example Writefile unknown fallure
Variable Type Value Description

Stnng {flle name} file name

Both Local and Connections Per Second (CPS)
cps-threshold 177188497839357954 threshold exceeded system.apps-global
Format -$cps tot:%u: csllabel=Total CPS cs2=$thre_level:%s: cs2L abel=Threshold Level cs3—$cps thre:%u: cs3Label=CPS Threshold
Example csl=1 cleabeI =Total CPS csZ—above/beIow csZLabeI Threshold Level cs3=1 csSLabeI =CPS Threshold
SYSLOG

Format The current Connections Per Second (CPS) $cps _tot:%u: in the system has gone $thre_level:%s: the threshold $cps_thre:%u:

Example The current Connections Per Second (CPS) 1 in the system has gone above/bel ow the threshold 1




Variable Type Value Description
cps_tot Uns gned Integer {cps_tot} cps_tot
thre_l evel Stri ng " { thre_l evel} thre_I evel
m(-:.pe"thre Uns gned Integer {cps thre} cps -thre

Both L ocal and Number of Sessions threshold

Format —$se$ tot:%u: csllabel=Tota session 052—$thre level:%s: cs2L abel=Threshold Level csS—$m thre:%u: cs3Label=Session Threshold
'“I-E;ernple csl-=1 cleabeI =Total session cs2= above/below csZLebeI—Thr@hold Level cs3=1 cs3LabeI =Session Threﬁhold ----------
SYSLOG

Format The current number of sessions $sess_tot:%u: in the wstem has gone $thre_| evel:%s: the threshold $sess_thre:%u:

-"I-E;entple The current number of sessions 1 in the system has gone above/below the threshold 1 " S
'--\-;er"iable Type Value - Descriptien ----------
sess tot Unsigned Integer {'sess_tot} sess tot

thre_I evel Strlng " {thre_l evel} thre_I evel

me.e;s-_thre Unsi gned Integer . ‘ms;e_thre

{'sess_thre}

176484810397581313

Both L ocal and

Remote

ICMP packet rate limit
exceeded, Drop all packets for

lockup period

information | system.icmp

Format cnl—$I|m|t %u: cnllabel=Rate Limit cn2—$| ockup _period:%u: cn2Label= Lockup Period
'"I-E")rernple cnl=1 cnlLabeI Rate Limit cn2=1 cn2LabeI Lockup Perlod ----------
SYSLOG
Format Total ICMP packet rate limit $I|m|t %u: exceeded. Drop al ICMP packetsfor next $Iockup _perlod %u: seconds
-"I-E;entple Total ICMP packet rate limit 1 exceeded. Drop al ICMP packetsfor net1seconds
'--\-;er-iable Type VaI ue - Deecriptien ----------
limit Unsigned Integer 1-65535 Rate Limit
ml-eelr-up )_period " Uneigned Integer 1-65535 Lockup Perlod




Both Local and ICMPv6 packet rate limit

176502402583625729 Remote exceeded, Drop all packetsfor information | system.icmp6

lockup period

Format cn1—$I|m|t %u: cnll abel=Rate Limit cn2—$| ockup _period:%u: cn2L abel= Lockup Period
-"I-E;ernple ------ cnl=1 cnlLabeI Rate Limit cn2=1 cn2LabeI Lockup Perlod ------------------
SYSLOG
Format Total ICMPV6 packet rate limit $I|m|t %u: exceeded. Drop al ICMPV6 packetsfor next $Iockup )_period:%u: seconds
'"I-E;e-mple ------ TotaI ICMPV6 packet rate I|m|t 1 exceeded Drop aII ICMPV6 packets for next 1 seconds --------------
---\-;er-iable ------ Type VaI ue DeSCI'IptIOH ----------------
limit Unsigned Integer 1-65535 Rate Limit
Iockup Jaenod " " Unsrgned Integer 1—6-5535 ----------- Lockup Penod

entry added v4 177434788443979777 Both "°°a' L :gvzhrea“"a eaiEt e””yfor system.ip-threat-list

threatAddressV 4=$threatl pv4:%s: sre=$srclpvd:%s: spt=$srcPort:%d: dst=$dest!pv4:%s: dpt=$destPort:%d: proto=$transportProto:%s:

Format classList=$classList:%s:

'“I-E;ernple ------ threetAddress\/--éI:S.S.S.S src:5.5.5.5 ept:1000 dst":192.168.160.101 dpt:-tBOOO protO;UDP classl:ist:cl-v4 ----------------

SYSLOG

Format IP-ThreatList added entry for |Pv4 $threat-ipv4:%s:. due to packet from Source | P $src-ip-v4:%s: and Source Port $src-port:%d: to Dest | P $dest-
ip-v4:%s. and Dest Port $dest port:%d: Protocol $proto %s: matching class-list $c|ass-l|st %s.

'“I-E;ernple ------ IP- ThreatL|st added entry for IPv4 5.5.5.5 due to packet from Source |P 5.5.5.5 and Source Port 1000 to Dest |P 192.168.100.101 and Dest Port ........
8000 Protocol UDP matching class-list cl-v4

'--\-;er-iable ------ Type : Velue ---------- Deecription ----------------

threat-ipv4 IP V4 Address {l Pv4} IPv4

sr0|pv4 ------ IPV4 Address" {Source_| Pv4} ---------- So drce IPv4

merc-port ------ Integer " {Source Port} ---------- So orce Port

deﬂ| ova IPV4 Address" et vy Deﬂ IPv4

dest-port Integer {Dest IP Port} Dest IP Port




proto Stri ng { Protocol} Protocol

class-list Stnng {cla$-llst name} class-list name

threml o IPV4 Addre$" {Threat_l P\/4_addre$} ------------ T hreat IPv4 addreﬁ
'-;{:IM --------- IPV4 Address" {Source | Pv4} ------------ So urce IPv4
srcPort --------- Integer " {Source Port} ------------ So urce Port
destl o IPV4 Addressm (DesiPvgy Dest IPv4

deaPort --------- Integer {Dest IP Port} ------------ Deet IP Port
mtran-sportProto ------- Str-i-ng {Transport Protocol} ------------ T ransport Protocol
mclia;d_ist ------- Strlng {clas list name} ------------ c Ias list name

entry_added_v6 177434788443979778 BOth LocaI eud :E}v'ghreatLlst CaECiingifas system.ip-threat-list

threatAddressV 6=%threatl pv6:%s: c6a2=$srclpv6:%s. c6a2l abel=srclpv6 spt=$srcPort:%d: c6a3=$destlpv6:%s: c6a3l abel=destl pv6:

Format dpt—$d%tPort %d: proto—$transportProto %s: cIa$L|st—$cla$L|st %s:

m;;%ple --------- threatAddressV6-2001 ABCD::7 c6a2=2001:ABCD::7 06a2LabeI =srcl pv6 spt=1000 c6a3=4002::8 c6a3LabeI destl pv6 dpt=8000 proto-UDF; ----------
classList=cl-v6

SYSLOG

Format IP-ThreatList added entry for IPv6 $threat-ipv6:%s. due to packet from Source |P $src-ip-v6:%s: and Source Port $src-port:%d: to Dest IP $dest-
ip-v6:%s:. and Dest Port $d&st port:%d: Protocol $proto %s: matchlng class-list $Class-l|st %s:

;;ane --------- IP- ThreatLlst added entry for IPv6 2001:ABCD::7 due to packet from Source IP 2001:ABCD::7 and Source Port 1000 to Dest |P 4002::8 and Dest
Port 8000 Protocol UDP matching class-list cl-v6

variable Tyee  vawe Desripton

threat-ipv6 IP V6 Address {l P\/6} IPv6

srC|pv6 --------- IPV6 Addrae- {Source IPv6} ------------ So urce IPv6

me.r"c-"port --------- Integer " {Source Port} ------------ So urce Port

md;-ip-ve --------- IPV6 Address" (Des v Dest IPv6

md;t-port --------- Integer " {Dect 1P Port} ------------ Dest IP Port

proto --------- Str-i-ng { Protocol} ------------ I;rotocol

class-list String {class-list name} class-list name




threatl pv6 IP V6 Address {Threat_|Pv6_address} Threat |Pv6 address

srclpv6 IP V6 Address {Source_IPv6} Source IPv6
srcPort - - - Integer - {Seurce_Port} ------- So trrce Port
destl pv6 - - - IP \-/6 Addre$- (et v Dest IPv6
deﬂPort - - - Integer - {D&Gt IP Port} ------ Dest IP Port
mt-renqoortProto - - Stri-ng - {Transport Protocol} ------ T rensport Protocol
claeﬁ_rst - - Stri-ng - {cIa& list name} ------ c Ia& list name
Format threatAddressV 4=$threat-ipv4:%s:
-"I-E")remple - - - threatAddressV-4=5.5.5.5 -
‘sysoc | - | |
Format IP-ThreatList removed entry for IPv4 $threat |pv4 %s:
"-I-E;emple - - - IP-ThreatLrst removed entry for IPv4 55.5.5
---\-;e.riable - - - Type Value - - - - Deecriptien
threat-ipv4 IP V4 Address {1 P\/4} IPv4
Format threatAddressV6—$threat |pv6 %s:
'“I-E");emple - - - threatAddre$V6—2001 ABCD::7
‘sysog | |
Format IP-ThreatList removed entry for IPv6 $threat-ipv6:%s:
ml;)remple - - - IP-ThreatList removed entry for IPv6 2001:ABCD::7
m\-r.eriable - - - Type Value - - - Deecriptien
threat-ipv6 IP V6 Address {IPv6} IPv6




mc-watchdog-fail 176308888537137154 Ece)::olzgcal e ipmitool mc watchdog failed

SYSLOG

Format |pm|tool mc watchdog get failure

cl-time-getfa sroaomeesarsariss| BN Lo and |
SYSLOG

Format |pm|tool sel time get failure

SYSLOG

Format |pm|tool sel time set failed

set-flash-interval-fail 176308888537137161 i‘;ﬁnhoﬁfa' Ene ipmitool flash check failed
SYSLOG

Format Set flash check interval failed

st lshintervl-ail-1 srosmmmmsarizris | LIS ol
SYSLOG

Format Set flash check interval failed interval should be greater than O

SYSLOG

Format failed to change reset interval

set-ssd-inter val-fail 176308888537137163 BOth "°°a' e ipmitool ssd check failed
SYSLOG

Format Set ssd check interval failed

—— srocmsmarszrios| EEN LSS | o e e



Format Set ssd check interval failed - interval should be greater than 0

show-flash-interval-fail 176308888537137157 22::0&:%“ e ipmitool flash check failed
SYSLOG

Format show flash check interval failed

show-r eset-inter val-fail 176308888537137156 Both LocaJ B ipmitool reset interval failed
SYSLOG

Format show reset interval failed

show-ssd-interval-fail 176308888537137158 BOth Loca' e ipmitool ssd check failed
SYSLOG

Format show ssd check interval failed

show-suppr ess-inter val -fail 176308888537137159 gg:otgcaj i ipmitool suppress failed
SYSLOG

Format show suppress interval failed

watchdog-init-countdown-fail 176308888537137167 EZ:L]OIIgcaI e ipmitool watchdog failed
SYSLOG

Format |pm|tool Watchdog set failed: initial countdown is less than reset interval + pretlmeout

watchdog-init-pre-timeout-fail 176308888537137168 gg::otgcaj 21t ipmitool watchdog failed
SYSLOG

Format |pm|tool watchdog pre—tlmeout interval failed

SYSLOG




Format In Cache free: Memory already freed, $p0$|t| on:%s..

Example In Cachefree Memory already freed, 0x001.
Variable Type Value Description
position Stri ng { postition} postition
SYSLOG
Format Cache Flush array failed to find cache chunk for $positi on:%s..
Example Cache Flush array failed to f|nd cache chunk for 0x001.
Variable Type Value Description
position Stri ng { postltl on} postiti on
SYSLOG
Format System memory resource entry not found.
SYSLOG
Format Memory rezone violation. OBJ:$post|on %s., $sze %s:n
Example M emory rezone violation. OBJ=0x001, size=1024n
Variable Type Value Description
position Stri ng { postiti on} postition
Strlng {sze}
Remote
SYSLOG
Format Pool $position:%s:, obj size too big $S|ze %d:

Example Pool 0x001, Ob] sizetoo blg 1024




Variable Type Value Description
position String {postition} postition
Integer {srze}
SYSLOG
Format In Cache_Alloc: Wrong maglc $posrt| on:%s..
Example In Cache AIIoc Wrong maglc 0x001 0x002.
Variable Type Value Description
position Stri ng {postmon} postition
SYSLOG
Format In Cache free: Wrong trailer. $position'%s
Example In Ca:hefree Wrong traller 0x001 0x002
Variable Type Value Description
position Stri ng {post|t|0n} postition
wrong-trailer -addendum 176027413560426499 el ez Eid Wrongtraller el dur|ng error system.memory
Remote memory free
SYSLOG
Format $posrt| on:%s:
Example 0x001 0x002 0x003 0x004
Variable Type Value Description
position Stri ng {poam on} poaiti on
177557933746290689 BOth Local E1E port configure changed system.probe-networ k-devices
SYSLOG

Format System port Configuration changed after probing network devices




access-challenge 176995258670776335 e LEslEe RAD.I DSEEEE e I 2 error system.radius.server
Remote missing state

SYSLOG
Format RADIUS access—challenge received with State or Reply Messege mlssmg
pind-fi srosczsmmrortoses | BEMLORE | o eicabind il
SYSLOG
Format Radius authenticate bind failed.
id-not-match 176995258670776332 e el eI Response packet | DElE el warning system.radius.server
Remote match
SYSLOG
Format R&sponse packet ID $id1:%d: does not match the request packet ID $id2:%d:: verification of packet fails.
Example Response packet ID1 does not match the request packet ID 2: verlflcat|on of packet falls
Variable Type Value Description
idl Integer {packet_i d} packet id
Integer {pa\cket id} pa\cket id
SYSLOG
Format Ignori ng duplicate $info:%s:..
Example Ignonng dupllcate client- |d 11..
Variable Type Value Description
info String {cIient id} clientid
missing-al0 176995258670776336 BOth Local i &/stem CEET E AR/ error system.radius.server
specific attribute
SYSLOG
Format System doesn't get the A10 specmc atribute from the RADIUS server.

missing-config 176995258670776321 el lezl 2 LU (Mt GRS (B EEES error system.radius.ser ver
Remote configuration



Format Could not get radius server conflguranon

SYSLOG

Format Could not get memory
Both L ocal and S\/stem doesn t get theAlO

SYSLOG

Format S/stem doesn't get the A10-Admin- Pr|V|Iege attribute from the RADIUS server.

SYSLOG

Format Look up NAS-1P-Address failed.

no-r epsonse 176995258670776327 e el e RARPUBSEEATEr D error system.radius.server
Remote respond

SYSLOG

Format RADIUS server $info:%s: failed to respond.

Example RADIUS server 1.1.1.1. failed to respond.

Variable Type Value Description

info String {server address} server address

SYSLOG

Format No RADIUS server found.

SYSLOG

Format All RADIUS servers failed to respond.




SYSLOG
Format RADIUS packet from server $info:%s: is corrupted.

-"I-E;emple - - - RADIUS packet from server 1.1.1.1. is corrupted

---\-;eriable - - - Type Value - - - Deecriptien
info String {server addreﬁ} server address
SYSLOG
Format Error reedrng for response from RADIUS server $| nfo:%s: : $Ien %d:.

-"I-E;emple - - - Error readmg for responsefrom RADIUS server 1.1.1.1.: 1.

---\-;eriable - - - Type Value - - - Deecriptien
info Stri ng {server_ajdreﬁ} server address
--------- - - Integer - {packet Iength} - - pac-ket length -

SYSLOG
Format Error sending RADIUS packet to server $info:%s: : $len:%d:.
-"I-E;emple - - - Errpr sending éADIUS papket to server 11.1.1.: 1 -

-“\-}eriable - - - Type - Velue - - - - - D@criptien
info Stri ng {server_address} server address
--------- - - Integer - {pa:ket Iength} - - pa:-ket length -

SYSLOG

Format &/stem gets the vendor specm c attribute value: $| d:%s:

Example System gets the vendor specm C attri bute value: 1108




Variable Type Value Description

Strrng {vendor id} vendor id
SYSLOG
Format RADIUS packet from server $info:%s: fails verification: The shared secret is probably incorrect.
-“I-E;ample - - - RADIUS packet from server 1.1.1.1. farls verrfrcatron The shared secret is probably incorrect.
---\-;ar-iable - - - Type Value Deecrrptren
info String {server address} server address
e
SYSLOG
Format Verification of MeseageAuthentrcator attribute failed.
SYSLOG
Format Error waiting for response from RADIUS server $info:%s: : $len:%d:.
-"I-E;ample - - - Errer waiting fer response rrom RADILJS server 1-.1.1.1. 11 -
---\-;ar-iable - - - Type - Value - - - - - Da:riptien
info Stri ng {server_address} server address
--------- - - Integer - {packet Iength} - - - packet Iength
SYSLOG
Format Number of Descriptor size per queue for port index $index:%d: is successfully Set.
-"I-E;a-mple - - Number of Descriptor size per queue for port |ndex lis successfully Set.
---\-;ar-iable - - - Type Value - Deecriptien
index Integer {port_index} port index




info 177487565002113025 e LEslEe NIIEET EF (QUUENESEr (e information | system.set-rxtx-queue
Remote changed

SYSLOG
Format Number of Queuesper port for port index $index:%d: is successfully set.
-"I-E;emple - - - Number of Queuesper port for port |nd@( lis succmsfully Set.
m\};iable - - - Type Value - - Dacriptien

index Integer {port_index} port index

Both Local and ARP/ND6/1 Pv4 FIB/I Pv6

177892185281134594 FIB/MAC table mismatch natification | system.table-integrity

Remote .
correction

Format csl—$tab|e name:%s: csll abel=Table name

-“I-E;emple - - - csl=ARP tabIe csllabel Table name

‘sysoc | |
Format $tab|e name:%s. mismatch corrected

-"I-E");emple - - - ARP table mlsmatch corrected -

---\-;er-iable - - - Type Value - - - - - D&criptien
table_name String {table name} table name
Format -$table name:%s:. csllabel=Table name

-"I-E");emple - - - cs1=ARP table cleabeI—TdoIe name

‘sysoc | |
Format $tab|e name:%s: mismatch detected

-“I-E;emple - - - ARP table mlsmatch detected -

-“\};riable - - - Type Value - - - - - D@criptien
table_name String {table_name} table name




SYSLOG
Format ftp abnormal terminated.
SYSLOG
Format ftp $state:%os:
Example ftp: Failed |n|t|aI|zat|0n
Variable Type Value Description
Strmg {error meswge from_curl eesy strerror} error meswgefrom curl easy strerror
ftp-open-nectr c-failed 177417196257935361 B°th Loca' Ene open ftp file failed
SYSLOG
Format FTP: Unable to open netrc file
ftp-write-nectrc-failed 177417196257935362 BOth Local e writeftp file failed
SYSLOG
Format FTP: Unable to write netrcfile
insufficent-cis-pace srrsnocasraasass | BN Lo and | o
SYSLOG
Format Warning: Insufficient disk spacelt may cause the failure of retrlevlng files.
SYSLOG
Format scp abnormal terminated.

SYSLOG




Format scp No such file or Permission denied.

SYSLOG

Format scp No space left on device.

SYSLOG

Format scp' pa&aNord error.

SYSLOG

Format su_SCPFile child exited abnormally

SYSLOG

Format scp' timeout.

—— srrasezsrsasara | B Lo g |
SYSLOG

Format scp filetransfer failed, plew check settings. (&/al ue:%.u:)

Example scp flletransfer failed, please check settmgs (1)

Variable Type Value Description
value Uns gned | nteger {invalid_opti on} invalid option
SYSLOG

Format sftp: abnormal terminated.

- lowwoe /.. [




SYSLOG

Format sftp: No such file or Permission denied.

Format sftp: password error.
SYSLOG
Format sftp: timeout.

Format tftp: abnormal terminated.

tftp-communication-error 177417196257935368 22::&;;@ e tftp failed system.timeout-value

SYSLOG

Format tftp: communication error.




SYSLOG
Format tftp: failed, exit status = $value:%ou:
-"I-E");f;\mple - - - tftp-: failed, @(it- status=1 -
.--\-;a.a.r-iable - - - Tybe - V;':tlue - - - - - Da:ripti(-)n
value Unsigned Integer {invalid_option} invalid option
i B
SYSLOG
Format tftp: local error

Format tftp: network error.

tftp-rec-error 177417196257935372 el ee S rgceived SOMe and G G error system.timeout-value
Remote (like access denied).

SYSLOG

Format tftp: received error

SYSLOG

Format tftp: timeout.




: Both L ocal and authorization failed with

SYSLOG

Format authorization failed with TACACS+ server $name:%s:

Example authorization failed with TACACS+ server 1.1.1.1

Variable Type Value Description
name String {server_name} server name
SYSLOG

Format tacacs bind $ip:%s: address is $address:%s:

Example tacacsbind 1.1.1.1 addressis 2.2.2.2

Variable Type Value Description
ip String {ip_address} ip address
address String {ip_address} ip address
conn-err 396316767208603653 gg:olzgcal e Connection error with TACACS
SYSLOG

Format Connection error with TACACS+ server $name:%s:

Example Connection error with TACACS+ server 1.1.1.1

Variable Type Value Description
name String {server_name} server name
SYSLOG

Format Tacacs server $name:%s: down.

Example Tacacs server 1.1.1.1 down.

Variable Type Value Description




name String {'server_name} server name

Both Local and Error receiving TACACS+

error-receive 396316767208603665 Remote Authorization RESPONSE from | error tacacs-server
server

SYSLOG
Format Error receiving TACACS+ Authorization RESPONSE from server $name:%os:
"-I-E;;\mple - - - Err;)r receivi ng- TACAC§ Authorizati-on RESPONSE from s-erver 1.1.1.i
m\-};iable - - - Ty[-)e - V-alue - - - - - Descriptic;n

server name

String {server_name}

Both Local and Error sending TACACS+

396316767208603664 Remote Authorization REQUEST tacacs-server
packet to server

Format Error sending TACACS+ Authorization REQUEST packet to server $name:%s:

'"I-E");;mple - - - Err-or sending 'I-'ACACS+ Authorizati o-n REQU ES-T packet to -server l.l.i.l

---\-;z.a.l;iable - - - Tybe - V;stlue - - - - - Da:ripti(;n
name String {'server_name} server name
SYSLOG
Format Fail to get authorization debug level $name:%s:

'"I-E");;mple - - - Fail- to get aJth-orizati on débug level débug

---\-;z.a.r-iable - - - Tybe - V;alue - - - - - Da:ripti(;n
name String {debug_level_name} debug level name
SYSLOG
Format Fail to get authorization methods $name:%s:

Example Fail to get authorization methods 1.1.1.1




Variable Type Value Description

name String {server name} server name

SYSLOG

Format Fail to get TACACS+ servers $name:%s:

Example Fal to get TACACS+ servers 1.1.1.1

Variable Type Value Description

name String {server name} server name

fallback-mgmt 396316767208603673 Both "°°a' Ene TACACS+ Connection fallback | ;¢ avion | tacacs-server

to mgmt interface

SYSLOG

Format Failed to connect to TACACS+ server $addrm%s viadata interface, fallback to mgmt interface

Example Failed to connect to TACACS+ server 2.2.2.2 wadatarnterface faIIback to mgmt interface

Variable Type Value Deecription

address String {|p address} ip address

get-address-fail 396316767208603652 ggt:olzgcal Ene tacacs server get address fail

SYSLOG

Format $notice:%os:

Example Get addressfailed

Variable Type Value Description

notice String {more info} moreinfo

invalid-status 306316767208603663 | Coth Local and Invalid RESPONSE statusfrom | o o tacacs-server
Remote TACACS+ server

SYSLOG

Format Invalid RESPONSE status from TACACS+ server $name %0s:

Example Invalid RESPONSE statusfrom TACACS+ server 1.1.1.1




Variable Type Value Description

name Strmg {server name} server name
SYSLOG

Format RESPONSE server me&age $name: %s:

Example RESPONSE server m&s@ge HeIIoworId

Variable Type Value Description

name String {message} message

Both L ocal and RESPONSE data field MUST

396316767208603661 contain alternative
Remote

authorization method

Format RESPONSE data field MUST contain alternative authorization method

tacplus shell_parse No
charactersarefound on
command line

Both Local and
Remote

396316767208603655

SYSLOG
Format tacpl us_shell _parse No characters are found on command line
SYSLOG

Format tacplus_shell_parse insufficient memory space

Both L ocal and Authorization failed, other alt

396316767208603662 auth method indicated wont be tacacs-server
Remote

used

Format None of the server indicated alternative authorization method will be used and the authorization is treated as failed

No-server -use 396316767208603668 BOth "°°a' g MBI IAEAEE, SENEBUD || onrn tacacs-server
use or not allowed to use

SYSLOG




Format No more TACACS+ servers to use or not allowed to use

Format TACACSH server $name:%s: returns a FOLLOW status in Authorization RESPONSE packet.
Example TACACSH+ server 1.1.1.1 returns a FOLLOW status in Authorization RESPONSE packet.
Variable Type Value Description
name String {server_name} server name
SYSLOG

Format Tacacst+ Role mismatch. Expected Role: $warn:%s:

Example Tacacs+ Role mismatch. Expected Role: GUI

Variable Type Value Description
warn String {role_name} role name
SYSLOG

Format Unkown authorization method

Format tacplus_cmdline_parse unrecognized authorization type




SYSLOG

Format Tacacs server $name %s: up

Example Tacacs server 1.1.1.1 up

Variable Type Value Description

name String {server name} server name

SYSLOG

Format The system will change terminal timeout to $timeout:%u: seconds

Example The system WI|| change terminal timeout to 1 seconds

Variable Type Value Description

timeout Uns gned | nteger {ti me} time

SYSLOG

Format compatr bili |ty check failed.

dcs-image-corrupt 364791569817010184 2l ez e dcs_lmg e i S ERrTITg (237 error upgrade
Remote ext img upgrade

SYSLOG

Format desi |mg mgmt fileis corrupt by ext |mg upgrade

SYSLOG

Format Upgrade image $status:%s:

Example Upgrade image wrong image

Variable Type Value Description

status String {farl _info} fail info




SYSLOG

Format fileisinvaid: |mage|ntegr|ty test failed

invalid-file 364791569817010181 Both Local gl Upgrade imagefileisinvalid.

SYSLOG

Format Upgradermagefrlelsmvalld

SYSLOG

Format Upgrade GUI |magef|Ie isinvalid.

SYSLOG

Format Rollback GUI |magef|Ie|smvaI|d

old-image 364791569817010183 | BOth Local and Upgradeimageistoooldfor the | \ o nine | ypgrade
Remote current platform

SYSLOG

Format Upgrade |mage istoo old for the current pI atform

SYSLOG

Format $cmd %s: exit with $sig:%s:

Example upgrade exit W|th exit W|th SIG QUIT

Variable Type Value Description

cmd Stri ng {command_name} command name

Strrng {error message} error me&age

failed-vcs-status-changed 63067986969231362 BOth Local e failed to change vcs state L ogs




Format Failed to send trap for avCS state change
SYSLOG
Format aVCS status change the old statusis $0Id state:%d: the new statusis $new state:%d:
-"I-E;ample - - - aVvCs status change the old statusis 1 the new statusis 1
'--\-;anable - - - Type Value - - - Descriptien
old_state | nteger {vcs_ol d_sIate} vcs old state
new state - - - Integer - {vcs new state} - - - vcs new state
Format keytype=$key type %s: dst—$|p %s: c6a1—$| pv6:%s: c6all abel=IPv6 Address dpt—$p0rt %ou: prot0—$proto %uU:
'--I-E;ample - - - keytype:NONE dst=1.1.1.1 c6al=AAAA::BBBB c6a1LabeI IPv6 Address dpt=0 proto-
‘sysog | |
Format Anomaly cleared for key-type $key_type:%s:. $ip:%os: $ipv6:%os: $port:%u: $proto:%ou:
-"I-E;ample - - - Ancmaly cleared for key-t;/pe NONE i.l.l.l AAAA::BBBB 0 6 - -
'--\-;al-fiable - - - Tyne - Value - - - - - Descriptien
NONE
src
dest
key_type String service Monitored entity type
source-nat-ip
uuid
flat-oid
|p ------ IP \-/4 Address- {Monitored_Enti ty s IPv4 address} ----- l-\./.luenl tored Entlty s|Pv4 address
|pv6 - - - IP \-/6 Addrese {Monitored_Enti ty s IPv6 addreﬁ} ----- l-\./.luenl tored Entlty s IPv6 addreﬂs
port - - - Unei gned | nteda o555 l-\./.luenl tored Entlty s port

proto Unsigned Integer {IP_Proto_number} IP Proto number




anomaly-det-entity 761108337025613826 | BOth Local and NET ETMEL G ez 7 information | visibility
Remote monitored entity
CEF

Format keytype:$key type %s: dst—$|p %s: c6a1—$| pv6 %s:. c6all abel=IPv6 Address dpt—$port %u: prot0—$proto %u:
Example keytypecNONE dst=1.1.1.1 c6al=AAAA::BBBB c6all abel=IPv6 Address dpt—O proto—
SYSLOG
Format New anomaly detected for key-type $key_type:%s: $ip:%es. $ipv6:%es: $port:%u: $proto:%eu:
Example New anomaly detected for key-type NONE 1.1.1.1 AAAA::BBBB 0 6
Variable Type Value Description
NONE
src
dest
key_type String service Monitored entity type
source-nat-ip
uuid
flat-oid
ip IP V4 Address {Monitored Entlty s IPv4 address} Monitored Ent|ty s |Pv4 address
ipv6 IPV6 Address {M onltored Entlty s IPv6 addrees} Monitored Entlty s |IPv6 address
port Uns gned | nteger 0-65535 Monitored Ent|ty s port
proto Uns gned Integer {IP Proto number} IP Proto number

anomaly-det-metric 761108337025613825 einlez 2 s anomaly SIEFEEIEl O &) information | visibility
Remote metric in monitored entity

keytype=$key_type:%s: dst=$ip:%s: c6al=%$ipv6:%s. c6all abel=IPv6 Address dpt=$port:%u: proto=$proto:%u: csl=$metric:%s:

Format csll abel=Metric current—$curr %.d: threshol d—$thres %.d:
keytype:NONE dst=1.1.1.1 c6al=AAAA::BBBB c6all abel=IPv6 Address dpt 0 pr0t0—6 cs1=IN_PKT_RATE cslLabel=Metric current=1000
Example
threshold=200
SYSLOG
Format New anomaly detected for key-type $key_type:%s: $ip:%s: $ipv6:%s. $port:%ou: $proto:%u:, Metric Smetric:%s:, current $curr:%d:, threshold
$thre&%d
Example New anomaly detected for key type NONE 1.1.1.1 AAAA::BBBB 0 6, Metric IN_PKT_RATE, current 1000, threehold 200
Variable Type Value DeSCI’Ip'[IOI’l




NONE
sc
dest
key_type String service Monitored entity type
source-nat-ip
uuid
flat-oid

ip IP V4 Address {M onltored Entlty s IPv4 address} Monitored Ent|ty sIPv4 address

ipv6 IPV6 Address {M onltored_Entl ty's | P\/6_addrees} Monitored Ent|ty s IPv6 address

port Uns gned | nteger 0-65535 Monitored Ent|ty s port

proto Unsgned Integer {IP Proto number} IP Proto number
IN_PKT_RATE
OUT_PKT_RATE
IN_BYTE_RATE
OUT_BYTE_RATE
ERROR_RATE
IN_SMALL_PKT_RATE
IN_FRAG_RATE
OUT_SMALL_PKT_RATE
OUT_FRAG_RATE
NEW_CONN_RATE
ACTIVE_CONN_RATE
IN_BYTE_PER_OUT_BYTE_RATE
DROP_PKT_PER_PKT_RATE
. . IN_SYN_RATE .
metric String OU_T_SY_N_RATE Metric name
IN_FIN_RATE
OUT_FIN_RATE
TCP_IN_BYTE_RATE
TCP_OUT_BYTE_RATE
IN_REXMIT_RATE
OUT_REXMIT_RATE
IN_RST_RATE
OUT_RST_RATE
IN_EMPTY_ACK_RATE
OUT_EMPTY_ACK_RATE
IN_ZERO_WND_RATE
OUT_ZERO _WND_RATE
FWD_SYN_PER_FIN_RATE

curr Integer {Current value that_| resulted in Anomaly} Current valuethat resulted in Anomaly

thres Integer {Threshold val ue_against Whl ch_curr_vaue is checked} Threshold val ue aga| nst Whl ch curr valueis checked

sov100330zs013020| 2 L0 | orctrycron e




| qree /]| |
CEF

Format f|IePath-$d|r %s: reason—$err %s:
Example fllePath—/etc/ws bility reason=File exists
SYSLOG
Format Creation of dlrectory \$d|r %s:\' failed: $err:%s:
Example Creation of dlrectory '/etc/ws bility' falled File exists
Variable Type Value Description
dir String {F|Ie Path} File Path
Strmg {Error Re@n} Error Reason
Format
SYSLOG
Format visibility module out of memory error
Remote memory
Format
SYSLOG
Format rate limiting infra out of memory error
session-log-eng-fail 761108337025613831 gc;EOI;gcaI Ene Visibilty Session log enqueue fail
Format reason=$reason: %s:
Example reason=Queue full




Format Session log enqueue failing : $reason:%s:. Please check counters.

Example Session log enqueue failing : Queue full. Please check counters.
Variable Type Value Description
Queue full
Invalid queue number
reason String Pool is being destroyed Enqueue fail reason
Enqueue type Mismatch
Misc Reason

Format reason=$reason: %s:
Exampl e - - reaéon:Queue -ful I
‘sysoc - |
Format ACOS mon shared job enqueue failing : $reason:%s:. Please check counters.
'“I-E;z-ample - - AéOS mon shéred job mduwe failiné : Queue fui |. Please chéck counter-s.
---\-).z;}iable - - - Typ-)e - V-alue - - - - - Descriptic;n
Queue full
Invalid queue number
reason String Pool is being destroyed Enqueue fail reason
Enqueue type Mismatch
Misc Reason
CEF
Format csl=%reason:%s: csll abel=Reason
Exampl e - - - cslz add ha i r-1l i ne_mac_f-or_al |_vl an-s csllabel :-Reeson
sysog | - | | | |
Format $reason: %s:
Exampl e - - - add-_ha_i nli ne_-mac_for_al i_vl ans

Variable Type Value Description




reason String add_ha inline_mac for_all_vlans reason

Format partld—$par|d %u: vrid= :’Mld %uU: reason=$str:%s:
-"I-E;emple - - - partld 1 vrid=0 reason=VRRP-A send adv timer invalid
‘sysoc | |
Format parld $parid:%ou: vrid &/rld You: $str:96s:
'"I-E;emple - - - parld 1vrid 0 VRRP-A send adv timer |nvaI|d
---\-;el-'iable - - - Type Value - - - - Deecriptien
parid Unsigned I nteger 1-127 partition id
vid | |  Unsignedinteger  0-31 | | | | vrid_value

o Strin VRRP-A send adv timer invalid timer invalid
9 VRRP-A send-adv timer get lost

vrid-adv-timer-pend 58740309202305030 | Both Local and VIRAE E pe”d'“g information | vrrp-avrid
Remote when set vrid

Format partld=$parid:%u: vrid=$vrid:%u:
-"I-E;emple - - - par'-fl d=1 vridzb -
‘sysoc | - |
Format parld $parid:%ou: vrid $/r|d %u: VRRP-A adv timer pendi ng when set vrid
'"I-E");z-ample - - - pand 1vrid 0 VRRP-A adv timer pend| ng when set vr|d
---\-;el-'iable - - - Type Value - - - Descriptien
parid Unsigned Integer 1-127 partition id
vr|d - - - Unsgned Integer - - - - vr|d value

vrid-bgp-failed 58740309202305025 e ezl Eme NOtIfy EIP Elom el S information | vrrp-a.vrid
Remote failed




Format partld=$parid:%u: vrid=$vrid:%u:
-“I-E.;remple partl d=1vri d:b -
SYSLOG | |
Format parld $parid:%u: vrid &/nd %u: Notlfy BGP about vrid state failed
-"I-E")remple pand 1vrid0 Notlfy BGP about vrid state falled
---\-;eriable Type Value - - - - D&criptien
parid Uns gned Integer 1-127 partition id
vr|d Uns gned Integer 0-3-1 - - - - vrld value

5874030020230504g | BOth Local and VIRID (GG ERTTEREnE information | vrrp-avrid
Remote different between boxes

Format devld-$dewce id:%u: partld-$par|d %u: vrid= $vr|d %u: csl—$str %s: cslLabel=vrid different settlng
-“I-E;emple devld 1 partld 1 vrid=0 csl=failover pollcy used cleabeI—vrld dlfferent settmg
SYSLOG
Format VRRP-A device $device id:%u: partltlon $part|t|on %u: vrid &/nd %u: $str %s:
-"I-E")remple VRRP-A devlce 1 part|t|on 1 vrid O failover pollcy used
'--\-;eriable Type Value - - - Deﬂ:riptien
device_id Unsigned I nteger 1-8 device id
mr).er.tition Uneigned Integ-er 1-1-27 - - - - mr-).ertition id
vr|d Uneigned Integ-er 0—3-1 - - - - vrld value
str Stri-ng - {ditferent_setti-ng} - - - d| tterent setti ng
pand Unsrgned Integer 1-1-27 - - - - "E;}ﬁnon id

vrid-discarded 58740309202305032 | Both Local and VNN LlEsice ”O“fy information | vrrp-avrid
Remote because of rate limite

partld—$par|d %uU: vnd—&md %u:

partld 1vrid=0




Format parld $parid:%u: vrid &/nd %u: VRRP-A discarded notify because of rate limite
-"I-E")re-mple ------ parld 1vrid 0 VRRP-A d|scarded notlfy because of rate I|m|te --------------------
---\-;er-iable ------ Type Value " [ D&criptien ----------------
parid Unsigned Integer 1-127 partition id
vr|d ------- Unsrgned Integer 0-31 " " " " vrld value
Format partld $par|d %u: vrid= $/r|d %u: devld—$dewd %u:
-“I-E.;rernple ------ partld 1vrid=0 devld TR
SYSLOG
Format parid $parid:%u:vrid $vrid:%u: VRRP-A master together with device id $devid:%u: give up
-"I-E")rernple ------ parld 1vrid O V-I-RRP-A maeter together"with devi ce id 1 give L-I-p ----------------------
---\-;er-iable ------ Tyge " VeIue ---------- Deﬁcriptien ----------------
parid Unsigned I nteger 1-127 partition id
e Unsgred nteger 031 " " " © widvaue
dewd ------ Uns gned Integer ----------- d e'I/-i-ce id
Format partld $par|d %u: vr|d-$/r|d %u: reason-$str %s:
-"I-E")rernple ------ partld 1 vrid=0 reason= Force standby VRRP-A VRID |sfollower ----------------------
SYSLOG
Format parld $parid:%u: vrid $/r|d Yu: $str:%s:
"E;;ﬁque ------ parld 1 vrid O Force standby VRRP-A VRID |sfoIIower ------------------------

Variable Type Value Description




parid Unsigned Integer 1-127 partition id

vrid Unsigned Integer 0-31 vrid_value

Force standby VRRP-A VRID is follower

VRRP-A is not afollower

VRRP-A follower received unknown event type
VRRP-A isnot alead

vrid-follower -set-flag 58740309202305029 £ G £ TR RRE A TR & information | vrrp-a.vrid
Remote active/standby flag to resource

str String follow info

Format partld $par|d %u: vrid= $Vr|d %u: reason—$str %s:

-“I-E;emple - - - partld 1 vrid=0 reason= VRRP-A foIIower set standby flag to resource -

sysoc | | |

Format parld $parid:%ou: vrid $vr|d %u: $str:%s:

-"I-E;emple - - - parld 1vrid 0 VRRP-A foIIower set standby flag to resource -

---\-;er-iable - - - Type Value - - Deﬁcriptien
parid Unsigned I nteger 1-127 partition id
viid | |  Unsignedinteger  0-31 | | | | viid_value

VRRP-A follower set standby flag to resource

str String VRRP-A follower set active flag to resource

vrid-follower -unknown-event 58740309202305028 2Lzl s VIRIRIPEA (el [OhEr EEETEd information | vrrp-a.vrid
Remote unknown event type

Format partld=$parid:%u: vrid=$vrid:%u:
-“I-E;emple - - - par'-cl d=1 vrid:u -
‘sysoc | - |
Format parld $parid:%ou: vrid $vr|d %u: VRRP-A follower received unknown event type
'"I-E");emple - - - pand 1vrid 0 VRRP-A foIIower rece|ved unknown event type
---\-;er-iable - - - Type Value - - Deﬁcriptien

parid Unsigned Integer 1-127 partition id




vrid Uns gned Integer vrid_value

vrid-heartbeat-miss 58740309202305047 e eI EIe VMR D) =T o251 information | vrrp-a.vrid
Remote missing

devid=$device_id:%u: partld=$parid:%u: vrid=$vrid:%u: cn1=%local _seq:%u: cnllabel=local seq number cn2=$remote_seq:%u:

Format cn2L abel=remote seq number eventld=$thr_id:%u:
-“I-E;emple - - - devt d=1 partld-:l vrid=0 crt1:100 cnlt_abel :Iocal- seq number cn2=101 crtZLabeI :rerﬂote seq nu-mber eventl-dzl
sysoc | - | | | | | | | | |
Format VRRP-A device $device_id:%u: partition $part:%u: vrid $vrid:%u: heartbeat missing (rcv=$local_seq:%u: - local=$remote_seq:%u:) (thr_id
$thr id:9%6u:)
-“I-E;emple - - - VRRP-A dewee 1 partltlon lvridO heartbeat missi ng (rcv=100 - local= 101) (thr_id 1)
---\-;eriable - - - Type Value Descriptien
device id Unsigned Integer 1-8 device id
part - - - Unei gned Integ-er 1-1-27 ------- p ertiti onid
vid | |  Unsignedinteger  0-31 | | | | viid_value
Iocal_seq - - - Unei gned Integ-er {Iocal e | ocal seq
mre.r.rtote_seq - - - Une gned Inte(_:ter {remote seq} ------ r erttote seq
heid |  Unsgredinege (ifvea i | | | thread id
parld - - - Unsrgned Integer vz p ertition id
Format partld $par|d %u: vrld—$vr|d %u: reeeon—$str %s:
-“I-E.;remple - - - partld 1 vrid=0 reason=VRRP-A mvalld current parld
‘sysoc | |
Format parld $parid:%ou: vrid $/r|d Y%ou: $str:9%6s:

Example par|d 1vrid 0 VRRP-A |nvaI|d current parld

Variable Type Val ue Description




parid Unsigned Integer 1-127 partition id

vrid Unsigned Integer 0-31 vrid_value

VRRP-A invalid current parid

VRRP-A state change invalid
VRRP VRID invalid

VRRP VRID configuration is NULL

str String VRRP-A is not valid to become standby invalid info
VRRP-A get adv buff invalid
VRRP-A Policy-Based Failover is not supported on peer
device

vrid-master -down-timer -invalid 58740309202305036 £ G £ .VRR.P'A EETET EEHD s information | vrrp-a.vrid
Remote invalid

CEF

Format partld=$parid:%u: vrid=$vrid:%u: reason=$str:%s:

Example partld=1 vrid=0 reason=V RRP-A master down timer invalid at remote PBF

SYSLOG

Format parid $parid:%u: vrid $vrid:%u: $str:%s:

Example parid 1 vrid 0 VRRP-A master down timer invalid at remote PBF

Variable Type Value Description

parid Unsigned Integer 1-127 partition id

vrid Unsigned Integer 0-31 vrid_value

VRRP-A master down timer invalid at remote PBF
str String VRRP-A master down timer invalid timer invalid
VRRP-A master-down timer get lost

. . Both Local and VRRP-A master down timer . . .

CEF

Format partld=$parid:%u: vrid=$vrid:%u: reason=$str:%s:
'"I-E");z;rnple - - - par'-tld=1 vrid=6 reason= set vrid - -
‘sysoc | - | |

Format parid $parid:%u: vrid $vrid:%u:VRRP-A master down timer pending when $str:%s:

Example parid 1 vrid OVRRP-A master down timer pending when set vrid




Variable Type Value Description

parid Unsigned Integer 1-127 partition id

vrid Unsigned Integer 0-31 vrid_value
. set vrid .

str String nitialized timer pend

Format partld=$parid:%u: vrid=$vrid:%u: dvc=3$ipv4:%s:
-"I-E");;mple - - - par'-fl d=1 vrid=6 dvc=2.2.2:2 - -
‘sysoc | - | |
Format parid $parid:%u: vrid $vrid:%u: missing $ipv4:%s: floating ipv4 tuple
---I-E.;.a;\rnple - - - pari-d lvridO rﬁissing 2.2.é.2 floating ipv4 tuple - -
---\-;z.a.l-'iable - - - Typ-)e - V-alue - - - - - Descriptic;n
parid Unsigned Integer 1-127 partition id
viid | |  Unsgnedinteger 031 | | | | viid_value
ipv4 | |  Pvaaddess  {floating ipvd} | | | floatingipva
CEF
Format partld=$parid:%u: vrid=$vrid:%u: c6al=%$ipv6:%s: c6all abel=floating ipv6
"-I-E;;mple - - - par'-tldzl vridzb c6a1:2006::121 c6a1I-_abeI:roati-ng ipv6 - -
syslo | - | | | |
Format parid $parid:%u: vrid $vrid:%u: missing $ipv6:%es:floating ipv6 tuple
-"I-E");;\mple - - - pari-d 1lvridO rﬁisxing 2006::121f|oa1i r-19 ipv6 tupI;a -
m\};iable - - - Tybe - V-alue - - - - - D&ecriptit-)n

parid Unsigned Integer 1-127 partition id




vrid Unsi gned Integer 0-31 vrid_value

ipv6 IP V6 Address {floatI ng_i |pv6} floating ipv6

Format partld—$par|d %u: vrid= $Vr|d %u: 06a1—$| pv6:%s: c6all abel=link local floating |pv6 tuple
-"I-E;emple - - - partld 1 vrid=0 c6al=FE80::A10:2 c6a1LabeI I|nk local floatlng ipv6 tupIe
sysoc | |
Format parld $parid:%ou: vrid $/r|d %u: m|$|ng $ipv6:%s: link local floating |pv6 tuple
---I-E.;relnple - - - parld 1vrid0 m|$|ng FE80::A10:2 link local roatlng ipv6 tuple
---\-;eriable - - - Type Value - - Deecriptien
parid Unsigned I nteger 1-127 partition id
vid | |  Undgredineger 031 | | | | viid_value
|pv6 - - - IP V6 Address {l P-v6} ------- I-I;\./-G
Format partld=$parid:%u: vrid=$vrid:%u:
---I-E.;rernple - - - partl d=1 vrid=6 -
‘sysoc | - |
Format pand $parid:%ou: vrid $Vr|d %u: VRRP-A tried to send garp on standby
-"I-E.;remple - - - parld 1vrid 0 VRRP-A trled to send garp on standby -
---\-;eriable - - - Type Value - - - Deecriptien
parid Unsigned Integer 1-127 partitionid
vr|d - - - Unsrgned Integer - - - - vr|d value




Format partld=$parid:%u: vrid=$vrid:%u:

Example partld=1 vrid=0

‘sysoc " - S
Format parid $parid:%u: vrid $vrid:%u: VRRP-A vrid stop, set stop flag

"-I-E;ernple " " " pari"d 1vrid0 \;RRP-A vri-(-j stop, set stop flag " e

---\-;er-iable " " " Tyne " Velue " " " " [ D@criptien ----------
parid Unsigned Integer 1-127 partition id

vr|d " " " Unsrgned Integer " " " " vrld value
Format partld=$parid:%u: vrid=$vrid:%u:

-“I-E;ernple " " " partI d=1 vridz(I e

‘sysoc " - S
Format parid $parid:%u: vrid $vrid:%u: VRRP-A vrid start

"I—E;z-arnple " " " parId 1lvrid0 \;RRP-A vri-c-j start " e

---\-;z.ar"iable " " " Tyne " Velue " " " " [ Descriptien ----------
parid Unsigned Integer 1-127 partition id

vr|d " " " Unsrgned Integer " " " " vr|d value

vrid-state-count 58740309202305045 SRR VRRP-aVR.ID SRR information | vrrp-a.vrid
Remote count, to active or standby

partld=$parid:%u: vrid=$vrid:%u: cnl=$vrid_active _count:%u: cnlLabel=vrid active count cn2=$vrid_standby_count:%u: cn2L abel=vrid standby

Format count
"E;;ane " " " partl d=1 vridz(I cnl=1 cnl-l-_abeI:vrid-ective coun-t- cn2=2 cn2-l-_abel =vrid -etandby cognt ----------
syslog " - " " " " " " -
Format VRRP-A pand $part|t|on id:%u: vrid $/r|d value:%u: state transitions: To Active $vr|d active_count:%u: , To Standby $vrid standby count:%u:

Example VRRP-A parid 1 vrid O state transitions: To Active 1, To Standby 2




Type

Value

Description

Variable

partition_id Unsigned Integer 1-127 partitionid
vrld_val ue Un-si gned Integér 0-3-1 vrld_val ue
vr|d_act| ve_count U n;':,i gned | nteg-er { ac-ti ve_count} - m;:.t.i-ve count
m\-/ﬁ.(-i_standby_c-ount U n-si gned | ntegér { stf;nndby_coun-t} l-;z.a.r;dby count -
pand - Un;':,i gned Integ-er 1—1é7 - ‘;;&ition id -
viid ' e 0al viid_value

SYSLOG
Format \{RRP—A $timer:%s: timer is inaccurate(off $value:%u:) parid $partition_id:%u: vrid $vrid:%u:, expire $expire:%u: ,current $current:%u:, interval
Sinterval:%u:
Exampl e VR-RP-A M ast;ar Down ti n-1er isi nmcdrmdoff 106) parid 1 vr-i d 0, expi re-4700 ,curre-nt 4800, i nt;arval 50
m\};iable Ty;-)e - V-alue - - - - - D&ecripti(;n
timer String ge?lie;gg\;insement timer type
value Un;%i gned | nteéa { of-f_val ue} - off -val ue
partm on_id Un-si gned | nteéer 1-1-27 part|t| onid
vrld Un;'=j gned | nteéa 0-3-1 vrld_val ue
exp| re Unéi gned | nteéer { &pi re val ue}- exp| revalue
current U n;=j gned | nteg-er { cu-rrent_val uei current value
mterval - - {inierval_val ué} mi-;iérval value

Unsigned Integer

CEF

partld=$parid:%u: vrid=$vrid:%u:

partld=1 vrid=0




Format pand $parid:%ou: vrid $vr|d %u: VRRP-A vrid stop

Example " " parld 1vrid 0 VRRP-A vrrd stop
---\-;er-iable " " " Type Value " " " " [ Deecriptiorr ----------
parid Unsigned Integer 1-127 partitionid
vrrd " " " Unsrgned Integer " " " " vrrd value
Format partld $par|d %u: vrld—$vr|d %u: csl—$str %s: csllabel=vrid switch active
-"I-E;ernple " " " partld 1 vrid=0 cs1=VRRP-A (foIIower) become active cleabeI =vrid sw|tch ative
‘sysoc " S
Format VRRP-A pand $par|d %u: vrid $vrid:%u: $str:%s:
-“I-E;emple " " " VRRP-A parld 1vrid 0 VRRP-A (foIIower) become aive
---\-;er-iable " " " Type Value " " [ Descriptiob ----------
parid Unsigned Integer 1-127 partitionid
viid " "  Unsgnedinteger 031 " " " C vidvae

VRRP-A (follower) become active
VRRP-A (foIIower) become active successfully

vrid-switch-standby 58740309202305040 gz::olggca] E1E vrrp vrid switch to standby

str String

Format partld $par|d %u: vrld—$/r|d %u: csl—$str %s: cslLabel=vrid switch standby
-"I-E;emple " " " partld 1 vrid=0 cs1=VRRP-A (foIIower) become standby cleabeI—vnd switch standby ----------
sysog " S
Format VRRP-A parrd $par|d %u: vrid $vrid:%u: $str:%s:
-“I-E;emple " " " VRRP-A parld 1vrid 0 VRRP-A (follower) become standby ----------
---\-;e.r"iable : : : Type Value : [ Deecriptiob ----------

parid Unsigned Integer 1-127 partitionid



vrid Unsigned Integer 0-31 vrid_value

VRRP-A (follower) become standby
VRRP-A (foIIower) become standby suocessfully

vrid-track-status 58740309202305044 BOth Loca] e VIR A ere e Bl information | vrrp-a.vrid
state changes

cs1=%str1:%s: csll abel=track options cn1=$value:%u: cnll abel=track options cs2=$str2:%s: cs2L abel=option state partld=$parid:%u:

str String

Format vrid=$vrid:%u:
-“I-E.;z-ample - - - csl= port cleabeI =track opt| onscnl=1 cnlLabeI—track optl ons csz—up csZLabeI opt| on state partld—l vr|d 0
syslog | |
Format $str1 %s: Wal ue:%u: track statusis $str2 %s: pand $parid:%u: vrid $vr|d %u:
-"I-E;;mple - - - port 1 track statusis up pand 1vridO
---\-;z.a.l-'iable - - - Type Value - - - - Descripti(-)n
port
strl String ;/rIL?r?k track options
vlan_id
value - - - Un-si gned Inteéer {va;l ue} - - - - value
str2 String up option state
down
pand - - - Un-signed Integ-er 1-1-27 ------- p ;&ition id
vr|d - - - Unsgned Integer - - - - vr|d value
Format partld $par|d %u: vri d—&/nd %u: cn1—$/lan %u: cnllabel=vlan ID
-"I-E");;\mple - - - partld 1vrid=0cnl=1 cnlLabeI vIan ID
‘sysoc | |
Format parld $parid:%ou: vrid $vr|d %u: VRRP-A VRID timeout of VLAN $vlan:%u: cann't be modified, becauseit's in use by someone else

Example pand 1 vrid 0 VRRP-A VRID timeout of VLAN 1 cann't be mOdIerd becauselts in use by someone else




Variable Type Value Description

parid Unsigned I nteger 1-127 partition id

vid | |  Undguedineger 031 | | | | vrid_value

--------- - - - Unsrgned Integer 1-4094 - - - - vIan id
Format reason=%value:%ou:

"I—E;z-ample - - reaeon:4660 -

‘sysog | - |
Format Wait for VRRP-A destory partition failed $value:%u:

-"I-E.;remple - - - WaIt for VRRIs-A destory -partition fai-led 4660 -

'--\-;.a.r-iable - - - Tyne - Velue - - - - - Descriptien
value Unsi gned Integer {return val ue} return value
Format reason=$value:%u:

-"I-E;emple - - - reaeon:4660 -

‘sysoc | - |
Format Wait for VRRP-A disable failed $va| ue:%u:

'"I-E")remple - - - Wait for VRRP-A drsablefatled 4660

---\-;eriable - - - Type Value - - - - Deecriptien
value Unsi gned Integer {return val ue} return value

Format devid=%value:%u:




Example devid=1

SYSLOG

Format Received dupllcated VRRP-A device id $value:%u:
-"I-E;emple - - - Recetved dupllcated VRRP-A device |d 1
'--\-;etiable - - - Type Value - - - - Descriptien

value Un5|gned Integer device id

Format cnl—ﬁlal ue:%u: cnll abel=VRRP-A invalid control message type
-"I-E;emple - - - cnl=5 cnlLabeI =VRRP-A |nvd|d control messege type
‘sysoc | |

Format VRRP-A invalid control messege type $value:%ou:
'"I-E;emple - - - VRRP-A |nvaI|d control mee&age type 5 -
---\-;er-iable - - - Type Value - - - - Deecriptien

value Unsi gned Integer {mee&age_type} message | type

Format -$str %s: csllabel=session sync create type
'--I-E;emple - - - -Tcp 172.168.6.155:42772, 172.168.6.100:80, 172.168.1.156:80,172.168.6.155:42772,age:0 cpu 4 cleabeI =session wnc create type
‘sysoc | |

Format HA Session wnc new sby session $str %s:
-"I-E")temple - - - HA Session sync new sby session Tcp 172.168.6.155:42772, 172.168.6.100:80, 172.168.1.156:80,172.168.6.155:42772 age 0,cpu:4
'--\-;etiable - - - Type Value Deecrlptlon

Strlng {sesson type} session type

Vrrp-session-delete 58740309202305055 SRl s Vet e IR S e information | vrrp-a.vrid
Remote standby




CEF
Format csl—$Str %s: cslLabel=session sync delete type
'--I-E;enrple ------ csl—Tcp 172.168.6.155:42772, 172.168.6.100:80, 172.168.1.156:80,172.168.6.155:42772,age.0 cpu 4 cleabeI =session wnc delete type ----------
SYSLOG
Format HA Session sync del sby session $str:%s:
-“I-E;a-\-mple ------ HA Session wnc del sby session Tcp 172.168.6.155:42772, 172.168.6.100:80, 172.168.1.156:80,172.168.6.155:42772 age ocpua
'--\-;er-iable ------ Type Val ue Deecrrptron -----------
Strlng {semon type} session_type
CEF
Format src—$srp str:%s: dst=%dip_str:%s: proto-$protocol %u: dpt—$dport %u: cn1—$dport mask:%u: cnll abel=dest port mask
-"I-E;ernple ------ src=10.1.1.52 dst 0.0.0.0 prot0—17 dpt 22272 cn1=65408 cnll abel=dest port mask ------------
SYSLOG
Format VRRP-A program TE MODE CREATE $srp str:%s: $dip_str:%s: $protoco| %u: $dport %u: $dport mask:%u:
"-I-E.;:-a-mple ------ VRRP-A program TEMODE CREATE 101152000017 2227265408
---\-;er-iable ------ Type Value [ D@cription ----------------
Sip_str String {source ipvd_ address} source ipv4 address
dlp_str ------ Strrng " {dest ipv4_: addreﬂs} --------- d est ipv4 addreﬁ
protocol ------ Unsi gned | nteger { protocal} --------- p rotocal
dport ------ Unsi gned Integer {deet ot d est port
dport mak Unsi gned Integer {dest . port_| mael<} --------- d %t port mask

vrrp-session-tuple-v4-delete 58740309202305057 BOth Local e VRRP-asessron_ e MRl information | vrrp-a.vrid
program deleteipv4

Format sre=$sip_str:%s: dst=$dip_str:%s: proto=$protocol:%u: dpt=$dport:%u: cnl=$dport_mask:%u: cnllabel=dest port mask

Example src=10.1.1.52 dst=0.0.0.0 proto=17 dpt=22272 cn1=65408 cnl1L abel=dest port mask




Format VRRP-A program TE MODE DELETE $sip_str:%s: $dip_str:%s $protoco|:%u: $dport:%u: $dport_mask:%ou:

-“I-E;e\-mple VRRP-A program TE MODE DELETE 10.1.1.52 0.0.0.0 17 22272 65408 " " S

m\-rer-iable Type Value [ Description ----------
Sip_str String {source ipva_: addrees} source ipv4 address

drp_str Strrng {dest ipv4_ address} deﬂ ipvd address

protocol Uns gned | nteger { protocal} protocal

dport Uns gned | nteger {dest_port} dest port

dport_mask Unsi gned Integer {dest _port_| metsk} dest port mask

Vrrp-session-tuple-v6-create

58740309202305058 Sedn Loz E YRR el synctuple information | vrrp-a.vrid
Remote program create ipv6

Format c6al—$/6 %s: c6a1LabeI-vrrp session tuplelpv6 address proto-$protoco| %u: dpt= $dport %u: cn1—$dport mask:%u: cnll abel=dest port mask
-"I-E")renrple €6a1=2000::121 c6all abel —vrrp session tuple |pv6 address proto—l? dpt 22272 cn1=65408 cnll abel=dest port mask
sYsLOG -

Format VRRP-A program TE MODE v6 CREATE $v6:%s: $protoco| %ou: $dport %u: $dp0rt mask:%6u:

"-I-E")r.z-a-mple VRRP-A program TEMODE v6 CREATE 2000112117 22272 65408
---\-;er-iable Type Value Deocription ----------
v6 Strrng {ipv6_address} ipv6 address

protoool Unsi gned I nteger { protocal} " protocal "

dport Unsi gned Integer {d&t __port} d%t port

dport_mask Unsi gned Integer {dest . port_| mask} dest port mask

Vrrp-session-tuple-v6-delete

program ipv6

cGa1—$v6 %s:. c6all abel -vrrp session tuple ipv6 address proto-$protoco| %u: dpt—$dport %u: cn1—$dport mask:%u: cnll abel=dest port mask

c6a1=2000::121 c6all abel —vrrp session tuplelpv6 address proto—17 dpt 22272 cn1=65408 cnll abel=dest port mask




Format VRRP-A program TE MODE v6 DELETE $v6:%s:. $protocol:%u: $dport:%u: $dport_mask:%u:

-“I-E;a-mple " " " VR-I;QP-A program TE MOIDE v6 DEL-I-ETE 2000::-:-L21 17 222%2 65408 " " S

Variable " CTye vae " " Description
v6 Strlng {ipv6_address} ipv6 address

mp.ro-t-ocol " " " Unsi gned Integer {protocal} " protocal

dport " " " Unsi gned Integer {dest __port} dest port

dport mask " " " Uns gned Integer {dest . port_| mask} dest port mask
Format partld $part_id:%u: devld—$peer %u: cn1—$program flag:%u: cnllabel= program flag, cn2=%set:%u: cn2Label=set value

-“I-E.;ra-mple ------ partld 1 devld—l cnl=1 cnllLabel= program flag cn2=1 cn2LabeI =set vaI e

SYSLOG
Format VRRP-A program TE MODE wrapper partition $part id:%u: peer $peer %u: ($program flag:%ou:, $set %u: )

-"I-E")rarnple ------ VRRP-A program TE MODE wrapper partition 1 peer 1(1, 1) --------------

---\-;ar"iable ------ Type Value " [ Deecription ----------------
part_id Unsigned Integer 1-127 partition id

pesr " "  Unsgnedinteger 18 *peer deviceid

program flag " " " Unei gned Integer {pr-ogram_flag;i d} program flag |d

---------- - " " Unsi gned I nteger {set_value} set Iral ue

Format reason=$val ue:%u:

Example reason=1234




Format Wait for vrrp thread qumﬂ:ent state failed $value:%u:

Example Wait for vrrp thread qurescent state faled 1234
Variable Type Value Description
value Uns gned | nteger { return_val ue} return value

modsecurity-log 873698327709876225 BOth Local e waf-rule-set matched

sre=$src:%s: spt=Fspt:%u: dhost=$dhost:%s: cs1=$csl:%s:. cslL abel=vserver cn1=$cnl1:%u: cnll abel=vport msg=$msg:%s: cs2=$cs2:%s:
cs2Label=rulefile ®—$css %s: cs3Label=ruleid cs4—$cs4 %s: csAL abel=data csS—$c$5 %s: cs5Label=transaction id

sc=1.1.1.1 spt—l dhost—www google com CSl—VIp 1 cleabeI =vserver cn1=0 cnlLabeI—vport msg—M atched Operamor StrEq W|th parameter
Example “/index.php” against variable 'REQUEST_URI™ cs2=REQUEST-XSS.conf cs2L abel=rule file cs3=100200 cs3L abel=rule id cs4=GET /index.php
HTTP/1.1 csAL abel=data cs5=160035050371.495714 cs5L abel=transaction id

waf -rule-set matched src=$src:%s: spt=$spt:%u: dhost=$dhost:%s: vserver=$csl:%s: vport=$cnil:%u: msg=$msg:%s: rule file=$cs2:%s: rule
id= $® %s: data—$cs4 %s: transaction |d-$c35 %s:

Waf rule-set matched src=1.1.1.1 spt =1 dhost—www google com vserver=vip_1 vport =0 msg=M atched Operator StrEq Wlth parameter
Example “lindex.php” against variable ' REQUEST_URI" rule file=REQUEST-XSS.conf rule id=100200 data=GET /index.php HTTP/1.1 transaction
id=160035050371.495714

Variable Type Value Description
src Stri ng { Source_l P} Source IP
spt ------------ Unsigned Integer vesss So L}}ce Port
dhost --------- Strlng {Deﬂlnanon Host} ------------ I-D";tmanon Host
csl ----------- Strmg {vserver} vserver
. Unsgned rteger 0-655%5 o
P Sting g rule
P sig  uiefild rulefile
cs3 ----------- Strlng {ruIe @ ruIerd
- sig deta
------------------- Strlng {transectlon |d} transectlon |d -




Y N .2 - I

SYSLOG
Format Running conflguratl on $SO %s: saved to $s1:%s: in Partition $32 %s: by user $s3:%s: using Session ID $id:%d: .
Example Running confrguratron suooessfully saved to my- confrg in Partition shared by user admrn using Session ID 100 .
Variable Type Value Descrlptlon
. successfully

0 String could not be status
sl String {frle name} file name
2 String {part|t|on name} partition name
s3 String {user name} user name

Integer {user session |d} user session id
SYSLOG
Format Open $file:%s: error
Example Open profile_1 error
Variable Type Value Description
file String {file name} file name
SYSLOG
Format Failed to link profrle $file:%s: to startup config
Example Fa|led to link proflle profl to startup- conflg
Variable Type Value Description
file String { proflle name} profile name

SYSLOG




Format Update last configuration saved time failure

SYSLOG




Glossary

CEF

Common Event Format
(CEF) is a structured
Syslog-based log format
where ACOS encodes
events using key-value
fields with predefined and
A10-specific custom exten-
sions.

Control Plane Logging

The logging of system and
management-plane events
that ACOS control CPUs
process.

D

Log Identifier (when
enabled) to standardize
event identification across
releases.

Data Plane Logging

The logging of traffic and
packet-driven events that
ACOS data CPUs generate.

Device Event Class ID

The CEF field that ACOS
replaces with the Unique

Log Event Extended Format
(LEEF) is a
Syslog-transported
key-value log format that
ACOS enables through
acos-events settings and
collector groups for struc-
tured event output.

Local logging

The on-device ACOS logging
that stores events in Syslog
format on the system disk.

Remote log server

The external Syslog des-
tinations that ACOS sends
event logs to through con-
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figured log-servers and
collector groups.

U

Unique Log Identifier

A 64-bit per-release
event ID that ACOS
embeds in logs, and
optionally in Syslog head-
ers, to uniquely identify
each generated log mes-
sage.
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