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Administrator Accounts

This chapter describes how to configure and modify administrator accounts for
management access to ACOS.

NOTE: The user can now manage the passwords for local authentication in
the ACOS device. This password policy management feature helps the
user with more secured log-in options. For more information on this
topic, see Configuring Password Policy for Local Authentication.

The following topics are covered:

OV IV W il 12

Configuration Instructions and Examples ... ... ... 15

Configuring the Administrator Lockout Feature ... ... .. . .. .. .. ... 42

Additional CLI Reference Information ... i 45
Overview

The following topics are covered:

Default Administrator Account, “Admin” ... 12
Default Partition, “Shared” ... . ... 13
Partitioning and Partition Administrators ... ... ... 13
Showing the Administrator Accounts in the GUI Mode ... ........... 14
Showing the Administrator Accounts in the CLIMode ... .. .................... 14

Default Administrator Account, “Admin”

By default, ACOS is provisioned with one administrator account named “admin” and
one partition named “shared.” The default admin account has root access to ACOS.
Root access means that “admin” has read-write privileges to all ACOS objects across
all partitions.
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Default Partition, “Shared”

By default, all configurations run in the shared partition. To run configurations in
isolation from each other, as if they were running on multiple separate ACOS devices,
the user can create multiple partitions, called Application Delivery Partitions (ADPs),
as illustrated in Figure 1.

Figure 1: Application Delivery Partitions
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shared
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Partitioning and Partition Administrators

The Ethernet interfaces and other physical ACOS objects are configured and run only
in the shared partition. All other ACOS objects can be configured and run in any
partition.

If an ACOS object is configured in the shared partition, it is available to processes
and users of all the ADPs. However, if an ACOS object is created in an ADP, it is
available only to processes and users in that ADP. In other words, partitioning allows
the ACOS device to be logically segmented to support separate systems for separate
customers. This provides isolation of configuration objects and also isolates
administration of these components.

Each ADP has its own set of Layer 3 -7 (L3V) or Layer 4 - 7 (Service) independently
running processes. Communication between partitions is through routed interfaces.
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NOTE: ADPs are also called private partitions in the ACOS User Guides and
reference books.

The section Configuration Instructions and Examples shows how to create
administrator accounts.

NOTE: Also see “Configuring Admin Access to Partitions” and “Configuring
Partition Admin Accounts” in the Configuring Application Delivery
Partitions Guide.

Showing the Administrator Accounts in the GUI Mode

The Users window in the ACOS GUI displays the administrator accounts. Navigate to
System >> Admin >> Users. The following screen capture shows an example of this
window for five admin accounts, one of which the root admin account is admin:

Figure 2 : Administrator Account in GUlI Mode
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Showing the Administrator Accounts in the CLI Mode

Use the show admin command to show the administrator accounts. The following
example shows the default admin account plus one other admin account with the
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username, adminuserl:

ACOS (config-admin:adminuserl) # show admin
Total number of configured users: 2

Privilege R: read-only, W: write, P: partition, HM:
monitor, En: Enable

Access Type C: cli, W: web, A: axapi

external health

UserName Status Privilege Access UserType
Partition

admin Enabled R/W/HM C/W/A Local
adminuserl Enabled P.R/W C/W/A Local
companyA

Configuration Instructions and Examples

The following topics are covered:

OV IV BW e e

Configuring a Global Admin Account using GUI __.....__................

Configuring a Partition Admin Account using GUIl _.....................

Configuring Admin Accounts inthe CLIMode ..........................

Configuring Partition Admin Account for L3V Partition in CLI Mode

Deleting an Administrator Account ... ...

Configuring Password Policy for Local Authentication ................

Recovering an Administrator Password ... ... ...

Overview

The “admin” account has global read/write privileges and can configure additional
administrator accounts with the following settings:
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e A username and password

NOTE: Administrator username is case insensitive. For more information on
the supported special characters in password, refer Special Character
Support in Passwords.

e An IP host or subnet address from which the administrator can log in

A user interface that the administrator can use (CLI, GUI, or aXAPI)

Authorization to access and manage External Health Monitor files.

A private partition, if applicable

e An account state (enabled or disabled)

NOTE: If you are configuring an administrator account for a private partition,
see “Configuring Partition Admin Accounts” in the Configuring
Application Delivery Partitions guide.

Special Character Support in Passwords

Table 1 list the special characters supported for each type of password you can
enter in the CLI.

Table 1: Special Characters in Passwords and Strings

Password Type Special Character Support
Admin and Enable Admin and enable passwords can contain any of the
password following ASCII characters:
a-z A-Z 0-9 <space> ! " # $ % & ' () * + , -
/ ;< =>2@ [ \N] " 1y~

ACOS device hostname Strings for these items can contain any of the
following ASCII characters:

a-z A-Z 0-9 - . ()

SNMPv3 user Strings for these items can contain any of the
authentication following ASCII characters:
passwords

a-z A-Z 0-9 - . ()

RADIUS shared secrets The device hostname can contain any of the following
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Table 1 : Special Characters in Passwords and Strings

Password Type Special Character Support
ASCII characters:

a-z A-Z 0-9 - . ()

MD5 passwords for MD5 passwords can be up to 16 characters long.
OSPF or BGP A password string can contain any of the following
ASCII characters:

a-z A-7Z 0-9 <space> ! # $ % () * + , - . : ;
=e 1~ _ {11y~

The password string cannot begin with a blank space,
and can not contain any of the following special
characters:

> g\ /02

Passwords used for file The following characters are supported:
import or export

a-z A-2 0-9 ! § % () *+, - . [ 1"~ _ {1}
‘ ~ =
Passwords used for The following characters are supported:
server access in health
. a-z A-7 0-9 <space> ! # $ % () * + , - . : ;
monitors
=er1~_ {11}~
The following characters are not supported:
"< >8 \ /7
SSL certificate The following characters are supported:
passwords
a-z A-7Z 0-9 <space> ! " # $ % & ' () * + , -
/o< =>2@ [N~ (Y~
SMTP passwords The following characters are not supported:

ln<>&\/?

How To Enter Special Characters in the Password String

You can use an opening single-or double-quotation mark without an ending one.
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In this case, '" becomes ", and "' becomes '.
Escape sequences are required for a few of the special characters:

e "—To use a double-quotation mark in a string, enter the following:\"
e 2 —To use a question mark in a string, enter the following sequence:\077

e \ —To use a back slash in a string, enter another back slash in front of it:\\
For example, to use the string a"b?c\d, enter the following: "a\"b\077c\\d"

The \ character will be interpreted as the start of an escape sequence only if it is
enclosed in double quotation marks. (The ending double quotation mark can be
omitted.) If the following characters do not qualify as an escape sequence, they
are taken verbatim; for example, \ is taken as \, "\x41" is taken as A (hexadecimal
escape), "\101" is taken as A (octal escape), and "\10" is taken as \1o0.

NOTE: To use a double-quotation mark as the entire string, "\"". If you
enter \", the result is \. Using a single character as a password is not
recommended. It is recommended not to use i18n characters. The
character encoding used on the terminal during password change
might differ from the character encoding on the terminal used during
login.

Configuring a Global Admin Account using GUI

The user can configure a Global Admin Account through the GUI mode. The following
are the various steps and modes to configure an administrator account for
exampleadmin who has the global read and write privileges, and perform the
following steps:

Navigate to System >> Admin >> Users.
Click Create. The Create User window appears.
Enter exampleadminl in the Username field.

Enter a password for the new administrator account.

v e w N Re

Verify that Enable is selected in the Enable field (selected by default).
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6. In the Access section, verify that all three user interfaces are selected (they
should be selected by default).

7. In the Privilege Type field, to create a global admin account that has access to all
partitions, select Global.

8. In the Privilege field, select Read/Write from the drop-down list.
9. Click Create.

10. Return to the Admin table and verify that the new administrator,
exampleadminl, appears in the list.

Configuring a Partition Admin Account using GUI

The user can configure a Partition Admin Account through the GUI mode. The
following are the various steps and modes to configure an administrator account
that has read and write privileges only in the p-CBM partition, perform the following
steps:

Navigate to System >> Admin >> Users.

Click Create. The Create User window appears.

Enter exampleadmin2 in the Username field.

Enter a password for the new administrator account.

Verify that Enable is selected in the Enable field (selected by default).

A o A

In the Access section, verify that all three user interfaces are selected (they
should be selected by default).

7. In the Privilege Type field, to create a global admin account that has access to all
partitions, select Partition.

8. In the Privilege field, select Read/Write from the drop-down list.

9. In the Partition Privileges field, select the p-CBM partition from the drop-down
list.

10. In the Action box, save the selected partition by clicking the red floppy disk icon.
11. Click the Create button.

12. Return to the Admin table and verify the new administrator, exampleadmin2,
appears in the list.
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Configuring Admin Accounts in the CLI Mode

Users can configure Admin Accounts through CLI mode.

The following topics are covered:

Creating a New Admin ACCOUNT e 20
Changing the Admin Interface (CLI, GUI, and AXAPI) .. ... ... 21
Changing the Read and Write Privileges ... 21
Changing HM (Health Monitor) Privilege ... ... ... 22
Changing the Partition Privileges . ... 23
Configuring a Trusted Host IP Address ... ... oo, 23

Creating a New Admin Account

The user can create a new Admin Account through the CLI. The following are the
steps and modes:

1. Specify the admin username and password using the admin command

ACOS (config) # admin adminuserl password
Password:
Retype password:

Modify Admin User successful!

The password is entered as an obfuscated text.

2. Check the status and privileges of the newly created adminuseri. By default,
global read-only privilege is granted to the CLI, the GUI (Web), and the AXAPI:

ACOS (config-admin:adminuserl) # show admin

UserName Status Privilege Access UserType
Partition
admin Enabled R/W/HM C/W/A Local

adminuserl Enabled R C/W/A Local
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Changing the Admin Interface (CLI, GUI, and AXAPI)

Administrators can manage ACOS through its command line interface (CLI), its
graphical user interface (GUI), or its application program interface (AXAPI).

1. To change admin interfaces that adminuser1 has access to, enter the access
command specifying the allowed interfaces:

ACOS (config-admin:adminuserl) # access cli axapi

2. Modify Admin User successful!

Verify the modified adminuseri:

ACOS (config-admin:adminuserl) # show admin

UserName Status Privilege Access UserType
Partition

admin Enabled R/W/HM C/W/A Local
adminuserl Enabled R C/A Local

Changing the Read and Write Privileges

The user can change the Read and Write Privileges. The following are the steps and
modes:

1. To modify the global read/write user privileges, enter the privilege command.
The option write includes read:

ACOS (config-admin:adminuserl) # privilege write
2. Modify Admin User successful!

Verify the modified adminuserl:

ACOS (config-admin:adminuserl) # show admin

UserName Status Privilege Access UserType
Partition
admin Enabled R/W/HM C/W/A Local

adminuserl Enabled R/W C/A Local
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Changing HM (Health Monitor) Privilege

HM privilege enables an administrator to access and manage External Health Monitor
files. An account with write privilege that does not include HM privilege cannot
import, edit, create, or delete External Health Monitor files.

By default, only the ACOS root admin is authorized for HM privilege. It should only be
enabled only for other admins sufficiently trusted to perform these operations
without malicious purpose or malicious content which could otherwise compromise
security in the ACOS system and its deployed environment.

For deployments using the external health monitor feature, the most secure
configuration would be to not enable this privilege for configured admins and have
all health monitor file operations performed by the ACOS root admin.

Deployments not using the external health monitor feature of ACOS should avoid
enabling this privilege for any admins.

NOTE: For more information, see the following:

e Authorization
e A10 Schema File for OpenLDAP

e Application Delivery and Server Load Balancing Guide (Using
External Health Methods section)

The following steps are for authorizing and verifying the privileges:

1. To authorize external health monitor privileges, in addition to all read/write
access, enter the privilege hm command.

ACOS (config-admin:adminuserl) # privilege hm
2. Modify Admin User successful!

Verify the modified adminuserl:

ACOS (config-admin:adminuserl) # show admin

UserName Status Privilege Access UserType
Partition
admin Enabled R/W/HM C/W/A Local

adminuserl Enabled R/W/HM C/A Local
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Changing the Partition Privileges

The user can change the Partition Privileges. The following are the steps and modes:

1. To set per-partition enable-disable user privileges, remove the global privileges
and enter the privilege command with the name of the partition:

ACOS (config-admin:

Modify Admin User
ACOS (config-admin
Partitionl

Modify Admin User

adminuserl)# no privilege write

successful!

radminuserl)# privilege partition-enable-disable

successful!

2. Verify the modified adminuseri:

ACOS (config-admin:

UserName

Partition

admin
adminuserl

Partitionl

adminuserl)# show admin

Status Privilege Access UserType
Enabled R/W/HM C/W/A Local
Enabled P.En C/A Local

Configuring a Trusted Host IP Address

The user can configure a Trusted Host IP Address. The following are the steps and

modes:

1. To set up a trusted host IP, enter the trusted-host command:

ACOS (config-admin:adminuserl) # trusted-host 255.255.255.255 /24

2. To disable the adminuseri, enter the disable command:

ACOS (config-admin:adminuserl) # disable adminuserl

Modify Admin User successful!

Configuring Partition Admin Account for L3V Partition in CLI

Mode

The partition admin account for L3V partition can be configured using the admin or
partition-admin command. Although these commands are similar, when the
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partition-admin command is used, the created user is valid even if the creator
admin user is removed. This command is supported only in the L3V partitions, Service
Partitions are not supported. Also, the current L3V partition is assigned
automatically to the user account.

For more information on partition-admin command, refer to the Command Line
Interface Reference Guide.

Creating a Partition Admin Account for L3V partition
Follow the steps given below to create a partition admin account in L3V partition:

1. Specify the partition admin username and password using the partition-admin
command.

ACOS[Partition 1234] (config)# partition-admin userl password <password>

2. Check the status and privileges of the newly created account using the show
admin command. By default, partition-read privilege is set for a new account.

ACOS[Partition 1234] (config-admin:userl)# show admin

Total number of configured users: 2

Privilege R: read-only, W: write, P: partition, HM: external health
monitor, En: Enable

Access Type C: cli, W: web, A: axapi

UserName Status Privilege Access UserType Partition

admin Enabled R/W/HM C/W/A Local
userl Enabled P.R C/W/A Local Partition 1234
Changing Privileges of Partition Admin Account
Follow the steps given below to changes privilege of the partition admin account:

1. Change the privilege of the partition admin account using the privilege
command:

ACOS[Partition 1234] (config-admin:userl)# privilege partition-write

Modify Admin User successful!

2. Verify the change in the privilege using the show admin command:
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ACOS[Partition 1234] (config-admin:userl)# show admin

Total number of configured users: 2

Privilege R: read-only, W: write, P: partition, HM: external health
monitor, En: Enable

Access Type C: cli, W: web, A: axapi

UserName Status Privilege Access UserType Partition

admin Enabled R/W/HM C/W/A Local
userl Enabled P.R/W C/W/A Local Partition 1234

Deleting an Administrator Account

The following topics are covered:

OV IV W L 25
Deleting an Administrator Accountinthe GUI Mode ............................... 25
Deleting an Administrator Accountin the CLIMode ... .. ... ... ......... 26

Overview
An administrator with root privileges can delete other administrator accounts.
Before you delete an administrator account, complete the following tasks:

e Determine whether the administrator has active sessions.

e Clear any sessions the administrator has open.

To delete an admin account, you first must terminate any active sessions the
administrator account has open. The account is not deleted if open sessions exist.

Deleting an Administrator Account in the GUI Mode

The user can delete an Administrator Account through the GUI mode. The following
are the steps and modes to delete an administrator account:

1. Navigate to System >> Admin >> Users.

2. Select the checkbox next to the administrator name that you want to delete.
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3. Click Delete.

Deleting an Administrator Account in the CLI Mode

The user can delete an Administrator Account through the CLI mode. The following
are the steps and modes to delete an administrator account:

To delete an admin account enter the no admin command with the username of the
administrator.

ACOS (config) # no admin adminuserl

Configuring Password Policy for Local Authentication

The user can now manage the passwords for local authentication in the ACOS device.
The password management feature helps the user with more secured log-in options.

The following topics are covered:

OV IV W . 26
Known Issues/Limitations ... ... ... ... 37
Configuring the Password Policy Management in the CLI Mode .................. 37
Configuring the Password Policy Management in the GUI Mode ................. 38
Enforcing the Password Policy for Enable Password ... . ... .. ... ....... 40

Overview

The password policy management is designed with a key focus on the following
parameters:

Complexity (Password Complexity)

Aging (Password Aging)

History (Password History)

Checks (Password Checks)
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Complexity (Password Complexity)

The system password-policy complexity is used for the configuration of the password
policy management.

Password Complexity Matrix

A password policy management is implied for the better security and safety of the
accounts/user information. A pre-defined set of complex password uses different
types of characters in unique ways to increase the security.

The following Table 2 lists out the applicable matrix for password policy management
in the ACOS systems in numbers.

Table 2 : Password Complexity Matrix

Complexit | Minimu | Minimu Minimu Minimu | Minimu Change
y m m m m m Special | Minimum
Length Lowercas | Uppercas | Number | Characte | Char-
e e s rs acters

DEFAULT 9 1 1 1 1 1

STRICT 8 2 2 2 1 8
MEDIUM 6 2 2 1 1 6

SIMPLE 4 1 1 1 0 4

If a password does not meet the respective complexity requirements, a message
‘Invalid password. Does not match password requirements' is displayed.

If a new password entered is same as the previous password, a message 'The
password could not be same with previous one' is displayed.
Password Complexity in the CLI

The system password-policy complexity policy level command is used for the
configuration of the password policy management for the following supported
options:

e Strict

e Medium
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e Default
e Simple

Based on the policy configured, the password strength is allowed, and it is applicable
for all the incoming new users with the admin credentials.

The regulatory requirements for the password policy management in the CLI can be
configured using the following syntax:

system password-policy complexity [Strict | Medium | Default | Simple]

{aging [Strict | Medium | Simple] | history [Strict | Medium | Simple] |
min-pswd-len <8-63> | username-check [enable|disable] | repeat-character-
check [enable|disable] | forbid-consecutive-character <3-5>}

For more information on system password-policy complexity command, see
Command Line Interface Reference Guide.

Table 3 lists out the applicable matrix for the password policy management in the
ACOS systems using the CLI modes.

Table 3 : Password Complexity Matrix in the Command Line

SEVERITY Command Line Minimum Value
DEFAULT #define DEFAULT_POLICY_LEN
#define DEFAULT_UCASE_LEN
#define DEFAULT_LCASE_LEN
#define DEFAULT_NUMBER_LEN
#define DEFAULT_SPL_CHR_LEN
STRICT #define STRICT_POLICY_LEN
#define STRICT_UCASE_LEN
#define STRICT_LCASE_LEN
#define STRICT_NUMBER_LEN
#define STRICT_SPL_CHR_LEN
MEDIUM #define MEDIUM_POLICY_LEN
#define MEDIUM_UCASE_LEN
#define MEDIUM_LCASE_LEN

NIN][TOO|IRLR|INININ]IO|FR|IFRP|IFRP|FPL]|O
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SEVERITY Command Line Minimum Value
#define MEDIUM_NUMBER_LEN
#tdefine MEDIUM_SPL_CHR_LEN
SIMPLE #define SIMPLE_POLICY_LEN
#define SIMPLE_UCASE_LEN
#define SIMPLE_LCASE_LEN
#define SIMPLE_NUMBER_LEN
t#tdefine SIMPLE_SPL_CHR_LEN

O|lRr|R|RLR|ID|RLR|R

Default
Password Complexity Combination

The number of characters, in which, at least, one instance of the position must be
changed within the existing password.

Password Complexity Option

The following details list the applicable matrix for Default option in numbers for the
password policy management in the ACOS systems.

e Severity: Medium

e Minimum Length: 9

e Minimum Lowercase: 1
e Minimum Uppercase: 1
e Minimum Numbers: 1

e Minimum Special Characters: 1

Strict
Password Complexity Combination

The number of characters, in which, at least, eight instances of the position must be
changed within the existing password.

Password Complexity Option
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The following details list the applicable matrix for the Strict option in numbers for
the password policy management in the ACOS systems.

e Severity: Strict

e Minimum Length: 8

e Minimum Lowercase: 2
e Minimum Uppercase: 2
e Minimum Numbers: 2

e Minimum Special Characters: 1

Medium
Password Complexity Combination

The number of characters, in which, at least, six instances of the position must be
changed within the existing password.

Password Complexity Option

The following details list the applicable matrix for the Medium option in numbers for
the password policy management in the ACOS systems.

e Severity: Medium

e Minimum Length: 6

e Minimum Lowercase: 2
e Minimum Uppercase: 2
e Minimum Numbers: 1

e Minimum Special Characters: 1

Simple
Password Complexity Combination

The number of characters, in which, at least, four instances of the position must be
changed within the existing password.

Password Complexity Option
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The following details list the applicable matrix for Simple option in numbers for the
password policy management in the ACOS systems.

e Severity: Simple

e Minimum Length: 4

e Minimum Lowercase: 1
e Minimum Uppercase: 1
e Minimum Numbers: 1

e Minimum Special Characters: 0

Configuration Commands, Details, and Examples

Users can verify the password configuration for a new admin user, under the
password-policy. The verification of the new admin password validation is based on
password-policy complexity such as Default, Strict, Medium, and Simple, whichever
the level of complexity chosen.

Password-Policy Complexity Default

For the Default option, the characters must be changed at least one instance of the
position within the changed password.

ACOS (config) (NOLICENSE) #admin al0

ACOS (config-admin:al0) (NOLICENSE) #pas

ACOS (config-admin:al0) (NOLICENSE) #password <<If you enter 'WorlD@182', it
is a valid password>>

ACOS (config-admin:al0) (NOLICENSE) #password <<If you enter 'alOnetwork',
it is an invalid password>>

Invalid password. Does not match password requirements

Password-Policy Complexity Strict

For the Strict option, the characters must be changed at least eight instances of the
position within the changed password.

ACOS (config) (NOLICENSE) #admin al0
ACOS (config-admin:al0) (NOLICENSE) #pas
ACOS (config-admin:al0) (NOLICENSE) #password <<If you enter 'AlONetwork',

it is an invalid password>>
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Invalid password. Does not match password requirements
ACOS (config-admin:al0) (NOLICENSE) #password <<If you enter 'WorlD@12', it

is a valid password>>
ACOS (config-admin:al0) (NOLICENSE) #password <<If you re-enter 'WorlD@12',

it is an invalid password>>

The password could not be same with previous one.

Password-Policy Complexity Medium

For the Medium option, the characters must be changed at least Six instances of the
position within the changed password.

ACOS (config) (NOLICENSE) #admin alo0
ACOS (config-admin:al0) (NOLICENSE) #pas
ACOS (config-admin:al0) (NOLICENSE) #password <<If you enter '@10NeT', it is

an invalid password>>
Invalid password. Does not match password requirements

ACOS (config-admin:al0) (NOLICENSE) #fpassword <<If you enter 'AlONet!123',

it is a valid password>>

Password-Policy Complexity Simple

For the Simple option, the characters must be changed at least four instances of the
position within the changed password.

ACOS (config) (NOLICENSE) #admin alo0
ACOS (config-admin:al0) (NOLICENSE) #password <<If you enter 'AlOn', it is a

valid password>>
ACOS (config-admin:al0) (NOLICENSE) #password <<If you enter 'alOn', it is an

invalid password>>

Admin password error

Configuration Commands for Complexity (Password Complexity)
The default password policy complexity is enforced under the following conditions:

e When a user logs in for the first time on a new ACOS device.

e When the system-reset command is executed.

e When the erase command is run without the "preserve-accounts" flag.
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However, the system does not enforce you to change the admin password as per the
default password-policy complexity after you execute the reboot, reload, and
upgrade commands.

To enable password-policy complexity options, use the following command:

password-policy complexity <policy level>
Complexity Default:

!

system password-policy complexity Default
!

Complexity Strict:

!

system password-policy complexity Strict
!

Complexity Medium:

!

system password-policy complexity Medium
!

Complexity Simple:

|

system password-policy complexity Simple

Aging (Password Aging)

This parameter defines the number of defined days for the global password
complexity matrix for all the users with admin privilege of the device.

The aging factor is determined by a shadow entry for the admin user. A new shadow
file is provided for the new admin user. This file contains the lastly modified change
history, password change time, warning for the aging factor, expiry day, for the user.

NOTE: The components of the password policy aging are not applicable for the
default admin user. Only the password policy complexity is applicable
for the default admin user.
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Strict

The maximum validity of the number of days, the user can use the stored passwords:
60 Days

Medium

The maximum validity of the number of days, the user can use the stored passwords:
90 Days

Simple

The maximum validity of the number of days, the user can use the stored passwords:
120 Days

Configuration Commands for Aging (Password Aging)

To enable this feature enhancement, a new set of commands is added. This new
command is disabled by default. The commands are as follows:

Strict:
|

system password-policy complexity Strict aging Strict
|

Medium:
|

system password-policy complexity Strict aging Medium
|

Simple:
!

system password-policy complexity Strict aging Simple
|

Old Passwords

The ACOS is designed to store the old passwords of the user.
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NOTE: A cron job scheduler, which is a time-based, automated scheduler,
running in the background, and performing repetitive tasks, is added. It

helps in determining the aging of the password and evaluating the old
password matrix, by running a script.

History (Password History)

The ACOS is designed to store the previous instances of the passwords of a user,
based on the options the user selects.

NOTE: The components of the password policy history are not applicable for
the default admin user. Only the password policy complexity is
applicable for the default admin user.

Strict

The number of previous passwords stored: 5

Medium

The number of previous passwords stored: 4

Simple

The number of previous passwords stored: 3

Configuration Commands for History (Password History)

To enable this feature enhancement, a new set of commands is added. This new
command is disabled by default. The commands are as follows:

Strict:
!
system password-policy complexity Strict history Strict

Medium:
|

system password-policy complexity Strict history Medium
|



mailto:techpubs-dl@a10networks.com

ACOS 6.0.8 Management Access and Security Guide Feedback

Administrator Accounts

Simple:
|

system password-policy complexity Strict history Simple
|

Checks (Password Checks)

The following checks are introduced under all password-policy complexity options to
improve the password strength and they are enabled in CLI mode.

Username check

The username-check allows or prevents a user to create a password containing the
username for which the password is configured. This check is case-sensitive and is
enabled by default.

When this check is enabled, the password cannot contain the corresponding
username with the same capitalization of letters.

To enable or disable this check, use the following command:

ACOS (config) #system password-policy complexity [Strict | Medium | Default

| Simple] username-check [enable | disable]

When this check is enabled, the password cannot contain the corresponding
username with the same capitalization of letters. For example, 'pass!@admin1QW'
password is invalid for 'admin' user whereas 'pass!@Admin1QW' is valid.

Repeat Character check

The repeat-character-check allows or prevents a user to create a password
containing consecutive repeated characters of the same letter or number. This check
is case-sensitive and is enabled by default.

To enable or disable this check, use the following command:

ACOS (config) #system password-policy complexity [Strict | Medium | Default

| Simple] repeat-character-check [enable | disable]

When this check is enabled, the password containing consecutive repeated
characters of the same letter or number with the same capitalization of letters is
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prohibited. For example, a password containing 'aa’, 'AA’, '11' is invalid whereas a
password containing 'aA’, 'Aa’ is valid.

Forbid Consecutive Character check

The forbid-consecutive-character check allows or prevents a user to create a
password containing sequential row keyboard input of letters or numbers. This check
allows sequential row keyboard input of special characters and the letters or
numbers not in the same keyboard row. The unallowed repeated length can be
configured within the range <3-5> characters. If the length value is set to either 3, 4,
or 5, the check is enabled and if it is set to O, the check is disabled. This check is case-
sensitive and is enabled by default.

To enable this check, use the following command:

ACOS (config) #system password-policy complexity [Strict | Medium | Default

| Simple] forbid-consecutive-character 4

When this check is enabled, the password containing sequential row keyboard input
of letters or numbers is prohibited. For example, a password containing 'asdf' or
'fdsa' is invalid whereas a password containing 'asd’, '123', 'fsa', 'ASdf', '|@#$', 'klzx',
'‘opas’, '90gw' is valid.

To disable this check, use the following command:

ACOS (config) #system password-policy complexity [Strict | Medium | Default

| Simple] forbid-consecutive-character 0

Known Issues/Limitations

The following are the known issues and limitation of the password management for
local authentications, which the user must be aware of:

e The length of the password characters supported by the system.
e The number of admin users, which is supported by the system.

e Password Policy is not supported on AWS and OCI platforms.

Configuring the Password Policy Management in the CLI Mode

The user can apply the password policy management through the CLI mode using the

system password-policy complexity command:
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ACOS (config) #system password-policy complexity °?

Strict Strict: Min length:8, Min Lower Case:2, Min Upper Case:2, Min
Numbers:2, Min Special Character:1, CHANGE Min 8 Characters

Medium Medium: Min length:6, Min Lower Case:2, Min Upper Case:2, Min
Numbers:1, Min Special Character:1, CHANGE Min 6 Characters

Default Default: Min length:9, Min Lower Case:1l, Min Upper Case:1, Min
Numbers:1, Min Special Character:1, CHANGE Min 1 Character

Simple Simple: Min length:4, Min Lower Case:1, Min Upper Case:1, Min
Numbers:1, Min Special Character:0, CHANGE Min 4 Characters

Configuring the Password Policy Management in the GUI Mode

By default, the Default password policy is applied. If the user wants to change the
password policy management through the GUI mode, perform the following steps:

1. Navigate to System >> Settings >> Password Policy.

@ @ Dashboard =R ADC (@ GSLB Security [@=)AAM & CGN @B Network £ System & Shared Objects

@& Log

Password Policy >e0 Locations File Management

System > Settings > Password Policy

2. Select Password Policy. The User Interface window appears.

Password Policy
Change complexity, aging, and history of password policy.

Basic

Complexity Default

3. The default screen is Complexity with Default as the default value.
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Password Policy
change complexity, aging, and history of password policy.

Basic

Complexity Default

simple

Navigate to the drop-down menu option under this parameter to see the
following options:

e Strict
e Medium
e Simple
4. Select any option as per your requirement. It leads to the next parameter Aging.

5. The default value for Aging is blank or no value.

Password Policy
change complexity, aging, and history of password policy.

Basic
complexity Simple
Aging

Medium
Save

Navigate to the drop-down menu option under this parameter to see the
following options:

e Strict
e Medium
e Simple

6. Select any option as per your requirement. It leads to the next parameter History.

7. The default value for History is blank or no value.
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Password Policy

Change c

lexity, aging, and history of password policy.

Basic

Complexity Simple
Aging Medium

History

Strict

Navigate to the drop-down menu option under this parameter to see the
following options:

e Strict
e Medium
e Simple

8. Select any option as per your requirement. Click Save button to store this
password policy management option for the user.

Success
Policy of Password was changed

successfully.

A confirmation note with Success appears, once the creation of this password
policy management profile is accepted.
Enforcing the Password Policy for Enable Password

The enable-password command is used to configure the password of the Privileged
EXEC level of the CLI. Administrators can enforce the password policy complexity
configured at the system level to the privileged EXEC level password. To do so:

1. Configure the password-policy complexity using the following command:

ACOS (config) #system password-policy complexity <Strict>

2. Enforce the password policy complexity to the privileged level users using the
following command:
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ACOS (config) #system enable-password follow-password-policy

3. Verify the password-policy complexity configuration is enforced using the
following command:

ACOS (config) #enable-password

Password: <<If vyou enter ‘allOnetwork’, it is an invalid
password as it does not comply with the Strict password policy.>>
Retype password:

Invalid password. Does not match password requirements. Password

Invalid.

ACOS (config) #enable-password
Password: <<input ‘alO$PasSword’>>
Retype password:

ACOS (config) # <<Indicates that the password change is successful.>>

If the system password policy complexity is not configured, the system does not
check for the enable-password input even when the system enable-password
follow-password-policy command is configured. When the system is reset, this
configuration is reset, and the system does not check or validate the enable-
password input.

Recovering an Administrator Password

This section describes how to recover in the event your admin password is lost.

This procedure can only be performed through the security console, and only within
the first five minutes of rebooting the ACOS device.

1. Use the show version Or show hardware commands and record the serial number
for your device.

2. Reboot the ACOS device.
3. Connect to the serial console.

4. When prompted for the user name and password, enter the following:

a. User Name: reset

b. Password: serial number for your device
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c. Use the serial number recorded in, or locate the serial number on the rear of
your ACOS device.

5. After logging in, the CLI presents the following questions:
a. Do you want to reset admin password to default?[y/n]:

Answering y to this question resets the admin user name and password to
the factory default admin and a1o0.

b. Do you want to reset enable password to default?[y/n]:

Answering y to this question resets the enable password to the factory
default, which is no password.

c. Do you want to erase startup config?[y/n]:

Answering y to this question clears the startup config, thus returning the
device to its factory default settings.

CAUTION: Answering y to this questions means you must reconfigure the
device.

6. Answer y to the first question so that the user can log on to the device; answer
the other two questions as desired for your needs.

7. After you log on to the device, change the admin password for security purposes.

Configuring the Administrator Lockout Feature

The following topics are covered:

OV IV W . 42

Configuring the Administrator Lockout Feature in the GUI Mode ................ 43

Configuring the Administrator Lockout Featurein the CLIMode ................. 43
Overview

Administrator lockout occurs after a number of failed login attempts.
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This section shows how to enable this feature and specify the parameters that
determine how it operates.

By default, administrator lockout is not enabled and there is no limit to the number
of times the user can enter an incorrect password with an administrator account to
log in.

Configuring the Administrator Lockout Feature in the GUI Mode

The user can configure the Administrator Lockout feature through the GUI mode. The
following are the steps and modes to configure an administrator lockout feature:

1. Navigate to System >> Admin >> Users.
2. Click the Lockout tab. The Lockout Policy window appears.

3. Enter values in the Duration, Threshold and Reset Time fields. These fields
determine the parameters of the administrator lockout feature.

4. After you have entered values, select the Enable checkbox and click OK.

Configuring the Administrator Lockout Feature in the CLI Mode

The user can configure the Administrator Lockout feature through the CLI mode.

The following topics are covered:

Enabling Administrator Lockout ... 43
Changing the Number of Failed Login Attempts Allowed ... ...................... 44
Changing the Lockout Duration ... .. ... ... 44
Changing the Lockout Reset Time ... oo 44
Showing the Lockout Status ... i . 44
Unlocking a Locked Admin ACCOUNt ... o i i 45

Enabling Administrator Lockout

To enable this feature, enter the following command. The default settings for this
feature are enabled.

ACOS (config)# admin-lockout enable
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Changing the Number of Failed Login Attempts Allowed

By default, the user is locked out after 5 failed login attempts. To change this number
use the admin-lockout threshold command as in the following example:

To lock an administrator account after 15 failed attempts, enter the following
command:

ACOS (config)# admin-lockout threshold 15

Changing the Lockout Duration

By default, the user is locked out 10 minutes. To change this number use the admin-
lockout duration command as in the following examples:

To lock an administrator account for 15 minutes, enter the following command:

ACOS (config)# admin-lockout duration 15

To lock an administrator account permanently or until the root administrator
unlocks the account, enter the following command:

ACOS (config)# admin-lockout duration 0

Changing the Lockout Reset Time

By default, if the login attempts are forgotten after 10 minutes. Any failed login
attempt that has aged the 10 minute reset time is not counted toward the threshold.
To change this number use the admin-lockout reset-time command as in the

following example:

ACOS (config) # admin-lockout reset-time 10

Showing the Lockout Status
To view the lockout status:

To view the lockout status of the account for adminuseri, enter the following
command:

ACOS (config)# show admin adminuserl detail
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Unlocking a Locked Admin Account

To unlock an admin account, access the configuration level for the admin, then enter
the unlock command:

ACOS (config)# admin adminuserl

ACOS (config-admin:adminuserl) # unlock

Additional CLI Reference Information

Additional information is found in the Command Line Interface Reference.

The following topics are covered:

Admin Configuration Mode Commands ... ... ... 45

Global Configuration Commands ... ... 46

Admin Configuration Mode Commands

The following commands are accessed in the admin configuration level (also called
admin configuration mode) To access this level, enter the configure command
followed by the admin command. The CLI prompt “acos(config-admin:adminuser1)#” seen in
the following example shows that you have entered this level for the administrator
name adminuserl:

ACOS# configure
ACOS (config)# admin adminuserl

ACOS (config-admin:adminuserl) #

The following CLI commands are available in the admin configuration mode:

access Config access type

password Config admin user password

privilege Config admin user privilege

ssh-pubkey Config openssh authorized public keys management

trusted-host Set trusted network administrator can login in
unlock Unlock admin user

enable Enable user

disable Disable user
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Global Configuration Commands

The admin-lockout command is accessed in the global configuration level (also called
global configuration mode) To access this level, enter the configure command. The

CLI prompt “acos(config)#” seen in the following example shows that you have entered
this level:

ACOS# configure

ACOS (config)# admin adminuserl

The following global configuration commands are relevant to the features configured
in this chapter:

e admin

« admin-lockout
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Configuring Role-Based Access (RBA) and Fine
Tuning Privileges

Role-Based Access (RBA) provides the ability to fine-tune the permissions and
privileges of admin accounts.

An RBA role is a named bundle of individual administrative privileges that can be
bound collectively, like a template, to admin accounts. Using roles provides a
consistent and efficient method of setting the privileges of administrators that have
similar roles or the same role.

An RBA group is a named collection of individual admin accounts that can be bound
either to individual privileges or to RBA roles or both.

Because the user can bind individual privileges to admin accounts upon which a role
is also bound, the user can insert individual differences in privilege as needed.

The following topics are covered:

OV IV W e 47

RBA Configuration EXamples . ... .o oo 53

Additive and Subtractive Methods ... ... ... 63

Additional CLI Reference Information ... ... ... . 65
Overview

This section describes how the RBA Fine Tunes Admin Accounts.

The following topics are covered:

PrerequUISItes .. . o . 48
RBA Privilege Levels ..o, 49
RBA User GUI PriVileges . ... 49
Object Class LiNeage ... .. . 51

Longest Match Takes Precedence Rule ... . . oo i i 52
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Prerequisites

Before the user can fine tune your admin accounts using RBA consider the following:

e The admin user accounts must be created before they can be fine tuned using RBA.

NOTE: See Configuration Instructions and Examples for instructions.

e If you plan to use an RBA role, it must be configured before it can be bound to
admin accounts.

To set your RBA Admin Accounts, perform the following steps:

1. Enable RBA.

2. Create RBA user(s) with the same name(s) as existing admin accounts.
Optionally, create an RBA group that includes multiple admin accounts.

3. Specify the partition for the RBA user or group.
The user can specify the shared partition in this step.

NOTE: RBA privileges for users or groups must be set per partition, including
the shared partition. The shared partition is described in the
Configuring Application Delivery Partitions guide.

4. Inside the partition, bind individual privileges or RBA role to the RBA user or
group.

The user can configure privileges explicitly using the lineage of the object class
with the permitted operation (for example, slb.virtual-server read) Or you
specify a role (for example, role1).

See RBA User GUI Privileges for instructions on using object class lineage for RBA
privileges.

A role is a collection of explicitly specified privileges.

See Configuring an RBA Role for instructions on configuring RBA roles.

5. The user can give the RBA users and groups to have privileges in multiple
partitions. Optionally, repeat steps 3 and 4 for additional partitions.
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RBA Privilege Levels

Table 4 RBA Privilege Levels defines the privilege levels that can be configured using
RBA:

Table 4 : RBA Privilege Levels

Privilege Description

No-Access (Hidden) The ACOS object at this privilege level does not
appear in the show running-config command
output. The command or operation that configures or
operates on the object is hidden from the user or
group.

Read The ACOS object at this privilege level will appear in
the show running-config command object. All
instances of the object will appear. The command or
operation that configures or operates on the object is
hidden from the user or group.

Write The ACOS object at this privilege level, users and
groups have complete access to the ACOS object and
its instances. The user can change, add to, and delete
the object instance configurations using GUI
operations or CLI commands. The output of the show
running-config command will display the object and
its instances.

RBA User GUI Privileges

lists the user GUI privileges when RBA is disabled:

User Type RBA Enabled RBA Disabled

A remote user with | RBA check is performed To be consistent with GUI

only one pre- based on the pre-defined since 4.1.4.x does RBA check

defined role role definition based on the pre-defined
role definition

A Remote and local
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User Type

RBA Enabled

RBA Disabled

RBA user without
the same name

A remote user with
only one pre-
defined role

Remote and local
RBA user with the
same name

A Local RBA user
bound with custom
RBA rules.

RBA check is performed
based on the pre-defined
role definition on the remote
and local RBA user
configuration

Following are the
predefined user roles and
privilege on the GUI:

NetworkAdmin - Write for
all objects

NetworkOperator - Write
for all objects

PartitionNetworkOperator -
Partition-write for all
objects

PartitionReadOnly -
Partition-read for all
objects

PartitionReadWrite -
Partition-write for all
objects

PartitionSIbServiceAdmin -
Partition-write for all
objects

PartitionSIbServiceOperator
- Partition-write for all ob-
jects

ReadOnlyAdmin - Read for
all objects

ReadWriteAdmin - Write for
all objects

SlbServiceAdmin - Write for
all objects
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User Type RBA Enabled RBA Disabled

SlbServiceOperator- Write
for all objects

SystemAdmin - Write for all
objects

Note: The local RBA user
configuration does not get
affected when RBA is

disabled.
Local user (admin RBA check is performed Following are the Admin
user and RBA user based on the combined and RBA user GUI privilege:
having same name) | result of admin user privilege Read
and RBA rules/role/group ca
Write
Hm

Partition-read
Partition-write

Partition-enable-disable is
changed to Partition-write
(for Admin User)

Note: The local RBA user
configuration does not get
affected when RBA is
disabled.

Object Class Lineage

When you configure the RBA privileges of a user or a role, the first part of the object
class lineage is a dot-separated string that specifies a set of permitted operations.
For example, sib.template.virtual-server, means that the permitted operations
applies to the ACOS SLB Virtual-Server Template configuration and operation. The
permitted operations are read, write, or enable/disable. If the permitted operation is
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read, the admin would not be able to configure virtual server templates, instead, it
can just view their status and configuration.

Every GUI element such as a menu, button, field, form, and so on have its own
lineage but different GUI elements of the same component can have the same lineage
across ACOS. For example, the lineage for the ADC >> Health Monitors >> Health
Monitors page is health.monitor and the lineage for the Health Monitor field in ADC
>> SLB >> Servers >> form is also health.monitor.

Each lineage has only one permitted operation which means, there is a one-to-one
mapping between each lineage and only one permitted operation. For example,
lineage health.monitor can have only read privilege, or only write privilege, or only
no-access privilege.

NOTE: There is no one-to-one mapping between a GUIl element and a lineage
because several GUI elements can have the same lineage. Therefore, it
is challenging for an RBA user or role to control the showing or hiding
of a GUI element.

If the object class lineage is configured as health.monitor no-access, both ADC >>
Health Monitors >> Health Monitors page and the Health Monitor field in ADC >>
SLB >> Servers form are hidden.

If the object class lineage is configured as s1b read, the permitted operation read is
applied to all the objects whose lineage begins with s1b in ACOS.

The next section describes what happens if you configured multiple lineages and
multiple permitted operations for the same user (or role).

Longest Match Takes Precedence Rule

When specifying ACOS objects, each level in the object hierarchy is separated from
the next level by a dot (.) For example, s1b.template.virtual-server is a third-level
object, while s1b. template is a second-level object. Objects at the third level are
more specific than objects at the second level. The third level object,
slb.template.virtual-server is said to be “longer” because it has two dots
separating three names as opposed to s1lb. template Which has only one dot
separating two names. Privileges for a longer (and more specific) object take
precedence over a shorter and less specific ACOS object.
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RBA Configuration Examples

The following topics are covered:

Configuring an RBA User .. . 53
Configuring @an RBA GrOUD ... e 58
Configuring an RBA ROIe ... L 61
Configuring an RBARoleinthe GUIMode ... ... .. . .. ... 61
Configuring an RBARole in the CLI Mode ... ... ... 62

Configuring an RBA User

This section provides instructions for configuring RBA users. The RBA user name
must be an exact match of an existing admin user who can be authenticated either
locally or remotely using LDAP, RADIUS, or TACACS+. See Configuration Instructions
and Examples for step-by-step configuration of admin users.

The following topics are covered:

Configuring an RBA User in the GUI Mode ... . ... 53
Configuring an RBA Userinthe CLIMoOde .. ... e 54
Understanding Object Class Lineage in this Configuration Example .............. 57

Configuring an RBA User in the GUI Mode

The user can configure an RBA User through the GUI mode. The following are the
steps and modes to configure an RBA user.

In this example, an admin user called adminl is created. In partition companyA. This
user will have write access to SLB operations, but will be limited to read-only access
to SLB virtual-servers and no access to SLB servers:

1. Navigate to System >> Admin >> Users.

2. Select Users from the drop-down list of the RBA tab.
3. Click Create. The Create RBA User window appears.
4

. In the Name field, enter admin1.
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5. In the Rule List field, click the +Add box.

a. Select companyA from the Partition drop-down list.

b. Select slb from the Object drop-down list.

c. Select write from the Operation drop-down list.

d. In the Action box, click the floppy disk icon to save the configure Rule.

6. In the Rule List field, click the +Add box.

NOTE: To configure an RBA role, follow the same steps as configuring an
RBA user, but in the second step select Role from the drop-down
list of the RBA tab.

7. In the Rule List field, click the +Add box again.

a. Select companyA from the Partition drop-down list.

b. Select slb.server from the Object drop-down list.

c. Select no-access from the Operation drop-down list.

d. In the Action box, save the configure Rule by clicking the disk icon.

8. Click the Create button to save the new administrator account.

NOTE:

e Because of the “Longest Match Takes Precedence Rule” below,
adminl does not have write access to SLB virtual-servers and does
not any access SLB real servers. However, for all other SLB objects in
ACOS, the adminl account has read/write access.

o If thereis a configured RBA role that specifies all the permissions
that you want to grant the user, the user can apply the role at the
partition level rather than configuring each privilege separately by
using the Role List field instead of the Rule List field on this screen
(see Configuring an RBA Role).

Configuring an RBA User in the CLI Mode

The user can configure an RBA User through the CLI mode. The following are the
steps and modes to configure an RBA User:
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Select an existing admin user account to which to add RBA attributes. See
Configuring Admin Accounts in the CLI Mode for a step-by-step configuration of
admin user accounts:

ACOS (config) # admin adminuserl password
Password:
Retype password:
Total number of configured users: 3
Privilege R: read-only, W: write, P: partition, En: Enable

Access Type C: cli, W: web, A: axapi

UserName Status Privilege Access Partition
admin Enabled R/W C/W/A

adminuserl Enabled P.R/W C/W/A Partitionl
adminuser? Enabled P.R/W C/W/A Partition?2
Enable RBA.

ACOS (config)# rba enable

Create the RBA user with the same name as the existing admin user.

ACOS (config) # rba user adminuserl

Specify the admin partition of the RBA user. If the admin partition does not already
exist for the administrator, this step assigns the RBA user to it.

ACOS (config-user:adminuserl) # partition Partitionl

Configure the RBA privileges for the user in the partition the object class lineage
syntax. Alternatively to this step, the user can assign privileges using RBA roles. See
step 6.

Specify the privileges by starting with the highest CLI level and then using a dot (.) to
indicate the next level.
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In the following, the first configuration line gives the adminuserl read-write
privileges to all SLB commands, the second line gives the user read-only privilege to
the SLB virtual-server commands, and the third line give the user no-access to SLB
real server commands:

ACOS (config-user:adminuserl-partition:Partitionl)# slb write
ACOS (config-user:adminuserl-partition:Partitionl)# slb.virtual-server read

ACOS (config-user:adminuserl-partition:Partitionl)# slb.server no-access

Use the show rba command to verify this configuration:

ACOS (config-user:adminuserl-partition:Par...)# show config rba
!Section configuration: 104 bytes
!
rba user adminuserl
partition Partitionl
slb write
slb.virtual-server read

slb.server no-access

Alternatively to step 5, assign an RBA role or roles (Configuring an RBA Role) that
specifies all the privileges that you want to grant the user, the user can apply the
role at the partition level rather than configuring each privilege separately. For
example:

ACOS (config) # rba user adminuserl
ACOS (config-user:adminuserl) # partition Partitionl

ACOS (config-user:adminuserl-partition:Partitionl)# role rolel

Use the show rba command to verify this configuration:

ACOS (config-user:adminuserl-partition:Par...)# show config rba
!Section configuration: 147 bytes

|

!

rba role rolel

slb write

slb.virtual-server read
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slb.server no-access
!
rba user adminuserl
partition Partitionl

role rolel

Understanding Object Class Lineage in this Configuration Example

The following s1b read command specifies the adminuserl has read-write privilege
to SLB commands.

ACOS (config-user:adminuserl-partition:Partition2)# slb write

To restrict the user to a subset of options available at the command level, enter a dot
(.) followed by a keyword option. For example, the following commands restricts
adminuserl to read-only access to the s1b virtual-server commands and no access
to s1b server commands, but it does restrict the use of other s1b commands.

ACOS (config-user:adminuserl-partition:Partition2)# slb.virtual-server read

ACOS (config-user:adminuserl-partition:Partition2)# slb.server no-access

NOTE: Longest match takes precedence. The longer and more specific
slb.virtual-server and slb.server command lineages take
precedence over the less specific and shorter s1b set of command
lineage.

The following example configures RBA for user adminuser3. In partition partitioni,
this user has read privileges for SLB virtual server objects (that is commands), write
privileges for SLB server objects, but no access to all other SLB objects. In partition
Partition2, this user has all privileges defined by RBA role role1:

ACOS# show config rba user adminuser3
!
rba user adminuser3
partition Partitionl
slb no-access
slb.server write
slb.virtual-server read

partition Partition2

role rolel
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NOTE: The keyword root in a privilege command specifies the root level of the
CLI command set. Root includes the entire set of ACOS commands. The
default admin user has root read-write privileges.

Configuring an RBA Group

An RBA group combines admin users who can be configured with similar privileges.
When you modify the permissions in a partition for an RBA group, the permissions
are applied to all of the users in that group.

After creating a group, select the users to add to the group or select a partition for
which you want to modify the permissions. The user can add users at any time, so
you do not need to create users before creating the group; if you specify a user that
does not already exist, the user will be created along with the group. The group’s
permissions are configurable for multiple partitions, although each partition must be
configured separately.

The following topics are covered:

Configuring an RBA Group inthe GUI Mode ... . ... ... ... 58

Configuring an RBA Group inthe CLIMode ... ... i, 59

Configuring an RBA Group in the GUI Mode

The user can configure an RBA Group through the GUI mode. The following are the
steps and modes to configure an RBA Group.

This example shows how to configure a group containing two pre-existing users on
the system. In partition companyA, all users in the group have write access at the
SLB operations, read-only privilege for SLB virtual-server operations, but no-access to
SLB server operations.

Navigate to System >> Admin >> Users.
Select the RBA tab, then select Groups from the drop-down list.
Click Create. The Create Group window appears.

In the Name field, enter groupl.

v e w N Re

In the In the User field, select the check box for the existing user, adminl.
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6. In the Rule List field, click the +Add box.
a. Select companyA from the Partition drop-down list.
b. Select slb from the Object drop-down list.
c. Select write from the Operation drop-down list.

d. In the Action box, click the floppy disk icon to save the configure Rule.

NOTE: To configure an RBA role, follow the same steps as configuring
an RBA user, but in the second step select Role from the drop-
down list of the RBA tab.

7. In the Rule List field, click the +Add box again.
a. Select companyA from the Partition drop-down list.
b. Select slb.server from the Object drop-down list.
c. Select no-access from the Operation drop-down list.
d. Inthe Action box, save the configure Rule by clicking the disk icon.

8. Click the Create button to save the new administrator account.

NOTE:

e Because of the “Longest Match Takes Precedence Rule” below,
adminl does not have write access to SLB virtual-servers and does
not any access SLB real servers. However, for all other SLB objects in
ACOS, the adminl account has read/write access.

o If there is a configured RBA role that specifies all the permissions
that you want to grant the user, the user can apply the role at the
partition level rather than configuring each privilege separately by
using the Role List field instead of the Rule List field on this screen
(see Configuring an RBA Role)

Configuring an RBA Group in the CLI Mode

The user can configure an RBA Group through the CLI mode. The following are the
steps and modes to configure an RBA Group.
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To create an RBA group, enter the rba group command at the global configuration
level to specify privileges and then assign admin users and their define partitions to
the group.

Enable RBA:
ACOS (config)# rba enable

1. Select existing admin user accounts to which to add RBA attributes. See the
configuration Configuring Admin Accounts in the CLI Mode for a step-by-step
configuration of admin user accounts. In this example, create an RBA group that
includes both adminuser2 and adminuser3

ACOS (config) # rba group groupl
ACOS (config-group:groupl)# user adminuser2
ACOS (config-group:groupl) # user adminuser3

2. Specify a partition for the RBA group.
ACOS (config-group:groupl) # partition Partition2
3. Configure the RBA privileges for the group.
ACOS (config-group:groupl-partition:Partition2)# role rolel

4. Verify the RBA group configuration:

ACOS(config-group:groupl-partition:Partit...)# show config rba

!Section configuration: 226 bytes
|
!
rba role rolel
slb write
slb.virtual-server read
slb.server no-access
!
rba group groupl
user adminuser2
user adminuser3

partition Partition?2

role rolel
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NOTE: User privileges take precedence over group privileges. An individual
user’s privileges whether assigned by role or individually take
precedence over the group privileges whether assigned by role or
individually.

Configuring an RBA Role

An RBA role is a named set of operations or commands that an admin user or group
of users has permission or does not have permission to access. Creating an RBA role
profile can help simplify the management of permissions. The privileges defined in
the role can be applied to any user or any group; when applied to a group, the
permissions in the role apply to all members of the group. The user can assign
multiple roles to an admin user or group.

Configure the Custom RBA role with remote user scenario including the sample
radius and thunder configuration.

The following topics are covered:

Configuring an RBA Role in the GUI Mode

The user can configure an RBA Role through the GUI mode. The following are the
steps and modes to configure an RBA Role.

Navigate to System >> Admin >> Users.

Select the RBA tab, then select Roles from the drop-down list.

Click Create and the Create RBA Role window appears.

In the Name field, enter slb1.

In Partition Only field, select the check box to set privilege only for the partition.
In the Default Privilege field, select privilege from the drop down list.

In the Rule List field, click the +Add box.

N o s W

a. Select companyA from the Partition drop-down list.

b. Select slb from the Object drop-down list.
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c. Select write from the Operation drop-down list.
d. In the Action box, click the floppy disk icon to save the configure Rule.

8. Repeat step 6 to add read-only privileges for SLB virtual-server operations, but no
access to SLB server operations.

9. Click Create to create and save the role, slbl in partition CompanyA.

Because longest match takes precedence, admin users that are assigned the role, slbl

NOTE:
e Have permission to create, edit, or delete all ACOS SLB objects (such

as slb configuration commands) except SLB virtual servers and SLB
(real) servers.

e Have permission to view the configuration and status of SLB virtual
servers.

e Have permission to neither configure nor view SLB (real) servers.

Configuring an RBA Role in the CLI Mode

The user can configure an RBA Role through the CLI mode. The following are the
steps and modes to configure an RBA Role.

The following example illustrates the commands used in creating the CLI role named,

rolel:

Specify the privileges by starting with the highest level and enter a dot (.) to indicate
the next level. For example, to configure write access at the SLB command level, read-
only privileges for SLB virtual-servers, but no access to SLB servers, enter the
following commands:

ACOS (config)# rba role rolel

ACOS (config-role:rolel)# slb write

ACOS (config-role:rolel)# slb.virtual-server read
(

ACOS (config-role:rolel)# slb.server no-access
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NOTE: Because longest match takes precedence, admin users that are
assigned the role, rolel:

o Have permission to create, edit, or delete all ACOS SLB objects (such
as slb configuration commands) except SLB virtual servers and SLB
(real) servers.

e Have permission to view the configuration and status of SLB virtual
servers.

e Have permission to neither configure nor view SLB (real) servers.

NOTE: Individual privileges take precedence over role privileges. If the user or
group has individual permissions defined in addition to the role, a
combination of the individual and role permissions are applied. If there
are conflicting privileges between a group’s uniquely configured
privileges and an RBA role’s privileges, the group’s unique privileges are
used.

Additive and Subtractive Methods

There are two ways in which the user can configure object privileges using RBA:

o Additive RBA, which is more useful for granting admins privileges to access certain
objects. For more information, see Understanding Additive RBA.

e Subtractive RBA, which is more useful to denying admins privileges to access
certain objects. For more information, see Understanding Subtractive RBA.

Understanding Additive RBA

An existing admin user with write privileges is able to create, edit, or delete any
object. The additive method of RBA involves the following:

1. Use the root no-access command to overwrite the default write privileges of the
admin, thus removing all of the admin’s create, edit, and delete privileges.

2. Use RBA commands to selectively add the desired privileges.
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Consider the following example with admin admin so who has write privileges by
default. The admin is able to create a health monitor with the default privileges:

ACOS (config) # health monitor hml
ACOS (config-health:monitor) # exit
ACOS (config) #

The RBA configuration will remove all of the default write privileges (root no-
access), and allow only creation of SLB objects (s1b write):

ACOS (config) # rba user admin so
ACOS (config-user:admin so)# partition shared

ACOS (config-user:admin_ so-partition:shared)# root no-access

ACOS (config-user:admin so-partition:shared)# slb write

When admin so tries to configure a health monitor again, they will not be
able to:

ACOS (config)# health monitor hml

Access Denied

ACOS (config) #
But admin_so is able to configure SLB objects, as defined by the RBA configuration:

ACOS (config)# slb server rsl 192.168.9.9

ACOS (config-real server) #

The user admin so had their default write privileges removed, and SLB privileges
added back to their profile.

Understanding Subtractive RBA

An existing admin user with write privileges is able to create, edit, or delete any
object. The subtractive method of RBA selectively removes a subset of these
privileges. Consider the following example with admin nt with default write
privileges. This user is able to view SLB templates in the show running-config
output:

ACOS (config)# show run | inc slb tem
slb template ftp FTP TEMP1

slb template ftp FTP TEMP2

slb template HTTP HTTP TEMP1
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Now, we add the RBA configuration to give no-access privileges to user admin nt for
SLB templates:

ACOS (config) # rba user admin_nt
ACOS (config-user:admin nt)# partition shared

ACOS (config-user:admin nt-partition:shared) # slb.template no-access

When admin nt tries to run the show command again, no SLB template are visible:

ACOS (config)# show run | inc slb tem
ACOS (config) #

The admin admin nt will still have all normal privileges to create, edit, or delete all
other objects on the device, just not SLB templates as this has been subtracted from
the user’s privileges.

Additional CLI Reference Information

The following commands are described in the Command Line Interface Reference.

NOTE: The clear, do, end, exit, no, show. user-tag, and write coOmmands are not
shown in the following because they are common to all CLI modes and
not specific to any configuration mode.

The following topics are covered:

RBA Global Commands ... .. . 65
RBA-Group Commands ... 66
RBA-Group Partition Commands ... ... 66
RBA-User Commands ... ... . ..o . 66
RBA-User Partition Commands ... . .. 66
RBA SSLi Commands ... . L 67

RBA Global Commands

To enter the admin configuration mode, create a new administration account or
modify an existing account. For example:



mailto:techpubs-dl@a10networks.com

ACOS 6.0.8 Management Access and Security Guide Feedback

Configuring Role-Based Access (RBA) and Fine Tuning Privileges

ACOS (config) # rba ?

group RBA configuration for a group
role Role configuration for RBA support
user RBA configuration for a user

enable Enable RBA
disable Disable RBA

RBA-Group Commands

ACOS (config) # rba group groupl
ACOS (config-group:groupl) # ?

partition RBA configuration for the access privilege of a
group within one partition

user Users in the group

RBA-Group Partition Commands

ACOS (config) # rba group groupl

ACOS (config-group:groupl) # partition Partitionl

ACOS (config-group:groupl-partition:Partit...)# 2
role Role in a given partition

NAME<length:1-128> Lineage of object class for permitted operation

RBA-User Commands

ACOS (config) # rba group useradminl
ACOS (config-user:useradminl) # ?

partition RBA configuration for the access privilege of a group within
one partition

user Users in the group

RBA-User Partition Commands
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ACOS (config)# rba user adminuserl

ACOS (config-user:adminuserl) # partition Partitionl

ACOS (config-user:adminuserl-partition:Partit...)# ?
role Role in a given partition

NAME<length:1-128> Lineage of object class for permitted operation

RBA SSLi Commands

This section describes the Thunder SSLi RBA configuration for the following types of
administrators:

The following topics are covered:

Network Administrator Commands ... .. ... ... ... 67
Certificate Administrator Commands ... ... ... 67
Policy Administrator Commands ... ... 68
Auditor Commands ... .. 68

Network Administrator Commands

Network administrators are allowed to change only the network-related
configurations. The following operations cannot be performed:

o Modify or export certificates and keys

e Modify SSLi Interception Policy

Certificate Administrator Commands

Certificate administrators are allowed to change only the PKI-related configurations
such as creating, importing and updating certificates/keys.

The following operations cannot be performed:

e Modify SSLi Interception Policy

o Modify network settings
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Policy Administrator Commands

Policy administrators are allow to change only SSLi-interception policies. The
following operations cannot be performed:

o Modify network settings

o Modify or export certificates and keys

Auditor Commands

Internal auditors analyze the administrative activities, control SSLi interception
policies or cipher suites are compliant to approved policies and procedures. The
auditor cannot export certificates.
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Access Based on the Management Interface

By default, certain types of management access through the ACOS device’s Ethernet
interfaces are blocked. This chapter describes how to configure management access
based on the interface.

The following topics are covered:

Default Management Access Settings .. ... 69
Configuring Access by using Access Control Lists ... ... .................. 70
Configuring Management Access through Ethernet Interfaces ................... 71
Configure Management Access Through LIF Interfaces ............................. 74
Viewing the Current Management Access Settings ... ... ... oo 75
Regaining Access if You Accidentally Block All Access ... ....................... 76
Additional CLI Reference Information ... ... .. ... 77
Default Management Access Settings
Table 5 provides the default settings for each management service.
Table 5 : Default Management Access Settings
Management Service Ethernet Management Ethernet and VE Data
Interface Interface
SSH Enabled Disabled
Telnet Disabled Disabled
HTTP Enabled Disabled
HTTPS Enabled Disabled
NTP Enabled Enabled
SNMP Enabled Disabled
Ping Enabled Enabled
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The user can enable or disable management access for each access type and
interface. You also can use an Access Control List (ACL) to permit or deny
management access through the interface by using specific hosts or subnets.

NOTE: By default, the NTP service is enabled on all the interfaces.

Configuring Access by using Access Control Lists

This section contains the important information about ACL support:

The following topics are covered:

Configuring ACL Support on the Management Interface ........................... 70
Configuring ACL Support on Data Interfaces ... ... ... 71
IMpPlicit DeNY RUIE L 71

Configuring ACL Support on the Management Interface

The management interface supports only one ACL, which can be bound to the
interface as an enable-management ACL or directly to the interface as a filter. To
replace the current ACL with a different one, you must first remove the ACL that is
currently bound to the interface.

For example, enter only one of the following sets of commands:
e ACOS (config)# enable-management service acl-v4 1
e ACOS (config)# interface management

ACOS (config-if:management)# access-list 1 in

Additionally, if you apply an enable-management ACL to the management interface,
an ACL for an individual service is not supported. For example, the user cannot enter
the following rule on the management interface:

ACOS (config) # enable-management service ping

ACOS (config-enable-management ping)# acl-v4 1
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Configuring ACL Support on Data Interfaces

Data interfaces can support multiple ACLs, including multiple enable-management
ACLs. If a data interface has multiple enable-management ACLs, the ACLs are applied

in the following order:

1. enable-management service
telnet | http | https} acl {id | name}

{ping | ssh |
[to port-num] | 1lif 1if name | ve ve-num [to ve-

{ethernet port-num

num] }

2. enable-management service acl {id | name}

{ethernet port—-num [to port-num] | 1lif 1if name | management |

priority | ve ve-num [to ve-num]}

NOTE: The priority option is supported only on FTA platforms and
applies only to ac1-v4 and ac1-vé6 services. If configured, it is
applicable to configured VE, Ethernet, DOT1Q LIF, and all data

interfaces.

Implicit Deny Rule

Each ACL has an implicit deny any any rule at the end. If the management traffic’s
source address does not match a permit rule in the ACL, the implicit deny any any

rule is used to deny access.

Configuring Management Access through Ethernet

Interfaces

The user can configure management access through Ethernet interfaces in one of the

following ways.

The following topics are covered:

Configuring Management Access in the GUI Mode ... ... ... ..................

Configuring Management Access inthe CLIMode ... ... ... oo,
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Configuring Management Access in the GUI Mode

The user can configure the Management Access through the GUI mode. The following
are the steps and modes to configure management access settings for the interfaces:

=

. Navigate to System >> Settings >> Access Control.
2. For each interface, select or deselect the appropriate access type checkboxes.

3. To use an ACL to control access, select an ACL from the ACLv4 or ACLv6 drop-
down lists.

4. Click OK.

Configuring Management Access in the CLI Mode

The user can configure the Management Access through the CLI mode.

NOTE: The user can enable or disable management access by using the CLI.

The following topics are covered:

Disabling Management Access in the CLI Mode

Enabling Management Access in the CLI Mode

Disabling Management Access in the CLI Mode

The user can disable the Management Access through the CLI mode. The following
are the steps and modes to disable management access settings for interfaces.

To disable management access, enter the disable-management service command at
the global configuration level of the CLI.

The following example command disables HTTP access to the out-of-band
management interface:

ACOS (config) # disable-management service http
You may lose connection by disabling the http service.

Continue? [yes/no]:yes

ACOS (config-disable-management http) # management
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The following example command stops ACOS from responding to the incoming NTP
client requests on the specified port:

ACOS (config) # disable-management service ntp
You may lose connection by disabling the ntp service.
Continue? [yes/no]:yes

ACOS (config-disable-management ntp) # ethernet 3

ACOS stops responding to the incoming NTP client requests on the ethernet 3 port
and the status of NTP for ethernet 3 is displayed as "off" in the output of the show
management command. For more information, see the Command Line Interface
Reference Guide.

Enabling Management Access in the CLI Mode

The user can enable the Management Access through the CLI mode. The following are
the steps and modes to change management access settings for interfaces.

To enable management access, enter the enable-management service command at
the global configuration level of the CLI:

The following example command enables Telnet access to data interface 6:

ACOS (config) # enable-management service telnet

ACOS (config-enable-management telnet)# ethernet 6

The following example commands configure an ACL for incoming NTP requests on
ethernet 1:

ACOS (config) # enable-management service ntp
ACOS (config-enable-management ntp)# acl-v4 1
ACOS (config-enable-management ntp-acl-v4) # ethernet 1

The following example commands configure an ACL on all interfaces:

ACOS (config) # enable-management service acl-v4 1

ACOS (config-enable-management acl-v4 1)# ethernet 3

An ACL is configured on ethernet 3 and the ACL ID is displayed for all the services of
the ethernet 3 in the output of the show management command. For more
information, see the Command Line Interface Reference guide.
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Configure Management Access Through LIF Interfaces

Management services including IPv4/IPv6 ACLs, HTTP, HTTPS, Ping, SNMP, SSH, and
Telnet can be bound to LIF interfaces, allowing better access control and improved
network management.

This is useful in specific scenarios. For example, this configuration allows a Loopback
IP to be reachable via a DOT1Q-tagged LIF interface i.e., management traffic can be
routed through a VLAN-based LIF while still using the Loopback IP as the preferred
management endpoint. This ensures that management access remains consistent,
even if the physical interface or the VLAN configuration changes, thereby improving
stability and reliability.

Configuration Overview

e To bind a management service to a LIF interface, use the following command:

ACOS (config) # enable-management service <service name>

ACOS (config-enable-management <service name>)# 1lif <Ilif name>

All services under enable-management service command i.e., acl-v4, acl-v6,
http, ping, snmp, ssh, and telnet also support the 1if option.

e To view the management services bound to LIF interfaces, use the show
management command. See Viewing the Current Management Access Settings.

Configuration Example

The following example configuration binds the HTTPS management service to the
specified LIF interface (1if test):

ACOS (config) # interface 1lif 1if mgmt
ACOS (config-if:1if:1if mgmt)# encapsulation dotlg 2006
ACOS (config-if:1if:1if mgmt-dotlqg)# trunk I
ACOS (config-if:1if:1if mgmt-dotlqg) # exit
ACOS (config-if:1if:1if mgmt)# ip address 1.1.6.38 255.255.255.0
ACOS (config-if:1if:1if mgmt)# ipv6é address 2006::85/64
(

ACOS (config-if:1if:1if mgmt)# exit

ACOS (config)# enable-management service https
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ACOS (config-enable-management https)# 1if 1if mgmt

Additional Information

o It applies only to incoming management traffic directed to ACOS; outgoing traffic
from ACOS remains unchanged and follows existing routing logic.

o If priority is configured for the service, it is applied only for LIFs that use VLAN
tagging (DOT1Q).

e A maximum of 16 LIF interfaces can be configured for management access.

e A LIF cannot be deleted while a management service is bound to it; it must be
unbound first.

Viewing the Current Management Access Settings

To view the management access settings that are currently in effect, enter the show
management command at any level of the CLI.

The following example shows an ACOS device with 12 Ethernet data ports. In this
example, all the access settings are set to their default values:

ACOS# show management

PING SSH Telnet HTTP HTTPS SNMP
ACL

mgmt on on off on on
on =

ethl on off off off off
off =

eth2 on off off off off
off =

eth3 on off off off off
off =

eth4 on off off off off
off =

ethb5 on off off off off

off =
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ethé on off off off off
off =

eth7 on off off off off
off =

eth8 on off off off off
off =

eth9 on off off off off
off =

ethlO on off off off off
off =

ethll on off off off off
off =

ethl?2 on off off off off
off =

ve3 on off off off off
off =

veb on off off off off
off =

1lif 1 ACL 1 ACL 1 ACL 1 ACL 1 ACL 1
ACL 1 1

1if 2 ACL 1 ACL 1 ACL 1 ACL 1 ACL 1
ACL 1 1

1if 3 ACL 1 ACL 1 ACL 1 ACL 1 ACL 1
ACL 1 1

Regaining Access if You Accidentally Block All Access

If you disable the type of access that you are using at the time you enter the
disable-management cOmmand, your management session will end. If you
accidentally enter the a11 option for all interfaces, which locks you out of the device
completely, the user can still access the CLI by connecting a computer to the ACOS
device’s serial port.
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Additional CLI Reference Information

The Command Line Interface Reference provides additional information on the CLI
commands used in this document.
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Configuring Web Access

The following topics are covered:

Default Web Access Settings ...,

Configuring Web AcCess ... .

Default Web Access Settings

Table 6provides information about the default settings for web access.

Table 6 : Default Web Access Setting

secure (HTTPS) port.

Parameter Description Default

Auto-redirect Automatically redirects Enabled
requests for the unsecured
port (HTTP) to the secure port
(HTTPS).

HTTP server HTTP server on the ACOS Enabled
device.

HTTP port Protocol port number for the 80
unsecured (HTTP) port.

HTTPS server HTTPS server on the ACOS Enabled
device.

HTTPS port Protocol port number for the 443

Timeout Number of minutes a Web
management session can
remain idle before it times out
and is terminated by the
ACOS device.

Range: 0-60 minutes

To disable the timeout,
specify 0.

Default: 10 minutes

aXAPI Timeout Number of minutes an aXAPI
session can remain idle before

0-60 minutes.

If you specify O, sessions
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Parameter

Description

Default

being terminated. Once the
aXAPI session is terminated,
the session ID generated by
the ACOS device for the
session is no longer valid.

For more information about
aXAPI, see the aXAPI
Reference documentation.

never time out.

Default: 10 minutes

aXAPI Token Sharing | Enables sharing of aXAPI Disabled
tokens within multiple hosts
without the need to
authenticate the hosts.
NOTE: If you disable HTTP or HTTPS access, sessions on the management GUI

are immediately terminated.

Configuring Web Access

By default, access to the ACOS management HTTP Graphical User Interface (GUI) is
enabled and is secure. A valid administrator username and password are required to

log in. The user can configure the web access through the CLI mode.

The following topics are covered:

e Default Web Access Settings

e Configuring Web (HTTP) Access in the GUI Mode

e Configuring Web (HTTP) Access in the CLI Mode

Configuring Web (HTTP) Access in the GUI Mode

This feature is not applicable.
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Configuring Web (HTTP) Access in the CLI Mode

To configure web access, enter the web-service command at the global configuration
level of the CLI.

o By default, the web server is enabled on the system. The following command
disables the web server:

ACOS (config) # web-service server disable

e The following command sets the HTTP port to 80:

ACOS (config) # web-service port 80
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Public Key Authentication for SSH

The following topics are covered:

OV IV W il 81
Generating a Key Pair From the Remote Client ... ... .. ... ... ... 81
Importing the Public Key to the ACOS Device ... ..o i, 82
Deleting a Public Key .. .. 83
Additional Reference Information ... . . ... 83

Overview

ACOS provides an option to simplify management access through the CLI, with
support for public key authentication.

Public key authentication allows an ACOS administrator to log in through SSH
without entering a password. When the administrator enters a username and
presses Enter, the SSH client on the administrator’s computer sends a signature file
for the administrator.

The ACOS device compares the signature file to the administrator’s public key that is
stored on the ACOS device. If they match, the administrator is granted access.

Generating a Key Pair From the Remote Client

On the remote client (for example, a computer) from where the administrator
accesses the ACOS device’s CLI, use the computer’s SSH client to generate an RSA key
pair for the administrator. The key pair consists of a public key and a private key.

NOTE: In the current release, only the OpenSSH client is supported.

The following example show you how to generate a key pair from a remote client
with the administrator account admin2:

OpenSSHclient$ mkdir ~/.ssh
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OpenSSHclient$ chmod 700 ~/.ssh
OpenSSHclient$ ssh-keygen -q -f ~/.ssh/ACOS_admin2 -t rsa
Enter passphrase (empty for no passphrase): ..

Enter same passphrase again: ..

NOTE: At the passphrase prompts, press Enter and do not enter any
characters.

Importing the Public Key to the ACOS Device

After the key pair is generated, to import the public key to the ACOS device:

1. Login to the ACOS device with root or global read-write privileges.
2. Access the configuration level for the administrator account.

3. Import only the public key, and not the private key, to the ACOS device.

The user can import public keys in separate files or grouped in one file.

NOTE: The admin account has root privileges and can manage the public
certificates for all administrators. Other administrators accounts can
manage only the public key that belongs to that administrators
account.

The following example shows you how to import a public key for the administrator
user admin2:

ACOS (config)# admin admin2

ACOS (config-admin:admin2) # ssh-pubkey import scp:
Address or name of remote host []? 10.10.10.69
User name []? ACOSadmin2

Password []? ***kx**xxx*

File name [/]? /home/admin2/.ssh/ACOS_admin2.pub
ACOS (config-admin:admin2) # ssh-pubkey list

For more information, see the admin command in the Command Line Interface
Reference, in the section were the ssh-pubkey import command is described.

The user can enter the ssh-pubkey list command to view the public keys on your
system.
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Deleting a Public Key

To delete an SSH public key from the ACOS device, enter the following command:
ACOS (config-admin:admin2) # ssh-pubkey delete num

The num option specifies the key number on the ACOS device. The user can display
the key numbers and the keys by entering the ssh-pubkey list command.

Additional Reference Information

The following commands that appear in the examples of this document are described
in the Command Line Interface Reference.

ACOS (config-admin:adminuserl) # ssh-pubkey 2
delete Delete an authorized public key

import Import an authorized public key

list List all authorized public keys



mailto:techpubs-dl@a10networks.com

ACOS 6.0.8 Management Access and Security Guide Feedback

Lightweight Directory Access Protocol

Lightweight Directory Access Protocol

This chapter describes how an ACOS device can use Lightweight Directory Access
Protocol (LDAP), an AAA protocol, to authenticate administrators and authorize
management access based on the account information on external LDAP servers.

The following topics are covered:

OV IV W . 84
Configuring LDAP for ACOS Administrators ... ... . ... . ... ... 84
Configuring an LDAP SeIVEeI . ... 85
Configuring an OpenlLDAP Server .. ... 89
Configuring Microsoft Active Directory .. ... . oo 94
Additional Reference Information ... ... ... ... 115

Overview

The user can use one of the following types of LDAP servers:

e OpenlLDAP
e Microsoft Active Directory (AD)

Configuring LDAP for ACOS Administrators

To configure LDAP authentication and authorization for ACOS administrators:
1. To enable LDAP authentication, enter the following command:
ACOS (config) # authentication type ldap local

2. To add the LDAP server(s) to the ACOS configuration, enter the 1dap-server
host command. For example:

ACOS (config) # ldap-server host 192.168.4.0 cn cn dn example-dn-string

port 638 ssl timeout 5
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3. The following list provides additional information on the options:

¢ If you do not use SSL, the default port is 389. If you use SSL, the default port is
636.

e The default timeout value is 3.

4. Prepare the LDAP server.
For more information, see the one of the following sections:

e Configuring an OpenLDAP Server

e Configuring Microsoft Active Directory

5. Test the configuration by using an ACOS administrator account to log in to the
LDAP server.

Configuring an LDAP Server

The user can configure an LDAP server by using the GUI or the CLI.

The following topics are covered:

Configuring using GUI ... 85

Configuring Using CLl . 88

Configuring using GUI

The user can configure the LDAP server through the GUI mode. The following are the
various steps and modes to configure an LDAP server on the ACOS device:

Navigate to System >> Admin.
Select LDAP from the External Authentication tab.
Verify that System >> Admin >> External Authentication >> LDAP is displayed.

Click Create. The Create LDAP Server window appears.

v e w N Re

Select one of the following for the LDAP Type:
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¢ Name

o IPV4
e IPV6

6. Complete one of following tasks:

If you selected Name, complete the following steps:

a.
b.

Select either Domain Name or Common Name.
If you selected Domain Name, enter the Domain Name in its text box.

If you selected Common Name, enter both the Common Name and the
Distinguished Name in their text boxes.

Do not use quotation marks for the distinguished names. For example:

e The string syntax cn=xxx3, dc=mACOScrc, dc=com DN string syntax is valid.

e The string “cn=xxx3, dc=mACOScrc, dc=com” is not valid.

To use nested OUs, specify the nested OU first, then the root.

. Enter a port number in the Port text box or accept the default.

. Enter a timeout value in the Timeout (Seconds) text box or accept the default.

The Timeout field displays the maximum number of seconds that the ACOS
device waits for a reply from the LDAP server for a given request. The user can
specify 1-60 seconds. If the LDAP server does not reply before the timeout,
authentication of the admin fails.

Determine whether you want to enable or disable SSL.

g. Click Create.

. Verify that you have returned to the System >> Admin >> External

Authentication >> LDAP window and that an LDAP server has been created.
If you selected IPv4, complete the following steps:

i. Enter the host IP address of the LDAP server in the Server text box.

ii. Select either Common Name or Domain Name.
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Vi.

Vii.

If you selected Common Name, enter both the Common Name and the
Distinguished Name in their text boxes.

If you selected Domain Name, enter the Domain Name in its text boxes.

Enter a port number in the Port text box or accept the default.

. Enter a timeout value in the Timeout (Seconds) text box or accept the

default.

The Timeout field displays the maximum number of seconds that the ACOS
device waits for a reply from the LDAP server for a given request. The user
can specify 1-60 seconds. If the LDAP server does not reply before the
timeout, authentication of the admin fails.

Determine whether you want to enable or disable SSL.
Click Create. Verify that you have returned to the

Verify that you have returned to the System >> Admin >> External
Authentication >> LDAP window and that an LDAP server has been
created.

If you selected IPv6, complete the following steps:

i. Enter the host IPv6 address of the LDAP server in the Server text box.

ii. Select either Common Name or Domain Name.

If you selected Common Name, enter both the Common Name and
the Distinguished Name in their text boxes.

If you selected Domain Name, enter the Domain Name in its text
boxes.

iii. Enter a port number in the Port text box or accept the default.

iv. Enter a timeout value in the Timeout (Seconds) text box or accept the
default.

The Timeout field displays the maximum number of seconds that the
ACOS device waits for a reply from the LDAP server for a given
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request. The user can specify 1-60 seconds. If the LDAP server does not
reply before the timeout, authentication of the admin fails.

v. Determine whether you want to enable or disable SSL.
vi. Click Create. Verify that you have returned to the

vii. Verify that you have returned to the System >> Admin >> External
Authentication >> LDAP window and that an LDAP server has been
created.

Configuring using CLI

The user can configure the LDAP server through the CLI mode. The following are the
various steps and modes to enable LDAP authentication and enter the following
command at the global configuration level of the CLI:

ACOS (config)# authentication type ldap

e To use backup methods, specify the methods in the order in which you want to
use them. For more information, see Multiple Authentication Methods and Tiered
Authentication.

For example:
ACOS (config)# authentication type ldap local radius tacplus

e To configure an LDAP server on the ACOS device, use the 1dap-server host
command at the global configuration level of the CLI:

ACOS (config)# ldap-server host 192.168.101.24 cn UserName dn

cn=UserName,dc=UserAccount,dc=example,dc=com

Do not use quotation marks for the dn option. For example, the following DN string
syntax is valid:

cn=xxx3,dc=mACOScrc,dc=com
The following string is not valid:

“cn=xxx3,dc=mACOScrc,dc=com”

Spaces are not allowed in the dn specification.
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e Multi-domain admin authentication and authorization can be achieved by
configuring ACOS’s LDAP server to point to the AD Global Catalog. To configure the
ACOS’s LDAP server to support this mode, specify the following:

o Authentication type
o Authentication mode

o |dap-server host

NOTE:
o Multi-domain admin authentication and authorization will work

as expected for AD (Active Directory) only; it will not work for
multi-disjointed domains.

o The input format for the admin name should be
domain\usernmae or username@domain. Other formats are not
supported.

o All current authorization attributes are supported: OU,
A10AdminRole, A10OAdminPartition, A10AccessType.

e To configure the ACOS device and provide LDAP AAA for UserAccUser1, enter a
command like the following:

ACOS (config) # ldap-server host ldapserver.ad.example.edu cn ExampleUser
dn

ou=StaffElevatedAccounts,ou=ServiceAccounts,dc=ad,dc=example,dc=edu

To use nested OUs, specify the nested OU first, then the root. For example, a user
account could be nested in the following way:

Root OU= Service Accounts -> OU=StaffElevatedAccounts -> UserAccUserl

For more information about these commands, see the Command Line Interface
Reference.

Configuring an OpenlLDAP Server

The following topics are covered:

OV O VI OW 90
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A10 Schema File for OpenlDAP .. oo 90
A10 Administrator Account Files for LDAP ... . ... 93
Overview

When logging in to the ACOS device via LDAP, the ACOS devices needs to send LDAP
packets to LDAP server (for example, OpenLDAP or Windows AD). OpenLDAP can be
installed on Windows or Linux.

To configure an OpenLDAP server and provide authentication and authorization for
ACOS administrators:

1. Add the A10 schema file by copying the file and pasting it in the following
location:

openldap install directory\schema

For example, on your server, the location might be c:\Program
Files\OpenLDAP\schema.

For more information, see A10 Schema File for OpenLDAP.

2. Add the administrator accounts.

For more information, see A10 Administrator Account Files for LDAP.

3. Restart the LDAP service.

A10 Schema File for OpenLDAP

The following text is an example of the schema file that is required on the OpenLDAP
server to provide authentication and authorization to ACOS administrators:

# all al0 LDAP OID be placed in 1.3.6.1.4.1.22610.300.
# all attributetype start from 1.3.6.1.4.1.22610.300.1.
# all objectclass start from 1.3.6.1.4.1.22610.300.2.

attributetype ( 1.3.6.1.4.1.22610.300.1.1
NAME 'Al0OAdminRole'
DESC 'admin Role'
syntax 1.3.6.1.4.1.1466.115.121.1.15
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SINGLE-VALUE )

attributetype ( 1.3.6.1.4.1.22610.300.1.2
NAME 'AlOAdminPartition'
DESC 'admin Partition'
EQUALITY caselIgnoreMatch
SUBSTR caseIgnoreSubstringsMatch
syntax 1.3.6.1.4.1.1466.115.121.1.15 )

attributetype ( 1.3.6.1.4.1.22610.300.1.3
NAME 'AlOAccessType'
DESC 'admin Access Type'
syntax 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

objectclass ( 1.3.6.1.4.1.22610.300.2.1
NAME 'Al1O0Admin' SUP top AUXILIARY
DESC 'A1l0 Admin object class '
MAY ( AlOAdminRole $ Al10AdminPartition $ Al1OAccessType ) )

The LDAP schema file for ACOS administrator authentication and authorization
contains the following items:

e AlO0OAdmin

This is the object class for A10 Networks, and can contain one or more of the
following attribute types.

The user can specify the values to assign to these attributes in the definition file
for the administrator. (See A10 Administrator Account Files for LDAP.)

« AlOAdminRole

This attribute type specifies the administrator’s role, which defines the scope of
read-write operations the administrator is allowed to perform on the ACOS device.

The ACOS device has the following predefined roles:
o ReadOnlyAdmin

o ReadWriteAdmin

o PartitionSlbServiceOperator
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o PartitionReadOnly

o PartitionReadWrite

NOTE: When RBA is disabled, in CLI, login users with the role
"PartitionSlbServiceOperator" can configure other objects, except
for the role "PartitionSleerviceOperator".

On GUI, login users with role "PartitionSlbServiceOperator" can
access objects or pages that are under the role

"PartitionSlbServiceOperator".

o To specify one of these roles in the definition file for the administrator account,
use the role name as the attribute value. For example:

Al0AdminRole: ReadWriteAdmin

If you do not use this attribute in the definition file for the administrator account,
the ReadOnlyAdmin role is assigned to the administrator.

e AlOAdminPartition — This attribute type specifies the ACOS partition the
administrator is authorized to log onto.

o For the shared partition, enter “shared”. For example:

Al0AdminPartition: shared

o For a private partition, enter the partition name. For example:

Al10AdminPartition: privpartl

If you do not use this attribute in the definition file for the administrator
account, the administrator is allowed to log into the shared partition.

e Al1OAccessType — This attribute type specifies the user interface(s) for which the
administrator is authorized and whether the administrator is authorized to create,
import, or modify External Health Monitor files. The user can specify one or more
of the following:

o ¢li—CLl
o web— GUI

o axapi — aXAPI

o nhm — External Health Monitors
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An administrator is not allowed to log into the device if the corresponding
admin account does not enable at least one of the c11i, web, Or axapi
parameters.

The hm parameter attribute can only be specified for administrator accounts
with system-wide, read+write (R/W) privilege to allow them to be able to create,
import, or modify External Health Monitor files.

CAUTION: The hm attribute should be enabled only for other admins sufficiently
trusted to perform these operations without malicious or malicious
content which could otherwise compromise security in the ACOS
system and its deployed environment.

NOTE: For more information, see the Application Delivery and Server Load
Balancing Guide (Using External Health Methods section) and
Configuring LDAP for ACOS Administrators.

A10 Administrator Account Files for LDAP

Administrator accounts managed by an LDAP server are stored in files on the server.
The following is an example for creating an LDAP user:

dn: cn=userl,dc=my-domain,dc=com
cn: userl

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: ALlOAdmin
userPassword: 123456

sn: sn

ou: guest

Al0AdminRole: ReadWriteAdmin

This file configures admin “userl”. The objectClass value 210admin and the
Al0AdminRole attribute are specific to A10 Networks and are defined in the schema
file, which also must be added to the LDAP server.



mailto:techpubs-dl@a10networks.com

ACOS 6.0.8 Management Access and Security Guide Feedback

Lightweight Directory Access Protocol

In this example, the A10AdminPartition and A10AccessType attributes are omitted.
The default values are used. (See A10 Schema File for OpenLDAP.)

Configuring Microsoft Active Directory

The user can configure Microsoft Active Directory for LDAP authentication and
authorization of ACOS administrators. When the user logs into the ACOS device, the
device sends the user name and password to Active Directory to validate the
credentials.

NOTE: The information in this section is based on Windows Server 2008.

The following topics are covered:

SUMMI MY e 94
Configuring ACOS Administrator ACCOUNtS . ... o i 95
A10 LDAP Object Class and Attribute TYPeS ... 99
Restarting the LDAP ProCess ... 106
Changing the Administrator Role (A10AdminRole) ... . ... .. ... 108
Adding Private Partition Information (A10AdminPartition) ....................... 111
ACOS Configuration ... 111
LDAP Server Configuration ... oo o 111
Changing the Access Type (A10ACCESSTYPE) - 113
Summary

The following is a summary of this configuration for Microsoft Active Directory.
1. Install Active Directory on your Windows server.

a. For more information, see http://technet.microsoft.com/en-
us/library/jj574166.aspx.

2. Configure the administrator accounts.

For more information, see Configuring ACOS Administrator Accounts.
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3. Add a user name and password to Active Directory.

For more information, see http://technet.microsoft.com/en-
us/library/dd894463(v=WS.10).aspx.

4. (Optional) Add the A10 LDAP attribute types to the server. See Adding A10 LDAP
Attribute Types.

NOTE: If you plan to use the default settings for all the A10 attributes, the
user can skip this step.

Configuring ACOS Administrator Accounts

This section describes how to configure an administrator account.

The following topics are covered:

Creating a Read-Only Administrator ... ... ... .. 95
Testing the Read-Only Administrator Account ... ... .. ... ... ........... 96
Configuring a Read-Write Administrator ... ... .. 97
Testing the Read-Write Administrator Account ... ... ... ... 98

Creating a Read-Only Administrator
To create an administrator with the ReadOnlyAdmin role:

1. Go to the Active Directory Users and Computers.

2. Click File > New.

3. Complete the following steps in the New Object - User window:
a. Enter a first name.
b. Enter a last name.
c. Enter a full name.

d. Enter a user logon name.

e. Select the domain.



mailto:techpubs-dl@a10networks.com

ACOS 6.0.8 Management Access and Security Guide Feedback

Lightweight Directory Access Protocol

f. If applicable, enter the pre-Windows 2000 logon name.
g. Click Next.

4. Select User Account in the left pane to see the user that you just created
displayed in the right pane.

Figure 3 : Creating a Read-Only Administrator

New Dbject - User [ ]

2_ Create ot example, com/U et ccount

T

s | Deseiption

beeres ki show in this wise,

Fits! piatrea: | Iritials:

Last narme: |leﬂ

Fuul namme: 1=t

Lzt logom nams:

]basli |@mm’ple.cnm LI
Uzt logom name [pre-Windawves 2000)

]D'C-'-‘-MFLEUH |bcst

Hext » Cancel
[ e ]

Testing the Read-Only Administrator Account
The following is the LDAP server configuration on the ACOS device:

ldap-server host 192.168.101.24 cn cn dn ou=UserAccount,dc=example, dc=com
|

authentication type ldap
|

The following is an example of the session login by the read-only admin. Access to
the configuration level by this admin is not allowed.

[root@Linux-PC-148 ~]# ssh -1 test 192.168.100.46
Password:

Last login: Thu Jun 21 13:05:51 2012 from 192.168.100.148
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ACOS system is ready now.
[type ? for help]

ACOS>

ACOS> enable

Password: <blank>

ACOS# show admin session

Id User Name Start Time Source IP
Partition Authen Role Cfg
*9g test 13:08:10 CST Thu Jun 21 2012 192.168.100.148
Ldap ReadOnlyAdmin No

ACOS# config

A

[o)

% Unrecognized command.Invalid input detected at '"' marker.
ACOS#

Configuring a Read-Write Administrator
In this example, the ou attribute is set to operator.
To configure a read-write administrator with a ReadWriteAdmin role:

Go to Active Directory Users and Computers.
Right-click User Account, and in the right-pane, select a user name.
Right-click on the user name and select Properties.

On the Attribute Editor tab, click ou, and click Edit.

In the Multi-value String Editor, in Value to add, enter Operator.

Click OK.

A o

CLI
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Table 7 : Multi-valued String Editor
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Testing the Read-Write Administrator Account
The following is the LDAP server configuration on the ACOS device:

ldap-server host 192.168.101.24 cn cn dn ou=UserAccount,dc=example, dc=com
!
authentication type ldap

The following is an example of the session login by the read-write administrator:

NOTE: This administrator is allowed to access the configuration level.

[root@Linux-PC-148 ~]# ssh -1 test 192.168.100.46
Password:
Last login: Thu Jun 21 13:08:10 2012 from 192.168.100.148

ACOS system is ready now.

[type ? for help]
ACOS> enable
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Password: <blank>

ACOS# show admin session

Id User Name Start Time Source IP Type

Partition Authen Role Cfg

*101 test 13:22:16 CST Thu Jun 21 2012 192.168.100.148 CLI
Ldap ReadWriteAdmin No

ACOS# config
ACOS (config) #

A10 LDAP Object Class and Attribute Types

The user can add A10 LDAP attribute types to the server.

NOTE: If you plan to use the default settings for all the A10 attributes, the
user can skip the rest of this section.

CAUTION: Please add the attributes carefully. Once they are added, they can not
be changed or deleted.

The following topics are covered:

AN ROIE 99

Adding A10 LDAP Attribute TYPES .. 100

Adding the Attribute Typeinthe GUI Mode ... .. ... ... ... 101

Adding “a10Admin” to the object Class . ... .. oo 104
Admin Role

The LDAP object class for A10 Networks is A10Admin, and can contain one or more of
the following attribute types. The user can specify the values to assign to these
attributes in the definition file for the admin.

e A10AdminRole
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This attribute type specifies the administrator’s role, which defines the scope of

read-write operations that the administrator is allowed to perform on the ACOS
device.

The following predefined roles are included on the ACOS device:
o ReadOnlyAdmin

o ReadWriteAdmin

o PartitionReadWrite

o PartitionSlbServiceOperator

o PartitionReadOnly

NOTE: When RBA is disabled, in CLI, login users with the role
"PartitionSlbServiceOperator" can configure other objects, except
forthelTﬂe"PartitionSleerviceOperatorm
On GUI, login users with role "pPartitionSlbServiceOperator" can
access objects or pages that are under the role

"PartitionSlbServiceOperator".

Adding A10 LDAP Attribute Types

To specify one of these roles in the definition file for the administrator account,
enter the role name as the attribute value.

For example,
al0AdminRole: ReadWriteAdmin

If you do not use this attribute in the definition file for the administrator account,
the ReadOnlyAdmin role is assigned to the administrator.

e A1OAdminPartition specifies the ACOS partition that the administrator is
authorized to access.

o For the shared partition, enter “shared”.
For example,

alO0OAdminPartition: shared

o For a private partition, enter the partition name.
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For example,
alO0AdminPartition: privpartl

If you do not use this attribute in the definition file for the administrator
account, the administrator can log in to the shared partition.

e A10AccessType specifies the user interface(s) that the administrator authorized to
use.

The user can specify one or more of the following interfaces:
o cli

o web

o axapi

o hm— External Health Monitors

When you do not enable these attributes in the definition file for the
administrator account, the admin is not allowed to log in though any of these
interfaces. Furthermore, the admin cannot create, import, or modify External
Health Monitor files. The hm parameter can only be specified for administrator
accounts with system-wide, read and write (R/W) privilege.

Adding the Attribute Type in the GUI Mode

The user can add the Attribute Type through the GUI mode. The following are the
various steps and modes to configure in Windows, to add the attribute type:

1. Click Start > All Programs > Accessories > Run.

2. To start Microsoft Management Console, enter mmc.
3. In the console, click File > Add/Remove Snap-In.
4

. In Add or Remove Snap-ins, select Active Directory Schema in the left pane and
click Add.

Click OK.

5.
6. In the Console, right-click the Attributes folder, and click New > Attribute.
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Figure 4 : Attribute Add Schema
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7. In Create New Attribute, complete the fields, and click OK.

Figure 5: Creating a New Attribute
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8. In Console, right-click Classes, and click New > Class.

9. Enter the appropriate information in the Identification and Inheritance and Type
sections and click Next.

Figure 6 : Creating a New Class
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Description: |.ﬁ.'l 0 Admin object class

Inheritance and Type

Parent Class: Itnp

Class Type: T - |

10. Enter the appropriate information in the Mandatory and Optional sections and
click Finish.
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Figure 7 : Mandatory and Optional fields
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Adding “al0Admin” to the object Class

Figure 8and Figure 9change the object Class and add a10Admin to the objectClass.

After this, all the attributes can be added to administrator test.
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Figure 8 : Adding Admin Test to the objectClass
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Figure 9 : Editing the Values
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Restarting the LDAP Process

To place the LDAP changes into effect, restart the LDAP process on the server. To
access the process controls, under Administrative Tools, select Services.
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Figure 10 : Restarting the LDAP Process - Step 1
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Figure 11 : Restarting the LDAP Process - Step 2
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Changing the Administrator Role (A10AdminRole)

Changing the Administrator Role and Clearing the ou Attribute set the administrator

role for administrator test to ReadWriteAdmin.
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Figure 12 : Changing the Administrator Role
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Figure 13 : Clearing the ou Attribute
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0k I Cancel Apply Help

Login Example
The following is a login example for an administrator:

[root@Linux-PC-148 ~]1# ssh -1 test 192.168.100.46
Password:

Last login: Thu Jun 21 13:22:16 2014 from 192.168.100.148
ACOS system is ready now.

[type ? for help]

ACOS> enable

Password: <blank>

ACOSH#
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ACOS# show admin session

Id User Name Start Time Source IP Type

Partition Authen Role Cfg

*106 test 14:15:13 CST Thu Jun 21 2014 192.168.100.148 CLI
Ldap ReadWriteAdmin No

ACOSH#

ACOS# config
ACOS (config) #

Adding Private Partition Information (A10AdminPartition)

The following screen configures admin test as an private partition administrator and
assigns the administrator to partition test1.

NOTE: The shared partition does to need to be added to the LDAP server. If
the a10adminPartition attribute is not set, the admin is permitted to

access the shared partition.

ACOS Configuration

The following is the partition configuration on the ACOS device:

ACOS# configure
ACOS (config)# partition testl id 1

LDAP Server Configuration

Figure 14 sets the a10AdminPartition attribute to test1. This indicates that the
admin can access the private partition called test1. The al0AdminRole attribute is set
to PartitionReadWrite. This restricts the administrator to read-write operations in

the private partition.
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Figure 14 : LDAP Server Configuration

estproperties @K

Publizhed Certificates I tember OF I Pazzword Replication I Dial-in I Object

Security I E nvironment I Sezzions I Remote control

General I Address I Account I Profile I Telephones I Organization
Terminal Services Profile I COM+ Attribute E ditar

Aftributes:

Attribute | Value -

al0AccesszTupe <not zets —

a1 0a4dminPartition test]

a1 0 dminF ole PartitionF eadwrite

accountE pires [Fever)

accountMameHistory  <not et

aCSPolicyM ame <not zets

adminCount <not et

adminD escription <not zets

adminDizplayM ame <not zets

altSecurityldentities <not zets

azsistant <not et

attributeCertificatedtt... <not zetx

audio <not et

badPazswordT ime 2012/6/21 11:57:10 China Standard Time

Edit | Filter |
Help

Login Example
When administrator test logs in, the session opens in partition test1.

[root@Linux-PC-148 ~]# ssh -1 test 192.168.100.46
Password:

Last login: Thu Jun 21 14:19:41 2012 from 192.168.3.196
ACOS system is ready now.

[type ? for help]

ACOS2500-1[testl]>

AC0S2500-1[testl]> enable

Password: <quick>
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ACO0S2500-1[testl]#
AC0S2500-1[testl]# config
ACOS2500-1[testl] (config)# show admin session

Id User Name Start Time Source IP Type
Partition Authen Role Cfg
*108 test 14:22:51 CST Thu Jun 21 2012 192.168.100.148 CLI
testl Ldap PatitionReadWriteYes

Changing the Access Type (A10AccessType)

Figure 15sets the access type for the partitionReadwrite administrator to web

(GUI) and aXAPI. This configuration prohibits the administrator from logging in
through the CLI.
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Figure 15 : Changing the Access Type
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Login Example

The following example shows what happens if the admin tries to log in through the
CLI:

[root@Linux-PC-148 ~]# ssh -1 testl 192.168.100.46
Password: **x*

Password: ***

Couldn’t login via CLI, check the log message with admin/aloO
ACOS2500-1# show log
Log Buffer: 30000
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Jun 21 2012 14:30:42 Error [SYSTEM] : The user, testl, from the remote
host, 192.168.100.148, failed in the CLI authentication.
Jun 21 2012 14:30:42 Warning [SYSTEM]:Ldap authentication failed (user:

testl) : The user access interface is not authenticated.

Additional Reference Information

The authentication command has the following options.

To understand these options and how they affect the authentication process, see
Command Line Interface Reference.

ACOS (config)# authentication ?

console Configure console authentication type
enable The enable-password authentication type
login The login mode

mode Configure authentication mode

multiple-auth-reject Multiple same user login reject

type The login authentication type
ACOS (config)# ldap-server host ?

NAME<length:1-63> Hostname of LDAP server

A:B:C:D:E:F:G:H IPV6 address of ldap server
A.B.C.D IPV4 address of ldap server
NOTE: To get additional information on the commands that appear in the

examples of this document, see Command Line Interface Reference.
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TACACS+ and RADIUS

The user can configure the ACOS device to use remote servers for Authentication,
Authorization, and Accounting (AAA) for administrative sessions. The ACOS device
supports RADIUS, TACACS+, and LDAP servers. This sections provides information on
the following RADIUS and TACACS+ features.

NOTE: For information about LDAP support, see Lightweight Directory Access
Protocol.

The following topics are covered:

Authentication and Modes ... . ... 116
Authentication Process ... ... .o i 119
Token-based Authentication Support for RADIUS ... . ... 123
AUthOiZatioN o 124
Configuring ACCOUNTING - 135
Configuring Authentication, Authorization, and Accounting (AAA) for Admin-

ISErAtOr ACCESS e 137
Configuring Remote Authentication ... ... .. . 138
Additional TACACS+ Authentication Options ..., 142
CLI EXamMPleS L 152
Windows IAS Setup for RADIUS . ... 155
Windows 2022 NPS Setup for RADIUS ... 172
Authentication and Authorization Based on Group Extraction .................. 189
Additional Reference Information ... ... . 192

Authentication and Modes

The following topics are covered:
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Tiered Authentication ... .. .. 117

Overview

Authentication grants or denies access to the device based on the credentials
provided by the user (admin user name and password).

By default, when someone attempts to log in to the ACOS device, the device
determines whether the username and password exist in the local administrative
database. Without additional configuration, the authentication process stops at this
point. If the administrator username and password exist in the local database, the
user is granted access; otherwise, access to the device is denied.

The user can configure the ACOS device to also use external RADIUS, TACACS+ or
LDAP servers for authentication.

Multiple Authentication Methods

The user can specify multiple methods for authenticating ACOS administrators. For
example, the user can configure the ACOS device to try the these servers in the
following order:

o LDAP
o TACACS+
o RADIUS

e Local database
In this example, the ACOS device tries to use the LDAP servers first. If no LDAP
servers respond, the ACOS device tries to use the TACACS+ servers. If no TACACS+

servers respond, the ACOS device tries the RADIUS servers. If no RADIUS servers
respond, the ACOS device uses the local database.

Tiered Authentication

In addition to selecting multiple methods of authentication, if the primary
authentication method is unavailable, the user can configure the ACOS device to use
tiers of authentication and configure backup authentication methods. By default, the
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backup authentication method is used only if the primary method does not respond.
If the primary method responds and denies access, the secondary method is not
used. The administrator is not granted access.

The user can enable the ACOS device to check the next method if the primary method
does respond and authentication fails. This option is called “tiered authentication”.
For example, the primary method is RADIUS and the next method is TACACS+. If
RADIUS rejects the administrator, tiered authentication attempts to authenticate the
administrator by using TACACS+.

Figure 16provides information about the ACOS authentication behavior based on
tiered authentication.

Figure 16 : Tiered Authentication

Tiered Authentication ACOS Behavior

Setting

Single 1. Try methodl. If a method1 server replies, permit
(default) or deny access based on the server reply.

2. Only if no method1 servers reply, try method2. If
a method?2 server replies, permit or deny access
based on the server reply.

3. Only if no method2 servers reply, try method3. If
a method3 server replies, permit or deny access
based on the server reply.

4. Only if no method3 servers reply, try method4. If
authentication succeeds, the admin is permitted.
Otherwise, the admin is denied.

Multiple 1. Try methodl. If a method1 server replies, permit
access based on the server reply.

2. If no method1 servers reply or a method1 server
denies access, try method2. If a method2 server
replies, permit access based on the server reply.

3. If no method2 servers reply or a method2 server
denies access, try method3. If a method3 server
replies, permit access based on the server reply.
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Tiered Authentication ACOS Behavior
Setting

4. If no method3 servers reply or a method3 server
denies access, try method4. If authentication
succeeds, the admin is permitted. Otherwise, the
admin is denied.

By default, tiered authentication is disabled and is set to single. The user can enable
it on a global basis.

Authentication Process

The following topics are covered:

OV VI BW 119

Disabling Local Authentication for the Administrator Account in the CLI

MO 122
Overview

First, the user must specify whether to check one of the following:

e Local Database (Scenario: Authentication Process When Remote Authentication Is
First (Two Remote Servers Configured) — RADIUS)

or

e Remote Server (Scenario: Authentication Process When Remote Authentication Is
First (one remote server configured) — TACACS+)

They show the authentication processes that are used if the ACOS device is
configured to check remote AAA servers first.

If the RADIUS, TACACS+, or LDAP server responds, the local database is not checked,
and one of the following situations occurs:

e If the administrator’s credentials are found on the RADIUS, TACACS+, or LDAP
server, the administrator is granted access.
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e If the administrator credentials are not found on the RADIUS, TACACS+, or LDAP
server, the administrator is denied access.

If there is no response from RADIUS, TACACS+, or LDAP server, the ACOS device
checks its local database for the administrator name and password.

e An exception is made for the admin account; by default, the ACOS device always
uses local authentication for admin.

e Local authentication can be disabled for admin, in which case the authentication
process is the same as for other administrator accounts.

NOTE: For more information, see Disabling Local Authentication for the
Administrator Account in the CLI Mode.

Scenario: Authentication Process When Remote Authentication Is First (Two Remote
Servers Configured) — RADIUS

Authentication Process When Remote Authentication Is First (Two Remote Servers
Configured) — RADIUS
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Figure 17 : Two Remote Server Configured
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Figure 18 : One Remote Server Configured.
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Disabling Local Authentication for the Administrator Account in

the CLI Mode

The user can disable the local authentication for the administrator account through
the CLI mode. The following are the steps and modes to disable these settings for the
interfaces:

By default, the ACOS device always locally authenticates admin even if RADIUS,
TACACS+, or LDAP is used as the primary authentication method.

To disable automatic local authentication for the administrator account, access the
admin configuration level for the admin you want to disable, then use the disable
command. For example:

ACOS (config)# admin exampleuser password <password>
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ACOS (config-admin:exampleuser) # disable
Modify Admin User successful!

ACOS (config-admin:exampleuser) #

NOTE: If the RADIUS, TACACS+, or LDAP server can not be reached, the ACOS
device then uses local authentication for admin. This behavior is also

used for other administrator accounts when the remote AAA server can
not be reached.

Token-based Authentication Support for RADIUS

This chapter provides information about configuring an ACOS device to authenticate
users by using RSA SecurelD token on a RADIUS server.

The following topics are covered:

Overview

The ACOS Series supports RSA token-based RADIUS authentication, which provides
additional login security by requiring the administrator to enter a string and a token
in addition to the username and password. This enhancement supports the Access-
Challenge function in RFC 2865.

Configuring Token-based Authentication for RADIUS

The user can configure token-based authentication for RADIUS by using the GUI or
the CLI.

The following topics are covered:

Using the GUI to Configure Token-based Authentication for RADIUS

Using the CLI to Configure Token-based Authentication for RADIUS ............ 124
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Using the GUI to Configure Token-based Authentication for RADIUS

“Token-based Authentication”is not supported on GUI.

Using the CLI to Configure Token-based Authentication for RADIUS

After the administrator enters a username and a password, the ACOS device sends
the credentials to the RADIUS server. If the username and password are valid, and
the server is configured to use token-based authentication, the server replies with an
Access-Challenge message. The ACOS device displays a prompt for the required
token.

The ACOS device attempts to verify the token, and one of the following situations
occurs:

o If the token is valid, the administrator is granted access.

o If the token is invalid, even though the username and password are valid, access is
denied.

By default, support for token-based RADIUS authentication is enabled and cannot be
disabled. No additional configuration is required on the ACOS device.

In the following CLI example, an administrator initiates the log in process by entering
a username and a password. The ACOS device presents a challenge value and
prompts for the response.

login as: admin2
Using keyboard-interactive authentication.
PRESWOIIEEGlg %X w s
Using keyboard-interactive authentication.
Challenge: 133420
Response: ***x**x%*
Last login: Fri Jul 1 21:51:35 2011 from 192.168.32.153
[type ? for help]
ACOS>

Authorization

The following topics are covered:

Authorizing User Interface and External Health Monitor Access ................. 125
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Authorizing Admin Privileges .. ... 127
Performing Authorization for CLI ACCESS - 130
Performing Authorization Based on Private Partitions _........................... 133
Configuring LDAP for Partition ACCESS .. ... 134
Performing RADIUS Authorization Based on Service-Type ........................ 135

Authorizing User Interface and External Health Monitor Access

The following topics are covered:

Overview 125

RADIUS Configuration for User Interface and External Health Monitor Access 125

TACACS+ Configuration for User Interface and External Health Monitor
ACCRSS . 126

Overview

The user can control administrator access to the ACOS device by using one or more
of the following user interfaces:

o CLI
o GUI
o aXAPI

By default, administrators are allowed to use all three user interfaces.

The user can also permit or deny administrator access to edit, create, import, or
delete External Health Monitor files. By default, administrators are not allowed to
manage External Health Monitor files.

RADIUS Configuration for User Interface and External Health Monitor Access

To configure RADIUS authorization based on user interface and External Health
Monitor access, use:

Al10-Admin-Access-Type

The following A10-Admin-Access-Type values provide access to the corresponding
user interface:
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« cli
« Web

« axapi

To authorize access to more than one user interface, enter a comma between each
value. For example, to authorize access to the CLI and web interfaces, enter c1i, web.

The following A10-Admin-Access-Type value provides access to configure External
Health Monitors:

« hm

An A10-Admin-Access-Type command that includes the hm value must also include at
least one user interface value.

For example, to authorize access to the CLI and web interfaces, enter c1i, web.

CAUTION: The hm value should be enabled only for other admins sufficiently
trusted to perform these operations without malicious purpose or
malicious content which could otherwise compromise security in the
ACOS system and its deployed environment.

NOTE: For more information, see the Application Delivery and Server Load
Balancing Guide (Using External Health Methods section) and
Configuring LDAP for ACOS Administrators.

TACACS+ Configuration for User Interface and External Health Monitor Access

To configure authorization based on the user interface and External Health Monitor
access, enter the following Attribute Value Pair (AVP):

alO-access-type=user-interface

e Replace user-interface with one or more of the following options:
e Ccli

« wWeb

o axapi

e hm
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An AVP pair statement that includes the hm option must also specify a second option.
To authorize access to more than one user interface, enter a comma between each
value, for example,

al0-access-type=cli, hm

CAUTION: The nm value should be enabled only for other admins sufficiently
trusted to perform these operations without malicious purpose or
malicious content which could otherwise compromise security in the
ACOS system and its deployed environment.

NOTE: For more information, see the Application Delivery and Server Load
Balancing Guide (Using External Health Methods section) and
Configuring LDAP for ACOS Administrators.

NOTE: An AVP is the combination of an attribute, which is a parameter that is
associated with an ACOS administrator account, and the value of the
parameter.

Authorizing Admin Privileges

The following topics are covered:

OV IV W e 127
Compatibility with Privilege Levels Assigned by RADIUS or TACACS+ ........... 128
RADIUS Configuration for GUI Privileges ... ... 129
TACACS+ Configuration for GUI Access Roles . ..., 130

Overview

The privileges for each admin are the same across all three user interfaces. For
example, if you create an admin with global read and write privileges, then the same
privileges apply to both the CLI and GUI.
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Compatibility with Privilege Levels Assigned by RADIUS or TACACS+

It is required to assign a proper privilege level (defined on the ACOS device) to the
external user on the RADIUS or TACACS+ server, so that the user may be
authenticated and be granted access to the ACOS device. After the ACOS device
authenticates the privilege level, it will use the GUI access role assigned to the user
to manage the device.

It is not required to assign a privilege level to an ACOS admin on the RADIUS or
TACACS+ server used to authenticate the admin. The ACOS device uses the GUI
access role assigned to the admin in the admin’s account on the ACOS device.

However, if a privilege level is assigned to the admin on the RADIUS or TACACS+
server, that privilege level must match the privilege assigned to the admin in the
ACOS configuration. Otherwise, the admin will be denied access.

Table 8 : lists the RADIUS and TACACS+ privilege levels that match the GUI privileges.

GUI Access Role Privilege Level Partition
RADIUS TACACS+ Role
ReadWriteAdminl 2 15 N
SystemAdmin 3 14 N
NetworkAdmin 4 13 N
NetworkOperator 5 12 N
SIbServiceAdmin 6 11 N
SlbServiceOperator 7 10 N
ReadOnlyAdmin 1 0 N
PartitionReadWrite 8 9 Y
PartitionNetworkOperator 9 8 Y
PartitionSIbServiceAdmin 10 7 Y
PartitionSIbServiceOperator | 11 6 Y
PartitionReadOnly 12 5 Y

1 The ReadWriteAdmin role includes enabled support for External Health Monitor file access as described above.

The Partition Role column indicates whether the privilege is for a partition admin and
requires specification of a private partition name. If the privilege level for a partition
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role is specified on the RADIUS or TACACS+ server, the partition name also must be
specified on the server. If the privilege level is for a non-partition role, it is invalid to
specify a partition name on the server.

NOTE:

NOTE:

CAUTION:

NOTE:

The LDAP configuration on private partitions are private and overwrite
any LDAP configuration on the shared private partition. However, AAA
configuration (RADIUS-server, TACAS-server, authentication,
authorization, and accounting) for administrators is global and not
partition specific. When you enter the show running config command
from a private partition, the local partition LDAP configuration is
displayed while the shared partition AAA is displayed.

When RBA is disabled, in CLI, login users with the role
"PartitionSlbServiceOperator" can configure other objects, except
for the role "PartitionSlbServiceOperator".

On GUI, login users with role "PartitionSlbServiceOperator" can
access objects or pages that are under the role

"PartitionSlbServiceOperator".

Given that the ReadWriteAdmin roll enables External Health Monitor
File access, it should only be assigned for admins sufficiently trusted to
perform these operations as performingwithout malicious purpose or
malicious content which could otherwise compromise security in the
ACOS system and its deployed environment.

For more information, see the Application Delivery and Server Load
Balancing Guide (Using External Health Methods section) and
Configuring LDAP for ACOS Administrators.

RADIUS Configuration for GUI Privileges

To configure admin privileges for RADIUS, use the A10-Admin-Role option. For
example, to authorize PartitionReadWrite privileges, use the following statement in
the admin definition:

Al0-Admin-Role = "PartitionReadWrite"
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TACACS+ Configuration for GUI Access Roles

To configure admin privileges for TACACS+, use the following attribute-value pair
(AVP):

al0-admin-role=role-name

Performing Authorization for CLI Access

The following topics are covered:

OV VI OW .. 130
Disabled Commands for Read-Only Administrators ...................ocooii .. 130
RADIUS CLI Authorization ... .. . .. 131
TACACS+ CLI Authorization ... ... . 131
CLLACCesSs Levels 132
TACACS+ Authorization Debug Options .. ..o 133

Overview

The user can configure the ACOS device to use external RADIUS, TACACS+, or LDAP
servers to authorize CLI commands. After a successful authentication, the
authenticated party is granted access to specific system resources by authorization.
For an ACOS administrator, authorization specifies the CLI levels that they can
access.

Disabled Commands for Read-Only Administrators

Administrators who are authenticated by using RADIUS, TACACS+, or LDAP, and are
authorized for read-only access directly to the Privileged EXEC level of the CLI, cannot
run the following operational commands:

e backup
« config
e import

« locale

« reboot
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« reload

+« shutdown

This includes administrators with the ReadOnlyAdmin or PartitionReadOnly
privileges.

RADIUS CLI Authorization

To configure RADIUS CLI Authorization, enter the following settings on the RADIUS
server:

VALUE Al0-Admin-Privilege Read-only-Admin 1
VALUE Al0-Admin-Privilege Read-write-Admin 2

The first line grants access to the User EXEC level and Privileged EXEC level. The
administrator’s CLI session begins at the User EXEC level. The administrator can
access the Privileged EXEC level without entering an enable password, but the
administrator cannot access the configuration level:

login as: admin

Using keyboard-interactive authentication.

PRSSWOIEEGlg % K is

Last login: Fri Mar 26 20:03:39 2010 from 192.168.1.140
[type ? for help]

ACOS> enable

ACOSH#

The second line grants access to all levels, and the administrator’s CLI session begins
at the Privileged EXEC level:

login as: admin2

Using keyboard-interactive authentication.

PRSSWOIEQL] % & i i i iy ey

Last login: Fri Mar 26 20:03:39 2010 from 192.168.1.140
[type ? for help]

NOTE: For more information, see Performing RADIUS Authorization Based on
Service-Type.

TACACS+ CLI Authorization

To configure TACACS+ CLI authorization, complete the following tasks:
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o Configure the TACACS+ server to authorize or deny the execution of specific
commands or command groups.

e Configure the ACOS device to send commands to the TACACS+ server for
authorization before executing those commands.

This authorization process does not apply to administrators who log in by using the
GUL.

NOTE: For more information, see Authorizing Admin Privileges.

CLI Access Levels

The user can use TACACS+ to authorize an administrator to execute commands at
one of the following CLI access levels:

e 15 (admin) — This is the most extensive level of authorization. The commands at all
CLl levels, including those used to configure administrative accounts, are sent to
TACACS+ for authorization.

e 14 (config) — Commands at all CLI levels, except the commands that are used to
configure administrative accounts, are sent to TACACS+ for authorization. The
commands that are used to configure administrator accounts are automatically
allowed.

e 1 (admin) —This is the most extensive level of authorization and is the same as
access level 15. The commands at the Privileged EXEC and User EXEC levels are sent
to TACACS+ for authorization, and the commands at other levels are automatically
allowed.

e O (user EXEC) — This is the equivalent of Read-only privileges. The commands at the
User EXEC level are sent to TACACS+ for authorization, and the commands at other
levels are automatically allowed.

Access levels 1-15 grant access to the Privileged EXEC level or higher, without
challenging the administrator for the enable password. Access level 0 grants access
only to the User EXEC level.

NOTE: Privilege level 1 supports Read-write or admin privileges. The highest
privilege level is 1 and 15 (Read-write), and the lowest privilege level is
0 (Read-only).
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TACACS+ Authorization Debug Options
The user can enable the following TACACS+ debug levels for troubleshooting:

e 0x1 - Common system events such as “trying to connect with TACACS+ servers”
and “getting response from TACACS+ servers”. These events are recorded in the
syslog.

e 0x2 — Packet fields sent out and received by the Thunder device, not including the
length fields. These events are written to the terminal.

e Ox4 — Length fields of the TACACS+ packets will also be displayed on the terminal.
e 0x8 — Information about TACACS+ MDS5 encryption will be sent to the syslog.

Performing Authorization Based on Private Partitions

The following topics are covered:

OV IV W 133
RADIUS Configuration for Partition ACCeSS ... 133
TACACS+ Configuration for Partition ACCeSS ... ... 134

Overview

If the ACOS device is configured with private partitions, the user can specify which
partitions a remotely authenticated administrator can access. The user can authorize
an administrator to access up to 8 partitions. The partition name that is specified on
the RADIUS or TACACS+ server must match the partition name that is specified in the
administrator’s account configuration on the ACOS device.

NOTE: For administrators with global access, which means access to the
shared partition, do not specify a partition name.

RADIUS Configuration for Partition Access

To authorize an administrator to access only the resources in a specific private
partition, use the A10-Admin-Partition option. For example, to authorize an
administrator to access only the resources in partitionl, enter the following
statement in the administrator definition:

Al0-Admin-Partition = "partitionl"
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To authorize an administrator for access to multiple partitions, use the following

syntax:

Al0-Admin-Partition = "partition-namel”
Al10-Admin-Partition += " partition-name2”
Al0-Admin-Partition += " partition-name3”
Al10-Admin-Partition += " partition-name4”
Al0-Admin-Partition += " partition-name5”
Al10-Admin-Partition += " partition-name6”
Al0-Admin-Partition += " partition-name7”
Al0-Admin-Partition += " partition-name8”

TACACS+ Configuration for Partition Access
To configure TACACS+ to access partitions:

e To authorize an administrator to access only the resources in a specific private
partition, use the following AVP:

alO-partition=partition-name

e To authorize an administrator to access multiple partitions, use the following
syntax:

al0-partition = partition-namel,partition-name2,
partition-name3,partition-name4,partition-name5,

partition-name6,partition-name7,partition-name8

NOTE: To view the TACACS+ server statistics you must run the command on
the shared partition. If you execute this command on the L3V partition,
the TACACS+ statistics will not be displayed.

Configuring LDAP for Partition Access

Authorization for LDAP is based on a schema file.

NOTE: For more information, see A10 Schema File for OpenLDAP.
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Performing RADIUS Authorization Based on Service-Type

The ACOS device supports the RADIUS Service-Type attribute values listed in Table 9:

Table 9 : Supported Radius Service Attribute Value

Attribute Value Description

Service-Type=Login Allows access to the EXEC level of the CLI and read-
only access to the GUI. The EXEC level of the CLl is
denoted by the following prompt (as an example):

ACOS>

Service-Type=NAS Prompt Allows access to the Privileged EXEC level of the CLI
and read-only access to the GUI. The Privileged EXEC
level of the CLI is denoted by the following prompt
(as an example):

ACOS#
Service- Allows access to the configuration level of the CLI
Type=Administrative and read-only access to the GUI. The configuration

level of the CLI is denoted by the following prompt
(as an example):

ACOS (config) #

By default, if the Service-Type attribute or the A10 vendor attribute is not used,
successfully authenticated administrators are authorized for read-only access. The
user can change the default privilege that is authorized by RADIUS from read-only to
read-write. To change the default access level authorized by RADIUS, enter the
following command at the global configuration level of the CLI:

ACOS (config) # radius-server default-privilege-read-write

Configuring Accounting

The following topics are covered:
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TACACS+ Accounting Debug Options ... oo, 137

Overview

Accounting keeps track of user activities while the user is logged on. The user can
configure the ACOS device to use external RADIUS or TACACS+ for accounting for the
following activities:

o Login/log off activity

When the user logs in, the accounting process starts, and when the user logs off,
the accounting process stops.

¢ Commands

Command Accounting (TACACS+ only)

Table 10 shows the CLI levels in which the user can use TACACS+ servers to track
attempts to execute commands:

Table 10 : Accounting Command

Access Level Description

15 (admin) This is the most extensive accounting level. Commands at
all CLI levels, including those used to configure
administrator accounts, are tracked.

14 (config) Commands at all CLI levels, except the commands that are
used to configure administrator accounts, are tracked. The
commands that are used to configure administrator
accounts are not tracked.

1 (privileged EXEC) Commands at the Privileged EXEC and User EXEC levels are
tracked. Commands at other levels are not tracked.

0 (user EXEC) Commands at the User EXEC level are tracked. Commands
at other levels are not tracked.

NOTE: Command levels 2-13 are equivalent to command level 1 (privileged
EXEC).
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TACACS+ Accounting Debug Options

The same debug levels that are available for TACACS+ Authorization are also
available for TACACS+ Accounting.

NOTE: For more information, see TACACS+ Authorization Debug Options.

Configuring Authentication, Authorization, and Accounting
(AAA) for Administrator Access

To configure authentication, authorization, and accounting (AAA):

1. Prepare the AAA servers:

a. Add administrator accounts (user names and passwords).

b. Add the ACOS device as a client.
For the client IP address, specify the ACOS IP address.

c. For authorization, configure the following settings for the administrator
accounts:

o Specify the user interfaces that the administrator is allowed to access (CLI,
GUI, or aXAPI).

e If you are using TACACS+, specify the CLI commands or command groups
that are to be allowed or denied execution.

e If you are using RADIUS, specify the admin privileges for the CLI and GUI.

e If you are using LDAP, for more information, see Lightweight Directory
Access Protocol.

o For private partition administrators, specify the partition name.
2. To use RADIUS, TACACS+, or LDAP for authentication:
a. Add the RADIUS, TACACS+, or LDAP server(s) to the ACOS device.

b. Add a RADIUS, TACACS+, or LDAP server as an authentication method to use
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with the local database.

C. To use more than one AAA protocol, see Authentication and Modes.

3. Configure the authorization:

a. Add the TACACS+, RADIUS, or LDAP servers for authentication, if necessary.

b. Specify the access level:

e If you are using TACACS+, specify the CLI command levels to be authorized.
o If you are using RADIUS, specify the admin privilege levels for CLI and GUI.

e If you are using LDAP, see Lightweight Directory Access Protocol.

4. Configure accounting:

a. Add the TACACS+, RADIUS, or LDAP servers for authorization, if necessary.
b. Specify whether to track log-on/log-off activity.

The user can track log ons and log offs, log offs only, or neither.

c. If you are using TACACS+, specify the command levels to track.

Configuring Remote Authentication
Configure remote authentication by using the GUI or the CLI.

The following topics are covered:

Configuring using CLI

___________________________________________________________________ 138
Configuring using GUI 139
Configuring using CLI
Configure the remote authentication through the CLI.
NOTE: For more information on these configuration and details, see CLI

Examples.
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Configuring using GUI

Configure the remote authentication through the GUI.

The following topics are covered:

Configuring Global Authentication Settings on the ACOS Device ................ 139
Configuring @ RADIUS SerVer ... 139
Configuring @ TACACS+ SeIVer oo 140
Configuring an LDAP SEIVEr .. .. 141

Configuring Global Authentication Settings on the ACOS Device
To configure global authentication settings,
1. Navigate to System >> Admin >> External Authentication.

There are no mandatory fields that need to be completed on the Authentication
Settings page; the user can configure your desired global authentication settings
as needed.

NOTE: Refer to the GUI Online Help for more information about the fields
on this page.

2. Click Authentication Settings when you are finished specifying your desired
configuration.
Configuring a RADIUS Server
The user can configure a RADIUS server through the GUI mode.
The following are the steps and modes to configure a RADIUS server:

. Navigate to System >> Admin >> External Authentication >> RADIUS.
. Click Create to designate a RADIUS server and enter settings.

1
2
3. Enter the hostname or IP address of the server in the Server field.
4

. Inthe Type field, indicate whether the specified server is an IPv4 or IPv6 address,
or a name.
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5. In the Secret field, enter the shared secret (password) expected by the server
when it receives requests.

6. Complete the other fields on this page as desired; refer to the online help for
additional information.

7. RADIUS Server Configuration

External Authentication « R - AX1030 4.1.0 build 159
System >> Admin >> External Authentication >> RADIUS >> Create O Help
Create Radius Server
Server* rad-server1
Type* ipva CIpvé @ Name

Secret® examplepassword

Authentication Port 1812
Accounting Port 1813
Retransmit 3
Timeout 2|

Cancel

8. Click Create.

The first RADIUS server configured will act as the primary server and the ACOS device
will attempt to use this server first for authentication. The user can configure
additional RADIUS servers as needed, if you want to have any backup servers.

Configuring a TACACS+ Server
The user can configure a TACACS+ server through the GUI mode.

The following are the steps and modes to configure a TACACS+ server:

1. Navigate to System >> Admin >> External Authentication >> TACACS Host.
2. Click Create to designate a TACACS+ server and enter settings.

3. Enter the hostname or IP address of the server in the Server field.

4

. In the Type field, indicate whether the specified server is an IPv4 or IPv6 address,
or a name.

5. In the Secret Value field, enter the password expected by the server when it
receives requests.
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6. Complete the other fields on this page as desired; refer to the online help for
additional information.

7. TACACS+ Server Configuration

External Authentication + 3 AX1030 4.1.0 build 159

System >> Admin >> External Authentication >> TACACS >> Create @ Help

Create TACACS Server

Server* tacacs-servert

Type* ® Name IPv4 IPv6

SecretValue* [ e

Port 49

Timeout 12

Monitor Enable @ Disable

Cancel

8. Click Create.

The first TACACS server configured will act as the primary server and the ACOS device
will attempt to use this server first for authentication. The user can configure
additional TACACS servers as needed, if you want to have any backup servers.

Configuring an LDAP Server
The user can configure an LDAP server through the GUI mode.
The following are the steps and modes to configure an LDAP server:
. Navigate to System >> Admin >> External Authentication >> LDAP.
. Click Create to designate a TACACS+ server and enter settings.

1
2
3. Enter the hostname or IP address of the server in the Server field.
4

. In the Type field, indicate whether the specified server is an IPv4 or IPv6 address,
or a name.

U

Specify the LDAP common name and distinguished name.

6. Complete the other fields on this page as desired; refer to the online help for
additional information.

7. Primary and Secondary Information for an LDAP Server
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External Authenfication « BA ~ AX1030 4.1.0 build 159
System >> Admin >> External Authentication >> LDAP >> Create @ Help
Create LDAP Server
Server* Idap-server!
Type” IPv4 IPvé  ® Name
Common Name Example Name
Distinguished Name cn=ExampleName dc=ExampleDomain,dc=com
Port 389
Timeout 3
SsL ® Enable Disable
Cancel

8. Click Create.

The first LDAP server configured will act as the primary server and the ACOS device
will attempt to use this server first for authentication. The user can configure
additional LDAP servers as needed, if you want to have any backup servers.

NOTE: For more information on LDAP servers, refer to Lightweight Directory
Access Protocol.

Additional TACACS+ Authentication Options

This section describes about the additional TACACS+ AAA options.

The following topics are covered:

Password Self-Service ... . 143
Configuring Access to the Privileged EXEC Level ... .. oo oo, 143
Configuring using GUI 144
Configuring Using CLl oo 144
Configuring Using CLI . 144
Configuring TACACS Server with Data Interface Preference ...................... 144
Configuring TACACS+ over TLS Authentication ... ... ... 145
OV IV W . 146
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PrereqUISIteS ... e 147
Configuring TACACS+ over TLS Authentication with CA Verification ............. 148
Configuring TACACS+ over TLS Authentication without CA Verification ......... 149
TACACS Server Number Increment and the Limitation ._....._.................... 149
OV IV W L 150
Known Issues or Limitations ... .. ... .. 150
RequUiremMeNnts . . 151
SCENANIO . 151
GUI L 151
CLl . 151
AKA P 151
I PO ANt 151

Password Self-Service

ACOS supports TACACS+ TAC_PLUS_AUTHEN_CHPASS (password change) messages.
When this option is enabled on the TACACS+ server, the server sends a TACACS+
TAC_PLUS_AUTHEN_CHPASS message in response to an authentication request from
the ACOS device. The ACOS device prompts the administrator for the current and
new passwords and sends the password change to the TACACS+ server. The ACOS
device then grants access to the administrator.

Password self-service is enabled by default and cannot be disabled and is activated
only when the TACACS+ server sends a password change message.

NOTE: The current release supports TAC_PLUS_AUTHEN_CHPASS messages only
for login to the CLI.

Configuring Access to the Privileged EXEC Level

The following topics are covered:

Configuring using GUI 144

Configuring Using CLI .. 144

Configuring Using CLl . 144
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Configuring using GUI

To enable direct access to the Privileged EXEC level of the GUI for TACACS+-
authenticated admin:

1. Click System > Admin > External Authentication > Settings.
2. Select the Login Privilege-Mode check box.
3. Click Authentication Settings.

Configuring using CLI

e The user can enable TACACS+-authenticated administrators to log in at the
Privileged EXEC level of the CLI instead of at the User EXEC level.

NOTE: This option is disabled by default, and the user can enable it on a
global basis.

e To enable access to the Privileged EXEC level of the CLI for TACACS+-authenticated
administrators, enter the following command at the global configuration level:

ACOS (config) # authentication login privilege-mode

Configuring using CLI
To enable access to the Privileged EXEC level of the CLI for TACACS+-authenticated

administrators, enter the following command at the global configuration level:

ACOS (config) # authentication login privilege-mode

Configuring TACACS Server with Data Interface Preference

To ensure uninterrupted and reliable TACACS communication, configure the prefer-
data-interface option while configuring the TACACS server. When this option is
configured, TPS performs a route lookup against the TACACS server IP to determine
the optimal path, prioritizing the Data plane. Based on the lookup results, TACACS
requests are handled as follows:
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o If the TACACS server is reachable through the Data plane, the requests are sent
through the Data interface. If an error occurs, ACOS falls back to the Management
interface for sending requests.

o If the TACACS server is reachable through the Management plane, the requests are
sent through the Management interface. However, if an error occurs, ACOS does
not fall back to the Data interface.

This helps strengthen the reliability and redundancy of device authentication and
access control.

CLI Configuration

To send TACACS requests through an optimal path, with preference to the data
plane, configure the following command:

ACOS (config) # tacacs-server host <tacacs-server host name> secret

encrypted <encrypted-secret-string> source loopback 0 prefer-data-

interface

NOTE:
e The prefer-data-interface option is only supported when the
source is a loopback IP address.

e Configuring ip control-apps-use-mgmt On the management
interface does not affect TACACS request.

Configuration Example
The following example demonstrates command usage:

ACOS (config) # tacacs-server host 10.65.16.105 secret encrypted
4L/R7ql3fq7iXN1FWhZxhxbJujqg7/8VBOx0jJ2ABUgBaKVou6QizCTOHcu9rjsjo source

loopback 0 prefer-data-interface

Configuring TACACS+ over TLS Authentication

The following topics are covered:

OV O VI OW 146
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TACACS+ over TLS Authentication ProCess .. ... 146
PrereqUISItES .o e 147
Configuring TACACS+ over TLS Authentication with CA Verification ............. 148

Configuring TACACS+ over TLS Authentication without CA Verification

Overview

ACOS supports TACACS+ over Transport Layer Security (TLS) authentication providing
encrypted, certificate-based authentication for secure administrative access.
TACACS+ over TLS (1.3) authentication can be configured with or without Certificate
Authority (CA) verification, depending on security requirements. This feature is
designed to work only with Cisco Identity Services Engine (ISE) version 3.4 Patch 2 or
later. Additionally, both IPv4 and IPv6 TACACS+ hosts are supported.

Use TACACS+ over TLS authentication in environments where:
o Device authentication security is paramount.

e Cisco ISE (version 3.4 Patch 2 or later) is deployed as the TACACS+ server.

o Certificate-based trust between client and server is required for AAA
communication.

Limitation:

e A server instance can support either “TACACS+” or “TACACS+ over TLS”
authentication, but not both. These modes are mutually exclusive.

e TACACS+ over TLS is currently an Internet-Draft, and not yet an official RFC.

TACACS+ over TLS Authentication Process

The following steps describe how ACOS processes TACACS+ over TLS authentication
requests:

1. The Thunder device receives a login request.

2. The device attempts each configured “authentication type” in sequence.

3. When the method is “tacplus”, the device selects a server instance in the order
specified by the “tacacs-server host” configuration and initiates an
authentication request to that server.
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4. The request is performed using either TACACS+ or TACACS+ over TLS, depending
on the server instance configuration.

e If the over-ti1s option is enabled for the server, TACACS+ over TLS is used.
e Otherwise, standard TACACS+ is used.

5. If the authentication is successful, the process is completed, and access is
granted.

6. If the authentication attempt fails, the device attempts the next configured
TACACS+ server, if available.

7. If all TACACS+ servers fail, ACOS switches to the next configured authentication
method until no methods remain.

Prerequisites

Before setting up TACACS+ over TLS authentication, make sure that the following
requirements are met:

« Software Requirements
o Cisco ISE 3.4 Patch 2 or later (supports TACACS+ over TLS).

o Certificates and Keys

° cert

o Specifies the client certificate file used for TACACS+ over TLS authentication.

o Use the import cert <client-certificate-name>command to import the
client certificate.

private-key
o Specifies the private key associated with the client certificate.

o Usethe import key <client-private-key-name>command to import the
private key associated with the client certificate.

custom-ca

o Specifies the CA certificate used to validate the ISE server certificate during
authentication.

o Usethe import ca-cert <ca-certificate-name>command to import the CA
certificate.
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o Network Requirements

o Ensure network connectivity between the ACOS device and ISE server on TCP
port 6049 (default TACACS+ over TLS port).

o If the Cisco ISE server is located outside the management subnet, configure a
route before starting TACACS+ over TLS configuration.

For more information on setting up CISCO ISE, refer to CISCO documentation.

Configuring TACACS+ over TLS Authentication with CA Verification

This section explains how to configure the TACACS+ over TLS authentication with CA
verification. In this configuration, the ACOS device uses the client certificate and
private key to authenticate the Cisco ISE server and validates the server certificate
using a trusted CA certificate. This setup ensures secure, mutual authentication
between ACOS and the Cisco ISE server.

To configure the TACACS+ over TLS authentication with CA verification, perform the
following command sequence.

1. Enable TACACS+ over TLS with the certificate, private key, and CA.

ACOS (config)# tacacs-server host <ISE-IP> secret <shared-secret> port
6049 over-tls cert <client-cert-name> private-key <client-key-name>

custom-ca <ca-name>
The following example provides TACACS+ over TLS configuration with CA.

ACOS (config) #tacacs-server host 10.19.4.210 secret 1 port 6049 over-tls
cert TH test private-key TH test custom-ca X CA

2. Execute the show running-config tacacs-server command to verify the
configuration.

ACOS (config) #show running-config tacacs-server

!Section configuration: 183 bytes

|

!

tacacs-server host 10.19.4.210 secret encrypted
RM5z53JTnTWIyXDK19Y4kNuCCLe3hl/iDgyH9Anpt6f/0lgAjjW2T7favOioibXi port
6049 over-tls cert TH test private-key TH test custom-ca CA
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Configuring TACACS+ over TLS Authentication without CA Verification

This section explains how to configure TACACS+ over TLS authentication without CA
verification.. In this configuration, ACOS uses the client certificate and private key for
authentication but does not validate the server certificate because the skip-cert-
verification option is enabled.

To configure the TACACS+ over TLS skipping the certificate validation, perform the
following command sequence.

1. Enable TACACS+ over TLS with the certificate, private key, and without CA
certificate.

ACOS (config)# tacacs-server host <ISE-IP> secret <shared-secret> port
6049 over-tls <client-cert-name> private-key <client-key-name> skip-

cert-verification
The following example provides TACACS+ over TLS configuration without CA .

ACOS (config)# tacacs-server host 10.19.4.210 secret 1 port 6049 over-

tls cert TH test private-key TH test skip-cert-verification

2. Execute the show running-config tacacs-server command to verify the
configuration.

ACOS (config) #show running-config tacacs-server

!Section configuration: 193 bytes

|

!

tacacs-server host 10.19.4.210 secret encrypted
ygg5iG/P6IJCWOWuYYhzDUZ7gnPi17/U94V6Qr1M8gCl0GYuMstbKmQHPKfCjSSTQ port
6049 over-tls cert TH test private-key TH test skip-cert-verification

!

TACACS Server Number Increment and the Limitation

The following topics are covered:



mailto:techpubs-dl@a10networks.com

ACOS 6.0.8 Management Access and Security Guide Feedback
TACACS+ and RADIUS

SCBNANIO Lo 151
GUL 151
Ll 151
AX AP . 151
I POt ANt 151

Overview

There is a need to increase the limit of the number of the TACACS server from two to
three, due to the following necessities.

e The Exchange server has three TACACS servers for their thousands of devices
which are functionally deployed and active with high volume or traffic.

e These deployed devices are running into the limit of two servers configured as the
maximum number of servers on ACOS.

e The user experience and traffic are enhanced once the limit is increased from the
current limit of two TACACS servers to three servers or as an optional number that
user can configure.

Known Issues or Limitations

Although the increment in the limit of the number of the TACACS server from two to
three is necessary, it has the following known issues or limitations.

e The TACACS monitor needs to be configured to use the most recently used server
as the primary server.

e The hard limit on the number of the TACACS server is increased to three servers
and it starts behaving in the following modes:

o Active: The first configured server as the Active Server.

o Standby: The other remaining two servers as the Standby Servers.

¢ In the eventuality of the request going to the first server, and fails, then the
request is sent to the other two servers, as well to check, whether if it passes the
other servers or not.



mailto:techpubs-dl@a10networks.com

ACOS 6.0.8 Management Access and Security Guide Feedback
TACACS+ and RADIUS

Requirements

To configure the three TACACS servers in running the configuration, the user must
ensure the following:

e The first assigned or dedicated server must be Active and the other two servers
must be on the Standby Mode.

e The authorization request of any given session must go to the server, which
authenticates the session.
Scenario
The scenario of this feature is as the following:

e The first server is considered as the Active Server by Default.
e The second and the third servers are considered as the Standby Servers.
o If the TACACS Server monitor is configured, then;

o The user uses the logic of requests which is sent to the most recently used
server.

o If not, then the active server gets the requests by Default.

GUI

For this, there are no GUI changes required.

CLI

For this, there are no new CLI changes required or introduced.

aXAPI

For this, there are no changes in aXAPI regarding TACACS.

Important
In this scenario, the following are the important points to consider:

e The new CLI or aXAPI changes or corrections must not work in L3V partitions.

e The changes are only applicable in the Shared Partition.
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o All the new CLI or aXAPI changes must be device independent.

CLI Examples

The following topics are covered:

RADIUS Authentication ... . 152
TACACS+ Authorization ... ... 152
TACACS+ ACCOUNTING oo 153
RADIUS Server SetUD .. oL 153

RADIUS Authentication

The following commands configure a pair of RADIUS servers for remote
authentication and configure the ACOS device to use these servers before using the
local database. Since the RADIUS server 10.10.10.12 is added first, this server is used
as the primary server. Server 10.10.10.13 is used only if the primary server is
unavailable.

The following text is an example of configuring RADIUS authentication:

ACOS (config)# radius-server host 10.10.10.12 secret radpl
ACOS (config)# radius-server host 10.10.10.13 secret radp2
ACOS (config) # authentication type radius local

TACACS+ Authorization

The following commands configure the ACOS device to use TACACS+ server
10.10.10.13 to authorize commands at all CLI levels. In this example, the none option
is not used. As a result, if TACACS+ authorization cannot be performed, for example,
due to server unavailability, the command is denied.

The following text is an example of configuring TACACS+ authorization:

ACOS (config) # tacacs-server host 10.10.10.13 secret SharedSecret

ACOS (config) # authorization commands 15 method tacplus
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TACACS+ Accounting

The following commands configure the ACOS device to use the same TACACS+ server
for the accounting of log on, log off, and all command activity:

ACOS (config)# accounting exec start-stop tacplus

ACOS (config)# accounting commands 15 stop-only tacplus

RADIUS Server Setup

This example shows the ACOS commands that the user can enter to complete the
following tasks:

e Configure an ACOS device to use a RADIUS server

e Display the changes that the user can make on the RADIUS server

The RADIUS server in this example is FreeRADIUS, the IP address is 192.168.1.157, and
the shared secret is al0rad.

To implement this solution:

1. Onthe ACOS device, to add the RADIUS server and enable RADIUS authentication,
enter run the following commands:

ACOS (config) # radius-server host 192.168.1.157 secret alOrad
ACOS (config) # authentication type local radius

2. Complete the following steps on the FreeRADIUS server:

a. Inthe /usr/local/etc/raddb/clients.conf file, to add the ACOS device as a
client, enter the following commands:

client 192.168.1.0/24 {
secret = alOrad

shortname = private-network-1

NOTE: In this example, the ACOS device’s subnet is added as the client.

b. To add the /usr/local/share/freeradius/dictionary.alOnetworks RADIUS
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dictionary file for vendor al0networks (22610 is the vendor code) and add the
file to the RADIUS dictionary, enter the following commands:

NOTE: After authenticating an administrator, the RADIUS server must
return the A10-Admin-Privilege attribute, with one of the values
shown in the following example.

# A10-Networks dictionary

# Created by Software Tools of A10 Networks.
#

VENDOR Al0-Networks 22610

BEGIN-VENDOR Al0-Networks

ATTRIBUTE Al0-App-Name 1 string

ATTRIBUTE Al0-Admin-Privilege 2 integer

ATTRIBUTE Al0-Admin-Partition 3 string

ATTRIBUTE Al0-Admin-Access-Type 4 string

ATTRIBUTE Al0-Admin-Role 5 string

VALUE Al0-Admin-Privilege Read-only-Admin 1

VALUE Al0-Admin-Privilege Read-write-Admin 2

VALUE Al0-Admin-Privilege Partition-SlbService-Operator 11
VALUE Al0-Admin-Privilege Partition-Read write 8

VALUE Al0-Admin-Privilege Partition-Read-Only 12

END-VENDOR AlO-Networks

3. Inthe /usr/local/share/freeradius/dictionary directory, to add the file to the
RADIUS dictionary, enter the following command:

SINCLUDE dictionary.alOnetworks # new added for alOnetworks

4. Inthe /usr/local/etc/raddb/users file, to add each ACOS admin as a user, enter
the following commands:

NOTE: The following text contains examples of ACOS administrator
definitions in a RADIUS users file on the RADIUS server.

[ B B B 2 2R 2 2 2 B BE E B E E JE JE 2K 2 2 2k 2k 2 2 2 2N 2 2 2 2 A 2N A A
# this is a read-write user
rw Cleartext-Password := "111111"

Al0-Admin-Privilege = Read-write-Admin,

# this is a read-only user
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ro Cleartext-Password := "111111"
Al0-Admin-Privilege = Read-only-Admin,

# this is a partition read-only

pro Cleartext-Password := "111111"
Al0-Admin-Privilege = Partition-Read-Only,
Al0-Admin-Partition = "aa"

# this i1s a partition enable-disable

ped Cleartext-Password := "111111"
Al0-Admin-Privilege = Partition-SlbService-Operator,
Al0-Admin-Partition = "aa"

# this is partition read-write, has role PartitionReadWrite, only login
from web.
prw_r w Cleartext-Password := "111111"

Al0-Admin-Privilege = Partition-Read-Write,

Al0-Admin-Partition = "aa",

Al0-Admin-Role = "PartitionReadWrite",

Al0-admin-Access-type = "web"

Windows IAS Setup for RADIUS

This section describes how to configure Windows Server 2003 Internet
Authentication Service (IAS) with ACOS RADIUS authentication. These steps assume
that IAS and Active Directory (AD) are already installed on the Windows 2003 server.

The following topics are covered:

Configuring Windows IAS for ACOS RADIUS Authentication ...................... 156
Configuring ACCeSS GrOUPS oo 156
Configuring RADIUS Client for the ACOS Device ..o 158
Configuring Remote Access Policies ... . 160
Adding Active Directory Users to ACOS Access GroUPS . ....oeee e e, 169
Registering the IAS Serverin Active DireCtory ..., 171
Configuring RADIUS on the ACOS DeVICe ... ..o 172

Verifying the Configuration ... . 172
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Configuring Windows IAS for ACOS RADIUS Authentication

To configure Windows IAS for ACOS RADIUS authentication:

1. On the IAS server, create the following access groups (see Configuring Access
Groups):
e ACOS-Admin-Read-Only
e ACOS-Admin-Read-Write

2. On the IAS server, configure a RADIUS client for the ACOS device (Configuring
RADIUS Client for the ACOS Device).

3. On the IAS server, configure the following remote access policies (Configuring
Remote Access Policies):

e ACOS-Admin-Read-Only-Policy
e ACOS-Admin-Read-Write-Policy).

4. On the IAS server, add AD users to appropriate ACOS device access groups
(Adding Active Directory Users to ACOS Access Groups).

5. Register the IAS server in AD (Registering the IAS Server in Active Directory).

6. Configure RADIUS on the ACOS device (Configuring RADIUS on the ACOS Device).

7. Test the configuration by attempting to log onto the ACOS device with AD users
added in (Verifying the Configuration).

The following sections provide detailed steps for each of these tasks.

Configuring Access Groups

The following topics are covered:

Overview

To configure access groups, select Select Start > All programs > Administrator tools >
Active directory user and computers.
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If Active Directory Is Not Installed

If AD is not installed on the IAS server, the user can use the following steps to add
the users and groups. However, the rest of this section assumes that AD will be used.

Open the Computer Management tool by selecting Start > Programs > Administrative
Tools > Computer Management.

1. Open the System Tools and Local Users and Groups items, if they are not already
open.

2. Right click on Group and select New Group.

3. Enter the following information for the first group:

e Group Name — AX-Admin-Read-Only
e Group Description — Read-Only Access to ACOS devices
¢ Members — Add the members using the Add button.

Figure 19 : Add Member

Mew Object - Group | x|

@ Create in:  wi2003-10.com/)

Graup Name:
I a-Adrmin-Fead-Only|

Group name (pre-Windows 20007
I A-admin-Fead-Only

Group scope Group type

" Domain local ' Security
' Global " Distribution
€ Wniversal

Ik I Cancel

4. Click Create.
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o Enter the following information for the second group:

Group Name — AX-Admin-Read-Write

Group Description — Read-Write to ACOS devices

e Members — Add members as desired using the Add button
5. Click Create.
6. Click Close.

Configuring RADIUS Client for the ACOS Device

The user can configure the RADIUS client for the ACOS device through the GUI mode.
The following are the steps and modes to change the configuration settings for this
interface:

1. Open Internet Authentication Service, by selecting Start > Programs >
Administrative Tools > Internet Authentication Service.

2. Right-click on Client and select New Client.

3. Enter the following information in the Add Client dialog box:

e Friendly name — Useful name for the ACOS device; for example, ACOS2000_slb1

e Protocol — RADIUS
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Figure 20 : Radius

e |

MHame and Address

Type a fendly name and either an [P Addresz or DS name far the client.

Eriendly name: 22000_slb1

Client addrezs [IF or DMS]:

192168.1.239 Werify... |

¢ Back I Hewt > I Cancel

NOTE: 192.168.1.238 is the IP address of the ACOS device that will use
the IAS server for external RADIUS authentication.

4. Click Next.
5. Enter the following information in the Add RADIUS Client dialog box:

e Client address — IP address or domain name for the client (ACOS device)

Client-Vendor — RADIUS Standard

Shared secret — Secret to be shared between IAS and ACOS. You also will need
to enter this in the RADIUS configuration on the ACOS device.

Confirm shared secret — Same as above
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NOTE: Do not select “Request must contain the Message Authenticator
attribute”. ACOS RADIUS authentication does not support this
option.

Mew RADIUS Client

Additianal Infarmation

IF pou are wzing remote access policiez bazed on the client vendor attribute, specify the
wendor of the BADIUS client.

LClient-vendar:

RADIUS Standard j
Shared zecret: Ixxmx
Confirm ghared zecret; Ixxxm1

[ Bequest must contain the Message Authenticator attibute

< Back I Finizh I Cancel

6. Click Next.

Configuring Remote Access Policies

The user can configure the remote access policies through the GUI mode. The
following are the steps and modes to configure the remote access policies:

1. Open the Internet Authentication Service, if not already open.

2. To create the first remote access policy, right-click on Remote Access Policies,
select New Remote Access Policy, and enter the following information:

Policy Friendly name — AX-Admin-Read-Only-Policy
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Figure 21 : Admin Read Only Policy

Mew Remote Access Policy YWizard | x|
Policy Configuration Method rf}
The wizard can create a typical policy, or pou can create a custom policy, M’

Howw do pou warnt to zet up this policy™

£ Usze the wizard to 2et up a typical policy for & common scenario

¥ Set up a custom policy

Type a name that describes thiz policy.

Palicy name: |43 dmin-Read-0nly-Palicy

E=ample: Authentizate all P connections.

< Back I MHext > I Cancel

Click Next.
In the Add Remote Access Policy dialog box, click Add.
In the Select Attribute dialog box, double-click Client Friendly Name.

o v oW

In the Client-Friendly-Name dialog box, enter the friendly name used to define the
ACOS device (for example, AX-Admin-Read-Only-Policy) and click OK.

N

In the same Add Remote Access Policy dialog box as before, click Add again.

8. In the Select Attribute dialog box, double-click Windows-Groups.
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Il Select Attribute

Policy rf\}
Tc  Select the type of attribute to add, and then click the Add button. h’
Attribute types:

H ame | Dezcription ﬂ

3P | Called-5tation-d Specifies the phone number dialed by the us

3E | Caliing-Station-1d Specifies the phone number from which the o

Bo | Client-Friendly-H ame Specifies the fiendly name for the RADIUS

| Client-IP-&ddress Specifies the [P address of the RADILS clier Bl
Client-Yendar Specifies the manufacturer of the BADILS p
Day-tnd-Time-Restric...  Specifies the time periodz and days of week
Framed-Protocol Specifies the praotocol that iz used.
k5 -AaS-endor Dezcription not yet defined
MaS-Identifier Specifies the string that identifies the HAS th.
MHAS-IP-Address Specifies the [P address of the MAS where th
HA5-Port-Type Specifies the type of physical port that iz uzes
Service-Type Specifies the type of zervice that the uzer ha
Tunnel-Type Specifies the tunneling protocols uzed.
Windows-Groups Specifies the \Windows groups that the user I::
<| | 2

Add.. Cancel |

ancel |

9. In the Groups dialog box, click Add, then double-click AX-Admin-Read-Only group,
Click OK to add the group, then click OK once more to confirm the groups.
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Figure 22 : Group Dialog Box

I Groups

Pohcy
Te  The following groups are currently in this condition.

n rhl s

Select Groups

Select thiz object wpe:
IGrDups Object Types...

Erarn thig location;

Iw2EIEIS-1 (.com Locations. . |

Enter the object names to select [examples]:
A-Adrnin-F ead-Oaly Check Mames

s | Cancel |

10. In the same Add Remote Access Policy dialog box as before, click Next.

11. Select Grant remote access permission, and click Next.
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Figure 23 : Grant remote access

Mew Remote Access Policy Wizard |

Permissions
& remote access policy can either grant or deny access to users who match the HIJ
gpecified conditions.

If a connection request matches the specified conditions:

i~ Deny remote access pemission

i) {Grant remate acoess permissior

< Back I Mewt > I Cancel

12. Click Edit Profile.
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Figure 24 : Edit Profile
Mew Remote Access Policy Wizard I

Profile e,
J

Y'ou can make changes to the profile for thiz policy. ﬁl

& profile iz a collection of zettings applied to connection requests that have been
authenticated. To review ar change the default prafile for this policy, click Edit Profile.

Edit Prafile... |

< Back

Cancel |

13. In the Edit Dial-in Profile dialog box, select the Authentication tab. Select the type
of authentication you are using: CHAP and PAP.
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Figure 25 : Edit Dial-in-Profile

Edit Dial-in Profile

Dialin Constraints | IP | Multilink
Anthentication | E heryption I Advanced

Select the authentication methodz vou want to allaw far this connection.

EAF Methods

[ Microzoft Encypted Authentication version 2 [MS5-CHAP v2)
¥ | User can change password) after it has expired

[ Microzoft Enciypted Authentication [M5-CHAR)
¥ | User can change password) after it has expired

¥ Enciypted authentication [CHAP]

¥ Unencrypted authentication [FAP, SPAP]

Ihauthenticated access

r Allow clientz to connect without negotiating an authentication
method.

] Cancel Apply

14. Select the Advanced tab, and click Add.

15. In the RADIUS attributes list, find and double-click the line beginning with
Vendor-Specific
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Figure 26 : Radius Attributes

Add Attribute
To add an attribute to the Profile, zelact the attibute, and then click Add.

To add an attribute that is not listed, select the Yendor-Specific attribute.

Attribute:
Marne | Yendar | Dezcription ;I
Tunnel-Server-Endpt RADIIS Standard Specifies the IP address of the server end of the tunnel,
Tunnel-Type RaDIUS Standard Specifies the tunneling protocols ueed.
i y Spi uppaort of proprietary b
Cizco-dh'-Pair Cizco Specifies the Cizco A% Pair WSA,
Allowed-Certificate-0I0 ticrosoft Specifies the certificate purpoze or ugage object identifiers
Generate-Class-attibute ticrozoft Specifies whether 145 automatically generates the clazs al
Generate-Seszion-Timeout icrozoft Specifier whether |A5 automatically generates the session
lgnaore-User-Malin-Properties ticrosoft Specifies that the user's dial-in properties are ignored.
S -Cluarantine-1FFiler ticrozoft Specifies the IP traffic filker that iz used by the Routing anc
M5 -Quarantine-5eszion-Timeout Microzaft Specifies the time [in zeconds] that the connection can rer
Turnnel-Tag ticrozoft Dezcription not yet defined
USR-ACCM-Type 1J.5. Robatics, Inc. Dezcription not yet defined
USR-AT-Call-lnput-Filker 11.5. Robotics, Inc. Drescription not pet defined
USR-AT-Call-Output-Filter I1.5. Robatics, Inc. Drezcription not yet defined
USR-AT - Input-Filker 1J.5. Robatics, Inc. Dezcription not yet defined
USR-AT-Output-Filker 11.5. Robotics, Inc. Drescription not pet defined
USR-AT-RTMP-Input-Filter I1.5. Robatics, Inc. Drezcription not yet defined
U?H-.t’-‘n.T-F!TMF'-D utput-Filker 1J.5. Aobotics, IInc:. Dezcription not vet defined _lj
L 3

add | [ Cise |

16. In the Multivalued Attribute Information dialog box, click Add and enter the
following:

e Enter vendor code — 22610 (for A10 Networks)

e Conforms to RADIUS RFC - Yes
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Figure 27 : Vendor Specific Attribute Information

Multivalued Attribute Information | 2| I

¥endor-Specific Attribute Information

Attribute name:

" endor-5 pecific

Specify network. access server vendor.

" Select from list |RADIUS Stardard =]

£+ Enter Yendor Code: IEEE'I o

Specify whether the attribute conforms to the RADIUS RFC specification for
vehdor zpecific attributes.,

& Yes |k conforms.
" Mo It does not conform.

Configure Attribute. ..

OF. I Cancel

] Carnicel

17. Click Configure Attribute, and enter the following information:

e Vendor-assigned attribute number — 2
e Attribute format — Decimal

e Attribute value—1

NOTE: Attribute value 1 is read-only. Attribute value 2 is read-write.
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18.

19.
20.

21.
22.

Figure 28 : Attribute Value

Configure ¥5A {RFC compliant) [ 2| I]

Yendor-azzigned attribute number:
|2

Attribute farmat;
I Decimal j

Attribute value:

ak I Cancel

Click OK for the Configure VSA, Vendor-Specific Attribute Information, and
Multivalued Attribute Information dialog boxes.

Click Close in the Add Attributes dialog box.

Click OK in the Edit Dial-In Profile dialog box. Optionally, read the suggested help
by clicking OK.

Click Finish in the Add Remote Access Policy dialog box.

To create the second Remote Access Policy, repeat the above steps with the
following changes:

e Policy Friendly name — AX-Admin-Read-Write-Policy

e Group to add — AX-Admin-Read-Write

e Attribute value -2

Adding Active Directory Users to ACOS Access Groups

The user can add the Active Directory users to the ACOS Access Groups through the
GUI mode. The following are the steps and modes to add Active Directory users to
the ACOS access groups:
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1. In the Active Directory management console, add the ACOS access group to the
user, testerl:

SecLrity I E nvironment I Seszionz I Femaote cantral
Teminal Services Profile I COM+ I Likewize Settings
eneral I Addresz I Account | Prafile | T elephones I Organization
Publizhed Certificates Member Of | Dial-ir I Object

tMember of;

M arne Active Directory Folder

t-tdmin-Fead-0nly w2003-10.com

D omain Ueers w2l03-10.comdU zers

Add... | Bemove |

Primary group: Diomain Users

o B B There iz o negd ko n::h;mge Prirary graup u_nless
= b - wou have Macintosh clientz or POS[E-compliant
applications.

(1] I Cancel Sl

2. Make sure Remote Access Permission is enabled:
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testerl Properties B

SecLrity I E nvironment I Sesziong I Remate cantral
T erminal Services Profile I CO+ I Likewize Settingz
General I Address I Account I Frofile I Telephones | Crganization
Publizhed Certificates I b ember Of Dial-in | Object

— Remote Accezs Pemizzion [Dialkin ar VP

" Deny access

£ Contrel aceess thraugh Bemate focess Bolicy

| ity Caller D
— Callback Optiohs

i P Callback
£~ Set by Caller [Fouting and Femaote Access Service only]
£ Always Callback to; I

[T | Aizsign a Static [P éddress I
= Apply Static Boutes

Define rmautes to enable for thiz Dial-in

: Statiz Boutes ...
connechion.

()% I Cancel | Smply |

Registering the IAS Server in Active Directory

The user can register the IAS server in Active Directory through the GUI mode. The
following are the steps and modes to complete this procedure:

The IAS RADIUS server must be registered with AD. Otherwise, RADIUS uses
compatibility mode instead of AD to authenticate users.
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1. Open the IAS main window.

2. Click Action on the menu bar, and click “register server on active directory”.

Configuring RADIUS on the ACOS Device

To add the RADIUS server (IAS server) to the ACOS device, enter the following
commands:

ACOS (config) # radius-server host 192.168.230.10 secret shared-secret
ACOS (config)# authentication type local radius

NOTE: Ensure that the shared secret is the same as the value that you
specified for the RADIUS client that you configured for the ACOS server
on the IAS server.

In this example, 192.168.230.10 is the IP address of w2003-10.com, and shared-secret
is the secret that you entered in the Configuring RADIUS Client for the ACOS Devicein
Configuring RADIUS Client for the ACOS Device.

Verifying the Configuration

To verify the configuration:

1. Login to the ACOS CLI.

2. At the command prompt, enter the username in the following format:

e user-name@AD-domain-name
e For example, you might enter testerl@w2003-10.com.
3. Enter the password.

4. Press Enter.

Windows 2022 NPS Setup for RADIUS

This section describes how to configure Windows Server 2022 Network Policy Server
(NPS) with ACOS RADIUS authentication. These steps assume that NPS and Active
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Directory (AD) are already installed on the Windows 2022 server.

The following topics are covered:

Configuration WorkfloW ... 173
Configuring ACCESS GrOUPS ..o 173
Configuring RADIUS Client for the ACOS DeVICe ... 175
Configuring Network Policies ... 177
Configuring RADIUS on the ACOS DeVice ..o 188
Verifying the Configuration .. ... . 189

Configuration Workflow

To configure Windows NPS for ACOS RADIUS authentication:

1.

On the NPS server, create the following user groups (see Configuring Access
Groups):

¢ ACOS-Admin-Read-Only
e ACOS-Admin-Read-Write

. On the NPS server, configure a RADIUS client for the ACOS device (Configuring

RADIUS Client for the ACOS Device).

. On the NPS server, configure the following Network Policies (Configuring

Network Policies):

e ACOS-Admin-Read-Only-Policy
e ACOS-Admin-Read-Write-Policy).
Configure RADIUS on the ACOS device (Configuring RADIUS on the ACOS Device).

. Test the configuration by attempting to log onto the ACOS device with AD users

added in (Verifying the Configuration).

Configuring Access Groups

To configure access groups, perform the following steps:
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1. Select Select Start > All programs > Administrator tools > Active directory user
and computers.

If Active Directory Is Not Installed, you can use the following steps to add the
users and groups. However, the rest of this section assumes that AD will be used.

2. Open the Computer Management tool by selecting Start > Programs >
Administrative Tools > Computer Management.

3. Open the System Tools and Local Users and Groups items, if they are not already
open.

4. Right-click Group and select New Group.

5. Enter the following information for the first group:
e Group Name — ACOS-Admin-Read-Only.
e Group Description — Read-Only Access to ACOS devices.
e Members — Add the members using the Add button.

Figure 29 : Add Group

Mew Object - Group >

E‘R‘p Createin:  gatest.com/Users

.

Group name:
| ACOS-Admin-Read-Crily| |

Group name (pre-Windows 2000):
| ACOS-Admin-Read-Only |

Group scope Group type
() Domain local (®) Security
(®) Global () Distribution
() Universal

Cancel
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6. Click Create.

7. Enter the following information for the second group:

e Group Name — ACOS-Admin-Read-Write.

e Group Description — Read-Write to ACOS devices.

e Members — Add members as desired using the Add button.
8. Click Create.
9. Click Close.

Configuring RADIUS Client for the ACOS Device

The user can configure the RADIUS client for the ACOS device through the GUI mode.
The following are the steps and modes to change the configuration settings for this
interface:

1.

Open Network Policy Server, by selecting Start > Programs > Administrative Tools
> Network Policy Server.

. Right-click Radius Client and select New Client.

. Enter the following information in the Add Client dialog box:

Friendly name — Useful name for the ACOS device; for example, A10.
Address — IP address or domain name for the client (ACOS device).

Shared secret — Secret to be shared between NPS and ACOS. You also need to
enter this in the RADIUS configuration on the ACOS device.

Confirm shared secret — Same as above.
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Figure 30 : A10 Properties

A10 Properties >

Settings  Advanced

Enable this RADIUS client

Select an existing template:

Mame and Address
Friendly name:
|A10 |

Address (IP ar DNS):
|10.65.17.122 || Very..

Shared Secret
Select an existing Shared Secrets template:

MNone -

Ta manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(@ Manual () Generate
Shared secret:

Corfirm shared secret:

Cancel Apply

NOTE: 10.65.17.122 is the IP address of the ACOS device that will use the
NPS server for external RADIUS authentication.

4. Click OK.
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Configuring Network Policies

The user can configure the network policies through the GUI mode. The following are
the steps and modes to configure the remote access policies:

1. Open the Network Policy Server, if not already open.

2. To create the first remote access policy, right-click on network policies, select
New.

3. Enter the following information:

e Policy name — ACOS-Admin-Read-Only-Policy.
Figure 31 : Admin Read Only Policy

MNew Metwork Policy *

I Specify Network Policy Name and Connection Type

_——— You can specify a name for your network policy and the type of connections to which the policy is applied.

Policy name:
ACOS-Admin-Read-Only-Policy

Metwork connection method

Select the type of network access server that sends the connection request to NP5, You can select either the network access server
type or Vendor specific, but neither is required. i your network access serveris an 802.1X authenticating switch or wireless access point,
select Unspecified.

(®) Type of network access server:

Unspecified A
(") Vendor specfic:

10

-
-

Previous Finigh Cancel

4. Click Next.
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5. In the Specify Conditions dialog box, click Add.
Figure 32 : Specify Conditions
Mew Metwerk Policy *

I Specify Conditions
L]

Specify the conditions that determine whether this network policy is evaluated for a connedtion request. & minimum

o of one condition is reguired.

Conditions:

Condttion Walue

Condttion description:

Prewvious Mext Finigh Cancel

6. In the Condition dialog box, select User Groups.
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Figure 33 : Select Condition

l Specify Conditions
L]

Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum |
= of one condition is reguired.

Select condition

Select a condition, and then click Add.
Groups

ac®,  Windows Groups
W The windows Groups condition specifies that the connecting user or computer ust belong to one aof the selected
groups.
] M achine Groups
H The Machine Groups condition specifiez that the connecting computer must belong to one of the selected groups.

Day and time restrictions

L’: Day and Time Restrictions

Day and Time Restictions specify the daps and times when connection attemptz are and are not alloved. These
restrictions are baged on the time zone where the NFS server is located.

Connection Properties

Edit... Remove

Previous Mesxt Finish Cancel

6. Click Add.

7. Input name ACOS-Admin-Read-Only, click Check Names, click OK.
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Figure 34 : User Groups

Select Group *

Select this object type:

|G|'C"-IF' | Object Types...

From this location:

|qatest.::u:um | Locations...

Enterthe object name to select (Examples):
ACDS-Admin-Read-Only|

Check Mames

Advanced... Cancel

8. Click Next, select Access granted, click Next.
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Figure 35 : Specify Access Permission

Mew Netwerk Policy X

I Specify Access Permission
(]

Configure whether you want to grant network access or deny network access if the connediion request matches this
policy.

—

(®) Access granted

Grant access if client connection attempts match the conditions of this policy.

() Access denied

Deny access ff client connection attempts match the conditions of this policy.

[] Access is determined by User Dialin properties (which ovemide NPS policy)

Grant or deny access acconding to user dialin properties if client connection attempts match the conditions of this policy.

Previous nish Cancel

9. Select Authentication Methods as CHAP and PAP, click Next.
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Figure 36 : Configure Authentication Methods
Mew Metwork Policy
I Configure Authentication Methods
]

Configure one or more authentication methods required for the connection request to match this policy. For EAP
e authentication, you must configure an EAP type.

EAP types are negotiated between MPS and the client in the order in which they are listed.

EAF Types:

Add... Edit... Remove

Less secure authentication methods:
[ ] Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
User can change password after it has expired
] Microsoft Encrypted Authentication (MS-CHAF)
User can change password after it has expired
Encrypted authentication (CHAR)
Unencrypted authentication (PAP, SPAF)
[] Mllow clients to connect without negotiating an authentication method.

Previous Finish Cancel

NOTE: When applying PAP authentication method, there is warning about
insecure authentication methods, need skip it.
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Figure 37 : Connection Request Policy

Connection Request Policy

You selected one or more insecure authentication methods.
To ensure that each protocol is correctly configured for the

remote access, policy, and domain levels, follow the
step-by-step procedures in Help,

Yiew the corresponding Help topic?

10. In Configure constraints dialog box, click Next.

Figure 38 : Configure Constraints

MNew Metwork Policy

. Configure Constraints
L]

m— Constraints are additional parameters of the network policy that are required to match the connection request. If a

constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
if you do not want to configure constraints, dick Next.

Configure the constraints for this network palicy.
I all constraints are not matched by the connection request, network access is denied.

Constraints:

Constraints

i:j Idle Timeout

Specify the maximum time in minutes that the server can remain idle before the connection
iz disconnected

- ) )
o Sezszion Timeout

= Called Station 1D

[] Disconnect after the maximum idle time

1 =
D Diay and bime
restrictions

% NAS Port Type

Previous Finish Cancel
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11. In Setting> Radius Attributes, select Vendor Specific , Click Add....

Figure 39 : Configure Settings

MNew Metwork Policy *

' MPS applies settings to the connection request if all of the network policy conditions and constraints forthe policy are
= "L matched.

. Configure Settings
]

Canfigure the settings for this netwark policy .
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

RADIUS Attributes To send additional attibutes to RADIUS clients, select a Vendor Specific attibute, and
then click Edit. i you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Routing and R emote

Access

oy Multlink and Atrbuites:
E?.;,nggﬁgﬁg?camn Mame Vendor Value

TP Fiters

@, Encryption

'ff':‘ IP Settings
Add.. Ed Remove

Previous Finish Cancel

12. In Add Vendor Specific Attribute box, select Vendor as Custom, select Vendor
Specific, click Add.



mailto:techpubs-dl@a10networks.com

ACOS 6.0.8 Management Access and Security Guide Feedback
TACACS+ and RADIUS

Figure 40 : Add Vendor Specific Attribute
Add Vendor Specific Attribute x

To add an attrbute to the settings, select the attribute, and then click Add.

To add a Vendor Specific attribute that is not listed, select Custom, and then click Add.

Vendor:

Custom w

Attributes:
Mame Vendar
Allowed-Certificate-O1D RADIUS Standard
Generate-Class-Atrbute RADIUS Standard
(Generate-Session-Timeout RADIUS Standard
Saved-Machine-HealthCheck-Only - RADIUS Standard
Tunnel-Tag RADIUS Standard
Vendor-Specific RADIUS Standard

Description:

Specifies the support of proprietary MAS features.

Add.. Close

13. In the Vendor- Specific Attribute Information dialog box, enter the following:

e Enter vendor code — 22610 (for A10 Networks)
e Conforms to RADIUS RFC — Yes
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Figure 41 : Vendor-Specific Attribute Information
Vendor-Specific Attribute Information >

Aftribute name:
Wendor Specific

Specify network access server vendar.

() Select from list: RADIUS Standard

(®) Enter Vendor Code: 22610 =

Specify whether the attrbute conforms to the RADIUS RFC specification for
vendaor specific attibutes.

(®) Yes. it conforms
() Mo. It does not conform

Configure Attribute...

Corcs

14. Click Configure Attribute, and enter the following information:

e Vendor-assigned attribute number — 2
o Attribute format — Decimal

e Attribute value—-1

NOTE: Attribute value 1 is read-only. Attribute value 2 is read-write.
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15.
16.
17.
18.
19.

Figure 42 : Attribute Value

Configure V34 (RFC Compliant) >

Wendor-assigned attribute number:
2 o

hd

Attribute format:

Decimal w

Attribute value:

[

Cancel

Click OK for the Configure VSA.

Click Ok to for the Vendor -Specific Attribute Information.

Click OK for the Attribute Information.
Click Close.

Click Next, then click Finish.
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Figure 43 : Completing New Network Policy

Mew MNetwork Policy

*
Completing New Network Policy
. ]
—i |
You have successfully created the following netwark policy:
ACOS5-Admin-Read-Only-Policy
Policy conditions:
Condition Walue
iUser Groups  QATESTWACOS-Admin-Read-Cnly
Policy settings:
Condition Value &
Authentication Method Unencrypted authentication (PAP, SPAP) OR Encryption authentication (CHAP)
Access Pemission Grant Access
Framed-Protocal FPP
Service-Type Framed
lgnore User Dial-in Properties  False
Wendar-Snecific 1 W
To close this wizard, click Finish.
Previous Next Cancel

20. To create the second Remote Access Policy, repeat the above steps with the

following changes:

e Policy Friendly name — ACOS-Admin-Read-Write-Policy
e Group to add — ACOS-Admin-Read-Write
o Attribute value -2

Configuring RADIUS on the ACOS Device

To add the RADIUS server (NPS server) to the ACOS device, enter the following

commands:

ACOS (config)# radius-server host 10.65.17.180 secret shared-secret
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ACOS (config)# authentication type local radius

Ensure that the shared secret is the same as the value that you specified for the
RADIUS client that you configured for the ACOS server on the NPS server.

In this example, 10.65.17.180 is the IP address of windows, and shared-secret is the
secret that you entered in the Configuring RADIUS Client for the ACOS Device.

Verifying the Configuration

To verify the configuration:

1. Login to the ACOS CLI.
2. On the command prompt, enter the username in the following format:

user-name@AD-domain-name

For example, you might enter read@qatest.com

3. Enter the password.

4. Press Enter.

Authentication and Authorization Based on Group
Extraction

The following topics are covered:

Overview

The ACOS device can use the group membership defined in the TACACS+ server to set
and control the user access permissions.

If a user logs into the ACOS device using CLI or GUI, its user credentials are sent to
the TACACS+ server. The TACACS+ server authenticates the user and extracts the
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user's group membership. The extracted information contains user roles, access
types, and privilege levels. This information is used to assign the appropriate access
permissions to the user. Thus, the user permissions can be managed centrally in the
TACACS+ server.

For example, if a user belongs to a read-only group in TACACS, when it logs in to the
ACOS device using CLI, it will only be able to execute show commands and not the
configuration commands.

Configuring TACACS+ for Group Extraction

To configure TACACS+ for Group Extraction:

1. Configure user attributes to specify the group permission memberships in the
TACACS+ server configuration file.

2. Create the required user groups and define their permissions in the TACACS+
server configuration file.

3. Add the A10 Admin Role, Access Type, and Privilege level as required in the
TACACS+ server configuration file.

The following is the sample configuration:
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<Authorization>
<UserGroups>
<UserGroup>Local System Administrators</UserGroup>
</UserGroups>
<!--No client group provided so this authorization section
applies to the above user groups from all the clients -->
<!--this group is allowed to telnet everywhere except from
addresses beginning with 161.-->
<Shell>
<!--<deny>telnet 161\.*</deny>
<Permit>telnet .*</Permit>-->
<Permit>.*show.*</Permit> <!--This will allow all show
commands —->
<Deny>.*</Deny> <!--This will deny all other
commands —-->

</Shell>

<AutoExec>
<!--<Set>acl=7</Set>-->
<!-- When an exec 1s started, i1ts connection access list will
be 7. It will also automatically execute this autocmd. If the cmd
element is not provided then the shell entry is used when the shell is
first invoked.-->
<!--<Set>autocmd=telnet 10.1.1.1</Set>-->
<Set>al0-admin-role=ReadWriteAdmin</Set>
<Set>al0-access-type=cli,web</Set>
<Set>priv-1vl=15</Set>
</AutoExec>

</Authorization>

4. Configure the global authentication and authorization methods to use TACACS+
on the ACOS device.

ACOS (config) #fauthentication type tacplus local

ACOS (config) #authentication enable tacplus local

ACOS (config) #authentication login privilege-mode
(

ACOS (config) #fauthorization commands 15 method tacplus

5. Configure TACACS+ server setting on the ACOS device.
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ACOS (config) #tacacs-server host tacacs server ip secret encrypted

secret-key
6. Configure the management interface to use for automated management traffic.

ACOS (config) #interface management

ACOS (config-if:management) #ip address ip address ip subnet mask

ACOS (config-if:management) #ip control-apps-use-mgmt-port

ACOS (config-if:management) #ip default-gateway default gateway address

7. Log into the Thunder device using the CLI or GUI with the user credentials defined
in the TACACS+ server.

8. After the successful login, verify if the access permissions are applied correctly
based on the group memberships.

ACOS (config) #show admin session

Id User Name Start Time Source IP Type
Partition Authen Role Cfg
3 admin 20:38:19 GMT Tue Mar 12 2024 172.20.37.243 CLI Local

ReadWriteAdmin No

*24 userl 21:32:41 GMT Tue Mar 12 2024 172.20.16.120 CLI

Tacacs+ ReadWriteAdmin No

For more information on the above commands, see Command Line Interface
Reference.

Additional Reference Information

The following commands that appear in the examples of this document are described
in the Command Line Interface Reference.

ACOS (config) # radius-server ?

default-privilege-read-write Specify the RADIUS default privilege

host Specify the RADIUS server's hostname or IP
address

ACOS (config)# authentication ?

console Configure console authentication type
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enable The enable-password authentication type
login The login mode
mode Configure authentication mode

multiple-auth-reject Multiple same user login reject

type The login authentication type
ACOS (config) # tacacs-server ?

host Specify the hostname of TACACS+ server

monitor Configure TACACS+ servers
ACOS (config)# authorization ?

commands Commands level for authorization

debug Specify the debug level for authorization
ACOS (config)# accounting ?

commands Enable level for commands accounting

debug Specify the debug level for accounting

exec Configuration for EXEC <shell> accounting
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Command Auditing

This chapter describes how to enable and configure command auditing on your ACOS
device.

The following topics are covered:

OV IV W 194
Enabling and Configuring Command Auditing ..., 195
AUt LOg EXamMPIeS oo 196

Additional Reference Information

Overview

The user can enable command auditing to log the commands entered by ACOS
administrators.

Command auditing logs the following types of system management events:

e Administrator logins and log outs for CLI, GUI, and aXAPI sessions.
e Unsuccessful administrator login attempts.

o Configuration changes. All attempts to change the configuration are logged, even if
they are unsuccessful.

e CLI commands at the Privileged EXEC level (if audit logging is enabled for this
level).

NOTE: Previously, the audit log (including all of the aXAPI messages) was being
displayed in the console, which affected the scroll back buffers for
terminal programs. Starting in release 2.7.2, the audit log is no longer
displayed, and the API calls are no longer displayed in the console.

The audit log is maintained in a separate file, apart from the system log. The audit log
messages displayed for an admin depend upon the administrator’s privilege level.
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Administrators with Root, Read Write, or Read Only privileges who view the audit log
can view all messages, for all system partitions.

Administrators who have privileges only within a specific partition can view only the
audit log messages related to management of that partition.

NOTE: Backups of the system log include the audit log.

Enabling and Configuring Command Auditing

Command auditing is disabled by default. To alter this configuration, the user can
perform the following actions.

The following topics are covered:

Configuring using GUI 195

Configuring Using CLI . 195

Configuring using GUI

The user can configure the Command Auditing feature through the GUI mode. The
following are the various steps and modes to enable command auditing using the
GUL:

1. Navigate to System >> Settings.
2. Select the Logging tab.

3. In the Audit log host field, specify the IPv4 or IPv6 address of the audit logging
host server, or specify the Name of the audit logging host server.

4. Select the logging facility from the Facility drop-down list.
5. Click OK.

Configuring using CLI

The user can configure the Command Auditing feature through the CLI mode. The
following are the various steps and modes to enable command auditing using the CLI:
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To enable command auditing from the CLI, use the audit enable command at the
global configuration level. This command logs configuration command only.

ACOS (config)# audit enable

To log both configuration and Privileged EXEC commands, use the following
command:

ACOS (config)# audit enable privilege

The following command sets the buffer size to 30,000. When the log is full, the oldest
entries are removed to make room for new entries. The default is 20,000 entries.

ACOS (config)# audit size 30000

Use the following command to disable command auditing:
ACOS (config)# no audit enable

To show audit log entries, use the show audit command:

ACOS (config)# show audit

Audit Log Examples

The following audit log indicates a change to the image to use for booting, performed
using the CLI:

Jul 06 2010 23:27:25 admin cli: bootimage hd sec

The following audit logs indicate configuration and operational actions related to
virtual server “vipl” performed using the GUI:

web: [admin] add virtual server

Jun 08 2014 09:06:04 [12]
ip:1.1.1.1, vportl:8001 (TCP).]
Jun 08 2014 09:06:05 [12]
ip:1.1.1.1, vportl:8001(TCP).]

web:

Jun 08 2014 09:06:06 [12] web:
successfully.
Jun 08 2014 09:06:06 [12] web:
successfully.
Jun 08 2014 09:06:07 [12] web:

successfully.

[name:vipl,
successfully.
edit virtual server

[admin] [name:vipl,

successfully.

[admin] disable virtual server [vipl]
[admin] enable virtual server [vipl]
[admin] delete virtual server [vipl]
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The following audit logs indicate configuration actions related to virtual server “vip1”
performed using the aXAPI:

Jun 08 2014 09:06:13 [12] aXAPI: [admin] add virtual server [name:vipl,
ip:1.1.1.1, vportl:8001(TCP).] successfully.

Jun 08 2014 09:06:14 [12] aXAPI: [admin] edit virtual server [name:vipl,
ip:1.1.1.1, vportl:8001(TCP).] successfully.

Jun 08 2014 09:06:15 [12] aXAPI: [admin] delete virtual server [vipl]

successfully.

Additional Reference Information

The following commands that appear in the examples of this document are described
in the Command Line Interface Reference.

ACOS (config) # audit ?

enable Enable audit service

size Config audit buffer size, default is 20,000
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